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(57) ABSTRACT 

Systems and methods for creation and use of an adaptive 

reference model are described. One described method com 

prises receiving a plurality of snapshots from a plurality of 
computers, each of the plurality of snapshots comprising a 
plurality of pairs of asset names and asset values, and 
automatically creating an adaptive reference model based at 
least in part on the plurality of snapshots. 
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SYSTEMS AND METHODS FOR CREATION AND 
USE OF AN ADAPTIVE REFERENCE MODEL 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Application No. 60/494,225, ?led Aug. 11, 2003, and 
US. application Ser. No. , Attorney Docket No. 
52270/302838, ?led herewith, entitled “Systems and Meth 
ods for Automated Computer Support,” the entirety of both 
of which are hereby incorporated by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to systems 
and methods for automated computer support. The present 
invention more particularly relates to systems and methods 
for creation and use of an adaptive reference model. 

BACKGROUND 

[0003] As information technology continues to increase in 
complexity, problem management costs will escalate as the 
frequency of support incidents rises and the skill set require 
ments for human analysts become more demanding. Con 
ventional problem management tools are designed to reduce 
costs by increasing the efficiency of the humans performing 
these support tasks. This is typically accomplished by at 
least partially automating the capture of trouble ticket infor 
mation and by facilitating access to knowledge bases. While 
useful, this type of automation has reached the point of 
diminishing returns as it fails to address the fundamental 
weakness in the support model itself, its dependence on 
humans. 

[0004] Table 1 illustrates the distribution of labor costs 
associated with incident resolution in the conventional, 
human-based support model. The data shown is provided by 
Motive Communications, Inc. of Austin, Tex. (www.motive 
.com), a major supplier of help desk software. The highest 
cost items are those associated with tasks that require human 
analysis and/or interaction (e.g. Diagnosis, Investigation, 
Resolution). 

TABLE 1 

Support Tasks % Labor Cost 

Simple and Repeated Problems (30%) 

Desktop Con?guration (User inflicted) 4% 
Desktop Environment (Software malfunction) 9% 
Networking and Connectivity 7% 
How To (questions) 10% 
Complex & Dynamic Problems (70%) 

Triage (Identify user and support entitlement) 7% 
Diagnosis (Analyze state of machine) 11% 
Investigation (Find the source of the problem) 35% 
Resolution and Repair (Walk user through the repair) 18% 

[0005] Conventional software solutions for automated 
problem management endeavor to decrease these costs and 
add value across a wide range of service levels. Forrester 

Research, Inc. of Cambridge, Mass. (www.forrester.com) 
provides a useful characteriZation of these service levels. 
Forrester Research divides conventional automated com 
puter support solutions into ?ve service levels, including: (1) 
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Mass-Healing—solving incidents before they occur; (2) 
Self-Healing—solving incidents when they occur; (3) Self 
Service—solving incidents before a user calls; (4) Assisted 
Service—solving incidents when a user calls; and (5) Desk 
side Visit—solving incidents when all else fails. According 
to Forrester, the cost per incident using a conventional 
self-healing service is less than one dollar. However, the cost 
quickly escalates, reaching more than three hundred dollars 
per incident if a desk-side visit is eventually required. 

[0006] The objective of Mass Healing is to solve incidents 
before they occur. In conventional systems, this objective is 
achieved by making all PC con?gurations the same, or at a 
minimum, ensuring that a problem found on one PC cannot 
be replicated on any other PCs. Conventional products 
typically associated with this service level consist of soft 
ware distribution tools and con?guration management tools. 
Security products such as anti-virus scanners, intrusion 
detection systems, and data integrity checkers are also 
considered part of this level since they focus on preventing 
incidents from occurring. 

[0007] The conventional products that attempt to address 
this service level operate by constraining the managed 
population to a small number of known good con?gurations 
and by detecting and eliminating a relatively small number 
of known bad con?gurations (e.g. virus signatures). The 
problem with this approach is that it assumes that: (1) all 
good and bad con?gurations can be known ahead of time; 
and (2) once they are known that they remain relatively 
stable. As the complexity of computer and networking 
systems increases, the stability of any particular node in the 
network tends to decrease. Both the hardware and software 
on any particular node is likely to change frequently. For 
example, many software products are capable of automati 
cally updating themselves using software patches accessed 
over an internal network or the Internet. Since there are an 

in?nite number of good and bad con?gurations and since 
they change constantly, these conventional self-healing 
products can never be more than partially effective. 

[0008] Further, virus authors continue to develop more 
and more clever viruses. Conventional virus detection and 
eradication software depends on the ability to identify a 
known pattern to detect and eradicate a virus. However, as 
the number and complexity of viruses increases, the 
resources required to maintain a database of known viruses 
and ?xes for those viruses combined with the resources 
required to distribute the ?xes to the population of nodes on 
a network becomes overwhelming. In addition, a conven 
tional PC utiliZing a Microsoft Windows operating system 
includes over 7,000 system ?les and over 100,000 registry 
keys all of which are multi-valued. Accordingly, for all 
practical purposes, an in?nite number of good states and an 
in?nite number of bad states may exist, making the task of 
identifying the bad states more complicated. 

[0009] The objective of the Self-Healing level is to sense 
and automatically correct problems before they result in a 
call to the help desk, ideally before the user is even aware 
that a problem exists. Conventional Self-Healing tools and 
utilities have existed since the late 80s when Peter Norton 
introduced a suite of PC diagnostics and repair tools 
(www.Symantec.com). These tools also include tools that 
allow a user to restore a PC to a restore point set prior to 
installation of a new product. However, none of the con 
ventional tools work well under real world conditions. 
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[0010] One fundamental problem of these conventional 
tools is the dif?culty in creating a reference model With 
sufficient scope, granularity, and ?exibility to alloW “nor 
mal” to be reliably distinguished from “abnormal”. Com 
pounding the problem is the fact that the de?nition of 
“normal” must constantly change as neW softWare updates 
and applications are deployed. This is a formidable technical 
challenge and one that has yet to be conquered by any of the 
conventional tools. 

[0011] The objective of the Self-Service level is to reduce 
the volume of help desk calls by providing a collection of 
automated tools and knoWledge bases that enable end users 
to help themselves. Conventional Self-Service products con 
sist of “hoW to” knoWledge bases and collections of softWare 
solutions that automate loW risk, repetitive support functions 
such as resetting forgotten passWords. These conventional 
solutions have a signi?cant doWnside in that they increase 
the likelihood of self-in?icted damage. For this reason they 
are limited to speci?c types of problems and applications. 

[0012] The objective of the Assisted Service level is to 
enhance human ef?ciency by providing an automated infra 
structure for managing a service request and by providing 
capabilities to remotely control a personal computer and to 
interact With end users. Conventional Assisted Service prod 
ucts include help desk softWare, online reference materials, 
and remote control softWare. 

[0013] While the products at this service level are perhaps 
the most mature of the conventional products and solutions 
described herein, they still fail to fully meet the requirements 
of users and organiZations. Speci?cally, the ability of these 
products to automatically diagnose problems is severely 
limited both in terms of the types of problems that can be 
correctly identi?ed as Well as the accuracy of the diagnosis 
(often multiple choice). 
[0014] ADesk-Side Visit becomes necessary When all else 
fails. This service level includes any “hands-on” activities 
that may be necessary to restore a computer that cannot be 
diagnosed/repaired remotely. It also includes tracking and 
managing these activities to ensure timely resolution. Of all 
the service levels, this level is most likely to require sig 
ni?cant time from highly trained, and therefore expensive, 
human resources. 

[0015] Conventional products at this level consist of spe 
cialiZed diagnostic tools and softWare products that track 
and resolve customer problems over time and potentially 
across multiple customer service representatives. 

[0016] Thus, What is needed is a paradigm shift, Which is 
necessary to signi?cantly reduce support costs. This shift 
Will be characteriZed by the emergence of a neW support 
model in Which machines Will serve as the primary agents 
for making decisions and initiating actions. 

SUMMARY 

[0017] Embodiments of the present invention provide sys 
tems and methods for creation and use of an adaptive 
reference model. One method according to one embodiment 
of the present invention comprises receiving a plurality of 
snapshots from a plurality of computers, each of the plurality 
of snapshots comprising a plurality of pairs of asset names 
and asset values, and automatically creating an adaptive 
reference model based at least in part on the plurality of 
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snapshots. In another embodiment, a computer-readable 
medium (such as, for example random access memory or a 
computer disk) comprises code for carrying out such a 
method. 

[0018] These embodiments are mentioned not to limit or 
de?ne the invention, but to provide examples of embodi 
ments of the invention to aid understanding thereof. Illus 
trative embodiments are discussed in the Detailed Descrip 
tion, and further description of the invention is provided 
there. Advantages offered by the various embodiments of the 
present invention may be further understood by examining 
this speci?cation. 

BRIEF DESCRIPTION OF THE FIGURES 

[0019] These and other features, aspects, and advantages 
of the present invention are better understood When the 
folloWing Detailed Description is read With reference to the 
accompanying draWings, Wherein: 

[0020] FIG. 1 illustrates an exemplary environment for 
implementation of one embodiment of the present invention; 

[0021] FIG. 2 is a block diagram illustrating a How of 
information and actions in one embodiment of the present 
invention; 

[0022] FIG. 3 is a How chart illustrating an overall process 
of anomaly detection in one embodiment of the present 
invention; and 

[0023] FIG. 4 is a block diagram illustrating components 
of an adaptive reference model in one embodiment of the 
present invention; 

[0024] FIG. 5 is a How chart illustrating a process of 
normaliZing registry information on a agent in one embodi 
ment of the present invention; 

[0025] FIG. 6 is a How chart illustrating a method for 
identifying and responding to an anomaly in one embodi 
ment of the present invention; 

[0026] FIG. 7 is a How chart illustrating a process for 
identifying certain types of anomalies in one embodiment of 
the present invention; 

[0027] FIG. 8 is a How chart illustrating a process for 
generating an adaptive reference model in one embodiment 
of the present invention; 

[0028] FIG. 9 is a How chart, illustrating a process for 
proactive anomaly detection in one embodiment of the 
present invention; 

[0029] FIG. 10 is a How chart, illustrating a reactive 
process for anomaly detection in one embodiment of the 
present invention; 

[0030] FIG. 11 is a screen shot of a user interface for 
creating an adaptive reference model in one embodiment of 
the present invention; 

[0031] FIG. 12 is a screen shot of a user interface for 
managing an adaptive reference model in one embodiment 
of the present invention; 

[0032] FIG. 13 is a screen shot of a user interface for 
selecting a snapshot to use for creation of a recognition ?lter 
in one embodiment of the present invention; 
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[0033] FIG. 14 is a screen shot of a user interface for 
managing a recognition ?lter in one embodiment of the 
present invention; 

[0034] FIG. 15 is a screen shot illustrating a user interface 
for selecting a “golden system” for use in a policy template 
in one embodiment of the present invention; and 

[0035] FIG. 16 is a screen shot of a user interface for 
selecting policy template assets in one embodiment of the 
present invention. 

DETAILED DESCRIPTION 

[0036] Embodiments of the present invention provide sys 
tems and methods for creation and use of an adaptive 
reference model. Referring noW to the draWings in Which 
like numerals indicate like elements throughout the several 
?gures, FIG. 1 is a block diagram illustrating an exemplary 
environment for implementation of one embodiment of the 
present invention. The embodiment shoWn includes an auto 
mated support facility 102. Although the automated support 
facility 102 is shoWn as a single facility in FIG. 1, it may 
comprise multiple facilities or be incorporated into the site 
Where the managed population resides. The automated sup 
port facility includes a ?reWall 104 in communication With 
a netWork 106 for providing security to data stored Within 
the automated support facility 102. The automated support 
facility 102 also includes a Collector component 108. The 
Collector component 108 provides, among other features, a 
mechanism for transferring data in and out of the automated 
support facility 102. The transfer routine may use a standard 
protocol such as ?le transfer protocol (FTP) or hypertext 
transfer protocol (HTTP) or may use a proprietary protocol. 
The Collector component also provides the processing logic 
necessary to doWnload, decompress, and parse incoming 
snapshots. 
[0037] The automated support facility 102 shoWn also 
includes an Analytic component 110 in communication With 
the Collector component 108. The Analytic component 110 
includes hardWare and softWare for implementing the adap 
tive reference model described herein and storing the adap 
tive reference model in a Database component 112. The 
Analytic component 110 extracts adaptive reference models 
and snapshots from a Database component 112, analyZes the 
snapshot in the context of the reference model, identi?es and 
?lters any anomalies, and transmits response agent(s) When 
appropriate. The Analytic component 110 also provides the 
user interface for the system. 

[0038] The embodiment shoWn also includes a Database 
component 112 in communication With the Collector com 
ponent 108 and the Analytic component 110. The Database 
component 112 provides a means for storing data from the 
agents and for the processes performed by an embodiment of 
the present invention. A primary function of the Database 
component may be to store snapshots and adaptive reference 
models. It includes a set of database tables as Well as the 
processing logic necessary to automatically manage those 
tables. The embodiment shoWn includes only one Database 
component 112 and one Analytic component 110. Other 
embodiments include many Database and or Analytic com 
ponents 112, 110. One embodiment includes one Database 
component and multiple Analytic components, alloWing 
multiple support personnel to share a single database While 
performing parallel analytical tasks. 
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[0039] An embodiment of the present invention provides 
automated support to a managed population 114 that may 
comprise,a plurality of client computers 116a, b. The man 
aged population provides data to the automated support 
facility 102 via the netWork 106. 

[0040] In the embodiment shoWn in FIG. 1, an Agent 
component 202 is deployed Within each monitored machine 
116a, b. The Agent component 202 gathers data from the 
client 116. At scheduled intervals (e.g., once per day) or in 
response to a command from the Analytic component 110, 
the Agent component 202 takes a detailed snapshot of the 
state of the machine in Which it resides. This snapshot 
includes a detailed examination of all system ?les, desig 
nated application ?les, the registry, performance counters, 
processes, services, communication ports, hardWare con 
?guration, and log ?les. The results of each scan are then 
compressed and transmitted in the form of a Snapshot to a 
Collector component 108. 

[0041] Each of the servers, computers, and netWork com 
ponents shoWn in FIG. 1 comprise processors and com 
puter-readable media. As is Well knoWn to those skilled in 
the art, an embodiment of the present invention may be 
con?gured in numerous Ways by combining multiple func 
tions into a single computer or alternatively, by utiliZing 
multiple computers to perform a single task. 

[0042] The processors utiliZed by an embodiment of the 
present invention may include, for example, digital logic 
processors capable of processing input, executing algo 
rithms, and generating output as necessary in support of 
processes according to the present invention. Such proces 
sors may include a microprocessor, an ASIC, and state 
machines. Such processors include, or may be in commu 
nication With, media, for example computer-readable media, 
Which stores instructions that, When executed by the pro 
cessor, cause the processor to perform the steps described 
herein. 

[0043] Embodiments of computer-readable media include, 
but are not limited to, an electronic, optical, magnetic, or 
other storage or transmission device capable of providing a 
processor, such as the processor in communication With a 
touch-sensitive input device, With computer-readable 
instructions. Other examples of suitable media include, but 
are not limited to, a ?oppy disk, CD-ROM, magnetic disk, 
memory chip, ROM, RAM, an ASIC, a con?gured proces 
sor, all optical media, all magnetic tape or other magnetic 
media, or any other medium from Which a computer pro 
cessor can read instructions. Also, various other forms of 
computer-readable media may transmit or carry instructions 
to a computer, including a router, private or public netWork, 
or other transmission device or channel, both Wired and 
Wireless. The instructions may comprise code from any 
computer-programming language, including, for example, 
C, C#, C++, Visual Basic, Java, and JavaScript. 

[0044] FIG. 2 is a block diagram illustrating a How of 
information and actions in one embodiment of the present 
invention. The embodiment shoWn comprises an Agent 
component 202. The Agent component 202 is the part of the 
system that is deployed Within each monitored machine. It 
may perform three major functions. First, it may be respon 
sible for gathering data. The Agent component 202 may 
perform an extensive scan of the client machine 116a, b at 
scheduled intervals, in response to a command from the 
























