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SYSTEM AND METHOD FOR COMMITTING TO A 
SET 

CROSS REFERENCE TO RELATED 
APPLICATION 

[0001] This application is a continuation-in-part of US. 
patent application Ser. No. 10/639,140, by Rajan M. Lukose 
and Joshua R. Tyler, entitled “Targeted Advertisement With 
Local Consumer Pro?le,” ?led on Aug. 12, 2003, Which is 
incorporated herein by reference. 

BACKGROUND 

[0002] This section is intended to introduce the reader to 
various aspects of art, Which may be related to various 
aspects of the present invention that are described and/or 
claimed beloW. This discussion is believed to be helpful in 
providing the reader With background information to facili 
tate a better understanding of the various aspects of the 
present invention. Accordingly, it should be understood that 
these statements are to be read in this light, and not as 
admissions of prior art. 

[0003] In the ?eld of processor-based systems, such as 
computer systems, it may be desirable for information 
and/or electronic data to be transferred from one system to 
another system via a netWork or other electronic means. For 
eXample, netWorks may be arranged to alloW information, 
such as ?les or programs, to be shared across an office, a 

building, or any geographic boundary. The Internet, for 
eXample, is a global netWork that may alloW for private 
e-mail communications, business transactions betWeen mul 
tiple parties, targeted advertising, commerce, and the like. 
While netWorks such as the Internet may be used to increase 
productivity and convenience, they also may eXpose com 
munications and computer systems to security risks (e.g., 
interception of con?dential data by unauthoriZed parties, 
loss of data integrity, data manipulation, and unauthoriZed 
access to accounts). 

[0004] Commitments may be used in interactive protocols 
betWeen mutually distrusting parties. In some netWork com 
munications, it may be desirable to have one party commit 
to a set of features such that the party can later prove that 
selected queries are satis?ed by the committed-to set of 
features. Additionally, the committing entity may Wish to 
prove that certain features Were missing from the previously 
committed group. An improved method for providing such 
commitment is desirable. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] FIG. 1 is a block diagram that illustrates an HDAG 
in accordance With embodiments of the present invention; 

[0006] FIG. 2 is a block diagram illustrating an HDAG 
complete binary pre?X tree 200 in accordance With embodi 
ments of the present invention; 

[0007] FIG. 3 is a block diagram illustrating an HDAG 
pre?X tree in accordance With embodiments of the present 
invention; 

[0008] FIG. 4 is a block diagram illustrating a blinded 
HDAG pre?X tree in accordance With embodiments of the 
present invention; 
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[0009] FIG. 5 is a block diagram illustrating a proof of 
membership in accordance With embodiments of the present 
invention; 
[0010] FIG. 6 is a block diagram illustrating a blinded 
HDAG pre?X DAG in accordance With embodiments of the 
present invention; 

[0011] FIG. 7 illustrates a blinded HDAG pre?X DAG 
divided into regions in accordance With embodiments of the 
present invention; 

[0012] FIG. 8 is a block diagram of a portion of a pre?X 
DAG in accordance With embodiments of the present inven 
tion; 
[0013] FIG. 9 is a block diagram illustrating an HDAG for 
use in limiting committed-to sets to no more than a desig 
nated siZe in accordance With embodiments of the present 
invention; 
[0014] FIG. 10 is a block diagram illustrating a method of 
committing to a data set in accordance With embodiments of 
the present invention; 

[0015] FIG. 11 illustrates a system for committing to a 
data set in accordance With embodiments of the present 
invention; and 

[0016] FIG. 12 is a block diagram illustrating a method of 
verifying a plurality of proofs about a committed-to data set 
in accordance With embodiments of the present invention. 

DETAILED DESCRIPTION 

[0017] One or more speci?c embodiments of the present 
invention Will be described beloW. In an effort to provide a 
concise description of these embodiments, not all features of 
an actual implementation are described in the speci?cation. 
It should be appreciated that in the development of any such 
actual implementation, as in any engineering or design 
project, numerous implementation-speci?c decisions must 
be made to achieve the developers’ speci?c goals, such as 
compliance With system-related and business-related con 
straints, Which may vary from one implementation to 
another. Moreover, it should be appreciated that such a 
development effort might be compleX and time consuming, 
but Would nevertheless be a routine undertaking of design, 
fabrication, and manufacture for those of ordinary skill 
having the bene?t of this disclosure. It should be noted that 
illustrated embodiments of the present invention throughout 
this teXt may represent a general case. For eXample, features 
illustrated as integer features may be turned into a series of 
binary features (e.g., “X=5” becomes “X’s ?rst bit is on” and 
“X’s third bit is on”). 

[0018] Commitment methods may be used to commit to 
some data privately and (optionally) later prove What data 
Was previously committed to. Such methods may include 
three parts: (1) a procedure for mapping the data to a small 
value, Which may be referred to as a commitment token, and 
possibly some secrets (pieces of data held privately by the 
committer); (2) a procedure Which takes the data D and a 
commitment token C produced earlier by (1) along With any 
associated secrets and produces a proof of the form “The 
data used to produce C is D”; and, (3) a procedure for 
verifying statements of the form produced by These 
procedures may be arranged so that possessing C alone 
effectively reveals nothing about D. 
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[0019] An exemplary use of commitment methods may be 
illustrated by tWo parties attempting to ?ip a fair imaginary 
coin over a telephone as part of a game. This may be done 
as folloWs: each party ?ips a real coin, commits to the result, 
and sends the resulting commitment token to the other party. 
After exchanging the commitment tokens, each party may 
send a proof revealing What the value they committed to 
Was. If both proofs verify, then the result of the imaginary 
coin is the exclusive-or (xor) of the tWo committed values. 
If one party’s proof fails or if they refuse to folloW this 
procedure, they are considered to be cheating. Note that if it 
Was possible to learn about the other party’s coin ?ip from 
just their commitment token or if it Was possible to lie at 
revealment time about one’s previously committed-to coin 
value, a party Would be able to in?uence unfairly the result 
of the imaginary coin ?ip. 

[0020] Set commitment methods are a specialiZation of 
commitment methods that may be used to commit to a set of 
values (e.g., a set of numbers, a set of names, or a set of Web 
sites visited) privately and to later (optionally) prove infor 
mation about the committed-to set’s contents. In particular, 
they may alloW proving that particular values are in the 
committed-to set. They may also alloW proving that particu 
lar values are not in the committed-to set. Ideally, these 
proofs do not reveal anything else about the set’s contents. 
An exemplary set commitment method is discussed in S. 
Micali, M. O. Rabin and J. Kilian, Zero-Knowledge Sets, 
The Proceedings of the 44th Annual IEEE Symposium on 
Foundations of Computer Science (2003). An example relat 
ing to set commitment can be found in the patent application 
by Mark David Lillibridge and Raj an MatheW Lukose US. 
patent application Ser. No. 10/909,161, ?led Jul. 30, 2004, 
entitled “System and Method for Targeted Advertising Via 
Commitment”, Which is presently incorporated by reference 
herein. 

[0021] A technique for building set commitment methods 
is the use of HDAG’s (hash-based directed acyclic graph). 
An HDAG may be de?ned as a DAG (directed acyclic 
graph) Wherein pointers hold cryptographic hashes (de?ned 
beloW) instead of addresses. A DAG may be de?ned as a 
data structure having directed edges and no path that returns 
to the same node. The node an edge emerges from is called 
the parent of the node that edge points to, Which in turn is 
called the child of the original node. Each node in a DAG 
may either be a leaf or an internal node. An internal node has 
one or more child nodes Whereas a leaf node has none. The 

children of a node, their children, and so forth are the 
descendents of that node and all children of the same parent 
node are siblings. If every child node has no more than one 
parent node in a DAG and every node in the DAG is 
reachable from a single node (called the root node), then that 
DAG is a tree. HDAG’s that are trees are sometimes referred 
to as Merkle Trees. A binary tree may be a tree Wherein 
every node in the tree has at most tWo children. 

[0022] A cryptographic hash (shortened to hash in this 
document) may be de?ned as a small number produced from 
arbitrarily-siZed data by a mathematical procedure called a 
hash function (e.g., MDS) such that (1) any change to the 
input data (even one as small as ?ipping a single bit) With 
extremely high probability changes the hash and (2) given a 
hash, it is infeasible to ?nd any data that maps to that hash 
that is not already knoWn to map to that hash. Because it is 
essentially impossible to ?nd tWo pieces of data that have the 

Feb. 17, 2005 

same hash, a hash can be used as a reference to the piece of 
data that produced it; such references may be called intrinsic 
references because they depend on the content being 
referred to, not Where the content is located. Traditional 
addresses, by contrast, are called extrinsic references 
because they depend on Where the content is located. 

[0023] FIG. 1 is a block diagram that illustrates an HDAG 
in accordance With embodiments of the present invention. 
Because HDAG’s use intrinsic references instead of extrin 
sic references, they have special properties. In particular, 
any change to the contents of an HDAG With extremely high 
probability changes all references to it or any subpart of it 
Whose contents have changed. This makes HDAG’s very 
useful for building set commitment methods. For example, 
the folloWing may represent an unrealistic set commitment 
method: To commit to a set S, the commiter builds an 
HDAG Whose nodes contain the elements of S; the resulting 
commitment token is the hash of the root node. One possible 
such HDAG encoding {1, 5, 6} is shoWn in FIG. 1. Contrary 
to physical trees, computer trees are usually depicted With 
their root at the top of the structure and their leaves at the 
bottom. Because commitment token C depends on the entire 
HDAG, the commiter Will be unable to change his mind 
once he announces C. It should be noted that C is the hash 
of the entire root node, including the tWo pointers to its 
children, and thus depends indirectly on its children’s con 
tents, and their children’s contents, and so on. 

[0024] To prove that a particular element, say ?ve, is in the 
set Whose commitment token the commiter announced, he 
merely need supply the contents of all of the nodes (inclu 
sive) on the path from the root node to the node containing 
that element; in the case of ?ve, this Would be node 101 
folloWed by node 102. The advantage of sending just a path 
to the node containing that element instead of the contents 
of the entire HDAG is that a path is often exponentially 
smaller than the entire HDAG. A skeptical observer may 
verify such proofs by checking that the ?rst node hashes to 
C, each succeeding node’s hash is contained in the preceding 
node as a pointer value, and that the ?nal node contains the 
element Whose presence is being proved. This method of 
proof is quite general: the presence of an arbitrary subset of 
nodes in an HDAG can be proved by supplying them and all 
their ancestors’ contents. 

[0025] Embodiments of the present invention relate to a 
method parameteriZed by a length of features L and in some 
cases a factor K that relates to a number of features that may 
be proved absent from a given committed-to set of features. 
In one embodiment of the present invention, a committed-to 
set may be obtained beginning With a set of L-bit strings 
representing features that act as input. Such a set may be 
obtained from a set of arbitrarily-siZed features by crypto 
graphically hashing each feature and keeping the ?rst L bits 
of each hash. The set may be committed-to by ?rst con 
structing an HDAG that encodes the set of L-bit features and 
then publishing the root hash of the constructed HDAG to 
those Who Wish to con?rm the commitment. The exact data 
structure used for the committed-to HDAG is a crucial factor 
in determining the resulting set commitment method’s prop 
erties. 

[0026] FIG. 2 is a block diagram illustrating an HDAG 
complete binary pre?x tree 200 in accordance With embodi 
ments of the present invention. Embodiments of the present 
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invention may use a variant of a pre?x tree of height L+1 
(i.e., the maximum number of edges betWeen a node and the 
root node in a tree plus one is equal to L+1) as an HDAG for 
commitments such as those described above. A pre?x tree 
may be a tree Where all of a given node’s descendents’ keys 
have the given node’s key as a pre?x. For example, in FIG. 
2, the root node 204 has key “”, node 206 has key “0”, node 
212 has key “01”, and so on. This makes searching for a 
node easy: start at the root and repeatedly choose the child 
Whose key is a pre?x of the key you are searching for. The 
keys may be stored explicitly in the nodes or implicitly, as 
in FIG. 2, assigned by a rule. For FIG. 2, the rule is that the 
root node has key “”, a left child gets the key of its parent 
folloWed by “0”, and a right child gets the key of its parent 
folloWed by “1”. For example, a pre?x tree of height L may 
be a binary tree of height L+1, Which maps L-bit binary 
strings to leaf nodes according to the rule of FIG. 2. It 
should be noted that branching factors other than tWo 
(binary) may be used. 

[0027] Each of the possible L-bit features (2L in all) has a 
corresponding leaf node; that node contains “Y” if that 
feature is in the committed-to set and “N” otherWise. Pre?x 
tree 200 corresponds to committed-to set S1={1, 5, 6} 
comprising three-bit number values (i.e., L is three). The tree 
200, in accordance With embodiments of the present inven 
tion, comprises a root node 204, middle nodes 206, 208, 210, 
212, 214, and 216, and leaf nodes 218, 220, 222, 224, 226, 
228, 230, 232, and 234 having values as shoWn. The nodes 
of pre?x tree 200 may be given implicit keys in accordance 
With the rule previously mentioned. Thus, a search of pre?x 
tree 200 may be performed for the feature (key) ?ve, Which 
corresponds to bit string “101” (i.e., 5=1012) and Whose 
presence information is stored in leaf node 230. Accord 
ingly, at the root (node 204) a search Would proceed to the 
right because the ?rst bit value in bit string 101 is 1. At the 
next node (node 208), the search Would proceed to the left 
because the next value in the bit string 101 is 0. Then the 
search Would proceed right again at node 214 because the 
last bit is a 1 in bit string 101. The search Would reach leaf 
node 230 Wherein information about the presence of 5 in the 
set is stored. The presence of 5 in the set is indicated by the 
bit value illustrated by “Y” stored in leaf node 230. If ?ve 
Was not present in set S1, the leaf node 230 Would contain 
a bit value represented by “N.” 

[0028] Alternate embodiments may place additional infor 
mation in the leaf nodes corresponding to present features 
(e.g., the “Y” nodes of FIG. 2). For example, the complete 
name of the feature (i.e., the string hashed to produce the 
L-bit string used to reach that leaf node) might be included 
in the leaf node corresponding to that feature in order to 
increase the accuracy of membership proofs. Because a 
proof of membership of feature f includes the contents of the 
leaf node corresponding to feature f, it proves under this 
alternate embodiment that f and not just a feature Whose 
hash has same ?rst L-bits as f’s hash belongs to the com 
mitted-to set. This mechanism of sticking information in leaf 
nodes is completely general, and can be used associate 
arbitrary types of information With every feature in the 
committed-to set. If a value is associated in this Way With 
every feature, then the embodiments of this invention may 
be used to commit to an arbitrary mapping from feature 
names to values. 
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[0029] The only actual information about What the set S1 
contains resides in the leaf nodes: the superstructure or 
internal nodes of the tree may be exactly the same (module 
exact pointer values) no matter What features are actually 
present in the set. Moreover, the path (including Whether to 
branch right or left) from the root node to the node contain 
ing the information about Whether or not a given feature is 
present in the set depends only on that feature’s name. Thus, 
supplying that path may constitute proof that that feature 
is/is not in the committed set. (If the relevant information 
about that feature’s presence could be in multiple places, 
then multiple paths might have to be supplied.) These proofs 
may leak information because it is sometimes possible to 
?gure out What a hash pointer references. In particular, if an 
adversary can guess to What a hash pointer points, he can 
easily check his guess by hashing his guess and seeing if its 
hash is the same as the value of the hash pointer. Guessing 
may become relatively easier near the bottom of the tree 
because there are so feW possibilities for small subtrees. 

[0030] While this data structure Works Well for small L, it 
may use too much storage for larger L because there is a 
node for every single possible string: Required storage space 
increases exponentially With the length L. Using crypto 
graphic hashing to reduce the siZe of features may reduce L 
someWhat. 

[0031] FIG. 3 is a block diagram illustrating an HDAG 
pre?x tree 300 in accordance With embodiments of the 
present invention. Speci?cally, HDAG pre?x tree 300 may 
be an optimiZed version of the HDAG pre?x tree 200 
illustrated in FIG. 2. In pre?x tree 200, for example, if each 
leaf node represents a URL and each URL contains one 
hundred 8-bit characters, there are 2800 possible URLs and 
it is infeasible to have one node for each possible URL. 
Pre?x tree 300 may solve this space cost issue by optimiZing 
space via compression. Speci?cally, in pre?x tree 300 any 
sub-tree having only leaves With “N”s is left out and a null 
pointer (i.e., a pointer that points to nothing) may be used in 
its place. 

[0032] Pre?x tree 300 comprises a root node 304, middle 
nodes 306, 308, 310, 312, and 314, and leaf nodes 316, 318, 
and 320. Null pointers 322 are indicated by a slash. In 
accordance With embodiments of the present invention, the 
null pointers 322 may be holding a special hash value null 
(e.g., 0) that corresponds to no knoWn data. Proofs are the 
same here as for the previous embodiment except that proofs 
that features are missing may end early in a null pointer 
instead of a leaf node containing an “N”. This may create a 
neW information leak: as soon as a party recogniZes a null 

pointer 322 (required for the proof to Work), that party may 
knoW the associated sub-tree is empty (e.g., it has no “Y” 
leaves) and thus that the associated features are missing. 
This may not happen for proofs of presence. 

[0033] To prevent information from leaking due to guess 
ing What hash pointers reference, randomness may be added 
to the data structure to Which a commitment is being made. 
This may be done in many different Ways. For example, a 
different random number may be placed in each leaf node in 
FIG. 2. Given sufficiently long random numbers, it Would be 
totally infeasible for an adversary to try even a small fraction 
of the possibilities. Randomness may need to be added in 
enough places so that every hash pointer that needs to be 
unguessable refers to something containing a random num 
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ber. This change may make the proofs (both of presence and 
of absence) for the embodiment depicted in FIG. 2 leak no 
information Whatsoever. It should be noted that adding 
randomness does not permit the commiter to lie because the 
hash pointers still depend on the features’ present/absent 
information. This randomness should be refreshed (each 
random number replaced by a neW random number) before 
each commitment if an HDAG using randomness to prevent 
leaking is to be reused. 

[0034] Simply adding randomness to nodes in the embodi 
ment depicted in FIG. 3 does not prevent its proofs from 
leaking information: because null pointers do not refer to 
any nodes and hence any random values, they are still easy 
to guess. Worse, null pointers generally must be recogniZ 
able to proof checkers so they can distinguish betWeen the 
feature present and feature absent cases. Proofs of presence 
(but not absence) may be made to leak no information by 
making null pointers unrecogniZable Without the commiter’s 
cooperation. This may Work because null pointers are never 
folloWed in presence proofs. Pointers using intrinsic refer 
ences that reveal no information Without that pointer’s 
creator’s cooperation may be referred to as blinded pointers. 

[0035] Blinded pointers may be created by storing (ordi 
nary, non-set) commitments to hashes instead of just hashes 
in pointers. When a blinded pointer needs to be folloWed in 
a proof, a sub-proof revealing its underlying hash may be 
included. Any ordinary commitment method may be used. 
For concreteness, in our examples We use the folloWing 
simple method: to commit to a value v, a random secret r is 

chosen yielding commitment token hash(v, r) Where hash(—) 
is some cryptographic hash function; the proof that the 
committed value Was v is (v, r); and the veri?cation proce 
dure is to check that the proof hashes to the commitment 
token. 

[0036] FIG. 4 is a block diagram illustrating a blinded 
HDAG pre?x tree 400 in accordance With embodiments of 
the present invention. Speci?cally, FIG. 4 may be a blinded 
version of FIG. 3 (all pointers have been blinded) compris 
ing search nodes 404, 406, 408, 410, 412, and 414, and leaf 
nodes 416, 418, and 420 as shoWn. Additionally, FIG. 4 may 
demonstrate hoW to compute blinded pointer values in 
accordance With embodiments of the present invention. The 
c values (e.g., c3, c7, c8), represent ordinary commitment 
tokens. For example, c3 represents the value of the pointer 
424, Which refers to node 410. The secret random number 
associated With the commitment token ci, labeled ri, is 
shoWn in FIG. 3 next to the head of the pointer Whose value 
is ci. For example, in FIG. 3, r3 is located just to the left of 
the head of the pointer 424, Whose value is c3. These secrets 
are not part of any HDAG node. Accordingly, the folloWing 
equation shoWs hoW to calculate c3: 

c3=hash (r3, c7, c8) Equation 1 

[0037] Similarly, the folloWing tWo equations represent 
calculation of c7 (the value of null pointer 426) and c8: 

c7=hash (r7, 0) 
c8=hash (r8, “Y”) 

Equation 2 

Equation 3 

[0038] The hash c7 is calculated using the assumption that 
Zero is the underlying value of a null pointer. 

[0039] Using blinded pointers as described above in accor 
dance With embodiments of the present invention may 
prevent information from leaking. For example, a second 
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party may attempt to determine Whether c7 is a null pointer 
Without authoriZation from a ?rst party. HoWever, the second 
party may not be able to recogniZe c7 as a null pointer 
because the party may not have the value of r7 and thus the 
commitment may prevent an information leak. If a ?rst party 
chooses to provide a proof of certain values in an HDAG, the 
?rst party may provide a node trace along With the secrets 
(e.g., r3, r8) associated With the pointers folloWed in the 
trace. For example, if a ?rst party provides proof to a second 
party that leaf node 416 has a value of “Y”, the second party 
Will receive c7 as part of the associated node trace because 
c7 is part of search node 410. HoWever, in accordance With 
embodiments of the present invention c7 may appear random 
to the second party because the second party does not have 
r7, Which may be required to interpret c7. The second party 
may only be given the secrets necessary to con?rm the value 
of leaf node 416. Accordingly, the use of random values can 
essentially hide all of the pointers (e.g., pointer 426) desti 
nations, except those of pointers folloWed by a particular 
node trace. 

[0040] It should be noted that in a pre?x tree, the use of 
null pointers as illustrated by FIG. 4 may preclude a 
negative proof (a proof that a feature is not present) Without 
any loss of privacy. For example, a ?rst party may indicate 
to a second party that a value is not present by providing a 
trace to a null pointer (e.g., null pointer 426) including 
revealing that it is a null pointer. While the null pointer may 
prove that the desired value is not present, it may also be 
proof to an observer that everything else in the missing 
sub-tree is not present: A null pointer cannot be present if 
there is a “Y” in a leaf node beloW. 

[0041] FIG. 5 is a block diagram illustrating a proof of 
membership in accordance With embodiments of the present 
invention. Speci?cally, FIG. 5 represents an exemplary 
proof of membership of “001” in accordance With FIG. 4. 
The proof (block 510) may represent a node trace beginning 
With root node 404 as shoWn in FIG. 4. In accordance With 
block 510 and FIG. 4 the trace proceeds through pointer 428 
to node 406, through pointer 424 to node 410, and through 
pointer 430 to the leaf node 416 having the value “Y”. The 
secrets associated With pointers 424, 428, and 430 (i.e., r1, 
r3, and rg) may be provided to the second party or veri?er 
but, to maintain privacy, no other secrets are provided. In 
particular, r2, r4, and r7 may not be provided to the second 
party or veri?er in the illustrated example (block 510). 
Accordingly, because the random numbers associated With 
c2, c4, and c7 are not available to the veri?er, c2, c4, and c7 
may appear random to the veri?er. The actual hashes com 
mitted to do not need to be provided separately because they 
can be calculated by hashing the included nodes. This proof 
510 is suf?cient to convince a second party or veri?er that 
“001” is present in the committed-to set in accordance With 
the embodiments of the present invention. Block 520 rep 
resents veri?cation or con?rmation steps that may be per 
formed by the second party or veri?er. Speci?cally, block 
520 represents checking that the set commitment token is the 
hash of c1 and c2, checking that the value of the left pointer 
of node 511 (c1) is the hash of r1, c3, and c4, and so forth as 
illustrated in the ?gure. Eventually, the veri?er Will con?rm 
that “Y” is associated With the path for “001”. 

[0042] FIG. 6 is a block diagram illustrating a blinded 
HDAG pre?x DAG 600 in accordance With embodiments of 
the present invention. A pre?x DAG is a DAG that When 
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expanded out to form a tree by duplicating nodes With 
multiple parents forms a pre?x tree. In a pre?x DAG, nodes 
may have multiple implicit keys, one for each different Way 
they can be reached from the root. For example, node 612 
has implicit keys “01” and “10”. The pre?x DAG 600 
comprises search nodes 604, 606, 608, 610, 612, and 614, 
and leaf nodes 616, 618, and 620 as shown. Speci?cally, 
pre?x DAG 600 may be an optimiZed or compressed pre?x 
tree that reuses nodes that do not contain “Y” and have no 
“Y” descendents to save storage space. For example, as 
illustrated in FIG. 6, each pointer that relates to an “N” leaf 
may be directed to the same leaf node 618, Which stores an 
“N” value. Similarly, multiple search nodes having the same 
number of “N” descendents, but no “Y” descendents, may 
be combined into a single search node (e.g., node 612). FIG. 
6 demonstrates that only one negative leaf node (e.g., node 
having an “N” value) is required regardless of hoW many 
features (e.g., “Y” values) are in the committed-to set of 
features. The embodiment illustrated by HDAG 600 uses 
only a little more storage space than the one illustrated by 
HDAG 400 of FIG. 4 (no more than L+1 extra nodes to be 
precise). Unlike With HDAG 400, it is possible With HDAG 
600 to issue one non-membership proof (i.e., proof of 
absence) per commitment token Without leaking any infor 
mation. (Both embodiments alloW any number of member 
ship proofs per commitment token Without leaking informa 
tion.) 
[0043] If tWo non-membership proofs are issued involving 
the same commitment token, information may leak because 
the node traces of the tWo proofs may reveal that some node 
is reachable from the root in different Ways. (A node is 
recogniZable Wherever it occurs because of its unique ordi 
nary commitment tokens.) If an adversary discovers that a 
node can be reached in tWo different Ways, he can be sure 
that no descendent of that node is a “Y” leaf. Discovering 
that a node is reachable in tWo different Ways is the only Way 
that information can leak When using the embodiment 
illustrated by HDAG 600 because of its use of blinded 
pointers and lack of null pointers. Because proofs of mem 
bership never traverse nodes reachable in multiple Ways 
(remember that only nodes that contain “N” or have only 
“N” leaves are combined), if the committer limits himself to 
issuing only at most 1 non-membership proof per commit 
ment token then no node Will be revealed to be reachable in 
multiple Ways. 

[0044] FIG. 7 illustrates a blinded HDAG pre?x DAG 
divided into regions 710 in accordance With embodiments of 
the present invention. The details of nodes and regions have 
been omitted. Each region 710 may represent a sub-pre?x 
DAG. For example, if each region 710 merely represented a 
single leaf node, the graph Would be much like the pre?x tree 
200, Which requires excessive amounts of storage, except 
With blinded pointers. Each region 710 or certain regions 
710 may be individually compressed in the same manner as 
FIG. 6. Each node that has only “N” descendents or contains 
“N” may be referred to as a special node. 

[0045] FIG. 8 is a block diagram of a portion of a blinded 
HDAG pre?x DAG 800 in accordance With embodiments of 
the present invention. Node details have been omitted. 
Speci?cally, the diagram may illustrate a detailed vieW of 
regions I and II from FIG. 7. Nodes 802, 804, 806, 814, 808, 
810, 812, and 816 are special nodes. These nodes are 
essentially distinguished among themselves by the region 
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they belong to and the number of times pointers must be 
folloWed to get to a leaf node containing “N.” 

[0046] OrganiZing a tree into regions such as the illus 
trated regions 710 may alloW for more than one non 
membership proof to be issued Without leaking information. 
The regions alloW division of the tree and reuse of nodes 
only Within a region. If a tree is divided into regions based 
on the ?rst K bits of each string, 2K regions may be obtained 
With each region having L—K+1 special nodes that encode 
each of the possible sub-trees having no leaf node descen 
dents With a “Y” value. Under a construction such as this, 
tWo non-membership proofs can have a reused node in 
common (and hence potentially reveal a node reachable in 
multiple Ways) only if they are for tWo strings Whose ?rst K 
bits are the same. Thus, at the cost of O(N*L+2K*(L—K+1)) 
time and space Where N is the number of features in the set 
to be committed to, the committer can issue up to 2K 
non-membership proofs Without leaking information so long 
as each is for a string With a different K-bit pre?x. 

[0047] The restriction on Which non-membership proofs 
can be issued may be made less onerous by randomly 
assigning features to each region. To do this, a random 
permutation may be applied to all of the features before 
being added to a set. The permutation should be published 
or agreed upon before commitment time. For example, to 
commit to the features 0000002 and 0000012, using the 
procedure described above, the committer publishes the set 
commitment token resulting from committing to the set 
{P(0000002), P(0000012)} and P. To prove that 1000002 and 
1000012 are not in the committed-to set, the committer may 
shoW proofs that P(1000002) and P(1000012) are not in the 
committed-to set. This may be done Without risking privacy 
loss as long as P(1000002) and P(1000012) differ in their ?rst 
K bits, Which Will happen With probability 1-24‘. Note that 
the probability that the committer can do this is independent 
of the other contents of the committed-to set. Therefore, 
Whether or not the commiter can provide a proof does not 
leak extra information. If a party Who Will be requiring 
proofs is alloWed to choose the permutation and possibly K 
as Well, they may be able to choose a permutation that 
de?nitely maps each of the nonmembership proofs they 
might Want to different regions. This does provide a little 
advance information about What proofs might be desired, 
but almost certainly not enough to matter. 

[0048] If the commiter must be able to issue tWo or more 
proofs of nonmembership under any circumstances, hoW 
ever unlikely, he can commit to his set multiple times, 
producing a different HDAG 800 each time, agreeing that 
his actual committed-to set is the intersection of all the sets 
he committed to. That is, under this scheme, a valid mem 
bership proof of feature f consists of one membership proof 
for feature f for each of the committed-to sets, and a valid 
non-membership proof of feature f consists of a proof that 
feature f is not a member of one of the committed-to sets. 
Since the non-membership proof limits are per HDAG 800, 
this means he is guaranteed to be able to issue at least one 
non-membership proof per committed-to set. This scheme, 
hoWever, uses more storage and time than a single HDAG 
800 With many regions. 

[0049] FIG. 9 is a block diagram illustrating an HDAG 
900 for use in limiting committed-to sets to no more than a 
designated siZe (here 5) in accordance With embodiments of 
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the present invention. For some applications of embodi 
ments of the present invention, it may be desirable to 
provably limit the siZe of a set that can be committed to. For 
example, this may eliminate the potential for a committer 
simply throwing in a large assortment of features to maxi 
miZe the chances of matching an unknown future query. 
Data structure 900 may be used to assign each committed-to 
feature a unique item number in the range 1 . . . <maximum 

number of alloWed features>. Here, HDAG 900 is a simple 
binary pre?x tree of height four, Which is suf?cient to encode 
the desired range. Note the use of randomness in the leaf 
nodes to prevent information leaks. To save space, subtrees 
containing only item numbers beyond the maximum are 
omitted. Any other HDAG data structure that accomplishes 
the same result (provably mapping a range of integers to 
exactly one value each) could be used instead. To prevent 
any leaking of the contents or siZe of the actual set (beyond 
the already knoWn maximum), features should be mapped to 
valid item numbers randomly. If there are feWer features 
than the maximum alloWed, any remaining valid item num 
bers Will need to be mapped to placeholders. In the example 
of FIG. 9, HDAG 900 assigns item number 3 to feature 
0012, item number ?ve to feature 1012, and item number tWo 
to feature 1102; item numbers one and four are assigned to 
placeholders. 
[0050] Data structure 900 (or any of the similar data 
structures that accomplish the same result) may be utiliZed 
in parallel With a data structure such as that represented by 
FIG. 7. Under this approach, at commitment time the 
commiter builds and commits to an appropriate version of 
HDAG 900 as described above in addition to building and 
committing to an appropriate version of HDAG 700. Both 
commitment tokens are given out to interested parties. 
Membership proofs combine the usual proof of membership 
that the given feature is in the committed-to set represented 
by the committed-to HDAG 700 With a proof that the given 
feature is assigned a item number in the range 1 . . . 

<maximum number of alloWed features>by the committed 
to HDAG 900. Because HDAG 900 alloWs only one feature 
to be assigned to each item number, no more than the 
maximum number of features can be proved to be in the 
committed-to set. Non-membership proofs require only the 
usual proof of nonmembership in the committed-to set 
represented by the committed-to HDAG 700. So long as the 
nonmembership proof limits required by HDAG 700 are 
adhered to, this combined embodiment leaks no information. 
HDAG 900 may be combined in this Way With any of the 
previous embodiments or With any other set commitment 
method. 

[0051] HDAGs such as pre?x tree 900 alone may be used 
alone to commit to a set if only membership proofs are 
needed and the siZe of the set must be provably limited. This 
type of HDAG has the advantage that is places no limits on 
the siZe of features. Additionally, multiple HDAGs such as 
HDAG 900 may be used to enforce different limits on the 
number of features belonging to different types. For 
example, one HDAG may be used to limit the number of 
URLs in a set to 10,000 and a different HDAG may be used 
to limit the number of keyWords searched in the same set to 
1,000. The proof of membership for a URL or keyWord 
Would be accompanied by the appropriate limit proof(s). It 
should be noted that While there are bene?ts to using the type 
of HDAG presented in FIG. 9, other embodiments of the 
present invention may use different methods. 
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[0052] FIG. 10 is a block diagram illustrating a method 
950 of committing to a data set in accordance With embodi 
ments of the present invention. Block 952 represents begin 
ning the method 950. Block 954 represents forming a 
directed acyclic graph adapted to encode the data set. In 
some embodiments, the directed acyclic graph comprises a 
plurality of pointers and a plurality of nodes Wherein at least 
one node has multiple parents, the directed acyclic graph 
having at least one root node and a plurality of leaf nodes. 
Block 956 represents committing to the directed acyclic 
graph to produce a committed-to data set and block 958 
represents producing a plurality of proofs about the com 
mitted-to data set. In some embodiments the plurality of 
proofs are such that a combination of the plurality of proofs 
does not reveal information about Which nodes have mul 
tiple parents, each proof comprising a trace from one of the 
plurality of nodes to at least one different node, the trace 
comprising the identities of the nodes and pointers traversed. 
Block 960 represents ending the method. 

[0053] FIG. 11 illustrates a system 970 for committing to 
a data set in accordance With embodiments of the present 
invention. Speci?cally, the system 970 comprises a graph 
module 972 adapted to form a directed acyclic graph. In 
some embodiments, the directed acyclic graph may be 
adapted to encode the data set and may have a plurality of 
pointers and a plurality of nodes Wherein at least one node 
has multiple parents. Additionally, the directed acyclic graph 
may have at least one root node and a plurality of leaf nodes. 
Block 974 represents a commitment module adapted to 
commit to the directed acyclic graph to produce a commit 
ted-to data set. Block 976 represents a proof module adapted 
to produce a plurality of proofs about the committed-to data 
set. In some embodiments, the plurality of proofs are such 
that a combination of the plurality of proofs does not reveal 
information about Which nodes have multiple parents. Each 
proof may comprise a trace from one of the plurality of 
nodes to at least one different node, the trace comprising the 
identities of the nodes and pointers traversed. Further, the 
modules in FIG. 11 may be stored on tangible medium 978 
(e.g., hard drive, CD, magnetic tape). 

[0054] FIG. 12 is a block diagram illustrating a method 
980 of verifying a plurality of proofs about a committed-to 
data set in accordance With embodiments of the present 
invention. Block 982 represents beginning the method 980. 
Block 984 represents receiving hashes of at least one root 
node from a hash-based directed acyclic graph. In accor 
dance With some embodiments, the hash-based directed 
acyclic graph may be adapted to encode a data set and may 
have a plurality of pointers and a plurality of nodes Wherein 
at least one node has multiple parents. Block 986 represents 
receiving a plurality of proofs about the hash-based directed 
acyclic graph. In accordance With some embodiments, the 
plurality of proofs may be such that a combination of the 
plurality of proofs does not reveal information about Which 
nodes have multiple parents, each proof comprising a trace 
from one of the plurality of nodes to at least one different 
node. In some embodiments, the trace may comprise the 
identities of the nodes and pointers traversed. Further, block 
988 represents verifying the proofs and block 990 represents 
ending the method 980. 

[0055] While the invention may be susceptible to various 
modi?cations and alternative forms, speci?c embodiments 
have been shoWn by Way of example in the draWings and 
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Will be described in detail herein. However, it should be 
understood that the invention is not intended to be limited to 
the particular forms disclosed. Rather, the invention is to 
cover all modi?cations, equivalents and alternatives falling 
Within the spirit and scope of the invention as de?ned by the 
following appended claims. 

What is claimed is: 
1. A method of committing to a data set, comprising: 

forming a directed acyclic graph adapted to encode the 
data set, the directed acyclic graph having a plurality of 
pointers and a plurality of nodes Wherein at least one 
node has multiple parents, the directed acyclic graph 
having at least one root node and a plurality of leaf 
nodes; 

committing to the directed acyclic graph to produce a 
committed-to data set; and 

producing a plurality of proofs about the committed-to 
data set such that a combination of the plurality of 
proofs does not reveal information about Which nodes 
have multiple parents, each proof comprising a trace 
from one of the plurality of nodes to at least one 
different node, the trace comprising the identities of the 
nodes and pointers traversed. 

2. The method of claim 1, comprising using intrinsic 
references in the directed acyclic graph as pointers. 

3. The method of claim 1, comprising forming a hash 
based directed acyclic graph. 

4. The method of claim 3, comprising committing to the 
hash-based directed acyclic graph by sending hashes of at 
least one root node. 

5. The method of claim 1, Wherein at least one of the 
pointers is blinded. 

6. The method of claim 1, Wherein at least one pointer 
holds ordinary commitments. 

7. The method of claim 6, Wherein the ordinary commit 
ments are commitments to hashes, the hashes relating to the 
nodes being pointed to. 

8. The method of claim 1, Wherein at least one of the 
plurality of nodes contains a random value. 

9. The method of claim 1, comprising forming a pre?x 
directed acyclic graph. 

10. The method of claim 1, comprising encoding infor 
mation about the data set primarily in the plurality of leaf 
nodes. 

11. The method of claim 1, comprising producing a proof 
to shoW that a given element is not in the committed-to data 
set. 

12. The method of claim 11, comprising producing mul 
tiple proofs each shoWing that a different given element is 
not present in the committed-to data set and limiting the 
number of these proofs produced per committed-to data set. 

13. The method of claim 1, Wherein at most a preselected 
number of elements may be proved to be in the committed-to 
data set. 

14. The method of claim 1, Wherein the trace is from a 
root node to a one of the plurality of leaf nodes. 

15. A system for committing to a data set, comprising: 

a graph module adapted to form a directed acyclic graph 
adapted to encode the data set, the directed acyclic 
graph having a plurality of pointers and a plurality of 
nodes Wherein at least one node has multiple parents, 
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the directed acyclic graph having at least one root node 
and a plurality of leaf nodes; 

a commitment module adapted to commit to the directed 
acyclic graph to produce a committed-to data set; and 

a proof module adapted to produce a plurality of proofs 
about the committed-to data set such that a combination 
of the plurality of proofs does not reveal information 
about Which nodes have multiple parents, each proof 
comprising a trace from one of the plurality of nodes to 
at least one different node, the trace comprising the 
identities of the nodes and pointers traversed. 

16. The system of claim 15, comprising a reference 
module adapted to use intrinsic references in the directed 
acyclic graph as pointers. 

17. The system of claim 15, Wherein the graph module is 
adapted to form a hash-based directed acyclic graph. 

18. The system of claim 15, Wherein the commitment 
module is adapted to commit to the hash-based directed 
acyclic graph by sending hashes of at least one root node. 

19. The system of claim 15, comprising a blinding module 
adapted to blind at least one of the pointers. 

20. The system of claim 15, Wherein the graph module is 
adapted to form a pre?X directed acyclic graph. 

21. The system of claim 15, Wherein the proof module is 
adapted to produce a proof to shoW that a given element is 
not in the committed-to data set. 

22. The method of claim 1, Wherein the proof module is 
adapted to produce a trace from a root node to a one of the 
plurality of leaf nodes. 

23. A computer program for committing to a data set, 
comprising: 

a tangible medium; 

a graph module stored on the tangible medium, the graph 
module adapted to form a directed acyclic graph 
adapted to encode the data set, the directed acyclic 
graph having a plurality of pointers and a plurality of 
nodes Wherein at least one node has multiple parents, 
the directed acyclic graph having at least one root node 
and a plurality of leaf nodes; 

a commitment module stored on the tangible medium, the 
commitment module adapted to commit to the directed 
acyclic graph to produce a committed-to data set; and 

a proof module stored on the tangible medium, the proof 
module adapted to produce a plurality of proofs about 
the committed-to data set such that a combination of 
the plurality of proofs does not reveal information 
about Which nodes have multiple parents, each proof 
comprising a trace from one of the plurality of nodes to 
at least one different node, the trace comprising the 
identities of the nodes and pointers traversed. 

24. A method of verifying a plurality of proofs about a 
committed-to data set, comprising: 

receiving hashes of at least one root node from a hash 
based directed acyclic graph, the hash-based directed 
acyclic graph adapted to encode a data set, the hash 
based directed acyclic graph having a plurality of 
pointers and a plurality of nodes Wherein at least one 
node has multiple parents; 
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receiving a plurality of proofs about the hash-based 
directed acyclic graph such that a combination of the 
plurality of proofs does not reveal information about 
Which nodes have multiple parents, each proof corn 
prising a trace from one of the plurality of nodes to at 
least one different node, the trace comprising the iden 
tities of the nodes and pointers traversed; and 

verifying the proofs. 
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25. The method of claim 24, comprising receiving a trace 
from a root node to one of a plurality of leaf nodes. 

26. The method of claim 24, comprising verifying that a 
given element is not in the cornrnitted-to data set. 

27. The method of claim 24, Wherein at least one pointer 
in the hash-based directed acyclic graph is blinded. 


