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ABSTRACT 

Asystem and method for monitoring, con?guring, program 
ming and/or diagnosing operation of at least one vehicle 
includes an on-board unit disposed on the vehicle to send 
and receive data corresponding to at least one vehicle 
operating characteristic, a plurality of modular applications, 
each application having an associated function that pro 
cesses the data corresponding to said at least one vehicle 
operating characteristic obtained via the on-board unit, and 
an interface that alloWs selection among the plurality of 
modular applications to create a customized system. 
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REMOTE MONITORING, CONFIGURING, 
PROGRAMMING AND DIAGNOSTIC SYSTEM 
AND METHOD FOR VEHICLES AND VEHICLE 

COMPONENTS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation-in-part claiming 
the bene?t of commonly assigned, co-pending US. patent 
application. Ser. No. 09/640,785, ?led Aug. 18, 2000 
entitled “System, Method and Computer Program Product 
for Remote Vehicle Diagnostics, Monitoring, Con?guring 
and Reprogramming” to Bromley et al., the disclosure of 
Which is incorporated by reference in its entirety. This 
application also claims the bene?t of US. Provisional Appli 
cation No. 60/351,165 (Attorney Docket No. 65855-0060), 
entitled “Wireless Communication Framework,” ?led Jan. 
23, 2002. 

BACKGROUND 

[0002] 1. Technical Field 

[0003] The present invention relates generally to computer 
data and information systems, and more particularly to 
computer tools for storing, processing, and displaying 
vehicle information. 

[0004] 2. Related Art 

[0005] It is common for companies to oWn a large number, 
or ?eet, of commercial motor vehicles. Typical examples of 
such companies include commercial courier services, mov 
ing companies, freight and trucking companies, truck leas 
ing companies, as Well as passenger vehicle leasing com 
panies and passenger carriers. To maintain pro?tability, a 
company oWning a vehicle ?eet ideally minimiZes the time 
spent in vehicle maintenance and repair. Maintaining opti 
mum vehicle performance often involves removing vehicles 
from service to conduct fault analysis, scheduled mainte 
nance, diagnostics monitoring and parameter modi?cations. 

[0006] Further, companies that manufacture vehicle com 
ponents may Wish to have a central database to access 
information for product improvements, Warranty service, 
diagnostics, and other component data after components 
have been installed on the vehicle. Because different com 
panies and different industries have different vehicle data 
gathering and reporting needs, current solutions involve 
constructing specialiZed systems for each particular user 
application. 
[0007] There is a desire for a system that can monitor, 
con?gure, program and diagnose vehicles and/or vehicle 
components While alloWing customiZation of the vehicle 
data to accommodate the different needs of different users 
and different. 

SUMMARY 

[0008] Accordingly, one embodiment is directed to a sys 
tem for monitoring, con?guring, programming and/or diag 
nosing operation of at least one vehicle, comprising an 
on-board unit disposed on the vehicle to send and receive 
data corresponding to at least one vehicle operating charac 
teristic, a plurality of modular applications, each application 
having an associated function that processes the data corre 
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sponding to said at least one vehicle operating characteristic 
obtained via the on-board unit, and an interface that alloWs 
selection among the plurality of modular applications to 
create a customiZed system. 

[0009] Another embodiment is directed to an on-board 
unit disposed on a vehicle for use in a system for monitoring, 
con?guring, programming and/or diagnosing operation of at 
least one vehicle, comprising at least one on-board unit 
interface to support communication betWeen the on-board 
unit and at least one device outside the on-board unit, a 
processor that manages the data sent and received by the 
on-board unit via said at least one interface, and a memory 
coupled to the processor. 

[0010] A further embodiment is directed to a method for 
monitoring, con?guring, programming and/or diagnosing 
operation of at least one vehicle, comprising obtaining data 
corresponding to at least one vehicle operating characteristic 
from an on-board unit on the vehicle, providing a plurality 
of modular applications that are selectable by the user to 
create a customiZed system, and processing the data corre 
sponding to at least one vehicle operating characteristic 
obtained via the on-board unit according to at least one 
function associated With at least one selected modular appli 
cation. 

[0011] Yet another embodiment is directed to a computer 
system having an application program, Wireless communi 
cation framework for processing messages provided by the 
application program, and a plurality of transport modules 
that link the Wireless communication frameWork to a respec 
tive plurality of netWorks for transporting the message to a 
second unit. 

[0012] A method directed for transporting such messages 
from a ?rst unit is also provided. This method may include 
the folloWing. The message is ?rst transported from an 
application program to a Wireless communication frame 
Work. The message is then processed in the Wireless com 
munication frameWork to select one of a plurality of trans 
port modules that correspond With one of a plurality of 
netWorks. The message is then transported through the 
selected netWork to a second unit. 

[0013] In another embodiment, a method for dispatching a 
message from a ?rst unit and receiving a message at a 
second unit is provided. Here, the ?rst unit includes a ?rst 
application program and a ?rst part of a Wireless commu 
nication frameWork. The second unit includes a second 
application program and a second Wireless communication 
frameWork. The message is dispatched from the ?rst appli 
cation program and received in the ?rst part of the Wireless 
communication frameWork. The message is processed to 
select one of a plurality of transport modules that correspond 
to one of a plurality of netWorks. The message is transported 
through the netWork to the second unit. The message is 
received in a second part of the Wireless communication 
frameWork and processed for the second application pro 
gram. The message is provided to the second application 
program by the second part of the Wireless communication 
frameWork. 

[0014] Further embodiments and variations of the inven 
tion Will be apparent from the draWings and description 
beloW. 
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BRIEF DESCRIPTION OF DRAWINGS 

[0015] Exemplary embodiments are described below in 
conjunction With the appended drawing ?gures, Wherein like 
reference numerals refer to like elements in the various 
?gures, and Wherein: 

[0016] FIG. 1 is a representative functional block diagram 
illustrating an overall system according to one embodiment 
of the present invention; 

[0017] FIG. 2 is a representative block diagram illustrat 
ing a system architecture according to one embodiment of 
the present invention; 

[0018] FIGS. 3A and 3B are representative block dia 
grams of one embodiment of an on-board unit in one 

embodiment of the present invention; 

[0019] FIG. 4 is a representative block diagram of a 
Wireless communication system according to one embodi 
ment of the present invention; 

[0020] FIG. 5 is a representative block diagram of a 
Wireless communication frameWork for a Wireless commu 
nication system according to one embodiment of the present 
invention; 

[0021] FIG. 6 is a ?oW chart depicting the operation of a 
Wireless communication system according to one embodi 
ment of the present invention; 

[0022] FIG. 7 is another ?oW chart depicting the operation 
of a Wireless communication system according to one 
embodiment of the present invention; 

[0023] FIG. 8 is yet another ?oW chart depicting the 
operation of a Wireless communication system according to 
one embodiment of the present invention; 

[0024] FIG. 9 is a block diagram of a parameter retrieval 
process according to one embodiment of the present inven 
tion; 

[0025] FIG. 10 is a block diagram of a parameter retrieval 
process according to another embodiment of the present 
invention; 

[0026] FIG. 11 is a block diagram of a parameter retrieval 
process according to yet another embodiment of the present 
invention; 

[0027] FIG. 12 is a graph illustrating the operation of a 
threshold alert process according to one embodiment of the 
present invention; 

[0028] FIG. 13 is a block diagram illustrating the opera 
tion of a tamper alert process according to one embodiment 
of the present invention; 

[0029] FIG. 14 is a block diagram illustrating a parameter 
change process according to one embodiment of the inven 
tion; 

[0030] FIG. 15 is a block diagram illustrating one possible 
architecture for a remote diagnostics application to be used 
in one embodiment of the present invention; and 

[0031] FIG. 16 is a block diagram illustrating one possible 
architecture of a leased vehicle management application to 
use in one embodiment of the present invention. 
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DETAILED DESCRIPTION 

[0032] 1. System Functionalities and Architecture 

[0033] FIG. 1 is a representative functional diagram of a 
vehicle monitoring and diagnostics system 100 according to 
an exemplary embodiment. Generally, the inventive system 
100 alloWs monitoring and control of a vehicle ?eet by 
displaying and controlling data according to a user’s cus 
tomiZed speci?cations. The system 100 is designed With 
modular applications that interact With core data and ser 
vices so that vehicle parameters can be monitored, analyZed 
and displayed in a format that is meaningful to a particular 
user and/or a particular industry. This ?exibility alloWs 
different users and/or industries to use the same overall 
system 100 for vehicle and component monitoring despite 
their disparate vehicle data requirements. 

[0034] Referring to FIG. 1, the system 100 may include an 
application service provider (ASP) infrastructure 102 that 
acts as a gateWay betWeen a plurality of vehicles 104, each 
vehicle having an associated on-vehicle computer (e.g., an 
on-board unit or “OBU”105) and customiZable interface 
106. The interface 106 alloWs a user or machine 106a to 
select among various applications, such as third-party appli 
cations 108 as Well as original, system-supplied applications 
110, to obtain and analyZe various data from the vehicles 
104. The applications may include, for example, tools for 
obtaining real-time ?eet characteristics, trend analysis and 
diagnostics, to perform manual, dynamic or rule-based con 
?guration, as Well as alloW ?eet managers to provide real 
time driver/?eet noti?cation. To ensure that the user receives 
data that is meaningful to the user’s speci?c application, the 
user interface 106 can be customiZed to operate applications 
selected by the user. In the example shoWn in FIG. 1, 
different types of users 106a may select different applica 
tions as a customiZed application group 112 to accommodate 
their speci?c data monitoring and reporting needs applicable 
to their oWn business. 

[0035] For example, as illustrated in FIG. 1, a dealer/ 
repair facility may select from the offered applications 108, 
110, vehicle con?guration, scheduled maintenance, remote 
diagnostics, and concierge services as its application group 
112, While a truck manufacturer may select a different 
collection of applications 112, such as Warranty service/ 
campaign support, vehicle history, and guided diagnostics. 
By offering a variety of modular applications 108, 110 that 
can be selected and combined according to the needs of a 
particular user, the same infrastructure 102 can be custom 
iZed and used by different users for different purposes With 
little or no modi?cation of the infrastructure 102 itself. 
Further, by alloWing users to access third-party applications 
108 through the same infrastructure as system supplied 
applications 110, the system 100 can leverage services not 
provided by the system 100 itself, further increasing ?ex 
ibility and adaptability. 

[0036] Further, in an embodiment of the inventive system 
using an ASP-based model, an application service provider 
provides and alloWs access, on a subscriber basis, to a 
remote vehicle diagnostics, monitoring, con?guration and 
reprogramming tool via the Internet. That is, the application 
service provider provides the hardWare (e.g., servers, an 
on-vehicle computer) and softWare (e.g., database) infra 
structure, application softWare, customer support, and bill 
ing mechanism to alloW its customers (e.g., ?eet managers, 
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vehicle distributors, vehicle dealers, original equipment 
manufacturers (“OEMs”), leasing/rental companies, and the 
like) to remotely access the vehicles Within a ?eet. The tool 
can be used by subscribers to select and access the modular 
applications 108, 110. 

[0037] Note that an ASP-based model can eliminate the 
need to physically distribute softWare to users. Instead, neW 
features and updates can be immediately available to users 
because the system resides and runs on an application server. 
In one embodiment, applications that are not on the appli 
cation server can reside on the OBU 105. The on-board unit 
applications can be loaded onto the OBU 105 during vehicle 
installation, and additional applications or application 
updates can be doWnloaded onto the OBU 105 through a 
Wireless netWork connection. 

[0038] FIG. 2 is a representative block diagram of system 
architecture 200 according to an exemplary embodiment. 
The system architecture shoWn in FIG. 2 is one possible 
Way for carrying out the functionalities described above and 
shoWn in FIG. 1. In this eXample, the architecture includes 
three primary components: the interface 106, a system server 
202, and the on-board unit (OBU) 105. All three components 
106, 202, 105 are designed to communicate With each other 
through any knoWn means, such as via Wireless netWorks 

206(1-3). 
[0039] The interface 106 can be, for eXample, a user 
interface and/or a machine interface that alloWs a human or 
machine to access the infrastructure 102, Which includes the 
system server 202. The system server 202 may include, for 
eXample, a series of servers that perform Web page hosting, 
run applications, perform data storage, and/or perform Wire 
less communications netWork management. In this eXample, 
the system server 202 includes a Web/application server 
202a, a vehicle server 202b, and a communications server 
202c, all of Which are linked to a database server 202d. As 
shoWn in FIG. 2, the system server 202 acts as a link 
betWeen a Web based client (user) 106 With the OBU 105, 
alloWing user access and control to a vehicle data stream via 
the Internet 210 or other Internet Working system. 

[0040] The OBU 105 accesses data from various vehicle 
components and may also generate vehicle data of its oWn 
to provide to the system server 202. The OBU 105 may 
include a Wireless communication module 105a to provide 
a communication link to a Wireless netWork, a vehicle data 
processing module 105b to process data obtained from the 
vehicle components, and a vehicle interface 105c connected 
to, for eXample, the vehicle data bus to gather data from the 
vehicle components for processing and managing time or 
process-critical functions With the vehicle systems, such as 
electronic control units. The OBU 105 may also include a 
global positioning system and a driver display interface. 

[0041] Each of the system architecture components Will be 
described in greater detail beloW. 

[0042] (A) Interface 
[0043] The interface 106 may be a standard broWser 
interface and/or a machine-to-machine interface. In the 
broWser interface, a human user accesses the system via a 
standard Web broWser. In one embodiment, the user gains 
access to the speci?c set of their authoriZed vehicles and 
functions after login and passWord authoriZation. In a 
machine-to-machine interface, server and vehicle data and 
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functions may be accessible via a secure application pro 
gram interface A machine-to-machine interface 
alloWs other applications access to the system’s 100 capa 
bilities so they can gain remote access to the vehicle and the 
capabilities offered by the system. This alloWs the system 
100 to interface With eXisting or planned back of?ce appli 
cations and operations, making the system 100 suitable for 
integration With, for eXample, overall ?eet operations or 
other systems. 

[0044] (B) Server 

[0045] The server system 202 is the ?Xed-based compo 
nent of the system 100, and as eXplained above, can be an 
Internet-based system and use an ASP model. The end user 
can access the system from the interface 106, such as any 
commercially available Web broWser. As noted above, the 
server system 202 in this embodiment includes the Web 
application server 202a, the vehicle server 202b, and the 
communications server 202c, and the database server 202d. 
Each of these Will be described in greater detail beloW. 

[0046] (I) Application Server 

[0047] The Web application server 202a contains the logic 
de?ning one or more applications to an end user. All the data 
needed for a speci?c user application is requested and sent 
to the OBU 105 via one of the Wireless communication 
netWorks 206(1-3). As Will be eXplained in greater detail 
beloW, applications perform the necessary calculations and 
then package the results for presentation in a de?ned format 
to the user. Further, the Web application server 202 is 
responsible for running business applications related to user 
activities, Which may include performing business logic, 
interfacing to the systems databases for ?eet, vehicle, com 
ponent, and transaction activity, knoWledge-base storage, 
and sending user requested vehicle queries or functions to 
the vehicle server 202b and the communications server 
202c. 

[0048] (II) Vehicle Server 

[0049] The vehicle server 202b stores and processes 
vehicle-speci?c data and acts as a translator betWeen the 
applications 108, 110 and the speci?c vehicle and/or vehicle 
component. More particularly, the vehicle server 202b is 
responsible for processing data requests and vehicle 
responses and converting the outbound and inbound data 
into translated vehicle information. 

[0050] The vehicle server 202b translates user requests 
from the interface 106 into formats speci?c to the vehicle 
104 to Which the request is directed. The vehicle server 202b 
conducts this translation Without any user interaction or 
property selections. For eXample, the vehicle server 202b 
may evaluate a message being sent to a particular vehicle 
and detect the vehicle type, the vehicle bus type, and the 
vehicle component or sub-component that is intended as the 
message recipient. The vehicle server 202b then packages 
the message according to the speci?c communication pro 
tocol mandated by the recipient component. As a result, the 
vehicle server 202b alloWs monitoring and control of dif 
ferent vehicles having different components through the 
same interface 106 for a given user and application. 
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[0051] (III) Communication Server 

[0052] As shown in FIG. 2, one embodiment of the 
inventive system allows communication between at least the 
vehicles 104 and the server 202 via a wireless network, such 
as a satellite or terrestrial based network. A communication 
server 202c may be included in the server 202 to support 
wireless communications and provide a central location for 
supporting changes and improvements in wireless technol 
ogy. In one embodiment, the communication server 202c 
manages the communications activities between the OBU 
105 and the vehicle server 202b and processes vehicle/ 
component speci?c requests between the OBU 105 and the 
vehicle server 202b. 

[0053] In one embodiment, the communications server 
202c utiliZes a wireless communications framework (WCF) 
that provides a communication link between the system 
server 202 and the vehicle 104. Although any wireless 
mobile communication system can be used in the inventive 
system 100, a ?exible wireless communication infrastruc 
ture that is capable of handling multiple platforms and/or 
multiple communication providers is preferred. One pos 
sible embodiment of such a framework is described in US. 
Provisional Application No. 60/351,165 (Attorney Docket 
No. 65855-0060), entitled “Wireless Communication 
Framework”, ?led Jan. 23, 2002, the disclosure of which is 
incorporated herein by reference in its entirety and described 
in more detail below. 

[0054] To handle multiple communication providers and/ 
or platforms, the ?exible wireless communication infrastruc 
ture may abstract the needs of a speci?c wireless commu 
nication provider, such as the message siZe, message format, 
and speci?c protocol details, into a standard messaging API 
understandable by multiple systems and platforms. In one 
embodiment, the communication server 202c abstracts mes 
sages, and stores and forwards messages to ensure later 
delivery of messages to vehicles that are temporarily outside 
a wireless communication coverage area, and may even 
include least cost routing rules to select among multiple 
wireless networks to prioritiZe message routing based on 
cost and/or criticality of the message. 

[0055] (iv) Database Server 

[0056] The system server 202 also includes a database 
server 202d containing relational data tables designed to 
retain information pertaining to a user, a vehicle, a ?eet, 
system transaction history and other relationships associated 
with a given vehicle 104. The database server 202d also may 
be designed to retain the data resulting from any vehicular 
transaction, such as transactions between the OBU 105 and 
the system server 202. In one embodiment, the database is 
structured such that authoriZed users can access vehicles in 
a number of ways, for example, by ?eet ownership, leasing 
?eet, vehicle manufacturer, and component manufacturer. 
This structure enables the system 100 to provide each of 
these bene?ciaries with speci?c, customiZed data and access 
in a format meaningful to each user. 

[0057] (C) Communication Networks 

[0058] As noted above, the server system 202 and OBU 
105 can communicate via one or more communication 

networks. Each of the communication networks may be a 
partial or full deployment of most any communication or 
computer network, and thus, can include a few or many 
network elements, most of which are not shown. Each 
communication network may include circuit-switched as 
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well as packet-data elements to provide transport of at least 
data communications between server system 202 and OBU 
105. It can be public or private, terrestrial wireless or 
satellite, and/or wireline, such as the wireless communica 
tion networks 206 (exempli?ed by wireless communication 
networks 206(1-3). 

[0059] Public wired and/or wireless networks typically 
provide telecommunications and other networking services 
in a particular geographic coverage area to its subscribers. 
And generally, any interested member of the public meeting 
minimal criteria may become a subscriber of public net 
work. In the case of wireless or satellite networks, public 
networks typically provide coverage to other wireless net 
works” subscribers who are roaming within the coverage 
area of network as well. 

[0060] Additionally, the coverage area of public network 
is typically wide-ranging. For example, the coverage area of 
a wireless public network may encompass a metropolitan 
area, a substantial part of a metropolitan area, numerous 
metropolitan areas, or an entire nation or region. When 
integrated with public wired and satellite networks, the 
combined networks provide national along with interna 
tional coverage. Thus, each of the wireless communication 
systems 206 may include portions of a Public Switch 
Telephone Network (PSTN), the Internet, core and propri 
etary public networks, and/or wireless voice and packet-data 
networks (e.g., 1G, 2G, 2.5G and 3G telecommunication 
networks). 
[0061] Each communication network may be a private or 
“enterprise” wired or wireless network as well. Unlike 
public networks, private networks advantageously provide 
the enterprise with greater control over the network, which 
in turn allows vast customiZation of the services (e.g., 
localiZed abbreviated dialing) provided to the network’s 
users and/or subscribers. 

[0062] These networks are “private” in that the networks” 
coverage areas are more geographically limited. Typically, 
but not necessarily, subscription to such private networks is 
limited to a select group of subscribers. Networks deployed 
by many enterprises that only allow their employees, cus 
tomers, vendors, and suppliers to subscribe exemplify these 
private networks. 

[0063] Many enterprises, Small Of?ce/Home Office 
(SOHO) entities, and private individuals have private-wire 
line-switching systems. These private-wireline-switching 
systems may include, for example, private branch exchanges 
(PBXs) and/or media gateways. The private-wireline 
switching systems switch, couple or otherwise connect 
communications internally, i.e., among the subscribers of 
the network and (ii) externally, i.e., between the subscribers 
of the private network and subscribers of public networks. 

[0064] In addition to the wireline networks, enterprises, 
SOHOs and private individuals are increasingly deploying 
private wireless communication systems, such as wireless 
of?ce telephone systems (“WOTS”) and/or wireless local 
area networks (WLANs), e.g., Bluetooth and/or IEEE 
802.11 WLANs, in lieu of or in addition to wireline switch 
ing systems. Similar to public networks, private networks 
may be integral to or integrated with other private and public 
satellite, terrestrial wireless, and wireline networks to pro 
vide national and international coverage. 
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[0065] Accordingly, each of the Wireless communication 
networks 206 can be any of a private and/or public terres 
trial, satellite and/or other Wireless netWork. And each of the 
Wireless communication networks 206 can be incorporated 
into a Wide-area netWork (WAN), thereby creating a Wire 
less WAN a local area netWork (LAN), thereby 
creating Wireless LAN and/or other Wired net 
Work. Alternatively, each of Wireless communication net 
Works can be a standalone WLAN. 

[0066] At times, a single Wireless service or technology 
may not provide a desirable messaging cost structure or 
geographical coverage to support all the features and users 
of the system 100 (FIG. 1). Multiple services might be used 
to provide for dynamic balancing betWeen messaging costs 
and message timeliness. In addition, different Wireless ser 
vices and technologies may have different application pro 
gram interfaces (APIs) and/or require custom interfaces for 
given computing environments. Moreover, messaging capa 
bilities may differ across different services and technologies. 

[0067] (D) On Board Unit (OBU) 

[0068] As noted above, the OBU 105 provides the vehicle 
side, real-time computing base for the system. In one 
embodiment, the OBU 105 is responsible for data stream 
processing, discrete measurements, vehicle position infor 
mation, Wireless communications, and real-time analysis of 
data. Within the system’s overall frameWork, the OBU 105 
acts as a vehicle server, providing vehicle speci?c data and 
functionality. In one embodiment, the OBU 105 may be an 
expandable custom hardWare platform designed and manu 
factured to reside on a Wide variety of vehicles With different 
component speci?cations and needs and is preferably 
capable of running multiple applications While acting as a 
vehicle data gateWay for others. 

[0069] FIGS. 3A and 3B are representative high-level 
block diagrams of the OBU 105. One embodiment of the 
OBU 105 may include a data processor 300 and one or more 
interfaces 302, 304, and 306. Included among the interfaces 
is a Wireless interface 302 that may control communication 
betWeen the OBU 105 and the system server 202 via one of 
the Wireless netWorks 206(1-3), a vehicle interface 304 that 
alloWs the OBU 105 to transmit to and receive from, for 
example, electronic control units (ECUs), vehicle control 
lers, and/or other vehicle components 308, and an optional 
user interface 306 that alloWs a user to read and/or enter 
information into the OBU 105. 

[0070] The Wireless interface 302 in one embodiment 
sends and receives data from the system server 202 to and 
from the OBU 105 and abstracts communication operating 
parameters from different Wireless netWork devices to alloW 
the OBU 105 to communicate With a ?exible Wireless 
communication infrastructure, such as the type described 
above With respect to the system server 202. More particu 
larly, the Wireless interface 302 may encapsulate protocol 
differences among various Wireless netWork devices to pro 
vide a standard output to the processor 300. In one embodi 
ment, Wireless netWork messages are routed from the system 
server 202 to the Wireless interface 302 for error checking 
and ?ltering. After ?ltering, commands are passed to the 
processor 300 and then routed to their respective vehicle 
components. 
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[0071] The processor 300 acts as the central processing 
unit (CPU) of the OBU 105 by managing the sending and 
receiving of requests betWeen the system server 202 and the 
vehicle 104 via the Wireless interface 302. In one embodi 
ment, the processor 300 has the logic and intelligence to 
carry out vehicle speci?c services such as diagnostic 
requests and processing. For example, the processor 300 
may run speci?c applications that are loaded into the OBU’s 
memory 315, 316, 318 (FIG. 3B) and coordinates activities 
betWeen the vehicle datastream, GPS unit 313 (FIG. 3B), 
Wireless communications 302, and the system server 202. 
Further, in one embodiment, the processor 300 can be 
updated through the one of the Wireless netWorks 206(1-3) 
to add and enhance its functionality. This capability elimi 
nates requiring the vehicle to be at the service bay for 
softWare updates that enhance features and functionality. 

[0072] The vehicle interface 304 alloWs the OBU 105 to 
support a Wide variety of vehicle components and subcom 
ponents. Possible interfaces that can be supported by the 
OBU include SAEJl708, SAEJ1939, SAE OBDII/CAN, 
ISO-9141, discrete I/O, proprietary interfaces, and other 
interfaces (e.g., discrete or instrumentation interfaces). Fur 
ther, the vehicle interface 304 provides a single point of 
contact for all vehicle components and control devices on 
the vehicle 104, alloWing the communication betWeen OBU 
softWare With the vehicle’s actual data bus line as Well as 
Wireless communication devices, such as a satellite-based 
communications system. 

[0073] In one embodiment, the vehicle interface 304 may 
include a data parser/requester module 310 that contains 
softWare code logic that is also responsible for handling 
direct interfacing betWeen the processor 300 and the vehicle 
data bus 307 for non-application speci?c (i.e., “generic” 
SAEJ1708 or SAE1939 discrete measurement points) 
parameter readings, alerts, con?guration or reprogramming 
data, as explained in greater detail beloW. 

[0074] The vehicle interface 304 may also include, for 
example, one or more application speci?c modules 312, 
such as one for each manufacturer speci?c controller 308 
Within the vehicle 104, each containing softWare code logic 
that is responsible for handling interfacing betWeen the 
processor 300 and the vehicle data bus 307 (via data 
parser/requestor module 310 in this example) for applica 
tion/speci?c parameter readings, alerts, con?guration or 
reprogramming data. 

[0075] Note that the OBU 105 may act as a server and/or 
data gateWay for an application that places data directly on 
the vehicle data bus 307. In one embodiment, the OBU 105 
uses an interface standard, such as TMC RP 1210A, as an 
element of the data gateWay. Regardless of the speci?c 
standard used, any activity using the OBU 105 as a data 
gateWay Will involve data going through the processor 300. 

[0076] In an embodiment of the present invention, the 
OBU 105 is designed to be compliant With the SAE’s Joint 
SAE/ T M C Recommended Environmental Practices for E lec 
tronic Equipment Design (Heavy-Duty Trucks), Document 
No. 11455 (August 1994) standard, Which is incorporated 
herein by reference in its entirety, because it Will be a 
component included (or installed) Within vehicles 104. As 
indicated above, the OBU 105 is not limited to be compliant 
With any particular standard and can accommodate any 
on-board electronic system standard (e.g., SAEJl708, 
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SAEJl939, SAEJ1850, ISO 9141, proprietary data streams, 
etc.) for any sub-system (e.g., engines, transmissions, brak 
ing systems, instrument clusters, etc.) as long as the system 
100 is capable of converting commands betWeen the inter 
face 106 and the OBU 105 according to Whatever standard 
is used by a given vehicle electronic system. If the vehicle 
electronic system uses a proprietary standard, for example, 
the vehicle server 202b and the associated application spe 
ci?c module 312 on the OBU 105 may be adapted to 
accommodate the proprietary standard. 

[0077] FIG. 3B illustrates another embodiment of the 
OBU 105 and explicitly shoWs the capability to interface 
With other devices via, for example, a parallel interface, 
serial interface, universal serial bus (USB), satellite, terres 
trial Wireless (e.g., 802.11b), and/or a global positioning 
system (GPS). More particularly, the embodiment of the 
OBU 105 shoWn in FIG. 3B includes a GPS circuit 313 that 
receives signals from a GPS antenna and a serial interface 
314 that communicates With a driver interface or other 

on-vehicle devices (not shoWn), such as a handheld device, 
a cellular telephone, voice messaging system, data logger, or 
other devices. FIG. 3B also explicitly illustrates a ?ash 
memory 315, a dynamic random access memory 316, and an 
optional compact ?ash memory 318 coupled to the processor 
300 as Well as a poWer supply 320 coupled to the vehicle 
battery and ignition sWitch (not shoWn). Those of skill in the 
art Will understand that the elements and concepts shoWn in 
FIGS. 3A and 3B can be combined in any manner Without 
departing from the scope of the present embodiment. 

[0078] The application softWare and the application 
frameWork are built With both a softWare and hardWare 
abstraction layer. This approach makes the frameWork 
adaptable to a number of alternative operating system and 
hardWare platforms. One embodiment of the OBU 105 may 
use any knoWn real-time operating system. 

[0079] Wireless Communication Framework 

[0080] FIG. 4 illustrates exemplary architecture 400 of the 
Wireless communication frameWork (WCF) in accordance 
With an exemplary embodiment. The WCF may encompass 
a number of softWare and/or hardWare program and/or 
application elements for carrying our Wireless communica 
tions betWeen tWo Wireless nodes. 

[0081] The WCF architecture may be concentrated on 
either the server system 202 or a remote unit that is operable 
to communicate With the server system 202, such as the 
OBU 105. In such case, the device having server portions of 
the WCF architecture may act as a server in a client/server 
relationship and the device having the client portions may 
act as the client. Because the server and client responsibili 
ties may change depending on the function to be carried out, 
the server system 202 can be a server for one function, yet 
a client for another. Similarly, the remote unit may be a 
client for one function, and a server for another. 

[0082] Alternatively, the WCF may be distributed among 
one or more server-system elements 402 and one or more 

remote-unit elements 404. In a distributed embodiment, the 
remote-unit elements 404 may be included Within a remote 
unit, such as the OBU 105, and the server-system elements 
402 may be deployed in the server system 202. 
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[0083] In addition to the OBU 105, it is understood that 
the remote unit may a Personal Digital Assistant (PDA) 
and/or another computer that can be communicatively 
coupled With server-side elements 402. As such, the remote 
unit may contain server-system elements 402 in addition to 
or in lieu of the remote-unit elements 404, thereby enabling 
communications betWeen itself, the server-system 202 and/ 
or another remote unit, such as another OBU (not shoWn). 

[0084] The remote-unit elements 404 may include remote-unit application programs 406a (e.g., full or partial 

application programs that reside on the remote unit) such as 
those as described above, (ii) remote-unit transport modules 
410a, and (iii) one or more intermediary remote-unit WCF 
modules 408a. 

[0085] Similarly, the server-system elements 402 may 
include server-system application programs 406b, Which 
may or may not be counterparts to the remote-unit applica 
tion programs 406a; (ii) server-system transport modules 
410b, and (iii) one or more server-system WCF modules 
408b, Which may or may not be the same as the remote-unit 
WCF modules 408a. 

[0086] With reference to FIG. 4, the transport modules 
410a, 410b, alone or as a complementary pair, may be 
deployed as one or more different softWare programs, soft 
Ware modules, and/or hardWare modules for connecting and 
interacting With various communication netWorks, such as 
the Wireless communication netWorks 206(1-3). The trans 
port modules 410a, 410b provide one or more interfaces 
through Which the application programs 406a, 406b couple 
to the WCF modules 408a, 408b. 

[0087] In doing so, each of the transport modules 410a, 
410b may be con?gured to execute protocols to access its 
corresponding communication netWork, (ii) initialiZe, main 
tain, and shut doWn server-system and/or remote unit com 
munication adapters (e.g., modems), respectively, (iii) test 
the server-system and/or remote unit communication adapt 
ers, and/or (iv) perform any other functions and/or proce 
dures to carry out communications With the corresponding 
communication netWork for Which the particular transport 
module 410a or 410b is associated. 

[0088] Each of transport modules 410a, 410b may be 
tailored (e.g., abstracted or otherWise con?gured) for access 
to a speci?c implementation and/or format of a communi 
cation netWork. If, for example, each of the Wireless com 
munication netWorks 206(1-3) are different from each other, 
then a ?rst of the transport modules 410a, 410b may be 
con?gured to access Wireless communication netWork 
206(1), a second may be con?gured to access Wireless 
communication netWork 206(2), a third may be con?gured 
to access Wireless communication netWork 206(3), and so 
on. Other transport modules 410a, 410b can be included to 
access additional netWork services, such as those provided 
by WLANs or WWANs. 

[0089] The number of transport modules 410a, 410b 
deployed in the remote-unit and/or server-system elements 
402, 404 may be a function of the number, con?guration 
and/or format of the communication netWorks 206(1-3) that 
the server-system 202 and/or the remote unit may have 
access to. For instance, the remote unit might not need to 
have access to the Internet. And thus, having a transport 
module 410a for Internet access may be omitted. On the 




























