
US 20050036615A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2005/0036615 A1 

J akobsson et al. (43) Pub. Date: Feb. 17, 2005 

(54) 

(76) 

(21) 

(22) 

(51) 
(52) 

METHOD AND APPARATUS FOR 
GRAPH-BASED PARTITION OF 
CRYPTOGRAPHIC FUNCTIONALITY 

Inventors: Bjorn Markus Jakobsson, Hoboken, 
NJ (US); Burton S. Kaliski JR., 
Wellesley, MA (US) 

Correspondence Address: 
Ryan, Mason & Lewis, LLP 
90 Forest Avenue 
Locust Valley, NY 11560 (US) 

Appl. No.: 10/631,989 

Filed: Jul. 31, 2003 

Publication Classi?cation 

Int. Cl.7 ..................................................... .. H04K 1/00 

US. Cl. ............................................................ .. 380/255 

(57) ABSTRACT 

Techniques are disclosed for partitioning of cryptographic 
functionality, such as authentication code veri?cation or 
generation ability, so as to permit delegation of at least one 
of a number of distinct portions of the cryptographic func 
tionality from a delegating device to at least one recipient 
device. The cryptographic functionality is characteriZabIe as 
a graph comprising a plurality of nodes, and a given set of 
the nodes is associated With a corresponding one of the 
distinct portions of the cryptographic functionality. Infor 
mation representative of one or more of the nodes is trans 
mitted from the delegating device to the recipient device 
such that the recipient device is thereby con?gurable for 
authorized execution of a corresponding one of the distinct 
portions of the cryptographic functionality. Advantageously, 
the invention provides a particularly ef?cient mechanism for 
the provision of cryptographic functionality in accordance 
With a subscription model. 
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METHOD AND APPARATUS FOR GRAPH-BASED 
PARTITION OF CRYPTOGRAPHIC 

FUNCTIONALITY 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to the ?eld 
of cryptography, and more particularly to techniques for 
partitioning of cryptographic functionality among multiple 
processing devices or associated entities. 

BACKGROUND OF THE INVENTION 

[0002] Conventional approaches to partition of crypto 
graphic functionality include a number of techniques involv 
ing delegation of cryptographic functionality from one entity 
to another. 

[0003] One such technique permits delegation of decryp 
tion ability, and is referred to as Identity-Based Encryption 
(IBE). IBE is described in greater detail in, for example, D. 
Boneh and M. Franklin, “Identity-Based Encryption from 
the Weil Pairing,” Proceedings of Crypto 2001, and in IBE 
Secure E-mail, http://crypto.stanford.edu/ibe, both of Which 
are incorporated by reference herein. In this technique, an 
authority delegates decryption ability to a recipient of 
ciphertexts. 
[0004] In the IBE technique, the granularity With Which 
the decryption ability can be delegated is inherently tied to 
intervals measured in time, namely, update intervals of 
associated public keys, rather than the number of ciphertexts 
the recipient can operate on. This results in a number of 
signi?cant problems. For example, the IBE technique does 
not alloW the delegation of computational ability on a 
per-computation level. Also, global timing synchroniZation 
is typically required. Furthermore, in order to delegate the 
decryption ability for a number of intervals, the authority 
must transmit that number of tokens to the recipient. 

[0005] Other knoWn partition techniques involve so-called 
“self-delegation,” that is, delegation of cryptographic func 
tionality from one entity to itself. An example of such a 
technique is described in O. Goldreich, B. P?tZmann and R. 
L. Rivest, “Self-Delegation With Controlled Propagation— 
or—What If You Lose Your Laptop,” Proceedings of Crypto 
1998, pp. 153-168, Which is incorporated by reference 
herein. HoWever, these techniques are generally limited to 
the self-delegation context, and thus cannot be used to 
support inter-party delegation. 

[0006] Another signi?cant draWback associated With the 
conventional IBE and self-delegation approaches is that the 
IBE approach is only for decryption, and the self-delegation 
approach is only for authentication. Thus, neither of these 
approaches provides a general solution to the problem of 
partition of cryptographic functionality. 

[0007] A variety of other techniques are knoWn in the art. 
For example, US. Reissue Pat. No. 36,918 to Micali, 
entitled “Fair Cryptosystems and Methods of Use,” dis 
closes derivation of certain cryptographic keys using a tree 
structure in order to provide time-bounded eavesdropping 
capabilities for laW enforcement of?cials. 

[0008] As another example, US. Pat. No. 6,539,092 to 
Kocher, entitled “Leak-Resistant Cryptographic Indexed 
Key Update,” discloses use of a tree structure to avoid poWer 
attacks. 
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[0009] Unfortunately, these techniques fail to address 
adequately the draWbacks of the above-described IBE and 
self-delegation approaches to partition of cryptographic 
functionality. 
[0010] In vieW of the various problems and limitations 
associated With the conventional techniques described 
above, a need exists for improved techniques for partition of 
cryptographic functionality. 

SUMMARY OF THE INVENTION 

[0011] The present invention provides improved tech 
niques for partition of cryptographic functionality, utiliZing 
a graph-based partitioning approach. 

[0012] In accordance With one aspect of the invention, 
cryptographic functionality characteriZable as a graph com 
prising a plurality of nodes is partitioned so as to permit 
delegation of at least one of a number of distinct portions of 
the cryptographic functionality from a delegating device to 
at least one recipient device. More particularly, a given set 
of the nodes is associated With a corresponding one of the 
distinct portions of the cryptographic functionality, and 
information representative of one or more of the nodes is 
transmitted from the delegating device to the recipient 
device such that the recipient device is thereby con?gurable 
for authoriZed execution of a corresponding one of the 
distinct portions of the cryptographic functionality. 

[0013] Examples of cryptographic functionality that are 
partitionable utiliZing the techniques of the invention 
include ability to verify authentication codes or distress 
codes generated by a hardWare-based token, ability to gen 
erate authentication codes or distress codes using a hard 
Ware-based token, ability to verify a signature, ability to 
generate a signature, ability to generate one or more values 
of a one-Way chain, ability to perform symmetric crypto 
graphic operations, ability to perform asymmetric crypto 
graphic operations, and ability to derive one or more cryp 
tographic keys. 
[0014] Advantageously, the partitioning techniques of the 
present invention overcome one or more of the problems or 
limitations associated With the conventional techniques 
described previously. 

[0015] Another advantage of the present invention is that 
it provides a particularly efficient mechanism for the provi 
sion of cryptographic functionality in accordance With a 
subscription model. 

[0016] These and other features and advantages of the 
present invention Will become more readily apparent from 
the accompanying draWings and the folloWing detailed 
description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0017] FIG. 1 is simpli?ed block diagram of an example 
system in Which the graph-based cryptographic functionality 
partition techniques of the present invention may be imple 
mented. 

[0018] FIG. 2 illustrates one possible implementation of a 
given one of the processing devices of the FIG. 1 system. 

[0019] FIG. 3 is a How diagram of an exemplary tech 
nique for graph-based partitioning of cryptographic func 
tionality in accordance With the invention. 
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[0020] FIG. 4 illustrates different seed levels associated 
With different portions of a graph in an illustrative embodi 
ment of the invention. 

[0021] FIGS. 5 through 9 shoW illustrative examples of 
graph-based partitioning of cryptographic functionality in 
accordance With the invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0022] The present invention Will be described herein With 
reference to an example netWork-based communication sys 
tem in Which a processing device communicates over a 
netWork With one or more other processing devices. It is to 
be appreciated, hoWever, that the invention is not restricted 
to use in this or any other particular system con?guration. 

[0023] Additional details regarding certain conventional 
cryptographic techniques suitable for use in conjunction 
With the present invention may be found in, e.g., A. J. 
MeneZes et al., Handbook of Applied Cryptography, CRC 
Press, 1997, Which is incorporated by reference herein. 

[0024] FIG. 1 shoWs a simpli?ed netWork-based commu 
nication system 100 Which Will be used to illustrate the 
graph-based partitioning techniques of the invention. The 
system 100 includes sets of processing devices 102, 104 
con?gured to communicate With one another over a netWork 
106. A particular one of the processing devices 102 is 
denoted for purposes of illustration as a delegating device 
102D. Similarly, the devices 104 are more speci?cally 
denoted as recipient devices 104R1, 104R2, . . . 104RN. The 
denotation of a particular one of the processing devices as a 
delegating device and others as recipient devices is purely 
arbitrary. For eXample, the roles of various pairs of these 
devices may be reversed in the techniques to be described 
herein. Also, the particular number of devices shoWn is by 
Way of eXample only, and a given system in Which the 
invention is implemented may include more or feWer than 
the particular number of processing devices shoWn. 

[0025] In accordance With one aspect of the invention, the 
delegating device 102D is con?gured to implement a tech 
nique for graph-based partitioning of cryptographic func 
tionality, as Will be described in greater detail beloW in 
conjunction With FIGS. 3 through 9. 

[0026] A given one of the processing devices 102, 104 
may represent, by Way of eXample and Without limitation, a 
desktop or portable personal computer, a server, an intelli 
gent netWork element, a microcomputer, a Workstation, a 
mainframe computer, a Wired or Wireless telephone, a per 
sonal digital assistant (PDA), a television set top boX, a 
“smart dust” element or other type of small sensor, etc., as 
Well as portions or combinations of these and/or other 
processing devices. 

[0027] The term “processing device” as used herein refers 
generally to any information processing device capable of 
delegating a portion of a cryptographic functionality to one 
or more other devices or of eXecuting a delegated portion of 
a cryptographic functionality in accordance With a graph 
based partitioning technique as described herein. 

[0028] Aparticular processing device or set of processing 
devices may also be referred to generally herein as a party, 
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and may be associated With a corresponding user, set of 
users, authority, organiZation or other entity. 

[0029] The term “party” should be understood to encom 
pass either a processing device or set of processing devices, 
a human user or other entity utiliZing or otherWise associated 
With the device(s), or both. An operation described herein as 
being performed by a party may therefore be performed by 
a device, a person or other entity utiliZing or otherWise 
associated With the device, or by both the entity and its 
associated processing device. 

[0030] The processing devices 102, 104 may be imple 
mented as otherWise conventional processing devices pro 
grammed to perform the graph-based partitioning described 
herein, or as other types of suitably-programmed informa 
tion processing devices. 

[0031] The netWork 106 may represent a global computer 
netWork such as the Internet, a Wide area netWork (WAN), 
a local area netWork (LAN), a satellite netWork, a telephone 
or cable netWork, or various portions or combinations of 
these and other types of netWorks. 

[0032] FIG. 2 shoWs one possible implementation of a 
given one of the processing devices 102, 104 of the FIG. 1 
system. The device in this implementation includes a pro 
cessor 200 coupled to a memory 202 and a netWork interface 
204. These device elements may be implemented in Whole 
or in part as a conventional microprocessor, digital signal 
processor, application-speci?c integrated circuit (ASIC) or 
other type of circuitry, as Well as portions or combinations 
of such circuitry elements. As Will be appreciated by those 
skilled in the art, a graph-based partitioning technique in 
accordance With the present invention can be implemented 
at least in part in the form of one or more softWare programs 
that are stored in device memory 202 and eXecuted by the 
corresponding processor 200. The memory 202 is also used 
for storing information used to perform computations or 
other operations associated With a graph-based partitioning 
technique of the invention. 

[0033] As indicated previously, the present invention in 
accordance With one aspect thereof provides graph-based 
partitioning of cryptographic functionality. 

[0034] More speci?cally, the invention provides tech 
niques for partitioning of cryptographic functionality so as 
to permit delegation of at least one of a number of distinct 
portions of the cryptographic functionality from the delegat 
ing device 102D to at least one recipient device 104R, Where 
the cryptographic functionality is characteriZable as a graph 
comprising a plurality of nodes. A given set of the nodes is 
associated With a corresponding one of the distinct portions 
of the cryptographic functionality, and information repre 
sentative of one or more of the nodes is transmitted from the 
delegating device to the recipient device, such that the 
recipient device is thereby con?gurable for authoriZed 
eXecution of a corresponding one of the plurality of distinct 
portions of the cryptographic functionality. 

[0035] In an illustrative embodiment to be described in 
conjunction With FIGS. 3 and 4, the nodes of the graph 
correspond generally to seeds arranged in different levels. 

[0036] Referring noW to FIG. 3, in step 302 the delegating 
device 102D transmits one or more seeds associated With a 

particular portion of the partitioned cryptographic function 
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ality to a given recipient device 104R. The recipient device 
in step 304 utilizes the transmitted seed or seeds to compute 
one or more additional seeds Which permit authorized 
execution of the particular portion of the partitioned cryp 
tographic functionality by the recipient device. Alterna 
tively, the recipient device could utiliZe the transmitted seed 
or seeds directly, Without computing any additional seeds. 

[0037] The seeds are con?gured in accordance With a 
graph-based representation, to be described beloW, Which 
ensures that the given recipient device cannot execute the 
particular portion of the cryptographic functionality until it 
receives the appropriate transmitted seeds. Also, other par 
ties Will not be able to execute the particular portion of the 
cryptographic functionality, unless they too are supplied 
With the appropriate seeds. 

[0038] An example application for the graph-based parti 
tioning techniques of the invention is in providing subscrip 
tions to particular types of cryptographic functionality. As a 
more particular example, the invention alloWs delegation of 
the ability to verify or generate access codes, such as those 
produced by an RSA SecurID® hardWare-based user 
authentication token commercially available from RSA 
Security Inc. of Bedford, Mass., USA. These and other 
applications Will be described in greater detail elseWhere 
herein. 

[0039] Seed derivation techniques that can be used to 
delegate the appropriate seed information from the delegat 
ing device 102D to a recipient device 104R Will noW be 
described With reference to FIG. 4. 

[0040] Consider a sequence of seeds to be given out in an 
illustrative embodiment. Let us denote these by vLl, v12, . 

. V1”, Where n is the total number of seeds. One Way of 
organiZing these seeds is to organiZe them in terms of tuples 
of t1 seeds, letting the ith seed of the jth tuple be computed 
as f1(j, i, vzj), Where f1 is a function, and typically a one-Way 
function, and v2]- is a seed from Which some of the previ 
ously mentioned seeds are derived. Thus, We have tWo levels 
of seeds, Where the ?rst number of the subscript indicates the 
level. It is to be appreciated that this particular organiZation 
is merely an example, and should not be construed as 
limiting the scope of the invention in any Way. Other 
embodiments could use other organiZations, including, 
again by Way of example, one in Which the function f1 and 
other similar functions are not dependent upon the tuple 
index j, but are instead dependent only on the seed index i 
and the next-level seed. 

[0041] NoW let the second-level seeds be organiZed in 
tuples of t2 seeds, Where the ith such seed of the jth such 
tuple is computed as f2(j, i, vii), Where V3]- is a third-level 
seed. Here, f2 is a function, and typically a one-Way function, 
and may be the same function as f1, or selected from the 
same class of functions as f1, or selected independently. 
Similarly, t1 and t2 may be the same number, or may be 
different numbers. Also, different values of t1 and t2 may be 
used Within one and the same level, but this is not done in 
the FIG. 4 example for clarity and simplicity of illustration. 

[0042] It should also be noted that it is possible to use tWo 
or more different functions f, f‘, f“, etc. on the same level. 
HoWever, it may be preferable to use the same function 
throughout the various levels. A more particular example of 
a function suitable for use With the present invention is a 

Feb. 17, 2005 

function selected using a so-called “salt” value. More spe 
ci?cally, such a function may be given by f(x)=h(s, x), Where 
h is a hash function, and s is the salt value. Another 
possibility is the function f(x)=trunc(h(s, x)), Where trunc is 
a function that truncates its input to a certain desired siZe, 
e.g., 64 bits. Of course, the invention does not require the use 
of these example functions or any other particular function. 

[0043] The above-noted salt values are generally publicly 
available at the time of function evaluation, and may be used 
in a manner similar to their conventional use for storage of 
passWord ?les on non-secure computers. 

[0044] Assume that there are a total of L levels of seeds 
organiZed in the manner described above, Where VL)1 is the 
seed that generates all the other seeds by one or more 
function applications. Such an arrangement is illustrated in 
FIG. 4. Each of the seeds of the FIG. 4 arrangement may be 
vieWed as a node of an example graph, the graph being in the 
form of a tree With one or more nodes at each of the L levels 
of the tree. 

[0045] If the delegating device 102D sends the seed vL)1 to 
the recipient device 104R, this enables the recipient device 
104R to generate all the seeds mentioned above, and in 
particular, all the seeds in the sequence vLl, v12, . . . V1”. 
HoWever, if delegating device 102D sends vL_L1 to the 
recipient device 102R, this only lets the recipient device 
generate a fraction of these seeds, Where the fraction is the 
?rst n/tLF1 elements, and Where tL_1 is the number of tuples 
of the (L—1)th level. Similarly, if the delegating device 102D 
sends the recipient device 104R the value VL_2) 2, this 
enables the recipient device 104R to generate some smaller 
fraction of the seeds of the ?rst mentioned sequence, namely 
l<=n/tLF1tL_2 seeds starting With the seed vk+1. 

[0046] Therefore, the smaller the index i is of the seed vid 
that is given to the recipient device 104R, the feWer of the 
seeds in the sequence vLl, v12, . . . vLn that this party can 
generate. Moreover, the larger the index j of the same seed 
vi], the further toWards vLn are these generatable seeds. It 
can be seen that if the delegating device 102D sends the 
recipient device 104R a collection of such “interior” seeds, 
that is, seeds Whose ?rst index is not 1, then the recipient 
device 104R can compute a set of seeds on level 1 corre 
sponding to the union of all the seeds that party could have 
computed from the individual interior seeds. 

[0047] The above-described seed derivation techniques 
can be implemented using a graph structure other than one 
having the exemplary tree structure of the FIG. 4 arrange 
ment. For example, the graph may be an arbitrary acyclic 
graph With at least one node serving as a root, also referred 
to herein as a parent node. Thus, it is possible to construct 
the graph so that some set of seeds on some level, including 
level 1, are used to derive some other set of seeds, Where the 
latter may be on other levels or the same level. It is also 
possible to require more than one interior seed to generate a 
given dependent seed. For example, if the function used to 
compute a seed requires tWo seeds, and their indices, as 
input, then it is necessary to knoW these values in order to 
compute the dependent value. 

[0048] A useful application of the above-described exem 
plary graph-based partitioning structure is as folloWs. 

[0049] Consider a set of rooted trees of the type described 
above, but With the modi?cation that each such tree starts at 
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some level L and ends at level 2. Then, instead of the seeds 
on level 1 being computed from only seeds of the same tree, 
as in the description above, each of the level-1 seeds is 
determinable using seeds from tWo or more of the trees. For 
example, the ?rst seed v1}1 may be a function of the seed v2)1 
of the ?rst tree and a seed of the second tree. A more 
particular example Will be described beloW in conjunction 
With FIG. 9. 

[0050] It is therefore possible that one tree, or a portion 
thereof, can be given to a ?rst party, and another tree, or a 
portion thereof, can be given to a second party, the ?rst and 
second parties corresponding to different recipient devices. 
These tWo parties Would be able to compute the level-1 
seeds only for those indices for Which they together can 
compute all the required inputs. 

[0051] Note that the ?rst and the second party may alter 
natively correspond to the same recipient device, and that 
the foregoing technique may be used to restrict What seeds 
are delegated beyond the control of these parties. 

[0052] Note also that the branching factors of the different 
trees involved may be different from each other, and that one 
of the leaves of one tree may be used to compute more 
level-I seeds than the leaves of another. Advantageously, this 
alloWs one to customiZe the granularity With Which the 
cryptographic functionality is delegated. 

[0053] An example of an embodiment of the invention 
involving multiple recipient devices may comprise a sepa 
ration of an otherWise conventional RSA SecurID® authen 
tication token across tWo or more devices. More speci?cally, 
in a tWo-device embodiment of this type, a given one of the 
devices may be a mobile telephone, a PDA or other device 
having a display screen. Such a device may not be entirely 
secure, e.g., it could potentially be attacked by a virus. The 
other device does not have a screen, and may be an ID card, 
a security badge or pendent, or other similar device. The tWo 
devices both store one or more “long-term” seeds for a 
particular level or levels of the tree, and then exchange 
values for each time unit, authentication, or combinations 
thereof. The exchanged values may be seeds that are descen 
dants of the above-noted long-term seed(s). Such an arrange 
ment safeguards the long-term seed(s) of the tWo devices 
against attack. Also, if the corresponding user loses the 
second device, the security of the authentication token is not 
entirely compromised. Numerous variants on this embodi 
ment are possible. For example, it is possible for only the 
second device to store the long-term seed, With the ?rst 
device periodically receiving short-term seeds. Also, the 
devices need not be capable of communicating directly With 
one another, but may instead utiliZe a common interface, 
such as a smart card reader With Wireless capability. 

[0054] The tWo devices in the foregoing example may 
collaborate to perform a cryptographic veri?cation function, 
or may collaborate to perform a cryptographic generation 
function. Also, the techniques can be readily extended to 
involve more than tWo devices. 

[0055] It should be noted that in an arrangement of the 
type described in conjunction With the foregoing example, in 
Which only the second device stores the long-term seed, the 
second device may be con?gured to have a very limited use. 
It preferably cannot run arbitrary programs, or receive 
commands or requests. Instead, it simply outputs appropri 
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ately encrypted seeds for the other device With some given 
frequency. This can be done using Wireless communication 
links, such as links compliant With the Bluetooth or IEEE 
802.11 standards, or other suitable communication channels. 
The ?rst and second devices in this and other arrangements 
may alternatively comprise, again by Way of example, a ?rst 
“Well-guarded” computer and a second computer that runs 
normal applications. 

[0056] A related example is one in Which tWo servers 
collaborate to perform a cryptographic veri?cation function 
for a modi?ed RSA SecurID® token. In this example, the 
RSA SecurID® token stores tWo long-term seeds from 
Which additional seeds are derived via the techniques of this 
invention. This is similar to the arrangement shoWn in FIG. 
6, to be described beloW, except that the tWo long-term seeds 
in the present example need not be derived from a yet 
higher-level seed. One of the long-term seeds is stored at 
each of the servers. One server delegates seeds derived from 
its long-term seed to the other server. In this Way, only the 
recipient server can perform the veri?cation function for the 
RSA SecurID® token, yet With better protection against 
compromise because it receives only short-term seeds from 
the other server. Many different graph structures are possible 
including simple graphs Where the recipient server combines 
its long-term seed directly With the short-term delegated 
seed it receives. 

[0057] Another type of graph that may be utiliZed in 
implementing the techniques of the invention is a hash chain 
or one-Way chain. This is a type of graph in Which a given 
seed vi is computed from seed vi+1 by application of a 
function, typically a one-Way function, and Where seed vn is 
the “root” of all the other seeds. Techniques for ef?ciently 
generating values associated With such a graph are described 
in International Patent Application Publication No. WO 
02/084944 A1, published Oct. 24, 2002 and entitled “Meth 
ods and Apparatus for Ef?cient Computation of One-Way 
Chains in Cryptographic Applications,” Which is incorpo 
rated by reference herein. 

[0058] For example, the above reference discloses a tech 
nique Which generates the sequence of seeds starting With v1 
and ending with VB While storing only a fraction of the seed 
values at any given time, and While performing only a 
limited number of computations for each seed that is to be 
generated. 

[0059] The delegating device 102D in FIG. 1 can delegate 
the knoWledge of some portion of a one-Way chain by 
sending to the recipient device 104R one or more seed 
elements representing the sub-chain. If the root of the 
sub-chain is sent, this alloWs the generation of all subsequent 
seeds of the chain. If in addition more seeds Within the 
sub-chain are sent, and these are positioned in accordance 
With the technique described in the above-cited reference, 
this alloWs the recipient device to generate the sequence of 
seeds in the sub-chain in a particularly ef?cient manner. One 
may also delegate portions of the chain. For example, the 
seed value that is delegated need not be the root, but could 
instead be another value in the chain. 

[0060] It is also possible to combine such a chain With 
other graph structures. A useful construction may be to 
consider the above-mentioned chain as existing in a ?rst 
level, such that the computed seeds are those that are used 
in the application. Another useful construction may be to let 
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the above-mentioned chain exist in a second level, and let 
the ith seed of the ?rst level be derived from the ith seed of 
the second level, Where this derivation is performed by 
means of applying a function and preferably a one-Way 
function. Yet another construction that may be useful is to 
combine the above mentioned chain With a tree, in accor 
dance With the previous description relating to combination 
of multiple trees. 

[0061] Delegation techniques in accordance With the 
invention may also involve the erasing of particular seeds 
after their use. For example, consider an arrangement in 
Which a ?rst party Adelegates cryptographic functionality to 
a second party B by means of a ?rst set of seeds denoted Set 
1. Instead of storing Set 1, B can store a larger number of 
seeds that are descendants of Set 1, or some subset of these. 
Then, after B has used one of these seeds, B can erase that 
seed. If Set 1 is not stored, the used and erased seed Would 
not be accessible by an attacker. Nonetheless, B Would still 
have a second set of seeds, denoted Set 2, that are derived 
from Set 1, thereby enabling the computation of the remain 
der of descendant seeds, i.e., those seeds of Set 1 that are not 
yet used. This arrangement may be vieWed as a self 
delegation embodiment of the invention, in Which a del 
egated set of seeds is replacing a previously stored set from 
Which the delegated set is computed. Its bene?ts are attrib 
utable at least in part to the fact that the seed derivation 
process in this embodiment is non-reversible. 

[0062] A number of illustrative examples of graph-based 
partitioning of cryptographic functionality in accordance 
With the invention Will noW be described With reference to 
FIGS. 5 through 9. Each of the ?gures shoWs an example 
of a graph characteriZing cryptographic functionality parti 
tioned in accordance With the techniques of the invention. In 
each of the graphs shoWn in these ?gures, nodes are repre 
sented by circles and arroWs betWeen nodes indicate the 
directions of possible derivation. 

[0063] Referring initially to FIG. 5, the graph shoWn is in 
the form of a tree and comprises a set of nodes including a 
root or parent node P012345, intermediate level nodes P12 and 
P345, and a number of leaf nodes. The leaf nodes of the tree 
comprise a set of seeds S0, S1, S2, . . . S5, and the structure 
of the tree illustrates hoW these seeds may be derived from 
other nodes of the tree based on a partitioning of the 
cryptographic functionality. For example, the node P12 can 
be used to derive seeds S1 and S2, but no other seeds. 

[0064] In order to delegate the cryptographic functionality 
associated With the seed S1 only, the seed S1 is sent to the 
recipient device. HoWever, to delegate the cryptographic 
functionality associated With seeds S1 and S2, either the 
seeds S1 and S2, or the node P12, can be sent to the recipient 
device. 

[0065] FIG. 6 shoWs another example graph, in the form 
of a tree having ?rst and second subtrees each associated 
With distinct portions of the cryptographic functionality. The 
root nodes of the ?rst and second subtrees are denoted a and 
b, respectively. The root node of the graph is denoted d. An 
authority may have node d, and give node a to a ?rst party 
and node c to a second party. These tWo parties together can 
generate the seeds SO and S1, but not S2 or S3, since tWo 
inputs are required to compute the S-values. Given the node 
b, the second party can aid in the computation of S2 and S3. 
[0066] Referring noW to FIG. 7, an example of a graph in 
the form of a chain is shoWn. Knowledge of node 10 alloWs 
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computation of nodes 1, 2, . . . 9. If a party is given node 8, 
that party can compute node 1 to node 7. If given nodes 1, 
2, 4 and 8, that party can compute the remaining nodes in the 
set comprising node 1 to node 7, but in feWer operations per 
node, and thus more ef?ciently. 

[0067] FIG. 8 shoWs an example of a graph in the form of 
multiple interconnected chains. Given nodes 11 and 23, a 
party can compute nodes 2, 3, 4 and 5, but not nodes 0, 1, 
6, 7 or 8. As in the FIG. 7 example, more nodes can be given 
for more ef?cient computation. 

[0068] FIG. 9 shoWs an example graph comprising mul 
tiple graphs denoted G0, G1 and G2. The graphs G0, G1 and 
G2 each may represent, for example, a particular one of the 
graphs described in FIGS. 5 through 8, and may be the 
same as or different from one another. In accordance With the 

invention, given certain nodes of G1 and G2, a party is 
thereby enabled to compute certain of the named nodes 0, 1, 
2 and 3 or G1 and a, b, c and d of G2, from Which some of 
the nodes A, B, C, D and E of graph G0 may be computed. 

[0069] It is to be appreciated that the example graphs 
shoWn in FIGS. 5 through 9 are for purposes of illustration 
only, and their particular structures should not be construed 
as limitations of the invention. 

[0070] As indicated above, the graph-based partitioning 
techniques of the present invention are suitable for use in a 
Wide variety of cryptographic applications. More particular 
examples of these applications Will noW be described. 

Delegation of the Ability to Verify or Generate 
RSA SecurID® Authentication Codes 

[0071] One application of the techniques of the invention 
is in delegating the ability to verify or generate authentica 
tion codes associated With the above-noted RSA SecurID® 
user authentication token. An RSA SecurID® token is a 
device that outputs sequences of strings of characters, Where 
for each time unit one particular character string is output. 
The output may be presented on a screen, transmitted by 
Wireless or Wired means, or otherWise communicated to a 
secondary device or a human entering the string into a 
secondary device. The secondary device then communicates 
to an authenticating server a transcript that is a function of 
this string. The server veri?es Whether this is a valid 
transcript for the corresponding time interval, potentially 
taking other environmental factors into consideration. If the 
transcript is judged to be valid, some access is granted to the 
user in possession of the RSA SecurID® token; otherWise, 
permission may be Withheld. Thus, the token outputs are like 
temporary passWords that cannot be guessed by an attacker, 
With other than a negligible probability. 

[0072] The RSA SecurID® token typically contains a 
single secret master seed, from Which multiple secret seeds 
are derived. The above-noted sequences of strings are com 
puted using such a set of secret seeds, Without Which the 
strings cannot be computed. The authenticating server per 
forming the veri?cation of the transcript requires access to 
some set of seeds associated With the token in question. 
Currently, such servers have access to the same set of secret 
seeds that the token uses to generate its output. 

[0073] In accordance With an aspect of the invention, by 
appropriate partition of the seeds, and corresponding use of 
the same, it is possible for an authority to grant a server the 
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ability to perform the veri?cation by giving it access to the 
appropriate portion of secret seed information. HoWever, by 
giving access to only those portions of the secret seed 
information necessary to verify outputs for a particular time 
period, the authority can prevent the server from being able 
to verify outputs before or after this time period. 

[0074] This results in several bene?ts. First, the authority 
can give servers access to seeds according to a subscription 
model in Which the servers pay a fee based on What time 
intervals they require seed information for, and for What 
users. This Would alloW for a better charging model than an 
alternative ?at charging model, alloWing servers Wishing to 
verify outputs during shorter periods of time to pay less than 
servers Wishing to verify outputs during longer periods of 
time. It also provides better control of seed information, 
preventing extended damage arising from temporary intru 
sions by hackers, viruses, and other unWanted leaks of seed 
information. This, in turn, improves the security for all users 
of the tokens, as the potential leakage of seed information 
could otherWise in certain situations be used to create clones 
of their tokens or associated devices. 

[0075] One possible alternative subscription model is one 
in Which there is no particular charge per computation, but 
there is instead a per-seed charge Without regard to the 
number of times a given seed is used. 

[0076] Numerous other types of subscription models can 
be used in implementing the invention, and such models Will 
generally require compliance With at least one speci?ed 
criterion before a seed or other information representative of 
one or more nodes in a graph-based partitioning of crypto 
graphic functionality is transmitted from a delegating device 
to a recipient device. Compliance With the speci?ed criterion 
may be satis?ed, for example, upon receipt of a designated 
payment, Where the term “payment” in this context is not 
limited to monetary payment, but may alternatively include 
information or any other item presentable in exchange for 
the delegated information. 

[0077] A more detailed example of the above-described 
delegation of the ability to verify RSA SecurID® authenti 
cation codes Will noW be presented. 

[0078] In this example, it is assumed Without limitation 
that the seed derivation is performed utiliZing a master seed 
value S from Which a yearly seed SY is derived. This in turn 
is used to derive a monthly seed SM, Which is used to derive 
a daily seed SD, Which is used to derive an hourly seed SH. 
The hourly seed SH and a 30-second increment timer are 
used to compute the current output of the device. Averi?er 
needs to knoW SH and the time interval. It can then compute 
the expected output and compare that to the received output. 
The latter may be combined With a personal identi?cation 
number (PIN), Which is also veri?ed at the same time or 
separately. 
[0079] In order to provide seed subscription to the veri?er 
in this example, the veri?er is not given the master seed S, 
but is instead given a different seed, such as SM. This Would 
alloW the veri?er to compute all seeds “beloW” SM, that is, 
the daily and hourly seeds, for the associated month. Alter 
natively, multiple SM values can be given at the same time, 
or various combinations of one or more SM values, one or 

more SD values, or other values. More speci?cally, to give 
a 50-day subscription, assuming a 30-day month, one SM 
seed and 20 SD seeds may be given to the veri?er. 
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[0080] A similar approach can be utiliZed to provide seed 
subscription for a user of the authentication token. For 
example, the user can store the master seed S on a secure 

device at home, and then generate SD seeds for particular 
days, the latter being stored on a portable device for use 
When traveling. If the portable device is lost, the damage is 
limited to the days corresponding to the particular SD seeds 
stored on it. 

[0081] Although this example utiliZes a tree structure 
based on actual calendar time, such as months and days, 
numerous other such structures may be used. One alternative 
structure is one based on poWers of tWo of minutes, such as 

2 minutes, 4 minutes, 8 minutes, 16 minutes, etc. The 
invention is not restricted With regard to the particular 
interval or set of intervals that are used. Generally, any set 
of interval siZes can be used, and nested in an arbitrary 
manner. 

[0082] Another example involving delegation in the con 
text of the RSA SecurID® token Will noW be described. 
Such a token is commonly utiliZed to alloW a user of a ?rst 
computer to authenticate himself or herself to a second 
computer, Where these tWo computers are connected by a 
netWork, and Where the latter computer typically is associ 
ated With some resource, such as the user’s account. Another 
use of the token Would be to alloW the user to authenticate 
himself or herself to the ?rst computer, such as during a 
login phase. In this latter use, the ?rst computer Would not 
necessarily be connected to the second computer, but Would 
be able to verify the correctness of the token code of?ine. 
This is a bene?cial alternative to static passWords in the 
context of logging in to a laptop or desktop computer. 
HoWever, as the ability to verify token codes typically 
alloWs the generation of the same token codes, this setting 
may lead to a signi?cant draWback associated With the loss 
or theft of the ?rst computer. That is, an unauthoriZed person 
able to read the contents of the ?rst computer Would be able 
to derive token codes associated With the user’s token. That, 
in turn, Would alloW the unauthoriZed person to pose as the 
user to another machine, such as the second computer 
mentioned above. The present invention advantageously 
alloWs the delegation of RSA SecurID® token seeds, and of 
the computational ability associated With the corresponding 
token codes. Thus, if the ?rst computer only carries a seed 
that can be used to derive token outputs for some limited 
period of time, the loss or theft of this computer Would only 
correspond to the potential compromise of token codes for 
this limited period of time. The ?rst computer may occa 
sionally update the seeds it carries by communication With 
a second computer carrying a master seed or other higher 
level seed, thereby preventing the ?rst computer from 
“depleting” its seed data While avoiding the compromise of 
long-term seeds. 

[0083] The above-described veri?cation or generation 
ability delegation aspect of the invention, although illus 
trated in conjunction With the RSA SecurID® token, is 
applicable to other types of tokens or similar cryptographic 
elements. 

[0084] It is also possible for this aspect of the invention to 
be implemented as a form of self-delegation. For example, 
a ?rst server Within an organiZation may delegate abilities to 
another set of servers Within the same organiZation in the 
manner described above. In this case, the bene?ts are 



US 2005/0036615 A1 

primarily those associated With limited disclosure of long 
term secrets, namely, security against break-ins. 

Delegation of the Ability to Verify or Generate 
Distress Codes 

[0085] US. Provisional Patent Application Ser. No. 
60/429,754, ?led Nov. 27, 2002 and entitled “Identity 
Authentication System and Method,” Which is incorporated 
by reference herein, discloses techniques Which involve use 
of different seeds of a token, such as an RSA SecurID® 
token, depending upon the occurrence of particular events. 
For example, one seed may be used given that a certain event 
occurred, and another seed may be used given the occur 
rence of another event. One of these events may be that no 
noteWorthy event occurred; another may be that an attempt 
to break open the device took place. Further events may be 
signaled by means of further seeds, and such events may 
include, for example, loW battery poWer, an imminent device 
malfunction, or other important events. These signaling 
seeds are generally referred to as “distress codes.” As is 
described in the above-cited application, an attacker Will 
generally not knoW What seed should be used for a given 
time period, even if the attacker is able to monitor previous 
transcripts from the token. Thus, the attacker cannot forcibly 
select a particular seed to be used, in order to suppress the 
signaling from the token. 

[0086] In such an arrangement, the authenticating server 
performing the veri?cation of the transcript needs to knoW 
What seed Will be used by the token given a certain event. It 
can then determine What event Was registered by the token 
by comparing the received transcript to What Would have 
been generated given the use of various seeds by the token. 
If the server does not knoW What seeds correspond to What 
events, it Will not be able to determine What event Was 
registered by the token, but Will still be able to verify that the 
transcript Was produced in a Way that involved a given 
token. Therefore, it Would still be able to use the resulting 
transcript instead of a passWord, but Would not have the 
additional bene?t of being able to monitor the events occur 
ring at the token in question. 

[0087] The information regarding What seed corresponds 
to What event is determined by computation on a so-called 
selector seed, Which may itself comprise a set of seeds. 

[0088] In accordance With an aspect of the invention, such 
a set of seeds can be partitioned so that different seeds 
correspond to the selection of seed, based on event, for 
different time periods. This alloWs an authority With access 
to the set of seeds to send a selected subset of these seeds to 
a veri?er, alloWing the veri?er to derive the event status of 
the corresponding token for the corresponding time inter 
vals. Again, this value-added service can be performed on a 
subscription basis, Where an authenticating server can sub 
scribe to such information for arbitrary time periods. This 
also provides a security enhancement in the face of potential 
attacks on the server. 

[0089] In an alternative embodiment, there Would not be 
different seeds to signal the occurrence of different events, 
but instead a ?Xed set of seeds manipulated in a Way that 
signals What events Were detected. Thus, the modi?cation of 
the seeds Will result in a modi?cation of the resulting 
cryptographic computation, and the results thereof. These 
changes are preferably not noticeable by an observer Who 
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does not knoW the state of the device, but Would be 
noticeable by an observer that does knoW the state of the 
device. Typically, a verifying server, such as an ACE server, 
Would knoW the eXpected state of the seeds of a given 
device, and Would therefore be able to determine Whether 
these must have been modi?ed, given the output computed 
from the seeds, and if so, What event Was detected by the 
device generating the output. 

[0090] Other embodiments of the invention may be con 
?gured to implement self-delegation of the ability to verify 
distress codes, through straightforWard modi?cation of the 
above-described techniques. Similarly, other delegation 
techniques described herein may be con?gured so as to 
implement self-delegation. 

Signature Generation Using Merkle Trees 

[0091] A Merkle tree is a type of graph in the form of a 
rooted tree, Where a parent node in a given set of nodes is 
associated With a value that is a one-Way function of the 
values associated With the child nodes of that parent. Thus, 
the root value is a function of all the leaf values of the tree. 
The leaf values may be generated using a pseudo-random 
generator indeXed by the number of the leaf, Which is the 
standard approach if one does not Want to store all of the leaf 
values. A Merkle signature corresponds to a block of leaves, 
Where a pattern of the values of these leaves or their 
preimages is revealed, and Where the eXact pattern encodes 
the message or a digest of the message to be signed. In 
addition to these values, all values that are siblings on the 
path from these nodes and to the root of the tree are output. 

[0092] Given such a collection of values, it is Well-knoWn 
hoW to verify the correctness of the signature by re-com 
puting the root value given the leaf, leaf pre-image and 
sibling values, and comparing the given result With the 
knoWn root value. If these tWo values are equal, then the 
signature is considered valid, and otherWise not. A Merkle 
signature in this implementation can only be computed by a 
party Who can compute the leaf values and their preimages. 
Alternative implementations may use leaf values instead of 
pre-images, as Would be readily appreciated by one skilled 
in the art. 

[0093] In accordance With an aspect of the invention, the 
generation of Merkle signatures can be delegated from a ?rst 
party to a second party by sending information that alloWs 
the generation of the related leaf values, and/or preimages 
thereof. 

[0094] Trivially, the ?rst party could send the second party 
the same secret value from Which the ?rst party derives all 
leaf values. This, hoWever is a delegation of all computation, 
Which may be more delegation than is desirable. Similarly, 
the ?rst party can send the second party all the values needed 
to generate one signature, potentially a signature unknoWn 
to the ?rst party. This requires a large quantity of commu 
nication. 

[0095] An alternative approach, utiliZing the techniques of 
the invention, is to send a small number of values from 
Which one or more signatures can be generated, Where the 
?rst party has control over the number of signatures the 
second party can generate. This can be done by constructing 
What may be vieWed as a “mirror” tree beloW the Merkle 
tree. The root of the mirror tree is the seed used to compute 
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the entire mirror tree, its left child is the seed used to 
compute the entire ?rst half of the mirror tree, and so on, and 
the leaves of the mirror tree are used to compute the leaf 
pre-images of the Merkle tree. Thus, in the mirror tree, each 
node other than the root is a one-Way function of its parent, 
and left and right children are different such one-Way 
functions. One possible variant is one in Which the leaves of 
the mirror tree are equal to the pre-images of the Merkle tree, 
or are used to compute some set of these. 

[0096] Another eXample involving the use of tWo separate 
tree structures is as folloWs. A ?rst one of the tree structures, 
denoted A, is one for Which the root is a master seed and the 
leaves are seeds, con?gured such that the value of a node is 
derived from the parent of the node. The second tree 
structure, denoted B, is a Merkle tree in Which the leaves are 
functions of the leaf seeds of A, con?gured such that the 
values of the nodes are functions of the values of the 
children, and the root is the public key. Thus, signatory 
ability can be delegated by supplying appropriate values of 
A. It is possible to restrict the veri?cation ability by ensuring 
that the root of B is not made public. Certi?ed nodes of B 
may then be given to the veri?er, thereby alloWing the 
veri?er to verify associated signatures. 

Generation of Hash Preimage Chains 

[0097] A one-Way chain, such as a hash chain, is a 
sequence of values, Where a ?rst value, also referred to as a 
seed value, is used to generate a second value, Which in turn 
is used to generate a third value, and so on. A given value is 
generated by applying a one-Way function, such as a hash 
function, to its predecessor. There are many applications 
Where releasing the values in opposite order is bene?cial. 
Here, one Would ?rst release value number n, for some n, 
after Which one Would release value number n-1, folloWed 
by value n—2. If value n+1 has been published during a setup 
stage, as a later value is released, a recipient can verify the 
correctness of the later value by applying the one-Way 
function to this value and comparing the result to the knoWn 
value. 

[0098] There are several Ways of maintaining and gener 
ating a sequence of outputs of this type. One trivial Way is 
to store all the values and look them up When needed. 
Another trivial Way is to compute all values from the stored 
seed value When needed. More ef?cient techniques are 
described in the above-cited International Patent Application 
Publication No. WO 02/084944 A1. For eXample, a tech 
nique described therein alloWs a party to generate the 
sequence of values to be output or otherWise used While 
storing only a small number of values Which are periodically 
updated using a limited amount of computation. 

[0099] In accordance With an aspect of the invention, it is 
possible to delegate the generation of one-Way chain values 
of the type described above. For eXample, a ?rst party can 
send some information to a second party, alloWing the 
second party to construct and output the values needed. For 
eXample, by giving the second party the (n/2)th value, the 
second party Will be able to generate all values from position 
n to n/2, but not values betWeen n/2-1 and the seed value. 
Similarly, by giving the second party some set of values 
derived from the ef?cient technique mentioned above, this 
alloWs the second party to ef?ciently compute the values of 
the associated interval. 
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Delegation of Symmetric Encryption/Decryption 
Abilities 

[0100] Symmetric encryption techniques, such as DES 
and AES, take as input a secret key and either a plainteXt or 
a cipherteXt, and produce either a cipherteXt or a plainteXt, 
depending on Whether the technique is run in an encryption 
mode or a decryption mode. Typically, a pair of users Would 
establish a shared secret key by means of asymmetric key 
exchange protocols, and use this key for some number of 
interactions, after Which it is replaced by another key. 

[0101] The techniques of the present invention may be 
used to deliver key seeds to tWo or more communicating 
parties by a key generating party, Who may be one of the 
communicating parties. More particularly, the key generat 
ing party selects a seed, from Which that party computes 
seeds associated With intervals of time or other events. These 
derived seeds can be distributed to other parties, enabling 
them to encrypt and decrypt information. 

[0102] The delegation of symmetric encryption/decryp 
tion abilities in accordance With the invention thus involves 
utiliZing the seeds, or portions or functions thereof, as keys. 

[0103] One scenario in Which this approach is particularly 
relevant is for broadcast encryption, Where a data source 
encrypts and broadcasts data to a set of receivers, and only 
registered receivers should be able to decrypt the commu 
nication. 

[0104] Another application of the type of delegation is in 
the conteXt of Bluetooth or other Wireless netWorking pro 
tocols. A given netWork may be con?gured to include a 
master device that stores a long-term seed, and a set of slave 
devices. Each of the slave devices is a member, for a certain 
period of time, of a “piconet” or other group of devices run 
by the master device. The period of time may be of any 
desired duration. The master device can give the various 
slave devices different seeds or different longevity at 
required intervals. If a slave device leaves the group, re 
keying of the remaining devices is not necessary. Such an 
approach is applicable not only to delegation of symmetric 
encryption/decryption abilities, but also to delegation of 
message authentication or other cryptographic functionality. 

Delegation of Asymmetric Cryptographic 
Operations 

[0105] There are tWo common asymmetric pairs of cryp 
tographic operations, namely encryption/decryption and 
signing/veri?cation. While overlap betWeen these tWo pairs 
of operations is only apparent for some algorithms, such as 
the Well-knoWn RSA algorithm, it is still the case that the 
type of keying material is related betWeen the pairs. One 
possible type of key pair is that based on the Dif?e-Hellman 
problem, i.e., Where a secret key is a value X from some set 
of values [0 . . . q-1], Where q is a prime number, and the 
corresponding public key y is the quantity gX modulo p. 
Here, p is a prime of the form p=kq+1 for some value k, and 
g is a generator of a group G of siZe q. It is Well knoWn that 
cryptosystems based on keys of this type can be made secure 
based on the believed dif?culty of computing discrete logs, 
meaning to compute values such as X from public informa 
tion containing values p, q, g and y. 

[0106] One eXample of an encryption scheme using this 
type of key pairs is the El Gamal cryptosystem, described in 
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the above-cited A. J. MeneZes et al. reference. In this 
cryptosystem, a ?rst party encrypts a message m in a ?eld G 
by selecting a random number c from [0 . . . q-1] and 
computing (a, b)=(y°m, g°), Where all operations are modulo 
p. Such a pair (a, b) is decrypted by computation of a/bX. 
Examples of signature techniques using such key pairs 
include Schnorr and DSA signature techniques, both 
described in the above-cited A. J. MeneZes et al. reference. 

[0107] The techniques of the present invention make it 
possible to delegate the ability to decrypt and sign by 
sending a seed value to a party, from Which decryption keys 
or signing keys X={x1, x2, . . . } could be computed. The 
corresponding public keys Y={y1, y2, . . . } could be 
disclosed beforehand, or When needed, and either by the 
delegating party or another party. A given key y1 Would be 
computed from the key xi as is normal. We note that if the 
key y1 is not made public but only revealed on a per-need 
basis, it is still possible to delegate one of the signatory 
ability, the veri?cation ability, the decryption ability and the 
encryption ability. 

[0108] It is to be appreciated that the techniques of the 
invention can be combined With standard methods for 
threshold computation, alloWing the abilities to be granted to 
a set of participants, so that at least a quorum of some preset 
siZe Would need to collaborate in order to perform the 
delegated actions. 

[0109] In a second setting relating to asymmetric opera 
tions, one can delegate seeds from Which the public keys can 
be directly derived. The corresponding set of secret keys 
Would then be derived by an authority With this ability, and 
delegated to the appropriate parties. This construction is 
therefore particularly relevant to a cryptosystem that is 
identity based, such as the above-noted IBE. This alloWs the 
delegation of information related to both public and secret 
keys, With bene?ts as described above. 

[0110] Note that a given public key/secret key pair is 
generally reusable for multiple transactions, While symmet 
ric keys may or may not be so con?gured. 

[0111] Advantageously, the graph-based partitioning tech 
niques disclosed herein overcome one or more of the prob 
lems and limitations associated With the above-described 
conventional techniques. 

[0112] For example, the techniques of the invention in an 
illustrative embodiment permit delegation on a per-compu 
tation rather than per-interval basis, and thus do not require 
a third party to knoW the particular intervals or segments into 
Which computational ability has been partitioned, nor do 
they require a separate transmission for each interval. 

[0113] It should be appreciated, hoWever, that the present 
invention can also be implemented using time-based 
arrangements in Which a given seed can be used multiple 
times, such as that previously described herein in conjunc 
tion With the asymmetric encryption example. In that 
example, one public key can be used any number of times, 
but may nonetheless be associated With certain events, after 
Which a neW public key is deployed. Such events may be 
publicly observable, or may be associated With an attack of 
the previously used key, a revocation of the same, etc. 

[0114] Moreover, the described techniques alloW the del 
egation of both public key and symmetric key operations, as 
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Well as other operations not encompassed by either of these 
general types of cryptographic computation. 

[0115] Another important advantage of the present inven 
tion is that it provides a particularly ef?cient mechanism for 
the provision of cryptographic functionality in accordance 
With a subscription model, as Was described above. 

[0116] It should be noted that the techniques of the inven 
tion can be combined With existing conventional techniques 
such as IBE, or other techniques Where partition of crypto 
graphic functionality is tied to time intervals. Such a com 
bination provides improved control over delegated crypto 
graphic functionality in terms of both the associated time 
interval and the individual cryptographic operation(s) to 
Which it corresponds. For example, this could alloW an 
operation to be performed if either it is a certain day, or a 
party has a given computational token. Alternatively, it 
could be performed if both requirements hold, that is, it is a 
speci?c day, and the party has received the computational 
token. 

[0117] It should again be emphasiZed that the particular 
cryptographic functionality partitioning techniques 
described above are provided by Way of illustration, and 
should not be construed as limiting the present invention to 
any speci?c embodiment or group of embodiments. More 
over, the various simplifying assumptions made above in the 
course of describing the illustrative embodiments should 
also be vieWed as exemplary rather than as requirements or 
limitations of the invention. Numerous alternative embodi 
ments Within the scope of the appended claims Will be 
readily apparent to those skilled in the art. 

What is claimed is: 
1. A method for partitioning of cryptographic functional 

ity so as to permit delegation of at least one of a plurality of 
distinct portions of the cryptographic functionality from a 
delegating device to at least one recipient device, the cryp 
tographic functionality being characteriZable as a graph 
comprising a plurality of nodes, the method comprising the 
steps of: 

associating a given set of the nodes With a corresponding 
one of the plurality of distinct portions of the crypto 
graphic functionality; and 

transmitting from the delegating device to the recipient 
device information representative of one or more of the 
nodes, such that the recipient device is thereby con?g 
urable for authoriZed execution of a corresponding one 
of the plurality of distinct portions of the cryptographic 
functionality. 

2. The method of claim 1 Wherein at least one of the nodes 
of the graph corresponds to a seed the possession of Which 
permits execution of a corresponding one of the distinct 
portions of the cryptographic functionality. 

3. The method of claim 1 Wherein the transmitting step 
further comprises transmitting from the delegating device to 
the recipient device information representative of at least 
tWo of the nodes. 

4. The method of claim 1 Wherein the transmitting step 
further comprises transmitting from the delegating device to 
the recipient device information representative of at least 
one parent node of the graph. 

5. The method of claim 1 Wherein the transmitting step 
further comprises transmitting from the delegating device to 
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the recipient device information representative of at least 
one child node of a parent node of the graph. 

6. The method of claim 1 Wherein the graph comprises at 
least ?rst and second root nodes. 

7. The method of claim 1 Wherein the graph comprises a 
tree having at least ?rst and second subtrees associated With 
respective ?rst and second ones of the plurality of distinct 
portions of the cryptographic functionality. 

8. The method of claim 1 Wherein the graph comprises a 
chain. 

9. The method of claim 1 Wherein the graph comprises L 
levels of nodes, an Lth one of the levels comprising a parent 
node vLJ, and a ?rst one of these levels comprising a set of 
seeds vLl, v12, . . .vLn, Where n is the total number of seeds, 
each of the seeds being derivable from the parent node. 

10. The method of claim 9 Wherein an ith node of a kth 
one of the levels is computed as fk(i, vk+1), Where fk is a 
one-Way function. 

11. The method of claim 10 Wherein the nodes of one or 
more of the levels are arranged in the form of tuples of 
designated numbers of nodes. 

12. The method of claim 11 Wherein the ith node of a jth 
tuple of the kth level is computed as fk(j, i, vknj). 

13. The method of claim 1 Wherein the cryptographic 
functionality comprises a cryptographic functionality pro 
vided by a hardWare-based authentication token. 

14. The method of claim 1 Wherein the cryptographic 
functionality comprises an ability to verify at least one of an 
authentication code and a distress code generated by a 
hardWare-based authentication token. 

15. The method of claim 14 Wherein the authentication 
token is con?gured to store at least tWo seeds, and the 
cryptographic functionality comprises a veri?cation opera 
tion performed collaboratively by at least ?rst and second 
servers each storing one of the seeds. 

16. The method of claim 1 Wherein the cryptographic 
functionality comprises an ability to generate at least one of 
an authentication code and a distress code utiliZing a hard 
Ware-based authentication token. 

17. The method of claim 1 Wherein the cryptographic 
functionality comprises at least one of an ability to verify a 
signature and an ability to generate a signature. 

18. The method of claim 1 Wherein the cryptographic 
functionality comprises an ability to generate one or more 
values of a one-Way chain. 

19. The method of claim 1 Wherein the cryptographic 
functionality comprises an ability to perform symmetric 
cryptographic operations. 

20. The method of claim 1 Wherein the cryptographic 
functionality comprises an ability to perform asymmetric 
cryptographic operations. 

21. The method of claim 1 Wherein the cryptographic 
functionality comprises an ability to derive one or more 
cryptographic keys. 

22. The method of claim 1 Wherein the cryptographic 
functionality comprises an ability to compute one or more 
seeds. 

23. The method of claim 22 Wherein at least one of the 
seeds corresponds to at least one of the nodes of the graph. 

24. The method of claim 1 Wherein the cryptographic 
functionality is partitioned in accordance With a subscription 
model Which requires compliance With at least one speci?ed 
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criterion for transmission from the delegating device to the 
recipient device of the information representative of one or 
more of the nodes. 

25. The method of claim 24 Wherein compliance With the 
speci?ed criterion is satis?ed upon receipt of a designated 
payment. 

26. The method of claim 1 Wherein the recipient device 
and the delegating device collaborate to perform at least one 
of a cryptographic veri?cation function and a cryptographic 
generation function. 

27. The method of claim 26 Wherein the recipient device 
includes only a limited computational ability associated With 
performance of the cryptographic function. 

28. An apparatus comprising: 

a processing device comprising a processor coupled to a 
memory; 

the processing device being utiliZable in conjunction With 
partitioning of cryptographic functionality so as to 
permit delegation of at least one of a plurality of 
distinct portions of the cryptographic functionality 
from the processing device, con?gured as a delegating 
device, to at least one recipient device, the crypto 
graphic functionality being characteriZable as a graph 
comprising a plurality of nodes; 

the processing device being con?gurable to associate a 
given set of the nodes With a corresponding one of the 
plurality of distinct portions of the cryptographic func 
tionality, and to transmit to the recipient device infor 
mation representative of one or more of the nodes, such 
that the recipient device is thereby con?gurable for 
authoriZed execution of a corresponding one of the 
plurality of distinct portions of the cryptographic func 
tionality. 

29. An apparatus comprising: 

a processing device comprising a processor coupled to a 
memory; 

the processing device being utiliZable in conjunction With 
partitioning of cryptographic functionality so as to 
permit delegation of at least one of a plurality of 
distinct portions of the cryptographic functionality to 
the processing device, con?gured as a recipient device, 
from at least one delegating device, the cryptographic 
functionality being characteriZable as a graph compris 
ing a plurality of nodes; 

a given set of the nodes being associated With a corre 
sponding one of the plurality of distinct portions of the 
cryptographic functionality; 

the processing device being operative to receive from the 
delegating device information representative of one or 
more of the nodes, such that the processing device is 
thereby con?gurable for authoriZed execution of a 
corresponding one of the plurality of distinct portions 
of the cryptographic functionality. 

30. A machine-readable storage medium containing one 
or more softWare programs for use in partitioning of cryp 
tographic functionality so as to permit delegation of at least 
one of a plurality of distinct portions of the cryptographic 
functionality from a delegating device to at least one recipi 
ent device, the cryptographic functionality being character 
iZable as a graph comprising a plurality of nodes, Wherein 
the one or more softWare programs When eXecuted by the 
delegating device implement the steps of: 
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associating a given set of the nodes With a corresponding urable for authorized execution of a corresponding one 
One Of the plurality 0f distinct portions 0f the crypto- of the plurality of distinct portions of the cryptographic 
graphic functionality; and functionality 

transrnitting from the delegating device to the recipient 
device inforrnation representative of one or more of the 
nodes, such that the recipient device is thereby con?g- * * * * * 


