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(57) ABSTRACT 

A packet processing device is formed by a digest informa 
tion generation unit con?gured to extract a plurality of 
prescribed bit sequences from an input packet, and generate 
a digest inforrnation capable of specifying at least a part of 
a processing to be applied to the input packet, according to 
values of the plurality of prescribed bit sequences; and a 
packet processing unit con?gured to process the input packet 
using an instruction sequence to be applied to the input 
packet that is obtained according to the digest information 
generated by the digest inforrnation generation unit, Where 
the digest inforrnation generation unit generates the digest 
information With respect to a neXt input packet While the 
packet processing unit carries out a processing for one 
packet. 
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FAST AND ADAPTIVE PACKET PROCESSING 
DEVICE AND METHOD USING DIGEST 
INFORMATION OF INPUT PACKET 

[0001] The present application is a divisional of US. 
application Ser. No. 09/660,459, ?led Sep. 12, 2000, the 
entire contents of Which are incorporated herein by refer 
ence. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to a packet processing 
device and a packet processing method for carrying out 
packet processing. 
[0004] 2. Description of the Background Art 

[0005] In recent years, in conjunction With the drastic 
increase of traf?c on the Internet, there are increasing 
demands for a device capable of realiZing fast processing of 
packets that transfer information on the Internet. The packet 
processing is realiZed by referring to a header portion of a 
packet entered from the external, and carrying out a desired 
processing according to information described in that header 
portion. 

[0006] Here, the desired processing can be any of the 
various processings including the folloWing, for example. 

[0007] (1) Aprocessing for transferring a packet to a 
speci?c output link by referring to a destination 
address contained in the header portion of the packet. 

[0008] (2) Aprocessing for controlling a packet trans 
fer timing at each output link by referring to priority 
level information or information indicating attributes 
of an application that is carrying out communications 
using the packet, that is contained in the header 
portion of this packet, such that the transfer of this 
packet is paused When a packet With a higher priority 
level is transferred to an output link to Which this 
packet is to be transferred, for example. 

[0009] (3) A processing for dividing the packet 
according to a prescribed method in the case Where 
its packet length exceeds the maximum packet length 
permitted at a speci?c output port. 

[0010] (4) A processing for incrementing a speci?c 
information on the packet and discarding the packet 
When this speci?c information reaches to a pre 
scribed value. 

[0011] (5) A processing for reWriting a value of a 
destination address or a source address according to 
a prescribed method, according to the need. 

[0012] (6) A processing for calculating error correc 
tion codes of the packet, according to the need. 

[0013] Historically speaking, a device for processing 
packets has been realiZed by an information processing 
device such as a mini-computer or a micro-processor. In this 
case, the speci?c processing to be carried out for each packet 
as described above is realiZed by executing a speci?c 
instruction sequence at the mini-computer or the micro 
processor. HoWever, in this scheme it has been dif?cult to 
realiZe the fast packet processing. For this reason, it is 
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customary in recent years to realiZe the fast packet process 
ing by implementing the packet processing using hardWare. 

[0014] HoWever, the Internet protocol has a characteristic 
of being changed continually. For example, the destination 
address and the source address in the packet have not been 
subjected to reWriting inside the Internet until a feW years 
ago, but as a resolution to the shortage of the IP addresses 
due to the Internet boom of the recent years, it has become 
customary in last tWo or three years to reWrite the destination 
address or the source address inside the Internet. 

[0015] As such, the Internet is operated in such a Way that 
Whenever a problem arises While operating the netWork, a 
protocol is changed to resolve that problem. As a result, the 
Internet protocol Will continue to change. Consequently, the 
above described scheme for realiZing the fast packet pro 
cessing by implementing the protocol processing using 
hardWare has a problem in that it becomes impossible to 
carry out the processing by that hardWare even When there 
are only minor changes in the protocol, and therefore it 
becomes necessary to replace the packet processing device 
very frequently. 

[0016] Also, there have been various propositions for 
schemes to realiZe functions required for the packet pro 
cessing, such as a processing for analyZing the destination 
address in the header of the IP packet, for example, but in 
vieW of different advantages of different function realiZation 
schemes, each function realiZation method has its preferred 
area for its application. HoWever, the prior art packet pro 
cessing device has not been provided With a Way to select an 
appropriate scheme from these plurality of function realiZa 
tion schemes easily, and only one particular scheme selected 
from the various packet processing schemes has been imple 
mented in the prior art packet processing device. As a result, 
it has been impossible to select the optimum scheme 
depending on the netWork environment such as a mixture 
rate of different packet types, for example, so that it has been 
impossible to carry out the packet processing ef?ciently. 

[0017] As described, the prior art packet processing device 
has been associated With the problems including: (1) that it 
is dif?cult to realiZe the fast processing When the device is 
realiZed by executing a speci?c instruction sequence at the 
mini-computer or the micro-processor; (2) that it cannot deal 
With the protocol change ?exibly When the device is realiZed 
by implementing the packet processing using hardWare; and 
(3) that it cannot select an optimum function realiZation 
scheme depending on the netWork environment. 

SUMMARY OF THE INVENTION 

[0018] It is therefore an object of the present invention to 
provide a packet processing device and a packet processing 
method capable of realiZing a fast packet processing, a high 
adaptability With respect to the protocol change, and an 
ability to select an optimum function realiZation scheme 
according to the netWork environment. 

[0019] According to one aspect of the present invention 
there is provided a packet processing device, comprising: a 
digest information generation unit con?gured to extract a 
plurality of prescribed bit sequences from an input packet, 
and generate a digest information capable of specifying at 
least a part of a processing to be applied to the input packet, 
according to values of the plurality of prescribed bit 
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sequences; and a packet processing unit con?gured to pro 
cess the input packet using an instruction sequence to be 
applied to the input packet that is obtained according to the 
digest information generated by the digest information gen 
eration unit; Wherein the digest information generation unit 
generates the digest information With respect to a next input 
packet While the packet processing unit carries out a pro 
cessing for one packet. 

[0020] According to another aspect of the present inven 
tion there is provided a packet processing method, compris 
ing the steps of: (a) extracting a plurality of prescribed bit 
sequences from an input packet, and generating a digest 
information capable of specifying at least a part of a pro 
cessing to be applied to the input packet, according to values 
of the plurality of prescribed bit sequences; and (b) process 
ing the input packet using an instruction sequence to be 
applied to the input packet that is obtained according to the 
digest information generated by the step (a); Wherein the 
step (a) generates the digest information With respect to a 
next input packet While the step (b) carries out a processing 
for one packet. 

[0021] Other features and advantages of the present inven 
tion Will become apparent from the folloWing description 
taken in conjunction With the accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0022] FIG. 1 is a block diagram shoWing one exemplary 
con?guration of a packet processing device according to the 
?rst embodiment of the present invention. 

[0023] FIG. 2 is a block diagram shoWing an exemplary 
con?guration of a digest generation unit in the packet 
processing device of FIG. 1. 

[0024] FIG. 3 is a diagram shoWing exemplary ?elds to be 
extracted by a header information extraction unit in in the 
digest generation unit of FIG. 2. 

[0025] FIG. 4 is a block diagram shoWing another exem 
plary con?guration of a packet processing device according 
to the ?rst embodiment of the present invention. 

[0026] FIG. 5 is a block diagram shoWing an exemplary 
con?guration of a packet processing unit in the packet 
processing device of FIG. 1. 

[0027] FIG. 6 is a block diagram shoWing another exem 
plary con?guration of a packet processing device according 
to the ?rst embodiment of the present invention. 

[0028] FIG. 7 is a block diagram shoWing another exem 
plary con?guration of a packet processing device according 
to the ?rst embodiment of the present invention. 

[0029] FIG. 8 is a block diagram shoWing another exem 
plary con?guration of a packet processing device according 
to the ?rst embodiment of the present invention. 

[0030] FIG. 9 is a block diagram shoWing one exemplary 
con?guration of a packet processing device according to the 
second embodiment of the present invention. 

[0031] FIG. 10 is a diagram shoWing an exemplary con 
?guration of a micro instruction sequence table in the packet 
processing device of FIG. 9. 

[0032] FIG. 11 is a block diagram shoWing another exem 
plary con?guration of a packet processing device according 
to the second embodiment of the present invention. 
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[0033] FIG. 12 is a diagram shoWing an exemplary con 
?guration of a macro instruction sequence table in the packet 
processing device of FIG. 11. 

[0034] FIG. 13 is a diagram shoWing an exemplary con 
?guration of a micro instruction sequence table in the packet 
processing device of FIG. 11. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0035] Referring noW to FIG. 1 to FIG. 8, the ?rst 
embodiment of a packet processing device and a packet 
processing method according to the present invention Will be 
described in detail. 

[0036] FIG. 1 shoWs an exemplary con?guration of a 
packet processing device (or message processing device) 
according to the ?rst embodiment of the present invention. 

[0037] As shoWn in FIG. 1, the packet processing device 
of the ?rst embodiment comprises a digest generation unit 
101, a packet processing unit (packet forWarder) 102, and a 
packet transmission unit 103. 

[0038] A packet that arrived at this packet processing 
device is ?rst entered into the digest generation unit 101. 

[0039] The digest generation unit 101 refers to a header 
portion of the entered packet, extracts a prescribed plurality 
of bit sequences (Where a bit sequence may contain only 1 
bit) from the header portion, and carries out a processing for 
generating a digest information of that packet by applying a 
pattern matching, logical calculations, etc., to the extracted 
plurality of bit sequences. 

[0040] Here, the “bit sequence” stands for a part or a 
Whole of a ?eld inside the packet header that is de?ned by 
the protocol speci?cation, for example. 

[0041] As described above, the digest information is infor 
mation indicating a packet type Which is obtained by refer 
ring to a prescribed position in the header portion of each 
packet, and to be speci?c, can be given in any of the 
folloWing four types, for example: 

[0042] (1) IPv4 packet of Ethernet frame, UDP (User 
Datagram Protocol; 

[0043] (2) IPv4 packet of Ethernet frame, TCP SYN/ 
FIN message (Transmission Control Protocol Syn 
chroniZe/Finish); 

[0044] (3) IPv4 packet of Ethernet frame, ICMP 
message (Internet Control Message Protocol); and 

[0045] (4) Others. 

[0046] Note that the digest information can be 2 bits data 
When the digest information is given in four types. 

[0047] It is of course also possible to consider various 
other detail con?gurations for the digest information to be 
generated by the digest generation unit 101 besides those 
described above. For example, it is also possible to con?gure 
the digest information according to a classi?cation of the 
entered Ethernet frame or IP packet as that for broadcast, 
multicast, or unicast, or a classi?cation of the transport 
protocol presupposed in the entered IP packet as UDP or 
TCP. HoWever, in the folloWing the case Where the digest 
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information is given in the above described four types Will 
be described for the sake of simplicity. 

[0048] Note also that it is also possible for the digest 
information to include information produced from the des 
tination address of a packet for the purpose of selecting an 
optimum search algorithm for a routing table, or information 
indicating a priority order of a packet for the purpose of 
providing QoS (Quality of Service), besides information 
indicating a packet type as described in this embodiment. 
Such various modi?cations regarding the digest information 
Will be described in further detail beloW. 

[0049] Also, in the folloWing, the above described four 
types of the digest information Will be indicated by “00”, 
“01”, “10”, and “11”, respectively, by Way of example. 

[0050] NoW, When the digest information is generated, the 
digest generation unit 101 transfers this digest information 
along With the corresponding packet to the packet process 
ing unit 102. 

[0051] The packet processing unit 102 processes and 
outputs this packet by using the digest information that is 
provided along With the packet. 

[0052] For example, When the digest information is “00”, 
this packet is processed by activating a UDP processing 
routine that is provided in advance (or by generating and 
activating a UDP processing routine at this point). The case 
Where the digest information is “01” or “10” is handled 
similarly. When the digest information is “11”, it is a packet 
classi?ed as “others”, so that the packet is processed While 
classifying the packet types as conventionally done, by 
activating a general packet processing routing. 

[0053] Also, the packet processing unit 102 carries out a 
processing for generating and outputting transfer control 
information including information specifying an output ter 
minal (output interface) to Which this packet should be 
outputted and information specifying a priority level for 
transmitting this packet, in the above described processing 
(or in the processing that is activated separately from the 
above described processing). The packet With the transfer 
control information attached thereto is then entered into the 
packet transmission unit 103. 

[0054] The packet transmission unit 103 carries out a 
processing for outputting the entered packet by selecting a 
speci?c output terminal according to the transfer control 
information attached to this packet. 

[0055] FIG. 2 shoWs an exemplary con?guration of the 
digest generation unit 101. 

[0056] This digest generation unit 101 comprises a header 
information extraction unit 201 for extracting prescribed 
sections in the header portion of the entered packet, and a 
pattern matching unit 202 for generating the digest infor 
mation by judging Whether the information extracted by the 
header information extraction unit 201 is in a prescribed bit 
pattern or not. 

[0057] In the concrete example used in this embodiment, 
the header information extraction unit 201 extracts the 
sections as shoWn in FIG. 3, that is, the folloWing sections: 
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[0058] a protocol type ?eld (301) in the Ethernet 
header; 

[0059] a version ?eld (302) in the IP header; 

[0060] a protocol ?eld (303) in the IP header; 

[0061] a SYN ?ag (304) in the TCP header; and 

[0062] a FIN ?ag (305) in the TCP header. 

[0063] The pattern matching unit 202 judges a type of the 
digest information to be outputted from the above described 
four types by checking the values of these extracted ?elds. 

[0064] For example, it is judged as a TCP SYN/FIN 
message if the protocol type ?eld in the Ethernet header has 
a value “0800”, the version ?eld in the IP header has a value 
“4”, the protocol type ?eld in the IP header has a value “6”, 
and the SYN ?ag or the FIN ?ag in the TCP header is ON. 

[0065] Note that the digest information is obtained by 
carrying out the pattern matching at the pattern matching 
unit 202 in the exemplary con?guration of FIG. 2, but 
instead of that, it is also possible to obtain the digest 
information by carrying out logical calculations for output 
ting the digest information using the bit pattern given from 
the header information extraction unit 201 as an input. 

[0066] Note also that, in the digest generation unit 101, the 
plurality of bit sequences to be extracted and the bit pattern 
used in the pattern matching in the case of using the pattern 
matching or the content of the logical calculations in the case 
of using the logical calculations should preferably be 
changeable from the external. In this Way, it becomes 
possible to deal With the protocol speci?cation change 
?exibly and to optimiZe the digest information according to 
a mixture rate of the packet types in the environment to 
Which this packet processing device is applied, by changing 
the detailed con?guration of the digest information. 

[0067] Also, as shoWn in FIG. 4, it is possible for the 
digest generation unit 101 to give a prescribed information 
extracted from the input packet (or an information obtained 
by processing such a prescribed information) as additional 
information (parameters) to the packet processing unit 102 
along With the digest information. By utiliZing the received 
parameters, the packet processing unit 102 can realiZe fast 
processing. 

[0068] FIG. 5 shoWs an exemplary con?guration of the 
packet processing unit 102. 

[0069] This packet processing unit 102 has a program 
memory 401, a processor 402, a packet buffer 403 and an 
input/output port 404. 

[0070] The program memory 401 stores the processing 
routines corresponding to the different types of the digest 
information. 

[0071] In the case of the concrete example used in this 
embodiment, the program memory 401 stores the folloWing: 

[0072] (1) a UDP processing routine (4011); 

[0073] (2) a TCP SYN/FIN processing routine 
(4012); 

[0074] (3) an ICMP processing routine (4013); and 
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[0075] (4) a general packet processing routine 
(4014); in correspondence to: 

[0076] (1) IPv4 packet of Ethernet frame, UDP; 

[0077] (2) IPv4 packet of Ethernet frame, TCP SYN/ 
FIN message; 

[0078] (3) IPv4 packet of Ethernet frame, ICMP 
message; and 

[0079] (4) Others. 

[0080] A packet entered from the digest generation unit 
101 is Written into the packet buffer 403. The digest infor 
mation given along With this packet is given to the processor 
402 as an interruption signal. The processor 402 activates 
the corresponding processing routing according to the digest 
information, processes this packet, and outputs this packet to 
the packet transmission unit 103 along With the transfer 
control information, through the input/ouput port 404. 

[0081] Note that it is also possible to provide (non 
executable) programs from Which the executable processing 
routines can be generated, and generate the executable 
processing routine from the corresponding program at the 
time of receiving the digest information, rather than provid 
ing the executable processing routines in advance. This can 
be realiZed, for example, by embedding bit sequences gen 
erated according to the additional information shoWn in 
FIG. 4, at prescribed portions of the programs from Which 
the executable processing routines can be generated that are 
maintained as binary data. 

[0082] Here, the attributes of each packet are distin 
guished by the digest generation unit 101 in advance and the 
processing routine in accordance With these attributes is 
activated so that it is possible to reduce the number of 
branches inside the processing routine compared With the 
case of executing the general packet processing routine for 
all packets. Consequently, it is possible to reduce distur 
bances to the pipeline inside the processor and to apply the 
optimiZation to the processing routine according to these 
attributes, so that it is possible to improve the throughput of 
the packet processing device. 

[0083] In the folloWing, several variations of a more 
detailed exemplary con?guration Will be described. 

[0084] First, the case of executing the digest generation 
unit 101 and the packet processing unit 102 independently 
Will be described. 

[0085] As described above, the conventional Way of pro 
cessing packets While classifying the packet types has a 
problem that it involves many branches and it is time 
consuming. For this reason, in this embodiment, the 
branches related to the classi?cation of types are made by 
the digest generation unit 101, and a processing for obtain 
ing the output route from the destination of the packet or the 
like is carried out at the packet processing unit 102. 

[0086] It is preferable to operate the digest generation unit 
101 and the packet processing unit 102 independently. To 
this end, there is a need to connect them through packet 
queues, for example. In the case of the implementation using 
LSI (Large Scale Integrated Circuit), it is preferable to adopt 
a con?guration that requires a less amount of memory and 
a less number of accesses to that memory. For this reason, 
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a con?guration as shoWn in FIG. 6 can be used as a 
modi?cation of the con?guration shoWn in FIG. 1. 

[0087] In the con?guration of FIG. 6, a packet entered 
from the external is stored into a packet memory 122 under 
a control of a memory management unit 121. Then, a 
memory address at Which the packet is stored and an 
information indicating a state of an input interface are 
inserted as a single entry into a ?rst queue 123. 

[0088] The digest generation unit 101 takes out from the 
?rst queue 123 an entry that contains the memory address 
storing the packet to be processed, obtains necessary infor 
mation by accessing the packet memory 122 via the memory 
management unit 121, and carries out the digest generation. 

[0089] The generated digest information is inserted along 
With a memory address of the packet and the input interface 
state information as a single entry into a second queue 124. 

[0090] The packet processing unit 102 takes out from the 
second queue 124 an entry that contains the packet to be 
processed, and carries out the processing according to the 
digest information. At this point, the processing is applied to 
the packet on the packet memory 122 according to the need. 
Thereafter, an address storing the packet to Which the 
processing is applied and information specifying the output 
interface are transferred to the packet transmission unit 103. 
The packet transmission unit 103 transfers the speci?ed 
packet to the speci?ed output terminal according to these 
information. 

[0091] With this con?guration, it becomes possible for the 
digest generation unit 101 and the packet processing unit 
102 to carry out their respective processings With respect to 
mutually different packets so that the pipeline parallel opera 
tions can be realiZed While reducing the required amount of 
memory. Also, even When the processing times of the digest 
generation unit 101 and the packet processing unit 102 are 
different for different packets, it is possible to absorb the 
processing time jitter by securing a sufficient length for the 
second queue 124. 

[0092] Next, a con?guration shoWn in FIG. 7 and its 
operation Will be described as a further modi?cation of the 
above described exemplary con?guration. 

[0093] In the con?guration of FIG. 7, a packet is entered 
from the external into the digest generation unit 101 along 
With information indicating the state of an input interface. 
The digest generation unit 101 carries out the digest gen 
eration immediately and inserts the generated digest infor 
mation along With the packet and the input interface state 
information as a single entry into a third queue 125. 

[0094] The packet processing unit 102 takes out a packet 
entered into the third queue 125, applies the processing to 
the packet according to the attached digest information, and 
outputs this packet along With information specifying the 
output terminal to Which this packet should be outputted, to 
the packet transmission unit 103. The packet transmission 
unit 103 transfers this packet to the speci?ed output terminal 
according to these information. 

[0095] In this case, the digest generation unit 101 carries 
out the digest generation Without referring to the packet 
memory 122, and this has an advantage in that con?icts of 
accesses to the packet memory 122 by the digest generation 
unit 101 and the packet processing unit 102 can be reduced. 
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It is also possible to incorporate functions that are part of 
functions of the input interface into the digest generation 
unit 101. An example of such a case includes that for 
handling bit streams as represented by the frame synchro 
niZation at the link layer and the CRC calculation. 

[0096] Next, an exemplary con?guration for realiZing the 
interruption at a time of the packet arrival by a more detailed 
operation of the packet processing unit 102 shoWn in FIG. 
5 Will be described. In the case of realiZing the interruption 
processing, there are technical issues including hoW to 
prohibit an admission of the interruption. 

[0097] In this case, the processor 402 has tWo sets of 
registers for storing the digest information. One is for storing 
the digest information corresponding to the currently pro 
cessed packet, and the other is for storing the digest infor 
mation corresponding to a packet in the pending state. The 
former Will be referred to as a processing register and the 
latter Will be referred to as a pending register. 

[0098] When the digest information arrives at the proces 
sor 402, this digest information is stored into the pending 
register ?rst. When the digest information arrives at the 
pending register, an interruption number is generated from 
the digest information, and the interruption to the processor 
402 is attempted. 

[0099] When the interruption is admitted at the processor 
402, control is transferred to the packet processing program 
Which is the interruption handling routine. At the same time, 
the digest information is transferred to the processing reg 
ister. If there is a queue betWeen the packet processing unit 
102 and the digest generation unit 101, the digest informa 
tion queued in this queue Will be advanced, and the top Will 
be transferred to the pending register. 

[0100] The processor 402 is in the interruption disabled 
state While executing the packet processing program. By 
executing an interruption enable command at the timing of 
completion of the packet processing, the processing of the 
next digest information Will be started. 

[0101] The digest information generation and the packet 
processing routine con?guration are described above for an 
exemplary case of classi?cation according to a difference in 
the processing to be applied to the packet, but the classi? 
cation other than that according to a difference in the 
processing is also possible. 

[0102] Various modi?cations of the digest information 
Will noW be described. 

[0103] For example, even in the case of carrying out the 
same processing, plural Ways for realiZing this processing 
may exist. In the packet processing unit 102, a search 
through a database (not shoWn) using a speci?c ?eld of the 
header of the packet as a key Will be carried out frequently. 
Suppose that there are plural algorithms for the database 
search, and that an amount of calculations or delay of the 
search is different depending on a type of the key and a 
distribution of that key on the database. This is a case that 
is often encountered in the database search for determining 
an output terminal (output interface) using a netWork 
address as a key. 

[0104] Assume noW that there are four search algorithms, 
and the search key is given by a 32 bits ?eld. Further assume 
that this 32 bits space is to be divided into 128 equal parts, 
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and the most efficient search algorithm on average can be 
determined for each part. This operation is determined 
according to characteristics of the database and to be carried 
out off-line separately from the real time processing of the 
packet processing. As a result, a correspondence betWeen the 
upper 7 bits of 32 bits and 2 bits identi?er for specifying the 
search algorithm is determined. It is also possible to make 
the digest information to contain the identi?er for specifying 
the search algorithm as Well and the digest generation unit 
101 to generate the information for specifying the search 
algorithm from the upper 7 bits of 32 bits netWork address 
as described above. Such a digest information can be gen 
erated by a table look-up realiZed by a semiconductor 
memory or by some logical calculations. 

[0105] Note also that a plurality of bit sequences used in 
the digest generation are extracted from the header of the 
packet at the digest generation unit 101, and such bit 
sequences are often also required to be extracted again at the 
packet processing unit 102. The bit sequence extraction is 
normally associated With shift calculations or mask calcu 
lations, and once these operations are done in the digest 
generation unit 101 there is no need to carry out these 
operations again in the packet processing unit 102. The 
extracted information can be noti?ed as a part of the digest 
information directly to the packet processing unit 102 to 
omit the unnecessary repetition. In this Way, the processing 
load of the packet processing unit 102 can be reduced and 
read requests With respect to the packet buffer can be 
reduced so that the throughput can be improved. 

[0106] Next, the case of giving the parameters along With 
the digest information from the digest generation unit 101 to 
the packet processing unit 102 Will be described. 

[0107] At the digest generation unit 101, prescribed one or 
a plurality of bit sequences may be extracted separately from 
the extraction of a plurality of bit sequences for the sake of 
the digest information, and any of: (1) that prescribed one or 
a plurality of bit sequences; (2) that prescribed one or a 
plurality of bit sequences With data of a part of a Whole of 
the plurality of bit sequences extracted for the sake of the 
digest information added; (3) data obtained by processing 
data of the above (1); (4) data obtained by processing data 
of the above (2); (5) a part or a Whole of the plurality of bit 
sequences extracted for the sake of the digest information, or 
(6) data obtained by processing data of the above (5), may 
be given as the parameters to the packet processing unit 102. 
Note that it is also possible to use the entire packet header 
as additional information. 

[0108] The parameters produced in a process of generating 
the digest information can be effectively utiliZed at the 
packet processing unit 102 as Well (although such param 
eters should preferably be used in a manner that does not 
cause any side effect). 

[0109] For example, consider the case Where a search 
through a database (not shoWn) using a value of some ?eld 
as a key is to be carried out at the packet processing unit 102, 
and a hash calculation using a part or a Whole of the same 
?eld is to be carried out at a time of generating the digest 
information. In this case, it is possible to reduce the total 
number of keys to be targets of the search by dividing the 
keys of the database into a direct product of smaller data 
bases by classifying them according to that hash function, so 
that it is possible to realiZe a faster processing in the case 
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Where the search algorithm requires an amount of calcula 
tions proportional to the total number of keys. 

[0110] It is also possible to consider the packet processing 
unit 102 con?gured as folloWs. 

[0111] In the packet processing unit 102, frequently used 
data are often stored temporarily in a fast cache memory in 
order to realiZe a fast database search. In this case, the cache 
hit rate becomes higher and a contribution to a fast realiZa 
tion becomes greater When a correlation betWeen data on the 
cache and data required in the search operation With respect 
to a packet that actually arrived is higher. 

[0112] As a method for increasing the possibility for 
having highly correlated data on the cache, a method knoWn 
as prefetch operation is often used. This is an operation in 
Which a read from a main memory to the cache is made 
speculatively, by reading in advance those data Which have 
higher possibilities of being referred to in near future. This 
is done only When there is no side effect due to the reading 
of these data, and it does not matter Whether the data read 
into the cache Will be actually used or not. 

[0113] In order for this prefetch operation to be effective, 
the time from prefetch to use should be sufficiently longer 
than the delay due to reading from the main memory to the 
cache. In other Words, there is a need to carry out the 
prefetch operation suf?ciently in advance. 

[0114] HoWever, it is dif?cult to realiZe a sufficiently long 
delay time to make the prefetch operation effective if the 
prefetch is carried out by extracting ?elds of the packet and 
obtaining an address of the database according to them only 
after the packet has arrived. 

[0115] In vieW of this, it is possible to adopt a digest 
generation method in Which the bit sequences to be extracted 
at the digest generation unit 101 are the bit sequences that 
include portions to be keys for the database search and 
values to be used as addresses for the memory accesses of 
the database search can be obtained as an intermediate result 
of the digest generation. More speci?cally, it is possible to 
adopt a scheme in Which a hash table is to be used as the 
database search algorithm and the digest information is 
generated by using the same hash function that is used on 
that hash table as described above. 

[0116] In this case, addresses to be used in accesses to the 
hash table are already calculated as an intermediate result of 
the calculations related to the digest generation, so that these 
addresses are noti?ed as the parameters attached to the 
digest information to the packet processing unit 102. At the 
packet processing unit 102, the prefetch operation is carried 
out using values of the received parameters as addresses of 
the databases as soon as the packet processing routine is 
activated. In this Way, it becomes possible to carry out the 
prefetch operation at the earliest possible stage in the packet 
processing so that a greater effect for hiding the delay can be 
realiZed. 

[0117] Alternatively, it is also possible to speculatively 
execute the database search by regarding values of the 
received parameters as memory addresses of the database 
search at a timing Where the digest information is noti?ed to 
the packet processing unit 102. In this case, the time until 
activating the packet processing routine Will also hide the 
delay in the prefetch so that it is possible to expect an even 
greater effect of the prefetch. 
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[0118] As a further modi?cation of the digest information, 
it is also possible to include a priority control information of 
a packet in the digest information as folloWs. 

[0119] First, a combination of a priority control informa 
tion of a packet and a protocol identi?er for specifying an 
upper level protocol of a packet Will be considered. Here, a 
packet processing method largely differs depending on a 
Way in Which each of them is speci?ed. It is inef?cient to 
realiZe both of them by a single program as already men 
tioned above. 

[0120] Here, if the priority control information is 8 bits 
and the upper level protocol speci?cation is 8 bits, a straight 
forWard combination Would be 16 bits. It is also possible to 
provide an optimiZed program for each one of them. 

[0121] It is also possible to handle similar types of pro 
cessings collectively. For example, the processing With 
considerably feWer programs than the straightforWard com 
bination can be realiZed by handling all the protocols that 
require the same processing by a single program. 

[0122] The 8 bits priority control information is converted 
into a 3 bits identi?er according to a classi?cation of similar 
types of processings, for example, and the 8 bits protocol 
number is converted into a 2 bits identi?er according to a 
classi?cation of similar types of processings. The 3 bits 
identi?er and the 2 bits identi?er so obtained are converted 
into an identi?er of 5 bits or so by applying some logical 
calculation (Which may be a simple concatenation). This Will 
then be used as the digest information. The packet process 
ing unit 102 activates the packet processing routine to be 
activated according to this digest information. In the 
example described here, one of the 32 types of the packet 
processing routines may be selected. Each of these packet 
processing routines contains a processing related to the 
priority control that is speci?ed by the 3 bits identi?er. 

[0123] NoW, the number of bits to be used as the digest 
information is ?nite. For example, it is impossible to gen 
erate classi?ed types in excess of the storage capacity of the 
packet processing routines (4011 to 4014 of FIG. 5). There 
is also a limitation due to the bit Width of a communication 
path betWeen the digest generation unit 101 and the packet 
processing unit 102. On the other hand, more classi?ed types 
of packets Would imply that the digest generation unit 100 
can make a more detailed packet type judgement so that the 
packet processing routine can be more specialiZed and the 
processing performance of the packet processing unit 102 
can be improved. 

[0124] Consequently, it is preferable to set the bit length of 
the digest information to be generated by the digest genera 
tion unit 101 as long as possible on one hand, but it is 
preferable to set the number of the digest information to be 
simultaneously handled by the packet processing unit 102 as 
small as possible one the other hand. In the folloWing, a 
method for satisfying both of these requirements Will be 
described. 

[0125] At the digest generation unit 101, an information 
given by a large number of bits is generated as a virtual 
digest information. The packet processing routines are pro 
vided in correspondence to such virtual digest information. 

[0126] As shoWn in FIG. 8, at an interface connecting 
betWeen the digest generation unit 101 and the packet 
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processing unit 102, a digest information conversion unit 
120 for converting the virtual digest information into a 
physical digest information given by a number of bits that 
can actually be noti?ed to the packet processing unit 102 is 
provided. The digest information to be sent to the packet 
processing unit 102 can be generated by converting the 
virtual digest information into the physical digest informa 
tion using this digest information conversion unit 120. 

[0127] When the correspondence betWeen the virtual 
digest information and the physical digest information is 
determined by the control function of the digest information 
conversion unit 120, this correspondence is re?ected into a 
conversion table inside the digest information conversion 
unit 120 by a conversion table Writing function, and the 
packet processing routine corresponding to the classi?ed 
type of the virtual digest information is stored into the 
program memory of the packet processing unit 102 as the 
packet processing routine corresponding to the physical 
digest information. 

[0128] The virtual digest information has a longer bit 
length than the physical digest information so that there are 
some virtual digest information that cannot be allocated to 
any speci?c physical digest information. A physical digest 
information representing “others” is allocated to these vir 
tual digest information, and a general processing routine for 
processing Without assuming any packet type classi?cation 
is allocated as the packet processing routine corresponding 
to the physical digest information representing “others” and 
stored into the program memory. 

[0129] The processing performance of the general pro 
cessing routine is inferior to the processing performance of 
the specialiZed processing routine so that it is preferable to 
suppress the frequency to activate the general processing 
routine to the minimum. For this reason, the conversion 
table control function should ?nd out such a correspondence 
betWeen the virtual digest information and the physical 
digest information that makes a frequency of selecting 
“others” as loW as possible under the environment in Which 
this packet processing device is placed, and re?ect such a 
correspondence into the conversion table. 

[0130] As a more effective Way of generating the conver 
sion table, it is also possible to use the folloWing con?gu 
ration. 

[0131] In the conversion table for conversion from the 
virtual digest information to the physical digest information, 
a counter for counting the number of times for Which the 
input virtual digest information is entered can be provided 
for each virtual digest information. 

[0132] The conversion table control function can obtain 
the frequency of occurrences of each virtual digest infor 
mation according to individual counter value, and allocate 
the physical digest information to the virtual digest infor 
mation With a higher frequency of occurrences. 

[0133] More speci?cally, it is possible to adopt the fol 
loWing procedure. 

[0134] As an initial state, the physical digest information 
representing “others” is allocated to all the virtual digest 
information. After operating the packet processing device in 
that state to such an extent that a signi?cant measurement of 
a frequency of occurrences of the virtual digest information 
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is conducted, the correspondence betWeen the virtual digest 
information and the physical digest information is deter 
mined and re?ected into the conversion table. Even after 
that, the measurement of the frequency of occurrences is 
continued, and When it is judged that a signi?cant difference 
from the correspondences obtained earlier is discernible, the 
conversion table and the packet processing routine are 
replaced by those re?ecting the neW correspondences. 

[0135] Referring noW to FIG. 9 to FIG. 13, the second 
embodiment of a packet processing device and a packet 
processing method according to the present invention Will be 
described in detail. 

[0136] FIG. 9 shoWs an exemplary con?guration of a 
packet processing device (or message processing device) 
according to the second embodiment of the present inven 
tion. 

[0137] As shoWn in FIG. 9, the packet processing device 
of the second embodiment comprises a system bus 501, a 
main memory 502, an input/output port 503, a memory 
access control unit 504, a cache 505, a pipeline 506, a 
register 507, a digest generation unit 508, a packet process 
ing instruction sequence generation unit 509, a micro 
instruction sequence table 510, and an instruction sequence 
queue 511. 

[0138] Here, the memory access control unit 504, the 
cache 505, the pipeline 506, and the register 507 constitute 
an instruction processing unit 520 for interpreting and 
executing instruction sequences contained in the main 
memory 502 and applying processings speci?ed by these 
instruction sequences to data. 

[0139] Note here that the cache 505 is separated into an 
instruction cache 505-1 for caching a part of instruction 
sequences and a data cache 505-2 for caching a part of data 
to Which the processings are to be applied. 

[0140] Also, there can be many possible con?gurations of 
the pipeline 506 for executing instructions, but it is assumed 
to be a Well knoWn pipeline having ?ve stages of the fetch 
506-1, decode 506-2, execute 506-3, memory access 506-4 
and Write back 506-5. 

[0141] The main memory 502 for storing instruction 
sequences indicating information processing procedures and 
data to be processed, the input/output port 503 Which is a 
hardWare for inputting/outputting data With respect to the 
external, the digest generation unit 508, the packet process 
ing instruction sequence generation unit 509 and the instruc 
tion processing unit 520 are connected by a system bus 501. 

[0142] The basic con?guration and operation of this sec 
ond embodiment are similar to those of the ?rst embodiment 
(the description of variations also equally applies), so that 
features speci?c to the con?guration of FIG. 9 Will be 
mainly described in the folloWing. 

[0143] The digest generation unit 508 is similar to that of 
the ?rst embodiment, Which receives the header portion of 
the packet entered from the external and generates the digest 
information. It may also generate additional information 
(parameters) as in the ?rst embodiment. 

[0144] The packet processing instruction generation unit 
509 has a function of receiving the digest information from 
the digest generation unit 508, generating an instruction 
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sequence for the purpose of processing this packet according 
to a procedure described below, and giving it to the instruc 
tion sequence queue 511. The instruction sequence to be 
generated here Will be generated by referring to the content 
of the micro instruction sequence table 510. 

[0145] The packet arrived from the external is stored into 
a prescribed region in the main memory 502 via the input/ 
output port 503 and the system bus 501. 

[0146] After that, prescribed sections (a plurality of bit 
sequences), such as a header of the datalink layer, a header 
of the netWork layer and a header of the transport layer for 
example, are extracted and given to the digest generation 
unit 508. This processing may be executed by the instruction 
sequence stored in the main memory 502. Hereafter these 
prescribed sections Will be referred to as processing control 
information for the sake of explanation. Also, this process 
ing control information may contain information indicating 
a position at Which the packet is stored in the main memory 
502. 

[0147] Upon receiving the processing control information 
from the input/output port 503, the digest generation unit 
508 generates the digest information from that information. 

[0148] Upon receiving the digest information from the 
digest generation unit 508, the packet processing instruction 
sequence generation unit 509 generates the instruction 
sequence. 

[0149] Here, the micro instruction sequence table 510 
holds executable instruction sequences (sequences of micro 
instructions) for the purpose of realiZing the processings 
according to the respective packet types, as shoWn in FIG. 
10. The packet processing instruction sequence generation 
unit 509 reads out the instruction sequence according to the 
generated digest information from the micro instruction 
sequence table 510, and stores it into the instruction 
sequence queue 511. 

[0150] On the other hand, the instruction processing unit 
520 reads out the instruction sequence from the main 
memory 502 to the instruction cache 505-1 according to a 
program counter (not shoWn) provided therein, and sequen 
tially executes this instruction sequence by using the pipe 
line 506. 

[0151] At this point, each stage of the pipeline 506 plays 
the folloWing respectively assigned roles. 

[0152] The fetch 506-1 fetches an instruction from 
the instruction cache 505-1. 

[0153] The decode 506-2 decodes this instruction and 
determines a subsequent pipeline and operation con 
tent of the register 507. 

[0154] The execute 506-3 applies processing to data 
given from the register 507 according to a command 
of the decode 506-2. 

[0155] The memory access 506-4 either Writes data 
given from the execute 506-3 through the data cache 
505-2 or gives it to the next stage. 

[0156] The Write back 506-5 Writes back data given 
from the memory access 506-4 to the register 507. 

[0157] In the case of this packet processing device, there 
are instruction sequences to be processed not only on the 
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main memory 502 but also on the instruction sequence 
queue 511, so that the fetch 506-1 fetches instructions 
alternately from the instruction sequences on the main 
memory 502 and the instruction sequence queue 511 and 
give the fetched instructions to the subsequent stages, When 
ever a prescribed condition such as that the instruction 
sequence queue 511 is not empty holds. In this Way, the 
instruction sequence generated by the packet processing 
instruction sequence generation unit 509 Will be executed, 
and thereby desired processing is carried out With respect to 
the entered packet. 

[0158] In this case of executing a plurality of independent 
instruction sequences (that is, the instruction sequence from 
the main memory 502 and the instruction sequence from the 
instruction queue 511) alternately in this manner, the register 
may be allocated exclusively to each instruction sequence. 
In this Way, the stopping of the pipeline 506 due to the 
register haZard can be prevented. 

[0159] In the second embodiment, the instruction 
sequence for each processing routine corresponding to the 
digest information is contained in the micro instruction 
sequence table 510, but this micro instruction sequence table 
510 may be formed by a reWritable memory medium such 
that the table can be recon?gured by reWriting respective 
processing routines according to the need. In this Way, it 
becomes possible to deal With the change in detailed parts of 
of the protocol speci?cation ?exibly. In this case, it is also 
possible to adopt a con?guration in Which the micro instruc 
tion sequence table 510 is connected to the system bus 501 
such that the micro instruction sequence table 510 can be 
reWritten by executing the instruction sequence on the main 
memory 502. 

[0160] Also, in the second embodiment, the instruction 
sequence for the purpose of the protocol processing gener 
ated by the packet processing instruction sequence genera 
tion unit 509 and the instruction sequence read out from the 
main memory 502 according to the program counter (not 
shoWn) of the instruction processing unit 520 can easily 
share (data storage regions of) the main memory 502. For 
this reason, it is also possible to easily realiZe a monitoring 
control of the protocol processing operation executed by the 
instruction sequence from the packet processing instruction 
sequence generation unit 509 by an application on an 
operating system executed by the instruction sequence on 
the main memory 502, for example. 

[0161] NoW, the digest information may contain not just 
information for selecting the packet processing routine but 
also information regarding the packet itself. In such a case, 
the packet processing instruction sequence generation unit 
509 can generate an ef?cient instruction sequence by using 
the digest information rather than simply entering the 
instructions from the instruction table into the pipeline. A 
con?guration in such a case Will noW be described. 

[0162] FIG. 11 shoWs an exemplary con?guration of the 
packet processing device for such a case. In the folloWing, 
differences from the con?guration of FIG. 9 Will be mainly 
described. 

[0163] The processing routines to be carried out With 
respect to the packet include many common operations. For 
example, an operation for reading out the bit sequence from 
the header and reWriting it in the packet header processing, 






