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(57) ABSTRACT 
Preventing replay attacks on servers. At least one Bloorn 
?lter may be set up in a server for tracking requests received 
from clients. Identifying data may be generated for each 

INTELLECTUAL PROPERTY request. The identifying data may be checked against the 
ADMINISTRATION Bloorn ?lter array. If a match is found, the message may be 
FORT COLLINS, CO 80527-2400 (Us) a replay and may be rejected. If a match is not found, the 

request identifying data may be added to the Bloorn ?lter 
(21) Appl, No,: 10/455,472 and the request may be processed. 
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SYSTEM AND METHOD FOR PREVENTING 
REPLAY ATTACKS 

BACKGROUND 

[0001] For purposes of this disclosure, a computational 
entity capable of receiving and processing requests Will be 
referred to as a server. A computational entity capable of 
sending requests to a server Will be referred to as a client. 
For example, a client may be a personal computer Which 
sends requests to a server at a stock trading company. The 
server may be a computer adapted to receive the requests 
and implement a buy or sell order. In similar fashion, a 
server may control a large storage system for business 
records, such as payroll records. A company payroll depart 
ment may use a client computer to transmit periodic payroll 
records to the server With a request for Writing the records 
into the storage system. 

[0002] It is possible for a request previously sent by a 
genuine client entity to be sent again to the server. This is 
referred to as a replay attack, because it may cause serious 
problems. A replay attack may be sent by a malicious client 
Who has snooped on an earlier genuine request from a 
genuine client. The malicious client may have copied the 
earlier request and then replayed it at a later time. For 
example, the request may have been an order to sell a 
particular stock at a particular price. A genuine client may 
have sent the original request and it may have been executed 
once. If a malicious client replays the request a feW Weeks 
later When the stock price has changed, or the client’s 
account does not have the required amount of stock to sell, 
the genuine client can suffer serious ?nancial loss if the sale 
is again executed. 

[0003] In similar fashion, a payroll department may have 
sent a request Which causes monthly payroll records to be 
Written into a particular ?le location. That ?le may have been 
updated by the genuine client at a later date. Then, if the 
original request is resent by a malicious client, the original 
data may be Written into the same ?le location and the 
updates may be lost. 

[0004] A replay attack does not necessarily result from a 
malicious client Who has snooped on genuine requests. It can 
occur due to human or machine error at the genuine client. 
In some cases, genuine clients With unreliable netWorks 
intentionally retransmit genuine requests. The same type of 
serious damage can be caused by such accidental, uninten 
tional or even intentional replays of requests. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0005] FIG. 1 illustrates a How chart for preventing replay 
attacks in accordance With embodiments of the invention. 

[0006] FIG. 2 illustrates a block diagram shoWing com 
ponents of embodiments for preventing replay attacks. 

[0007] FIG. 3 illustrates a How chart for preventing replay 
attacks using epochs in embodiments of the invention. 

[0008] FIG. 4 illustrates a How chart for resetting Bloom 
?lters and controlling epoch numbers in embodiments of the 
invention. 

[0009] FIG. 5 illustrates a block diagram of computational 
entities coupled by a netWork for exchanging requests and 
replies in embodiments of the invention. 
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NOTATION AND NOMENCLATURE 

[0010] Certain terms are used throughout the folloWing 
description and claims to refer to particular system compo 
nents. As one skilled in the art Will appreciate, components 
may be referred to by different names. This document does 
not intend to distinguish betWeen components that differ in 
name, but not function. In the folloWing discussion and in 
the claims, the terms “including” and “comprising” are used 
in an open-ended fashion, and thus should be interpreted to 
mean “including, but not limited to . . . ”. Also, the term 

“couple” or “couples” is intended to mean either an indirect 
or direct electrical or communicative connection. Thus, if a 
?rst device couples to a second device, that connection may 
be through a direct connection, or through an indirect 
connection via other devices and connections. 

DETAILED DESCRIPTION 

[0011] The embodiments of the invention disclosed herein 
provide systems and methods for keeping a record identi 
fying previously received requests, possibly only recently 
received requests, and comparing each neW request to the 
record to determine if it is genuine or is a replay of a 
previously received request. The embodiments of the inven 
tion use a data structure knoWn as a Bloom ?lter to record 

identifying information for each request as it is received so 
that a replay of that message may be recogniZed. A Bloom 
?lter may be a highly ef?cient Way of performing set 
membership queries. Given a membership query, a Bloom 
?lter ansWers either “probably an element” or “de?nitely not 
an element”. In this case, the set may be previously received 
requests. 

[0012] A Bloom ?lter may comprise an array of K bits, 
denoted b1, b2, . . . bK, together With n; 1 hash functions, f1, 
f2, . . . fn. The hash functions may be chosen from a family 
of independent hash functions. Each hash function may map 
requests to integers having values from 1 to K, that is, 
having a value corresponding to one of the K bits in the 
Bloom ?lter array. A Bloom ?lter may be initiated in an 
empty state in Which each of its K bits is a Zero. A request 
r may be added to the ?lter by setting the bits With indices 
f1(r), f2(r), . . . fn(r) to a one. That is, b[fi(r)] is set to a 1 for 
all i. The ansWer to the question “is request r in the ?lter?”, 
is “probably” if b[fi(r)]=1 for all i, and “de?nitely not” 
otherWise. 

[0013] FIG. 1 illustrates a block diagram of the basic 
operation of at least some embodiments of the invention. At 
step 10, a client entity sends a request, r, to a server. At step 
12, a server receives the request and calculates the values of 
each of the hash functions, i.e. f1(r), f2(r), . . . fn(r). At step 
14, the server compares the calculated hash function values 
against the array of bits stored in the Bloom ?lter Which 
represent previously received requests. If the Bloom ?lter 
bits b[fi(r)]=1 for all i from 1 to n, the request is probably a 
replay attack and, at step 16, the server sends a rejection of 
the request to the client. If less than all of the Bloom ?lter 
bits b[fi(r)]=1, the request is genuine and the server accepts 
the request and, at step 18, sets the Bloom ?lter bits b[fi(r)] 
to 1 for all i from 1 to n, as a record of the fact that the 
current request has been received. Steps 14 and 18 may be 
executed together atomically. Performing step 18 for 
rejected requests does not change the state of the Bloom 
?lter bit array, because all of the bits b[fi(r)] for all i from 1 



US 2005/0022009 A1 

to n Were already set to 1. At step 20, the server processes 
the request Which has been accepted and Which is noW 
identi?ed in the Bloom ?lter. At step 20 the server may also 
send a message to the client indicating acceptance and 
processing of the request. If a rejection Was sent at step 16, 
the client may at step 22 send a neW message to the server. 
Methods are discussed beloW by Which genuine clients may 
modify the request so that it may be accepted by the server, 
but Which may prevent malicious clients from doing the 
same thing. 

[0014] In the above described embodiments, each request 
Which has been accepted by a server is identi?ed by setting 
one of the bits in the Bloom ?lter array Which correspond to 
the values of the hash functions calculated from the request. 
A genuine neW request may be rejected because its hash 
function values match Bloom ?lter bits Which have all been 
set to one by a combination of previous requests. This is 
considered a false positive. The possibility of a false positive 
increases as the number of requests Which have been stored 
in the Bloom ?lter increases. If the process Was continued 
inde?nitely, all bits could be set to one and all neW requests 
could be rejected. A simple solution Would be to reset the 
Bloom ?lter to the empty state When a certain percentage of 
the bits have been set to one. HoWever, this solution may 
result in loss of the identifying information on all previously 
received requests and may alloW replays to be accepted and 
executed again. This result may be avoided by using a time 
stamp on requests and rejecting all requests With time 
stamps that indicate that the request Was sent before the time 
at Which the ?lter Was reset to empty state. Use of time 
stamps for this purpose assumes that clocks in servers and 
clients are accurately synchroniZed, Which may not be the 
case. Inaccuracies in clock settings may result in alloWing a 
replay attack to occur. This result may be prevented by 
requiring the server to advance its clock to the value of any 
request Whose timestamp is in the future relative to the 
server clock. 

[0015] FIGS. 2 and 3 illustrate embodiments of the inven 
tion Which limit false positives While still blocking replay 
attacks. These embodiments maintain several separate 
Bloom ?lters in the server, each identi?ed by a separate 
epoch number. Each epoch corresponds to a recent time 
interval, beginning With the current time and going back one 
interval, or epoch, for each Bloom ?lter array. 

[0016] FIG. 2 illustrates a server 24 having a number N of 
bit arrays 26, 28, 30, each being part of a Bloom ?lter. Array 
26 is identi?ed as being for epoch 7832, Which for this 
eXample is the current, or latest, time interval Which has not 
yet ended. Array 28 stores request-identifying data for 
requests Which Were received during epoch 7831, the imme 
diately preceding time period. Array 30 stores request iden 
tifying data for epoch 7832 minus N plus one. TWo client 
entities 32 and 34 are shoWn coupled to the server 24 
through a netWork 36. As indicated, client 32 has stored 
information indicating that the latest server 24 epoch is 
7831, Which is not equal to the latest epoch number. This 
difference results from client 32 having sent its last request 
to server 24 during epoch 7831 and having stored the epoch 
number from a reply message from server 24. Client 34 on 
the other hand has sent a request during the current epoch 
7832 and has therefore stored the latest epoch number. Each 
client 32 and 34 includes its currently stored epoch number 
in the neXt request it sends to server 24. If a malicious client 
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has stored a previous request from the clients 32, 34 and 
replays it, it Will include the epoch number of the original 
request. 

[0017] FIG. 3 illustrates a method of operation of embodi 
ments of the invention using epoch numbers to avoid false 
positives While still rejecting replay attacks. At block 38, a 
client sends a request including an epoch number e to the 
server. At step 40, the server checks the received epoch 
number e to see if it corresponds to one of the currently 
stored epochs. For eXample, is it betWeen 7832 and 7832 
minus N plus one? If the ansWer is yes, then at block 42 the 
server calculates the hash values for the request. At step 44, 
the calculated hash values are compared against the Bloom 
?lter array 26, 28, or 30 Which corresponds to the epoch 
number Which Was included With the request. For eXample, 
if client 32 sends a request With epoch number 7831, the 
server looks to array 28 to check for a replay attack, even 
though the latest epoch is 7832. If at step 44 all the relevant 
bits are not equal to one, indicating a neW request, then at 
step 46, the server sets the bits of the Bloom ?lter array to 
identify the neW request. If the request indicated epoch 
7831, the bits are changed in array 28, not in array 26 Which 
is keeping track of requests With the latest epoch number. 
Array 28 is changed because a replay attack of a genuine 
request With epoch number 7831 Would also have epoch 
number 7831. At step 48, the server processes the request 
Which Was received and determined not to be a replay attack. 
At step 48, the server may also reply to the client indicating 
that the request Was processed and providing the current 
epoch number. A client With a non-current epoch number 
may therefore send only one request With the non-current 
epoch number, since it may receive the current epoch 
number With each reply. 

[0018] In FIG. 3, at step 40, the epoch number e may be 
so out of date that it does not correspond With any of the N 
Bloom ?lter arrays currently residing in the server 24. At 
step 44, the server may have identi?ed a match betWeen the 
hash values for the request and the bits stored in the Bloom 
?lter array, i.e. b[fi(r)]=1 for ?lter e. In either of these tWo 
cases, at step 50, the server sends a rejection and the current 
epoch number back to the client. At step 52, the client may 
send a neW request With the current epoch number and/or 
otherWise modi?ed so that it Will be accepted by the server. 

[0019] With further reference to FIGS. 2 and 3, alterna 
tive embodiments of the invention using epoch numbers Will 
be described. Each epoch may represent a time interval 
having a starting time and an ending time. The ending time 
of epoch 7831 is the same as the starting time epoch 7832. 
At any given time, the current or latest epoch, e.g. epoch 
7832, may have a knoWn starting time, but an unknoWn 
ending time Which Will be some future time. If desired, each 
epoch may be identi?ed in the server by its starting and 
ending times or the latest epoch may be identi?ed by its 
starting time. Then, a time stamp on each request may be 
used to assign the request to the correct epoch. The use of 
time stamps may avoid sending epoch numbers in replies 
from the server to the clients. It may also avoid storing epoch 
numbers in the clients and including the stored epoch 
number in the neXt request sent to the server. HoWever, this 
use of time stamps is subject to errors if the client and server 
clocks are not synchroniZed. As mentioned above, synchro 
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niZation errors may be avoided by having the server advance 
its clock if it receives a message With a time stamp in the 
future. 

[0020] The use of epoch numbers is not limited to systems 
Which use multiple Bloom ?lters. A system With only one 
Bloom ?lter may bene?t from the use of epoch numbers 
also. As discussed With reference to FIG. 1, to avoid false 
positives, a Bloom ?lter should be reset from time to time. 
Requests With time stamps before the reset time can be 
rejected as a Way of avoiding replay attacks. But, inaccurate 
clock settings may alloW some replay attacks to occur. If an 
epoch number is assigned to a single ?lter as discussed With 
reference to FIGS. 2 and 3, clock synchroniZation problems 
may be avoided. 

[0021] FIG. 4 illustrates a process for clearing, resetting 
or recycling Bloom ?lters according to at least some 
embodiments of the invention. As noted above, at some 
point, a given ?lter array may accumulate so many bits in the 
one state, that the false positive rate becomes undesirable. 
FIG. 4 illustrates actions for embodiments of the invention 
With a single Bloom ?lter and for embodiments of the 
invention With multiple Bloom ?lters. As each request is 
accepted, and neW bits are changed to ones in the ?lter array, 
at step 54, the server checks the number of bits Which have 
been set to one. If there are multiple ?lter arrays, the check 
is done for only the array for the current epoch. If there is 
only one ?lter, it may be the array for the current epoch. If 
the number is too high, meaning there may be an undesirable 
false positive rate, then at step 56 a Bloom ?lter is reset to 
its empty state With all bits set to Zero and an epoch number 
adjustment is made. If there are multiple Bloom ?lters, it is 
the ?lter for the oldest epoch Which is reset and its epoch 
number is incremented by N Which sets it to one higher than 
the (previously) latest epoch number. If there is only one 
Bloom ?lter, it is reset and its epoch number is simply 
incremented by one, Which is the number N for an embodi 
ment With only one Bloom ?lter. In either case, the ?lter With 
records from the oldest epoch is reset to empty state and 
redesignated as the ?lter for the noW latest epoch. There is 
no practical difference betWeen resetting a particular Bloom 
?lter to empty state and creating or setting up a neW Bloom 
?lter, Which starts in the empty state. 

[0022] Since false positives may occur at some rate and 
some genuine client requests may be rejected as replay 
attacks, the client may bene?t from having a Way to reissue 
its request. Requests may include a “nonce”. A nonce is an 
otherWise meaningless string of bits or bytes added to a 
message to make it unique. When a rejection message is 
received, the client may change the request’s nonce and 
retransmit the request. Therefore, When the nonce is 
changed, one or more of the hash functions may change and 
the request may not be recogniZed as a replay. 

[0023] There are several optional Ways to improve per 
formance of embodiments of the invention in certain cir 
cumstances. Messages betWeen clients and servers may be 
transmitted With a message authentication code, MAC, for 
various security purposes. When MACs are used, operation 
of the invention may be simpli?ed by applying the hash 
functions to only the MAC portion of the request. The epoch 
number and nonce may be included in that part of the request 
Which is guarded by the MAC to prevent an attacker from 
altering them. 
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[0024] Asecond improvement applies to the case in Which 
a server may be providing a storage service that accepts read 
and Write requests. If these requests are encrypted, then read 
requests may not need to be checked or added to the Bloom 
?lter, since an adversary may gain nothing by replaying 
them. Even if the requests are not encrypted, it may not be 
necessary to check recent read requests, because the attacker 
could have snooped on the reply of the original read request. 
Thus, only very old read requests may need to be ?ltered out, 
and this can be accomplished by simply verifying that the 
request’s epoch number is valid or its time stamp is after the 
last resetting time of an active Bloom ?lter. There may not 
be a need to use the Bloom ?lter at all. Epoch numbers 
should be periodically advanced and Bloom ?lters reset 
When this improvement is used, even if a false positive 
threshold is not reached. 

[0025] There are circumstances Where data in the Bloom 
?lter bit arrays may be lost. For example, a poWer outage 
may cause an unexpected shutdoWn Which causes loss of 
data in RAM. When the system is restarted, all Bloom ?lters 
Will be cleared, ie set to the empty state and Will be 
assigned neW epoch numbers. The embodiments of the 
invention described above may prevent replay attacks if the 
neW epoch numbers are all larger than the previous latest 
epoch number. This may be accomplished by permanently 
storing the latest epoch number, for example on a hard drive 
or in ?ash memory, and updating it each time the epoch 
number is adjusted. Upon restarting a permanently stored 
epoch number may be used to set neW epoch numbers 
greater than the stored number. 

[0026] The invention Was tested by incorporation into a 
system of secure netWork-attached disks. TWo 32 KB Bloom 
?lters (262,144 bits each) Were used. Other parameters Were 
determined by optimiZing, using statistical simulation, for 
the maximum number of requests on average that can be 
supported per epoch subject to a maximum false positive 
rate, measured over the last one thousand requests, of 0.1%. 
The resulting parameters Were nine hash functions and about 
47% of bits used in a “full” ?lter. These parameters provided 
epochs lasting 18,640 requests on average, or thirty minutes 
under the request rate of the ?le system used to analyZe 
system performance. Although separate performance ?gures 
are not available, the combination of calculating a MAC and 
doing the Bloom ?lter replay attack check increases the 
latency of reads and Writes by less than 0.5 milliseconds. 

[0027] FIG. 5 illustrates a system diagram of computa 
tional entities coupled by a netWork for exchanging requests 
and replies in Which the invention may be embodied. A 
server 60 may include a processor or CPU 62 coupled to 
various elements including read only memory, ROM, 64 and 
random access memory, RAM, 66. The server 60 may also 
be coupled to external devices such as a mass storage device 
68, Which may include solid state memory or disk drives. In 
an embodiment, the Bloom ?lter bit arrays 26, 28, 30 of 
FIG. 2 may be set up by assigning memory locations in the 
RAM 66. SoftWare code that generates hash functions, 
compares the hash functions to data stored in the Bloom 
?lters and changes bits in the Bloom ?lter may be stored in 
ROM 64. The softWare code may be executed by CPU 62. 

[0028] A client 70 may include a processor or CPU 72 
coupled to various elements including read only memory, 
ROM, 74 and random access memory, RAM, 76. As indi 
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cated in FIG. 5, the basic internal structure of the client 70 
and server 60 may be similar. The functions of server and 
client may be determined by software, e.g. stored in ROM 
64 and 74, and the types of external devices coupled to the 
machines. The client 70 may be coupled to external devices 
such as a video monitor 78 and keyboard 80, for providing 
a user interface. The client functions used in embodiments of 
the invention may be implemented in the form of softWare 
stored in ROM 74 and executed in processor 72. Epoch 
numbers received from the server 60 may be stored in RAM 
76. Auser may initiate client requests, e. g. a stock sale order 
or the storing of payroll records in mass storage unit 68, by 
entering information using the keyboard 80 and monitor 78. 

[0029] The server 60 and client 70 may be coupled to each 
other by a netWork connection 82. As indicated in FIG. 2, 
a system in accordance With embodiments of the invention 
may be designed to protect a server 60 from replay attacks 
from a plurality of clients, e.g. client 70, all of Which may 
have access to the server 60 over netWork connections. 
Malicious clients may also use the netWork connections to 
snoop on the requests of genuine clients and send replay 
attacks. 

[0030] From the above description of embodiments of the 
invention, it can be seen that this disclosure provides a 
method and system for preventing replay attacks Which is 
simple, robust and frugal. It is particularly useful for servers 
Which have feW resources since it does not require much 
memory or computational poWer. Simulations indicate that 
With only a small additional hardWare cost it is possible to 
manufacture commodity hard disks including embodiments 
of the invention Which are immune to replay attacks for use 
on a secure Storage Area NetWork, SAN. 

[0031] While the invention has been illustrated and 
described With reference to particular apparatus and methods 
of operation, various changes and substitutions of compo 
nents and changes in the methods of operation may be made 
Within the scope of the invention as set forth in the folloWing 
claims. 

What We claim as our invention is: 

1. A method for preventing replay attacks, comprising: 

receiving a request from a client at a server; 

generating identifying data for the request; 

comparing the identifying data to data in a Bloom ?lter; 

rejecting the request if the identifying data matches data 
in the Bloom ?lter; and, 

processing the request if the identifying data does not 
match the data in the Bloom ?lter. 

2. A method according to claim 1, further comprising: 

storing the identifying data in the Bloom ?lter. 
3. A method according to claim 1, Wherein the request 

received from the client includes a time stamp, and further 
comprising: 

resetting the Bloom ?lter to an empty state upon occur 
rence of a preselected event; 

recording the reset time at Which the ?lter Was reset; 

receiving a request from a client; 

comparing a request time stamp to the reset time; and 
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if the request time stamp is prior to the reset time, 
rejecting the request. 

4. A method according to claim 3, Wherein: 

the preselected event is a false positive rate above a 
preselected level. 

5. A method according to claim 1, further comprising: 

generating an epoch number in the server, the epoch 
number representing a time interval including the cur 
rent time; 

transmitting the epoch number to clients in response to 
client requests and storing the epoch number in the 
clients; and 

including the stored epoch numbers in each request sent 
by a client to the server. 

6. A method according to claim 5, further comprising: 

upon occurrence of a preselected event, resetting the 
Bloom ?lter to an empty state and incrementing the 
epoch number; 

receiving a request from a client; and 

if the epoch number received With the request does not 
match the current epoch number, rejecting the request. 

7. A method for preventing replay attacks, comprising: 

setting up ?rst and second Bloom ?lters in a server 
receiving requests from at least one client; 

associating each request With a Bloom ?lter; 

storing data identifying requests associated With the ?rst 
Bloom ?lter in the ?rst Bloom ?lter; and 

storing data identifying requests associated With the sec 
ond Bloom ?lter in the second Bloom ?lter. 

8. A method according to claim 7, further comprising: 

receiving a request from a client at the server, the request 
including an indication of the Bloom ?lter With Which 
it is associated; 

generating identifying data for the request; 

if the request is associated With the ?rst Bloom ?lter, 
comparing the identifying data to data in the ?rst 
Bloom ?lter; and 

if the request is associated With the second Bloom ?lter, 
comparing the identifying data to data in the second 
Bloom ?lter. 

9. A method according to claim 8, further comprising: 

if the request is not associated With the ?rst Bloom ?lter 
or the second Bloom ?lter, rejecting the request. 

10. A method according to claim 7, further comprising: 

deleting the second Bloom ?lter upon occurrence of a 
preselected event; 

creating a third Bloom ?lter; and 

instructing clients to associate neW requests With the third 
Bloom ?lter. 

11. A method according to claim 10, further comprising: 

receiving a request from a client at the server, the request 
including an indication of the ?lter With Which it is 
associated; 

generating identifying data for the request; 
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if the request is associated With the ?rst Bloom ?lter, 
comparing the identifying data to data in the ?rst 
Bloom ?lter; and 

if the request is associated With the third Bloom ?lter, 
comparing the identifying data to data in the third 
Bloom ?lter. 

12. A method according to claim 11, further comprising: 

if the request is not associated With the third Bloom ?lter 
or the ?rst Bloom ?lter, rejecting the request. 

13. A method according to claim 10, Wherein: 

the preselected event is a false positive rate above a 
preselected level. 

14. A system for preventing replay attacks, comprising: 

a server receiving requests and generating data identifying 
each request; 

a Bloom ?lter storing data identifying each request 
received by the server, and indicating Whether the data 
matches or does not match previously stored data; and 

the server processing requests Whose identifying data 
does not match previously stored data in the Bloom 
?lter and rejecting requests Whose identifying data does 
match previously stored data in the Bloom ?lter. 

15. A system according to claim 14, Wherein the server is 
part of a storage area netWork. 

16. A system for preventing replay attacks, comprising: 

a server receiving requests and generating data identifying 
each request, each request including a time indicator 
indicating its time of issuance; 

a ?rst Bloom ?lter storing data identifying each received 
request having a time indicator corresponding to a ?rst 
time interval and indicating Whether the data matches 
or does not match previously stored data; 

a second Bloom ?lter storing data identifying each 
received request having a time indicator corresponding 
to a second time interval and indicating Whether the 
data matches or does not match previously stored data; 
and 
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the server processing requests Whose identifying data 
does not match previously stored data and rejecting 
requests Whose identifying data does match previously 
stored data. 

17. A system according to claim 16, Wherein: 

each of said ?rst and second time intervals are identi?ed 
by a starting time and an ending time. 

18. A system according to claim 16, Wherein: 

each of said ?rst and second time intervals is identi?ed by 
an epoch number. 

19. Asystem according to claim 16, Wherein the ?rst time 
interval includes the current time and the second; time 
interval occurred immediately before the ?rst time interval, 
and further comprising: 

the server detecting the occurrence of a preselected event, 
resetting the second Bloom ?lter to empty state, record 
ing the time of resetting the second Bloom ?lter, and 
rejecting requests having a time indicator indicating 
issuance prior to the ?rst time interval; 

the time of resetting ending the ?rst time interval and 
starting a third time interval; and 

the second Bloom ?lter storing data identifying each 
received request having a time indicator corresponding 
to the third time interval and indicating Whether the 
data matches or does not match previously stored data. 

20. A system for preventing replay attacks, comprising: 

means for producing data identifying a request received 
by a server, 

means for comparing the data identifying the request to 
data identifying previously received requests, and 

means for rejecting the request if it has been previously 
received. 


