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IP MULTI-HOMING 

[0001] This application is a continuation of and claims the 
bene?t under 35 U.S.C. 120 of copending US. patent 
application Ser. No. 09/817,993 entitled “IP Multi-Homing” 
and ?led on Mar. 27, 2001. This application also incorpo 
rates copending U.S. patent application Ser. No. 09/817,993 
by reference as if fully reWritten here. 

BACKGROUND 

[0002] 1. Field 

[0003] The systems and methods described herein are 
directed toWard the ?eld of data communication netWorks. 
In particular, systems and methods for providing protected 
communication paths betWeen a LAN and a carrier netWork 
are described. 

[0004] 2. Description of the Related Art 

[0005] FIG. 1 sets forth a schematic draWing of a com 
munication system 2 that provides a user or a user’s local 
area netWork 3 (“LAN”) With access to the internet or some 
other Wide area netWork (“WAN”). In the embodiment 
shoWn, a LAN 3 is provided With internet access through a 
?ber optic system 4. The ?ber optic system 4 provides a 
connection betWeen the user LAN 3 and an internet access 
device such as an internet backbone router 5 (“BR”). The BR 
5 has a number of ports (not shoWn) With internet protocol 
(“IP”) addresses assigned thereto. Internet access is 
achieved through accessing the ports on the BR 5. 

[0006] The preferred user LAN 3 is an Ethernet LAN but 
other LAN types such as token ring, FDDI, etc., could be 
used. LAN Hosts 7b preferably are personal computers 
(“PCs”) but optionally could be servers or other computer or 
communication equipment. LAN router 7a preferably com 
prises computer or communication hardWare that forWards 
data from or to other computer or communication equipment 
on the LAN 3. LAN router 7a optionally could be coupled 
to other subnets (not shoWn) on the user’s premises Which 
interconnect other LAN hosts (not shoWn). 

[0007] FIG. 2 sets forth a more detailed vieW of an 
exemplary communication system 2 for providing a plurality 
of user LAN s 3 With access to the internet or other WAN via 
a ?ber optic system. The exemplary communication system 
2 includes a ?ber optic system that preferably is arranged in 
a ring netWork 10 and more preferably in a Synchronous 
Optical NetWork (“SONET”) or SDH ring. The communi 
cation system 2 also includes a plurality of netWork nodes 
12a, 12b, 12c, & 12d that are coupled together in the 
SONET/SDH ring 10, a plurality of local or user LANs 3a, 
3b & 3c that are coupled to the netWork nodes 12a, 12b & 
12c, respectively, preferably via ?ber optic cables 15, and an 
internet or WAN access device 5 such as an internet back 

bone router (“BR”) coupled to netWork node 12d. 

[0008] FIG. 3 sets forth a system diagram of a preferred 
SONET/SDH ring 20 for use in a communication system. 
The SONET/SDH ring 20 includes a plurality of netWork 
nodes 22, labeled N0-N3, coupled in a ring structure by one 
or more communication paths 24A, 24B. As shoWn in FIG. 
3, the tWo paths 24A, 24B transport SONET/SDH data 
streams (many packets/cells) in opposite directions about the 
ring (i.e., east and West). The communication paths 24A, 
24B are preferably ?ber optic connections (in SONET/ 
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SDH), but could, alternatively be electrical paths or even 
Wireless connections (in other types of ring netWorks). In the 
case of a ?ber optic connection, paths 24A, 24B could be 
implemented on a single ?ber 24, on dual ?bers 24A, 24B, 
or some other combination of connections. Each netWork 
node 22 is preferably coupled to tWo other netWork nodes 22 
in the ring structure 20. For example, netWork node N0 is 
coupled to netWork nodes N1 and N3. The coupling betWeen 
the nodes in FIG. 3 is tWo-Way, meaning that each node 22 
transmits and receives data (packets/cells) to and from each 
of the tWo other nodes 22 to Which it is connected. Each 
netWork node 22 includes at least tWo transmitter/receiver 
interfaces, one for each connection to another node 22. The 
netWork nodes 22 could be many types of Well-known 
netWork devices, such as add-drop multiplexers (“ADMs”), 
sWitches, routers, cross-connects or other types of devices. 
The devices 22 shoWn in FIG. 3 are preferably ADMs. An 
ADM is a three terminal device having a local add/drop 
interface, an upstream netWork node interface, and a doWn 
stream netWork node interface. These ADMs 22 are coupled 
to local nodes 26, and are used to add packets/cells from the 
local nodes 26 to the SONET/SDH data stream, and con 
versely to drop packets from the SONET/SDH data stream 
to the local nodes 26. A system and method for packet 
transport in a SONET/SDH ring netWork and an exemplary 
ADM is described in more detail in commonly-assigned 
US. patent application Ser. No. 09/378,844 (“the ’844 
application”), Which is incorporated herein by reference. For 
more information on SONET/SDH formats, line-speeds, and 
theory of operation, see John Bellamy, Digital Telephony, 2d 
Edition (1991), pp. 403-425. 

[0009] The netWork nodes 22 shoWn in FIG. 3 may be 
logically connected by a plurality of virtual paths that 
coexist on the physical netWork connection(s) 24. Virtual 
paths are also knoWn as logical paths or “pipes.” For 
example, although there is only one physical connection 
from node N0 to node N1 to node N2, there may be 
numerous virtual paths betWeen these nodes, such as one 
virtual path from N0 to N1, another from N0 to N2 and 
another from N1 to N2. Each virtual path may include a 
plurality of virtual channels, Wherein each virtual channel 
transports packets (or cells) formatted according to the 
SONET/SDH SPE. The use of virtual paths in SONET/SDH 
ring netWorks is described in more detail in commonly 
assigned U.S. patent application Ser. No. 09/324,244 (“the 
’244 application”), Which also is incorporated herein by 
reference. 

[0010] In the exemplary communication system 2 shoWn 
in FIG. 2, the netWork nodes 12a, 12b & 12c are access 
nodes. The netWork devices that make up access nodes 12a, 
12b & 12c each include an access device or access card 

(“AC”) 14. Each access card 14 is operable to transfer data 
packets betWeen a user’s equipment on a LAN 3 and other 
nodes 12 on the ring netWork 10. The access cards 14 may 
physically reside Within a netWork device of the SONET/ 
SDH ring 10 or alternatively may be coupled to a netWork 
device. 

[0011] The netWork node 12d of the exemplary commu 
nication system 2 is an internet gateWay node and the 
netWork device that makes up the gateWay node 12d 
includes a multiplexor device or concentrator card (“CC”) 
16. The CC 16 functions as a sWitch that multiplexes data 
packets transmitted by the access nodes 12a, 12b & 12c onto 
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a single data transmission channel 18 for further routing to 
the internet access device 5. The CC 16 also functions as a 
sWitch for forwarding data packets received over the data 
transmission channel 18 from the internet access device 5 to 
one or more access nodes 12a, 12b or 12c. 

[0012] Router ports have been con?gured for shared use 
betWeen multiple virtual circuits and sub-interfaces. The 
concentrator card 16 facilitates the shared use of a router 
port and has a tWo-fold role. The concentrator card 16 
merges the data from the various LANs 3 and access cards 
14 on the ring netWork into a single pipe for forWarding to 
the single router port of the BR 5 to Which the concentrator 
card 16 is coupled. In merging the data, the concentrator 
card 16 couples the data to different interfaces Within the 
router port. The concentrator card’s 16 second task is to take 
data from the BR 5, packet by packet, and forWards the data 
to the various access nodes 12 on the ring netWork. 

[0013] Each access card 14 includes at least one protocol 
engine 30, as shoWn in FIG. 4, for providing a ?ber 
eXtended router port 6 to a LAN 3. The protocol engine 30 
provides a permanent address for use by the LAN devices 7 
When transmitting data packets to the WAN. The protocol 
engine 30 reformats data packets from the LAN devices 7 
and transmits the reformatted data packets over the ring 10 
through the concentrator interface of CC 16 to a sub 
interface of BR 5. The protocol engine 30 also receives data 
packets from a sub-interface of BR 5 through the concen 
trator interface and reformats those data packets to the 
format used on the LAN 3. The protocol engine 30 addresses 
at least three main architectural issues: encapsulation, maXi 
mum transfer unit (“MTU”), and address resolution. The use 
of protocol engines and Access Cards in SONET/SDH ring 
netWorks are described in more detail in commonly-assigned 
US. patent application Ser. No. 09/514,032 (“the ’032 
application”), Which also is incorporated herein by refer 
ence. 

SUMMARY 

[0014] A method and system for providing a customer 
netWork With high speed access to a carrier netWork is 
provided. The system comprises an access device for pro 
viding a communication path for the customer netWork, a 
?rst concentrator device that is operable to establish a 
communication path With the carrier netWork, and a second 
concentrator device that is operable to establish a commu 
nication path With the carrier netWork. The access device is 
operable to receive data traffic from the customer netWork 
and to forWard the data traffic Within the system. The access 
device and the ?rst concentrator device cooperate to form a 
?rst virtual channel for alloWing data traf?c to How from the 
customer netWork to the carrier netWork and from the carrier 
netWork to the customer netWork and Wherein the ?rst 
virtual channel is the primary communication channel for 
the customer netWork. The access device and the second 
concentrator device cooperate to form a second virtual 
channel for alloWing data traffic to How from the customer 
netWork to the carrier netWork and from the carrier netWork 
to the customer netWork and Wherein the second virtual 
channel is a backup communication channel for the cus 
tomer netWork. The system is operable to sWitch the primary 
communication channel from the ?rst virtual channel to the 
second virtual channel upon detection of a failure in the ?rst 
virtual channel. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is a schematic draWing of a communication 
system having a ?ber extended router port; 

[0016] FIG. 2 is a schematic draWing of a communication 
system that provides multiple LANs With access to a WAN 
via a ring netWork; 

[0017] FIG. 3 is a schematic draWing of an optical ring 
netWork used in a preferred embodiment 

[0018] FIG. 4 is a schematic vieW of a communication 
system that provides multiple LANs With access to a WAN; 

[0019] FIG. 5 is a schematic diagram of a netWork that 
provides redundant concentrator interfaces; 

[0020] FIG. 6 is a schematic draWing of a netWork illus 
trating the transmission of traf?c via a Working virtual 
channel; 

[0021] FIG. 7 is a schematic draWing of a netWork illus 
trating the transmission of traf?c via the protection virtual 
channel after a failure has been detected; 

[0022] FIG. 8 is a schematic draWing of a netWork illus 
trating active detection of router failures; 

[0023] FIG. 9 is a diagram illustrating concentrator card 
failure detection by the protection concentrator card; 

[0024] FIG. 10 is a schematic draWing of a netWork 
illustrating concentrator card failure detection by the access 
card; 

[0025] FIG. 11 is a state diagram illustrating the access 
card path sWitching algorithm; 

[0026] FIG. 12 is a schematic diagram illustrating virtual 
channel sWitching after the protection concentrator card 
detects a failure in the Working virtual channel; 

[0027] FIG. 13 is a schematic draWing illustrating virtual 
channel sWitching after the Working concentrator card noti 
?es the access card of a failure; 

[0028] FIG. 14 is a schematic draWing illustrating virtual 
channel sWitching after the Working concentrator card noti 
?es the access card of a failure; 

[0029] FIG. 15 is a state diagram of a revertive algorithm 
in the access card; 

[0030] FIG. 16 is a state diagram of a non-revertive 
algorithm in the access card; 

[0031] FIG. 17 is a schematic diagram illustrating a 
system With an asymmetric con?guration; 

[0032] FIG. 18 is a schematic diagram illustrating a 
system With a symmetric con?guration; 

[0033] FIG. 19 is a schematic diagram illustrating the 
impact of described systems on a customer LAN; 

[0034] FIG. 20 is a schematic diagram of an alternate 
embodiment illustrating the impact of described systems on 
a customer LAN; 

[0035] FIG. 21 is a schematic draWing illustrating the use 
of described systems With a user netWork having a ?reWall; 
and 
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[0036] FIG. 22 is a schematic drawing illustrating the use 
of described systems with a user network with a screened 
subnet ?rewall. 

DETAILED DESCRIPTION 

[0037] A. Multi-Homed Reference Network 

[0038] In a preferred embodiment, a user or customer 
LAN 32 is connected via a ring 34 and a network node 
device 36 to two Central Offices (CO) 38, 40, as shown in 
FIG. 5. To interface with the user LAN 32, the network node 
device 36 preferably includes an access card 14 which 
preferably provides an Ethernet port as the interface for the 
user LAN 32. The central of?ces 38, 40 connect the ring 34 
to the global carrier network 42. The central of?ces 38, 40 
preferably include a concentrator card 16 that interfaces with 
and provides the connection to the carrier network 42. The 
carrier network 42 provides routed services 44 and bridged 
services 46 for allowing devices coupled to the ring 34 to 
connect and transport data packets to and from WAN s or the 
internet. The protection switching mechanism described 
ensures that if there is a failure of either the CO#138 
equipment or the link connecting the CC in CO#138 to the 
carrier network 42, then all the traf?c is delivered from and 
to the CO#240. Adescribed systems also provides a mecha 
nism whereby the routed services 44 and the bridged ser 
vices 46 provided by the carrier 42 are made available even 
in the case of failure of one of the two COs 38, 40. 

[0039] The ring 34 of the preferred embodiment includes 
two or more network node devices. Two of the network node 
devices are COs preferrably having CCs 16 for connecting 
to a carrier network 42. One of the network node devices is 
coupled to a user LAN and preferably includes an AC 14 for 
providing the coupling. The network node device that is 
coupled to the user LAN preferably is not one of the COs but 
optionally could be one of the COs. One skilled in the art 
could con?gure the ring 34 in a number of con?gurations. 

[0040] As shown in FIG. 6, to make the routed services 44 
and the bridged services 46 available on a protected basis, 
provided are a working virtual channel (“VC”) 48, a routed 
services working ATM virtual channel 50, a bridged services 
working ATM virtual channel 52, at least one protection VC 
54, at least one routed services protection ATM virtual 
channel 56, and at least one bridged services protection ATM 
virtual channel 58. Therefore, the user LAN 32 is provided 
with routed service 44 and bridged service 46 in the carrier 
network 42 via a working VC 48 to CO #138 and working 
ATM virtual channels 50 and 52 to routed service 44 and 
bridged service 46, respectively. In addition, the user LAN 
32 is provided with routed service 44 and bridged service 46 
in the carrier network 42 via a protection VC 54 to CO #240 
and protection ATM virtual channels 56 and 58 to routed 
service 44 and bridged service 46, respectively. The working 
VC 48 and working ATM virtual channels 50 and 52 shall be 
referred hereinafter as working PVC 60, and the protection 
VC 54 and working paths 56 and 58 shall be referred 
hereinafter as protection PVC 62. The protection PVC 62 
typically is not used to carry any traf?c in the upstream 
direction and traf?c in the downstream direction may be 
optionally disabled. 

[0041] The upstream direction is de?ned as the direction 
of transmission running from the user to the carrier network. 
The downstream direction is de?ned as the direction of 
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transmission running from the carrier network to the user. 
The provision of a working PVC and a single protection 
PVC to a user LAN is referred to hereinafter as dual-homing 
to two COs. The provision of a working PVC and multiple 
protection PVCs is referred to hereinafter as multi-homing 
to multiple COs. For simplicity of presentation, the discus 
sion that follows is made with reference to dual-homing but 
it is understood that the same principals could be applied to 
multi-homing. 
[0042] Optionally, each CO could be connected to sepa 
rate router devices in the carrier network or alternatively to 
the same router device. Also, each CO could be connected 
to separate bridged service devices or alternatively to the 
same bridged service device. 

[0043] B. Failure Detection 

[0044] The multi-homing system is implemented such that 
switching from a working PVC 60 to a protection PVC 62 
has little or no impact on the user LAN 32. FIG. 7 illustrates 
a situation where a protection switching has occurred due to 
a failure of the CO 38, a failure in the working paths 50, 52, 
or a failure of the routed service 44. At the AC 14, the traf?c 
is switched to the protection PVC 62. Upstream and down 
stream traf?c now ?ows through the protection paths. 

[0045] 1. Backbone Router Failure Detection 

[0046] The CC 16 at CO #138 implements a number of 
failure detection mechanisms to detect IP layer failures with 
the routed service, which preferably is provided by a BR 5. 
If a failure occurs with the BR 5, the CC at CO #138 can 
detect the failure using an OSPF failure detection mecha 
nism, a RIP failure detection mechanism, and an active 
detection mechanism. These detection mechanisms are con 
?gurable on a PVC basis in the CC. These failure detection 
mechanism will be described more fully below. 

[0047] Upon detection of a BR 5 failure at the other end 
of the working ATM or FR path 50, the CC at CO #138 
noti?es the AC 14 at node 36 that the working PVC 60 is in 
a faulty condition so that the AC 14 at node 36 can switch 
traffic to the protection PVC 62. The CC at CO #138 
preferably noti?es the AC 14 at node 36 of the failure via an 
asynchronous virtual path control protocol (“VPCP”) mes 
sage to the AC 14 at node 36. The VPCP message is a 
message used on optical ring networks to transfer status 
information. The VPCP message provides a digital link 
channel identi?er (“DLCI”) and status information regard 
ing the digital channel identi?ed by the DLCI number. The 
cause of the fault, in this case, is the failure of the BR 5, and 
it is not reported by the CC 16 to the AC 14. 

[0048] a. OSPF Failure Detection 

[0049] A ?rst failure detection mechanism for detecting 
BR 5 failures is an Open Shortest Path Protocol (“OSPF”) 
snooping function that is implemented by the CC 16. When 
using this function, the CC 16 inspects incoming OSPF 
messages on the working FR/ATM path 50. This mechanism 
can be activated/deactivated on a per PVC basis. Upon 
failure to receive a hello packet from the BR 5 within a 
con?gurable timing window called a dead timer, the CC 16 
declares a failure of the BR 5. 

[0050] If the dead timer eXpires, the CC 16 preferably 
determines that the BR 5 is down. The BR 5 sends hello 
packets at designated intervals which are con?gurable in the 












