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A method for storing data, consisting of distributing a ?rst 
plurality of groups of logical addresses among one or more 

storage devices in a storage system, receiving a second 
plurality of data-sets containing the data to be stored, and 
assigning each data-set among the plurality of data-sets a 
random number chosen from a ?rst plurality of different 
numbers. 

The method further consists of partitioning each data-set 
into multiple partitions, so that each partition among the 
multiple partitions receives a sequential partition number, 
assigning each partition Within each data-set to be stored at 
a speci?c group of logical addresses in the storage system in 
accordance With the sequential partition number of the 
partition and the random number assigned to the data-set, 
and storing each partition in the storage system at the 
assigned speci?c group of logical addresses. 
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DATA STORAGE SYSTEM 

RELATED APPLICATIONS 

[0001] This application is a continuation-in-part to appli 
cation Ser. No. 10/620,080, titled “Data Allocation in a 
Distributed Storage System” and to application Ser. No. 
10/620,249, titled “Distributed Independent Cache 
Memory,” both ?led 15 Jul. 2003, Which are incorporated 
herein by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to data 
storage, and speci?cally to data storage in distributed data 
storage entities. 

BACKGROUND OF THE INVENTION 

[0003] A distributed data storage system typically com 
prises cache memories that are coupled to a number of disks 
Wherein the data is permanently stored. The disks may be in 
the same general location, or be in completely different 
locations. Similarly, the caches may be localiZed or distrib 
uted. The storage system is normally used by one or more 
hosts external to the system. 

[0004] Using more than one cache and more than one disk 
leads to a number of very practical advantages, such as 
protection against complete system failure if one of the 
caches or one of the disks malfunctions. Redundancy may be 
incorporated into a multiple cache or multiple disk system, 
so that failure of a cache or a disk in the distributed storage 
system is not apparent to one of the external hosts, and has 
little effect on the functioning of the system. 

[0005] While distribution of the storage elements has 
undoubted advantages, the fact of the distribution typically 
leads to increased overhead compared to a local system 
having a single cache and a single disk. Inter alia, the 
increased overhead is required to manage the increased 
number of system components, to equaliZe or attempt to 
equaliZe usage of the components, to maintain redundancy 
among the components, to operate a backup system in the 
case of a failure of one of the components, and to manage 
addition of components to, or removal of components from, 
the system. A reduction in the required overhead for a 
distributed storage system is desirable. 

[0006] An article titled “Consistent Hashing and Random 
Trees: Distributed Caching Protocols for Relieving Hot 
Spots on the World Wide Web,” by Karger et al., in the 
Proceedings of the 29th ACM Symposium on Theory of 
Computing, pages 654-663, (May 1997), Whose disclosure is 
incorporated herein by reference, describes caching proto 
cols for relieving “hot spots” in distributed netWorks. The 
article describes a hashing technique knoWn as consistent 
hashing, and the use of a consistent hashing function. Such 
a function allocates objects to devices so as to spread the 
objects evenly over the devices, so that there is a minimal 
redistribution of objects if there is a change in the devices, 
and so that the allocation is consistent, i.e., is reproducible. 
The article applies a consistent hashing function to read-only 
cache systems, i.e., systems Where a client may only read 
data from the cache system, not Write data to the system, in 
order to distribute input/output requests to the systems. A 
read-only cache system is used in much of the World Wide 
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Web, Where a typical user is only able to read from sites on 
the Web having such a system, not Write to such sites. 

[0007] An article titled “Differentiated Object Placement 
and Location for Self-Organizing Storage Clusters,” by Tang 
et al., in Technical Report 2002-32 of the University of 
California, Santa Barbara (November, 2002), Whose disclo 
sure is incorporated herein by reference, describes a protocol 
for managing a storage system Where components are added 
or removed from the system. The protocol uses a consistent 
hashing scheme for placement of small objects in the 
system. Large objects are placed in the system according to 
a usage-based policy. 

[0008] An article titled “Compact, Adaptive Placement 
Schemes for Non-Uniform Capacities,” by Brinkmann et al., 
in the August, 2002, Proceedings of the 14th ACM Sympo 
sium on Parallel Algorithms and Architectures (SPAA), 
Whose disclosure is incorporated herein by reference, 
describes tWo strategies for distributing objects among a 
heterogeneous set of servers. Both strategies are based on 
hashing systems. 

[0009] U. S. Pat. No. 5,875,481 to Ashton, et al., Whose 
disclosure is incorporated herein by reference, describes a 
method for dynamic recon?guration of data storage devices. 
The method assigns a selected number of the data storage 
devices as input devices and a selected number of the data 
storage devices as output devices in a predetermined input/ 
output ratio, so as to improve data transfer efficiency of the 
storage devices. 

[0010] U. S. Pat. No. 6,317,815 to Mayer, et al., Whose 
disclosure is incorporated herein by reference, describes a 
method and apparatus for reformatting a main storage device 
of a computer system. The main storage device is reformat 
ted by making use of a secondary storage device on Which 
is stored a copy of the data stored on the main device. 

[0011] U. S. Pat. No. 6,434,666 to Takahashi, et al., Whose 
disclosure is incorporated herein by reference, describes a 
memory control apparatus. The apparatus is interposed 
betWeen a central processing unit (processor) and a memory 
device that stores data. The apparatus has a plurality of cache 
memories to temporarily store data Which is transferred 
betWeen the processor and the memory device, and a cache 
memory control unit Which selects the cache memory used 
to store the data being transferred. 

[0012] U. S. Pat. No. 6,453,404 to BereZnyi, et al., Whose 
disclosure is incorporated herein by reference, describes a 
cache system that allocates memory for storage of data items 
by de?ning a series of small blocks that are uniform in siZe. 
The cache system, rather than an operating system, assigns 
one or more blocks for storage of a data item. 

[0013] A number of different types of storage system are 
knoWn in the art. In a storage area netWork (SAN) data is 
accessed in blocks at a device level, and the data is trans 
ferred in blocks. Typically, the basic unit of data organiZa 
tion is a logical unit (LU) Which consists of a sequence of 
logical block addresses (LBAs). 

[0014] In a netWork attached storage (NAS) system, data 
is accessed as ?le data or ?le meta-data (parameters of the 
?le). The basic unit of organiZation is typically a ?le. 

[0015] In an object storage architecture (OSA), the basic 
unit of storage is a storage object, Which comprises ?le data 
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together With meta-data. The latter comprise storage 
attributes such as data layout and usage information. 

[0016] Content addressed storage (CAS) is a particular 
case of OSA, designed for data that is intended to be stored 
and not changed. CAS assigns a unique identi?er to the 
stored data, the identi?er depending on the contents of the 
data. 

SUMMARY OF THE INVENTION 

[0017] In embodiments of the present invention, groups of 
logical addresses are distributed among one or more storage 
devices comprised in a storage system. Each group of logical 
addresses is also herein termed a stripe. The storage system 
receives data to be stored therein in data-sets, and assigns 
each data-set a random value chosen from a set of different 
numbers. In some embodiments, each data-set comprises a 
?le or other unit of data created by a ?le system. The 
cardinality of the set of different numbers is equal to the 
number of stripes. The system delineates each data-set into 
equal-siZed partitions, and for each data-set the system 
assigns each partition of the data-set a sequential partition 
number. 

[0018] The system allocates each partition to a speci?c 
stripe in accordance With the sequential partition number 
and the random value of the data-set of the partition, so as 
to evenly distribute the partitions among the stripes. Each 
partition is stored to the storage device corresponding to the 
partition’s allocated stripe. This method of allocation 
ensures substantially even distribution of the partitions 
among the stripes, regardless of the siZe of the partitions, of 
the relative siZes of the partitions and the stripes, and of 
differences in siZes of the data-sets. The even distribution 
applies irrespective of the type of data-set, Which may, for 
eXample, be a ?le or a data block. 

[0019] In an embodiment of the present invention, the 
stripes are sequentially numbered from 1 to s, Where s is the 
number of stripes in the storage system. A set R of different 
numbers, from Which the random value is chosen, comprises 
all integral values from 0 to s-1. The storage system assigns 
a random value rER to each speci?c data-set that it receives 
for storage. Each partition, numbered p, in the speci?c 
data-set is allocated for storage in the storage system in the 
stripe Whose number is given by (r+p)modulo(s) if 
(r+p)modulo(s)#0, and in the stripe number s if (r+p)modu 
lo(s)=0. 
[0020] If the storage system comprises more than one 
storage device, the stripes may be distributed among the 
storage devices by a procedure that provides a balanced 
access to the devices. If a storage device is added to or 
removed from the system, the procedure reallocates the 
stripes among the neW numbers of devices so that the 
balanced access is maintained. If a device has been added, 
the procedure only transfers stripes to the added storage 
device. If a device has been removed, the procedure only 
transfers stripes from the removed storage device. In both 
cases, the only transfers of data that occur are of partitions 
stored at the transferred stripes. The procedure thus mini 
miZes data transfer and associated management overhead 
When the number of storage devices is changed, or When the 
device con?guration is changed, While maintaining the 
balanced access. 
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[0021] Typically, the storage devices comprise one or 
more sloW-access-time, mass-storage devices, and the stor 
age system comprises caches, herein also termed interim, 
fast-access-time caches, coupled to the mass-storage 
devices. Each cache is assigned a respective range of stripes 
of the mass-storage devices. The storage system typically 
comprises one or more interfaces, Which receive input/ 
output (IO) requests from host processors directed to speci 
?ed data-sets and/or partitions of the data-sets. The inter 
faces convert the IO requests to converted-IO-requests 
directed to the stripes Wherein the data-sets and/or partitions 
are allocated, and direct all the converted-IO-requests to the 
caches to Which the stripes are assigned. 

[0022] Each interface translates the IO requests into the 
converted-IO-requests by means of a mapping stored at the 
device, the mapping for each interface being substantially 
the same. Thus, adding or removing a cache from the storage 
system simply requires updating of the mapping stored in 
each interface. 

[0023] The present invention discloses a data allocation 
approach that can be equally Well used for storage area 
netWorks, netWork attached storage systems, or any other 
kind of storage system. The approach is such that con?gu 
ration changes can be easily handled With minimal internal 
data migration for reallocation purposes, While preserving a 
proper Workload balance in the system. 

[0024] There is therefore provided, according to an 
embodiment of the present invention, a method for storing 
data, including: 

[0025] distributing a ?rst plurality of groups of logi 
cal addresses among one or more storage devices; 

[0026] receiving a second plurality of data-sets con 
taining the data to be stored; 

[0027] assigning each data-set among the plurality of 
data-sets a number chosen from a ?rst plurality of 
different numbers; 

[0028] partitioning each data-set into multiple parti 
tions, so that each partition among the multiple 
partitions receives a sequential partition number; 

[0029] assigning each partition Within each data-set 
to be stored at a speci?c group of logical addresses 
in accordance With the sequential partition number of 
the partition and the random number assigned to the 
data-set; and 

storm eac art1t1on att e ass1 ne s ec1 c 0030 'g hp " h 'gdp'? 
group of logical addresses. 

[0031] The multiple partitions may include equal siZe 
partitions. 

[0032] The data-sets may include data from at least one of 
a ?le, ?le meta-data, a storage object, a data packet, a video 
tape, a music track, an image, a database record, contents of 
a logical unit, and an email. 

[0033] In an embodiment, the ?rst plurality of groups 
consists of s groups each having a different integral group 
number betWeen 1 and s, the number consists of an integer 
r chosen randomly from and including integers betWeen 0 
and s-1, the sequential partition number consists of a posi 
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tive integer p, and the group number of the assigned speci?c 
group is (r+p)modulo(s) if (r+p)modulo(s)#0, and s if 
(r+p)modulo(s)=0. 
[0034] The method may be operative in at least one of a 
storage area network, a network attached storage system, 
and an object storage architecture. 

[0035] The number may be chosen by a randomiZing 
function, or alternatively by a consistent hashing function. 

[0036] There is further provided, according to an embodi 
ment of the present invention, a method for data distribution, 
including: 

[0037] 
data; 

receiving at least part of a data-set containing 

[0038] delineating the data into multiple partitions; 

[0039] distributing logical addresses among an initial 
set of storage devices so as to provide a balanced 
access to the devices; 

[0040] transferring the partitions to the storage 
devices in accordance with the logical addresses; 

[0041] adding an additional storage device to the 
initial set, thus forming an extended set of the storage 
devices comprising the initial set and the additional 
storage device; and 

[0042] redistributing the logical addresses among the 
storage devices in the extended set so as to cause a 
portion of the logical addresses and the partitions 
stored thereat to be transferred from the storage 
devices in the initial set to the additional storage 
device, while maintaining the balanced access and 
without requiring a substantial transfer of the logical 
addresses among the storage devices in the initial set. 

[0043] The data-set may include data from at least one of 
a ?le, ?le meta-data, a storage object, a data packet, a video 
tape, a music track, an image, a database record, contents of 
a logical unit, and an email. 

[0044] The initial set of storage devices and the additional 
storage device may be operative in at least one of a storage 
area network, a network attached storage system, and an 
object storage architecture. 

[0045] Distributing the logical addresses may include: 

[0046] generating a ?rst plurality of sets of logical 
addresses, 

[0047] 
[0048] assigning the at least part of the data-set a 
number chosen from a ?rst plurality of different 
numbers; and 

assi nin eac ar i ion amon e mu i e 0049 g g h p t t g th lt pl 
partitions a sequential partition number, 

[0050] 
0051 storin each artition at one of the sets of g P 
logical addresses in accordance with the sequential 
partition number of the partition and the number. 

and delineating the data may include: 

and transferring the partitions may include: 

[0052] There is further provided, according to an embodi 
ment of the present invention, a method for data distribution, 
including: 
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[0053] 
data; 

receiving at least part of a data-set containing 

[0054] delineating the data into multiple partitions; 

[0055] distributing logical addresses among an initial 
set of storage devices so as to provide a balanced 
access to the devices; 

[0056] transferring the partitions to the storage 
devices in accordance with the logical addresses; 

[0057] removing a surplus storage device from the 
initial set, thus forming a depleted set of the storage 
devices comprising the initial set less the surplus 
storage device; and 

[0058] redistributing the logical addresses among the 
storage devices in the depleted set so as to cause the 
logical addresses of the surplus device and the par 
titions stored thereat to be transferred to the depleted 
set, while maintaining the balanced access and with 
out requiring a substantial transfer of the logical 
addresses among the storage devices in the depleted 
set. 

[0059] The data-set may include data from at least one of 
a ?le, ?le meta-data, a storage object, a data packet, a video 
tape, a music track, an image, a database record, contents of 
a logical unit, and an email. 

[0060] The initial set of storage devices may be operative 
in at least one of a storage area network, a network attached 
storage system, and an object storage architecture. 

[0061] Distributing the logical addresses may include: 

[0062] generating a ?rst plurality of sets of logical 
addresses, 

[0063] 
[0064] assigning the at least part of the data-set a 
number chosen from a ?rst plurality of different 
numbers; and 

0065 assi nin each artition amon the multi le g g P g P 
partitions a sequential partition number, 

[0066] 
0067 storin each artition at one of the sets of g P 
logical addresses in accordance with the sequential 
partition number of the partition and the number. 

and delineating the data may include: 

and transferring the partitions may include: 

[0068] There is further provided, according to an embodi 
ment of the present invention, a data storage system, includ 
ing: 

[0069] one or more mass-storage devices, coupled to 
store partitions of data at respective ?rst ranges of 
logical addresses (LAs); 

[0070] a plurality of interim devices, con?gured to 
operate independently of one another, each interim 
device being assigned a respective second range of 
the LAs and coupled to receive partitions of data 
from and provide partitions of data to the one or 
more mass-storage devices having LAs within the 
respective second range; and 

[0071] one or more interfaces, which are adapted to 
receive input/output (IO) requests from host proces 
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sors, to identify speci?ed partitions of data in 
response to the IO requests, to convert the IO 
requests to converted-IO-requests directed to speci 
?ed LAs in response to the speci?ed partitions of 
data, and to direct all the converted-IO-requests to 
the interim device to Which the speci?ed LAs are 
assigned. 

[0072] At least one of the mass-storage devices may have 
a sloW access time, and at least one of the interim devices 
may have a fast access time. 

[0073] The one or more mass-storage devices may be 
coupled to provide a balanced access to the ?rst ranges of 
LAs. 

[0074] The storage system may operate in at least one of 
a storage area netWork, a netWork attached storage system, 
and an object storage architecture. 

[0075] There is further provided, according to an embodi 
ment of the present invention, a data storage system, includ 
ing: 

[0076] one or more storage devices Wherein are dis 
tributed a ?rst plurality of groups of logical 
addresses; and 

[0077] 
[0078] receive a second plurality of data-sets con 

taining the data to be stored, 

[0079] assign each data-set among the plurality of 
data-sets a number chosen from a ?rst plurality of 
different numbers, 

a processing unit Which is adapted to: 

[0080] partition each data-set into multiple partitions, 
so that each partition among the multiple partitions 
receives a sequential partition number, 

[0081] assign each partition Within each data-set to be 
stored at a speci?c group of logical addresses in the 
one or more storage devices in accordance With the 
sequential partition number of the partition and the 
number assigned to the data-set, and 

[0082] store each partition in the one or more storage 
devices at the assigned speci?c group of logical 
addresses. 

[0083] The multiple partitions may include equal siZe 
partitions. 
[0084] The data-sets may include data from at least one of 
a ?le, ?le meta-data, a storage object, a data packet, a video 
tape, a music track, an image, a database record, contents of 
a logical unit, and an email. 

[0085] The ?rst plurality of groups may include s groups 
each having a different integral group number betWeen 1 and 
s, the number may include an integer r chosen randomly 
from and including integers betWeen 0 and s-1, the sequen 
tial partition number may include a positive integer p, and 
the group number of the assigned speci?c group may be 
(r+p)modulo(s) if (r+p)modulo(s)#0, and s if (r+p)modu 
lo(s)=0. 
[0086] The one or more storage devices and the processing 
unit may operate in at least one of a storage area netWork, 
a netWork attached storage system, and an object storage 
architecture. 
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[0087] There is further provided, according to an embodi 
ment of the present invention, data distribution apparatus, 
including: 

[0088] an initial set of storage devices among Which 
are distributed logical addresses so as to provide a 
balanced access to the devices; 

[0089] an additional storage device to the initial set, 
thus forming an extended set of the storage devices 
consisting of the initial set and the additional storage 
device; and 

[0090] a processor Which is adapted to receive at least 
part of a data-set containing data, to delineate the 
data into multiple partitions, to transfer the partitions 
to the initial set of storage devices in accordance 
With the logical addresses, to redistribute the logical 
addresses among the storage devices in the eXtended 
set so as to cause a portion of the logical addresses 
and the partitions stored thereat to be transferred 
from the storage devices in the initial set to the 
additional storage device, While maintaining the bal 
anced access and Without requiring a substantial 
transfer of the logical addresses among the storage 
devices in the initial set. 

[0091] The data-set may include data from at least one of 
a ?le, ?le meta-data, a storage object, a data packet, a video 
tape, a music track, an image, a database record, contents of 
a logical unit, and an email. 

[0092] The initial set of storage devices and the additional 
storage device may operate in at least one of a storage area 
netWork, a netWork attached storage system, and an object 
storage architecture. 

[0093] The logical addresses may include a plurality of 
sets of logical addresses, and the processor may be adapted 
to: 

[0094] assign the at least part of the data-set a number 
chosen from a plurality of different numbers, 

[0095] assign each partition among the multiple par 
titions a sequential partition number, and 

[0096] store each partition at one of the sets of logical 
addresses in accordance With the sequential partition 
number of the partition and the number. 

[0097] There is further provided, according to an embodi 
ment of the present invention, data distribution apparatus, 
including: 

[0098] an initial set of storage devices among Which 
are distributed logical addresses so as to provide a 
balanced access to the devices; 

[0099] a depleted set of storage devices, formed by 
subtracting a surplus storage device from the initial 
set; and 

[0100] a processor Which is adapted to receive at least 
part of a data-set containing data, to delineate the 
data into multiple partitions, to transfer the partitions 
to the initial set of storage devices in accordance 
With the logical addresses, to redistribute the logical 
addresses and the partitions stored thereat of the 
surplus storage device among the storage devices in 
the depleted set While maintaining the balanced 


























