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(57) ABSTRACT 
A security system having security devices With hierarchical 
levels of access provided to coded keys Which may be hand 
held transmitter units, is disclosed. The levels of access are 
master Which is restricted to the manufacturer, seller and 
installer, supervisor Which can be allocated to a site, and user 
Which is usually speci?c to one security device only. The 
security devices can be programmed to be responsive to all 
of the supervisor coded keys and/or user coded keys, or a 
user coded key only. The security system can be used in a 
method of securing all vehicles at a car sales, Where all of 
the vehicles can have their security devices programmed to 
be responsive to supervisor coded keys speci?c to the car 
sales site. When a vehicle is sold, its security device can be 
reprogrammed to be responsive to speci?c user coded keys 
only. 
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VEHICLE IMMOBILISER/ALARM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] The present application is a continuation of patent 
application having U.S. Ser. No. 10/428,302, ?led May 2, 
2003, Which claims priority from Australian Provisional 
Application No. 2002951399, ?led 16 Sep. 2002 and Aus 
tralian Provisional Application No. 2002951402, ?led 16 
Sep. 2002, the teachings of each of Which are incorporated 
herein by reference. 

FIELD OF THE INVENTION 

[0002] This invention relates to a vehicle alarm or immo 
biliser, and in particular a vehicle immobiliser or alarm of 
the type incorporating a coded key for veri?cation of control 
signals used to disarm (and preferably also to arm) the 
immobiliser or alarm. 

BACKGROUND ART 

[0003] In a vehicle security system the method of deacti 
vating is almost alWays by means of a coded key. The coded 
key may be a radio remote, a proximity device or a contact 
type such as a plug Which is inserted into a socket. In order 
to offer security the number of codes should be high. In most 
modern security systems taking into account various encryp 
tion methods, the number of different codes can effectively 
be in the billions. Often the coded key is provided as a binary 
code Which is serially transmitted to an immobiliser or car 
alarm. In modern security systems a transmitted code can 
have 64 bits, and taking into account various encryption 
methods, the number of different codes can be in the billions. 
In addition there is a system of encryption Which uses 
“code-hopping”, Where the transmitted code has a portion 
thereof Which increments by a predetermined amount deter 
mined by an algorithm in the coded key. The immobiliser 
responsive to the coded key incorporating the code-hopping 
technology includes a processor Which is able to predict 
ahead a large number of increments, so that the immobiliser 
remains responsive to the coded key in the event that the 
coded key is caused to transmit several increments out of 
range of the immobiliser. 

[0004] The security system is, in normal use, responsive to 
a unique allocated user code, so that the security system can 
be disabled and enabled by the oWner of the vehicle in Which 
it is installed. This user code is determined and programmed 
into the coded key during manufacture, and into the security 
system either during manufacture or alternatively the secu 
rity system can learn the user code from the coded key, by 
placing the security system into a learning mode. 

[0005] Motor vehicle dealers usually have many cars at 
one time in their car yard. The typical practice is to have the 
keys to the vehicles stored in a central secure location, such 
as in the sales office. Staff Wishing to demonstrate a vehicle 
to a potential customer must retrieve the keys and any coded 
key remote control (or other type of coded key) for the 
vehicle beforehand. 

[0006] It is an object of this invention to provide a system 
and method that can provide security to vehicles in a car 
yard or like establishment, and obviate the above dif?culty. 

[0007] Throughout the speci?cation, unless the conteXt 
requires otherWise, the Word “comprise” or variations such 
as “comprises” or “comprising”, Will be understood to imply 
the inclusion of a stated integer or group of integers but not 
the exclusion of any other integer or group of integers. 
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DISCLOSURE OF THE INVENTION 

[0008] The applicant has provided an improvement in 
security systems for vehicles Which provides in a security 
system for one or more of a plurality of available supervisor 
codes, Which alloWs one or more unique supervisor codes to 
be allocated to a motor vehicle dealer. The security system 
With unique supervisor code(s) allocated, is then responsive 
to respective supervisor code coded key(s), With limited 
permissions for control of security system features. This 
alloWs one or more unique supervisor codes to be allocated 
to a motor vehicle dealer. 

[0009] The applicant has provided, in a preferred arrange 
ment, an improvement in security systems for vehicles 
Which provides in a security system a master code having 
full permissions for control of security system features using 
a master code coded key, a second tier of a plurality of 
supervisor codes from Which one or more may be allocated 
and enabled, the enabled supervisor code(s) having limited 
permissions for control of security system features using one 
or more supervisor code coded keys. This also alloWs a 
unique second tier supervisor code to be allocated to a motor 
vehicle dealer. 

[0010] The security system also of course, includes facil 
ity for one of a plurality of possible user codes to be 
allocated and enabled, for normal use by a ?nal consumer/ 
user using a user code coded key. 

[0011] Either arrangement described above alloWs a single 
unique supervisor coded key to be used to disable all of the 
second tier supervisor code keyed vehicle security systems 
?tted to vehicles on the vehicle dealer car lot. This feature 
saves considerable time for a car lot operator Wanting to 
demonstrate a car, as the ignition keys can safely be left in 
the vehicles. 

[0012] Either arrangement may include a feature Whereby 
the enabling of a supervisor code disables a user code, and 
vice versa. 

[0013] In accordance With one aspect of the invention 
there is provided a security system including a security 
device arranged to eXert control over a predetermined func 
tion, said security device being responsive to a coded key to 
eXert control over said predetermined function, said coded 
key and said security device communicating using a data 
string of a predetermined format, Wherein said data string 
includes a predetermined portion thereof having settable 
values, Wherein said settable values When Within a ?rst 
predetermined range of values correspond to user codes 
assigned to user coded keys for said security device, and said 
settable values When Within a second predetermined range of 
values correspond to supervisor codes assigned to supervisor 
coded keys for said security device, and said settable values 
When Within a third predetermined range of values corre 
spond to user codes assigned to master coded keys for said 
security device, Wherein said security system includes pro 
gramming means alloWing said security device to be pro 
grammable to be responsive to one or more said supervisor 
coded keys and/or one or more said user coded keys, or one 
or more of said user coded keys only, Wherein said super 
visor coded keys have an intermediate level of access to said 
programming means betWeen the level of access of said 
master coded keys and said user coded keys. 

[0014] Typically, the supervisor coded keys can be pro 
vided to authorised personnel, While the user coded keys 
Would be provided to users having more limited access. For 
eXample, in security systems such as vehicle immobilisers, 
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supervisor coded keys could be provided to car sales staff, 
While user coded keys could be provided to customers Who 
ultimately purchase the vehicle. In such an arrangement, 
user coded keys are alWays coded speci?cally for a particu 
lar security device. The master coded keys have a greater 
level of access than the supervisor coded keys, and are 
usually restricted to the security system manufacturer, seller, 
and installer. It should be understood that there may be one 
or more master coded keys. 

[0015] Preferably said security system includes program 
ming means alloWing said security device to be program 
mable to be responsive exclusively to one or more said 
supervisor coded keys, or exclusively to one or more of said 
user coded keys only. 

[0016] The second range of values may be conveniently 
limited to 65534 possible values. Within the data string there 
are a number of combinations available, based on other 
portions of code outside of the second range making up the 
remainder of the data string. In motor vehicle dealerships, 
this alloWs for 65534 different possible dealers codes, and a 
plurality of different remote controls incorporating identical 
second strings, for use by staff Within the dealership. 

[0017] In accordance With a second aspect of the invention 
there is provided a method of providing security against 
theft to a plurality of vehicles at a site, said method including 
steps of providing a security system as hereinbefore 
described, the security system comprising a plurality of 
security devices for selectively immobilising and enabling 
operation of vehicles, and installing said security devices in 
vehicles at said site, Wherein all of said security devices are 
selectably responsive to one or more coded keys speci?c to 
said site. 

[0018] Preferably said security devices are selectably 
responsive to said coded keys by being programmed to 
recognise code transmitted thereby. 

[0019] Also in accordance With a second aspect of the 
invention there is provided a method of providing security 
against theft to a plurality of vehicles at a site, said method 
including steps of providing a security system as hereinbe 
fore described, allocating said supervisor coded keys With 
supervisor codes speci?c to said site, installing a said 
security device in each of said vehicles at said site, and 
actuating said programming means to program each said 
security device to be responsive to said supervisor coded 
keys allocated to said site for selectively immobilising and 
enabling operation of vehicles, Wherein all of said security 
devices are selectably responsive to one or more supervisor 
coded keys allocated to said site. 

[0020] Preferably said security devices are responsive to 
said supervisor coded keys to actuate said programming 
means to program said security device to be solely respon 
sive to code transmitted by one or more speci?c said user 
coded keys. 

[0021] Preferably said security devices are incorporated in 
relays used to control a circuit essential for operation of the 
vehicle. An eXample of such a relay is described in the 
applicant’s co-pending patent application PCT/AUOl/ 
01075, the contents of the speci?cation for Which are 
incorporated herein by cross-reference. 

[0022] With this arrangement, a site can be provided With 
one or more coded keys, and security devices, responsive to 
the coded keys, for ?tting into vehicles. With tWo or more 
adjacent sites having the same system in place, the security 
devices only respond to coded keys at the correct site. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] Apreferred embodiment of the invention Will noW 
be described in the folloWing description of a vehicle 
immobiliser made With reference to the draWings, in Which: 

[0024] FIG. 1 is a block schematic of a coded key for use 
With the embodiment, and 

[0025] FIG. 2 is a block schematic of a security device 
incorporating the embodiment. 

BEST MODES(S) FOR CARRYING OUT THE 
INVENTION 

[0026] A security system having security devices With 
hierarchical levels of access provided to coded keys Which 
may be hand held transmitter units, is provided by the 
embodiment. The levels of access are master Which is 
restricted to the manufacturer, seller and installer, supervisor 
Which can be allocated to a site such as a car sales yard, and 
user Which is usually speci?c to one security device only. 
The security devices can be programmed to be responsive to 
all of the supervisor coded keys and/or user coded keys, or 
a user coded key only. The security system can be used in a 
method of securing all vehicles at a car sales, Where all of 
the vehicles can have their security devices programmed to 
be responsive to supervisor coded keys speci?c to the car 
sales site. When a vehicle is sold, its security device can be 
reprogrammed to be responsive to speci?c user coded keys 
only. 
[0027] The security system according to the embodiment, 
for a vehicle, has a coded key in the form of a radio remote 
key, shoWn in FIG. 1. The radio remote key has a press 
button sWitch 11 used by a person to disable immobiliZation 
and enable immobiliZation of the vehicle to Which the 
security device is ?tted. The sWitch 11 is interfaced to a 
processor 13. The processor 13 is connected to output a 
serial code to a radio transmitter circuit 15, both the pro 
cessor 13 and radio transmitter circuit 15 being poWered by 
a poWer supply in the form of a battery 17. The processor 13 
is responsive to the sWitch 11, and causes the transmitter 
circuit 19 to transmit a serial code in accordance With a 
program contained in ROM in the processor 13. The serial 
code includes a portion of rolling code Which is incremented 
according to an algorithm contained in the program in the 
processor 13, providing so called “code-hopping”. Code 
hopping prevents evesdropping on the transmitted serial 
code, and unauthoriZed reproduction of a previously trans 
mitted code being used to subsequently disable immobili 
Zation and steal the vehicle. 

[0028] The security device, shoWn generally in FIG. 2, 
has a radio receiver circuit 21 Which receives the radio signal 
transmitted from the radio remote key. The radio receiver 
circuit has a processor 23 connected to the receiver circuit 
21, and receives the serial code from the receiver circuit 21. 
The processor 23 controls tWo relays 25 via a control circuit 
27, the relays 25 in use being Wired into circuits required for 
normal vehicle operation, such as the ignition circuit, fuel 
injection control circuitry, fuel pump, or starter motor actua 
tion circuitry. 

[0029] The processor 23 has both RAM 29 and ROM (not 
shoWn) in accordance With usual practice. A program 
installed on ROM in the processor 23 toggles the relays 25 
betWeen states, to disable immobiliZation and enable immo 
biliZation of the vehicle (enable and disable operation 
respectively of the vehicle). The program also auto-arms the 
immobiliZer after the vehicle has been sWitched off for a 
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predetermined time (usually about 30 to 60 seconds) or 
hasn’t been started after the predetermined time. The pro 
gram includes an algorithm to predict ahead for a large 
number of possible codes incremented according to the 
algorithm contained in the program in the processor 13 in the 
radio remote key. 

[0030] In addition to this, the processor 23 in the security 
device is capable of “learning” codes from radio remote 
keys, When set in a condition to alloW this. 

[0031] The embodiment of the invention provides a 
vehicle dealership security system in the form of vehicle 
immobilisers for all cars on a car lot using identical super 
visor codes. Any vehicle arriving on the lot can be ?tted With 
a compatible security system, Which is then programmed 
With the dealer’s supervisor code. This enables all of the 
vehicles in the dealership to be operated by supervisor code 
coded keys Which can be allocated to staff. With such an 
arrangement, all vehicles on the lot are protected, ignition 
keys can be left in the vehicles alloWing rapid demonstration 
to a potential customer, and the security system can then be 
sold With the vehicle as it is already installed. 

[0032] With the arrangement of the invention, there are a 
number of different code permutations available as master, 
supervisor, and user codes, as set out in the folloWing table: 
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Code permutations Used by 

Master 1 Manufacturer only 
Supervisor 65,533 Dealership 
User 4,294,901,757 Purchaser 
Rolling 4,294,967,925 Internal only 

[0033] The master code is a closely guarded code, Which 
is only used by the manufacturer. In practise there Would be 
at least one code available for each manufacturer, so a 
number of different manufacturers could utilise the inven 
tion and not ordinarily be able to access control of the 
opposition’s product. 

[0034] The master code uses 4 reserved bytes that are 
never repeated in any of the other type of codes. The master 
code coded key is used primarily to program supervisor 
codes, and may be used to program user codes recognised by 
the security devices installed in vehicles. 

[0035] The folloWing table represents a serial code string 
as produced by a master code coded key: 

FIXED CODES ROLLING CODES 

BY'IEO BYTE1 BY'IE2 BYTE3 BYTE 4 BYTE 5 BYTE 6 BY'IE 7 

11h 22h 33h 44h XX XX XX XX 

XX = Don’t care 

[0036] The values contained in bytes 0-3 are 11h, 22h, 
33h, 44h respectively. The ?rst tWo bytes specify that this 
code is a “supervisor” code, hoWever in combination With 
the 33h & 44h further speci?es this is the “Master” code. 

[0037] The supervisor code uses 11h and 22h in bytes 0 & 
1 respectively, same as the master. HoWever the supervisor 
codes have another 64,000+combinations speci?ed by bytes 
2 & 3. The value combination of 33h & 44h in bytes 2 & 3 
is the only illegal code for a supervisor code. Supervisor 
code coded keys are then used to program user codes 
recognised by the security devices installed in vehicles. Any 
given supervisor code coded key cannot program user codes 
into a security device coded With a different supervisor code 
coded key. 

[0038] The folloWing table represents a serial code string 
as produced by a supervisor code coded key: 

FIXED CODES ROLLING CODES 

BY'IEO BYTE1 BY'IE2 BYTE3 BYTE 4 BYTE 5 BYTE 6 BY'IE 7 

11h 

‘.7? = Any code except 33 h & 44 h combination 
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[0039] The user code is the code programmed at the 
lowest level. User code coded remotes cannot program any 
other type of remote to be recognised by a security device 
installed in a vehicle. 

[0040] User codes may use any combination of values in 
any byte except for 11h & 22h in bytes 0 & 1 respectively. 

[0041] The following table represents a serial code string 
as produced by a supervisor code coded key: 
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dedicated number Would be chosen to represent a “supervi 
sor code” coded key. This number Would not be used in the 
production of ?nal consumer user code coded keys. 

[0047] For example the supervisor code (In hex) could be 
12,34,XX,XX Where X is a variable. If the processor 
decodes the signal and ?nds the number is 12,34,XX,XX it 
knoWs it has received a supervisor code. The balance of the 
?xed code represented by XX,XX may be checked against 

FIXED CODES ROLLING CODES 

BY'IE O BYTE 1 BYTE 2 BYTE 3 BYTE 4 BYTE 5 BYTE 6 BYTE 7 

\\ \\ XX XX XX XX XX XX 

\\ = any code except 11 h & 22 h combination 

[0042] The rolling code part of any code is the continually 
changing bytes, Which provide the encryption for all codes. 
They are not recorded by the “real World” because they 
change each time the remote button is pressed. 

[0043] Operation of a most preferred embodiment of the 
security system according to the invention Will noW be 
described. 

[0044] In the electronic vehicle security system a number 
of deactivation codes are stored in non volatile memory, 
usually electrically erasable memory. In normal operation, 
as perceived by a ?nal consumer, When a user code is 
received by the processor (from an external user code coded 
key) it is compared With the user code stored in memory. If 
a match is found the system Will deactivate. 

[0045] If a supervisor code is received the same holds true 
but in addition to checking the received code against unique 
codes stored in the memory a check is done to see if the 
received code is in fact a “supervisor code”. Aportion or all 
of the supervisor code, Which is to be compared, is usually 
embedded in the read only memory of the processor. If a 
supervisor code is received the system Will check a number 
of further settings usually contained in the electrically 
erasable memory. In most cases the most important check is 
to see if the supervisor code is alloWed to deactivate the 
system. In addition to this a number of further actions may 
be taken if the correct command is received from the 
supervisor code coded key. A feW examples may be the 
programming of neW keys or the deletion of old keys from 
the memory. Changes in settings and operations may also be 
made With the supervisor key 

[0046] This is best explained by reference to the folloWing 
examples. In a code hopping system the code sent by the 
remote is usually a 65 bit binary number. This data is 
encrypted for security and only a system With the correct 
decryption algorithm is able to decode the signal. If the 
signal is decoded using the correct algorithm, a 32 bit 
number knoWn as the “?xed portion” of the code is avail 
able. This number is programmed into the encoder at time of 
manufacture. In a system according to the invention, a 

a value stored in non volatile memory to see if is the correct 
supervisor code for that particular dealership. 

[0048] This method can provide 65,534 different supervi 
sor codes. This may be useful because one vehicle dealer 
should not have the same “supervisor code” as another 
dealer. In addition to this it provides additional security. If 
one of the supervisor code coded keys is lost or stolen then 
the vehicles equipped With security system in the dealers lot 
may be programmed to not respond to the stolen supervisor 
code coded key. 

[0049] In the most preferred embodiment, a hierarchal 
system of codes is used. There is one dedicated master code 
that can be used to program the security system to accept one 
of the supervisor codes (one of 65,534). In addition to being 
able to deactivate the security systems the master may be 
used to program a neW user code coded key into the security 
system, When the vehicle is sold to a customer. 

[0050] For security, Whenever a normal user code coded 
key is programmed into the security system, the security 
system is con?gured to ignore the supervisor code(s). This 
is to ensure that once the customer has taken delivery of the 
vehicle it Will not respond to a supervisor code coded key. 
Although the supervisor code number is still stored in the 
security system, a bit in the non volatile memory is set. Once 
this bit is set the security system Will ignore a supervisor 
code if it is received. 

[0051] In a simple, non code hopping system the super 
visor code can be one or more dedicated codes. The same 

principles apply as With the code hopping system. 

[0052] The hierarchical three tier master control system 
has number of advantages but the main one is the ability to 
take a standard security system and have different levels of 
control of the system. It is also possible for the program to 
accept any one of 65,000 different master codes. The advan 
tages are that all the systems that are produced are identical. 
The supervisor code that they Will respond to is only 
programmed in prior to delivery to a particular customer 

[0053] The system Works in three levels. At the top of the 
pyramid is the master code coded key, folloWed by super 
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visor code coded keys and ?nally user code coded keys. 
These coded keys all are in the form of hand held push 
button remotes. The difference between the various types is 
in the code they transmit to the security system. 

[0054] Due to the proximity of car dealerships to each 
other and the competitive nature of the business, it is 
important for each dealership to have a different supervisor 
code. It is important for this supervisor coded remote be able 
to communicate With all the installed remote security system 
immobilisers on the lot. The supervisor remote should be 
able to be used to reprogram user coded remote controls into 
the immobilisers. Once a end user coded remote is pro 
grammed by the supervisor remote into the immobiliser the 
supervisor codes are forgotten. The only Way hoWever, that 
a neW user coded remote can be code in to the immobiliser 

is still via the original remote for that dealership. 

[0055] Further up the chain it is important before delivery 
to be able to code the immobilisers With the supervisor code 
for the dealership. To do this a master coded remote is 
provided Which provides the precoded environment to 
accept the next hierarchy of supervisor coded remotes. 

[0056] In the master coded remote, a Microchip code 
hopping, encrypted encoder is used. The decoding is per 
formed in a Microchip 12C509 microprocessor With an 
external non volatile memory (EEROM.) In the encoder a 
serial number is programmed in at time of manufacture. This 
serial number is knoWn as the ?xed portion of the code and 
usually no tWo remotes are ever coded With the same code. 

In the security system of the embodiment, one speci?c code 
is designated to be the “master code”. If the microprocessor 
in the security system receives a valid signal from a coded 
key (remote control) it Will ?rst check to see if the encrypted 
part of the code is correct and then, if it is, Will check the 
serial number. If the serial number matches a predetermined 
code designated to be a master code the security device Will 
behave in a different manner and alloW a number of pro 
gramming options not alloWed by other remotes. 

[0057] For example in a 64 bit serial number, the master 
code could be 11,22,33,44 in hex. If this code is received by 
the microprocessor (after decryption), the system Will 
respond in a different Way, alloWing more programming 
options to be performed. The number assigned to the master 
coded key is embedded in the ?rmWare of the microproces 
sor and is not changeable after production. Apart from the 64 
bit code the system has a further 2 bits of information 
available. These are set by the encoder and are dependent on 
tWo data lines. In the remote control these are connected to 
the activation sWitches. These sWitches in combination With 
the ignition sWitch give a total of 6 different commands that 
can be sent to the security system. In the system described 
only 4 are used. 

[0058] An master coded key remote has the ability to do 
the folloWing: 

[0059] 

[0060] 

[0061] 

[0062] 

1 Disarm the system 

2 Delete a master remote 

3 Program a neW master remote 

4 Program in a user key 
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[0063] In the hierarchy, under the master coded key there 
are supervisor coded key remotes. These have less privileges 
than the master coded key. They can do the folloWing: 

[0064] 1 Disarm the system 

[0065] 2 Program in a user coded key 

[0066] If a code is received by a security device, it is 
checked to see if it came from a master coded key remote 
control. If it did not then it is checked to see if it is from a 
supervisor coded key remote. To do this it checks a portion 
of the code. For example the a supervisor code could be 
10,10,XX,XX Where XX,XX is one of 65,000 different 
master codes. When the microprocessor checks the received 
code and ?nds 10,10 in the ?rst 2 bytes it knoWs it has 
received a signal from a supervisor coded key. It then goes 
and checks the remainder of the code (represented by 
XX,XX) against the supervisor code number stored in the 
EEROM. If this number is correct the microprocessor 
checks a bit in the EEROM to see if a supervisor coded key 
has permission to disarm the system. If it does then the 
system disarms. If not the code is rejected. 

[0067] If the ignition is on at the time the microprocessor 
receives a valid supervisor code from the second button then 
it Will alloW either itself to be programmed back into 
memory or a neW user key programmed into memory. 

[0068] User remotes can only arm and disarm the system. 
If a code is received by the microprocessor and it is not an 
master code nor is it a supervisor code, then the code, once 
decrypted is checked against a list of valid codes stored in 
the EEROM. If the code is found in the EEROM then the 
system disarms. The only Way the user coded key remote 
code can be programmed into the EEROM is by means of 
either the master or supervisor coded key remote controls. 

[0069] This “Hierarchical Control System” alloWs the 
ef?cient programming of mass security systems for car 
dealerships, offers a non clashing decoding environment for 
these businesses and further alloWs restricted reprogram 
ming Within each dealership With total control by the dis 
tributor or engineering Workshop. 

[0070] In a vehicle dealership a number of security sys 
tems are installed into the vehicles on the lot. If a security 
system is installed the ignition keys may be left in the 
vehicle Without fear of the vehicle being stolen because the 
vehicle Will not start unless the security system is ?rst 
deactivated. A salesman Wanting to demonstrate a particular 
vehicle to a potential buyer must ?rst deactivate the security 
system. If the security system is “supervisor code enabled” 
then the salesman may use a supervisor coded key to 
deactivate the security system alloWing the vehicle to be 
demonstrated. The salesman’s supervisor coded key Would 
Work on all vehicles With an installed security system in the 
particular lot. With a short range system or passively arming 
immobilisers, it Would not be important if a feW vehicles in 
the vicinity of the operator Were deactivated as the non target 
vehicles Would re-arm Within 30 seconds. 

[0071] The advantage to the vehicle dealership is that they 
may leave the keys in the ignition of the vehicle. This 
alleviates the problem of locating the correct keys for the 
vehicle if a customer Wishes to have the vehicle demon 
strated to them. Afurther advantage to the vehicle dealership 
is the fact that many customers Would Want a security system 
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?tted to the vehicle When they purchase it. In this case the 
system is already ?tted and all that is required is for the 
master code to be deleted from memory and individual user 
coded keys be programmed into the security system before 
the customer takes delivery of the vehicle. 

[0072] It should be appreciated that the scope of the 
invention is not limited to the particular embodiment or 
application thereof described herein. 

What is claimed is: 
1. A vehicle security system including a vehicle security 

device arranged to exert control over operation of the 
vehicle in response to a coded key, said coded key and said 
security device communicating using a data string of a 
predetermined format, Wherein said security device has a 
supervisor access level responsive to supervisor coded keys 
and a user access level responsive to user coded keys, 
Wherein said security device is programmable to be respon 
sive to one or more said supervisor coded keys and/or one 
or more said user coded keys, or one or more of said user 

coded keys only. 
2. A coded key adapted for use in the vehicle security 

system of claim 1. 
3. A coded key according to claim 2, Wherein said key is 

selected from the group consisting of supervisor coded keys, 
master coded keys, and user coded keys. 

4. A coded key according to claim 3, Wherein said key is 
provided in the form of a radio remote key. 

5. Avehicle security device adapted for use in the security 
system of claim 1. 

6. Avehicle having a vehicle security device according to 
claim 5 installed therein. 

7. Avehicle security system according to claim 1, Wherein 
said vehicle security device is incorporated in a relay used 
to control a circuit essential for operation of the vehicle. 

8. Avehicle security system as claimed in claim 7 Wherein 
said vehicle security device is programmable to be respon 
sive exclusively to one or more said supervisor coded keys, 
or exclusively to one or more of said user coded keys only. 

9. A coded key adapted for use in the vehicle security 
system of claim 8. 

10. Acoded key according to claim 9, Wherein said key is 
selected from the group consisting of supervisor coded keys, 
master coded keys, and user coded keys. 

11. A coded key according to claim 10, Wherein said key 
is provided in the form of a radio remote key. 

12. A security system as claimed in claim 1 Wherein said 
security device is programmable to be responsive exclu 
sively to one or more said supervisor coded keys, or exclu 
sively to one or more of said user coded keys only. 

13. A security system as claimed in claim 1 Wherein said 
security device is programmable by a said supervisor coded 
key to be responsive exclusively to one or more of said user 
coded keys only. 

14. A security system as claimed in claim 1 Wherein said 
security device has a master access level responsive to 
master coded keys, Wherein said security device is pro 
grammed to provide said supervisor keys With an interme 
diate level of access to program said security device, 
betWeen the level of access of said master coded keys and 
said user coded keys. 

Jan. 20, 2005 

15. A security system as claimed in claim 14 Wherein said 
security device is programmed to provide said master coded 
keys With full permissions for control of security system 
features. 

16. A security system as claimed in claim 14 Wherein said 
security device is programmable by a said master coded key 
to be responsive to one or more said supervisor coded keys. 

17. A security system as claimed in claim 14 Wherein said 
security device is programmable by a said master coded key 
to be responsive to one or more said supervisor coded keys 
and/or one or more said user coded keys. 

18. A security system as claimed in claim 12 Wherein said 
security device has a master access level responsive to 
master coded keys, Wherein said security device is pro 
grammed to provide said supervisor keys With an interme 
diate level of access to program said security device, 
betWeen the level of access of said master coded keys and 
said user coded keys 

19. A security system as claimed in claim 18 Wherein said 
security device is programmed to provide said master coded 
keys With full permissions for control of security system 
features. 

20. A security system as claimed in claim 18 Wherein said 
security device is programmable by a said master coded key 
to be responsive to one or more said supervisor coded keys. 

21. A security system as claimed in claim 18 Wherein said 
security device is programmable by a said master coded key 
to be responsive to one or more said supervisor coded keys 
and/or one or more said user coded keys. 

22. Avehicle security system including a vehicle security 
device arranged to exert control over operation of the 
vehicle in response to a coded key, said coded key and said 
security device communicating using a data string of a 
predetermined format, Wherein said data string includes a 
predetermined portion thereof having settable values, 
Wherein said settable values When Within a range of ?rst 
predetermined values correspond to user codes assigned to 
user coded keys for said security device, and said settable 
values When Within a range of second predetermined values 
correspond to supervisor codes assigned to supervisor coded 
keys for said security device, Wherein said security device is 
programmable to be responsive to one or more said super 
visor coded keys and/or one or more said user coded keys, 
or one or more of said user coded keys only. 

23. A security system as claimed in claim 22 Wherein said 
security device is programmable to be responsive exclu 
sively to one or more said supervisor coded keys, or exclu 
sively to one or more of said user coded keys only. 

24. A security system as claimed in claim 22 Wherein said 
settable values When Within a range of third predetermined 
values correspond to master codes assigned to master coded 
keys for said security device, Wherein said supervisor coded 
keys have an intermediate level of access to program said 
security device betWeen the level of access of said master 
coded keys and said user coded keys. 

25. A method of providing security against theft to a 
plurality of vehicles at a site, said method including steps of 
providing a security system as claimed in claim 1, allocating 
said supervisor coded keys With supervisor codes speci?c to 
said site, installing a said security device in each of said 
vehicles at said site, and programming each said security 
device to be responsive to said supervisor coded keys 
allocated to said site for selectively immobilising and 
enabling operation of vehicles, Wherein all of said security 
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devices are selectably responsive to one or more supervisor 
coded keys allocated to said site. 

26. Amethod as claimed in claim 25 Wherein said security 
devices are responsive to said supervisor coded keys to 
program said security device to be solely responsive to code 
transmitted by one or more speci?c said user coded keys. 

27. A method of providing security against theft to a 
plurality of vehicles at a site, said method including steps of 
providing a security system as claimed in claim 12, allocat 
ing said supervisor coded keys With supervisor codes spe 
ci?c to said site, installing a said security device in each of 
said vehicles at said site, and programming each said secu 
rity device to be responsive to said supervisor coded keys 
allocated to said site for selectively immobilising and 
enabling operation of vehicles, Wherein all of said security 
devices are selectably responsive to one or more supervisor 
coded keys allocated to said site. 

28. Amethod as claimed in claim 27 Wherein said security 
devices are responsive to said supervisor coded keys to 
program said security device to be solely responsive to code 
transmitted by one or more speci?c said user coded keys. 

29. A method of providing security against theft to a 
plurality of vehicles at a site, said method including steps of 
providing a security system as claimed in claim 13, allocat 
ing said supervisor coded keys With supervisor codes spe 
ci?c to said site, installing a said security device in each of 
said vehicles at said site, and programming each said secu 
rity device to be responsive to said supervisor coded keys 
allocated to said site for selectively immobilising and 
enabling operation of vehicles, Wherein all of said security 
devices are selectably responsive to one or more supervisor 
coded keys allocated to said site. 

30. A method of providing security against theft to a 
plurality of vehicles at a site, said method including steps of 
providing a security system as claimed in claim 14, allocat 
ing said supervisor coded keys With supervisor codes spe 
ci?c to said site, installing a said security device in each of 
said vehicles at said site, and programming each said secu 
rity device to be responsive to said supervisor coded keys 
allocated to said site for selectively immobilising and 
enabling operation of vehicles, Wherein all of said security 
devices are selectably responsive to one or more supervisor 
coded keys allocated to said site. 

31. A method of providing security against theft to a 
plurality of vehicles at a site, said method including steps of 
providing a security system as claimed in claim 18, allocat 
ing said supervisor coded keys With supervisor codes spe 
ci?c to said site, installing a said security device in each of 
said vehicles at said site, and programming each said secu 
rity device to be responsive to said supervisor coded keys 
allocated to said site for selectively immobilising and 
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enabling operation of vehicles, Wherein all of said security 
devices are selectably responsive to one or more supervisor 
coded keys allocated to said site. 

32. A method of providing security against theft to a 
plurality of vehicles at a site, said method including steps of 
providing a security system as claimed in claim 22, allocat 
ing said supervisor coded keys With supervisor codes spe 
ci?c to said site, installing a said security device in each of 
said vehicles at said site, and programming each said secu 
rity device to be responsive to said supervisor coded keys 
allocated to said site for selectively immobilising and 
enabling operation of vehicles, Wherein all of said security 
devices are selectably responsive to one or more supervisor 
coded keys allocated to said site. 

33. Amethod as claimed in claim 32 Wherein said security 
devices are responsive to said supervisor coded keys to 
program said security device to be solely responsive to code 
transmitted by one or more speci?c said user coded keys. 

34. A method of providing security against theft to a 
plurality of vehicles at a site, said method including steps of 
providing a security system as claimed in claim 23, allocat 
ing said supervisor coded keys With supervisor codes spe 
ci?c to said site, installing a said security device in each of 
said vehicles at said site, and programming each said secu 
rity device to be responsive to said supervisor coded keys 
allocated to said site for selectively immobilising and 
enabling operation of vehicles, Wherein all of said security 
devices are selectably responsive to one or more supervisor 
coded keys allocated to said site. 

35. Amethod as claimed in claim 34 Wherein said security 
devices are responsive to said supervisor coded keys to 
program said security device to be solely responsive to code 
transmitted by one or more speci?c said user coded keys. 

36. A method of providing security against theft to a 
plurality of vehicles at a site, said method including steps of 
providing a security system as claimed in claim 24, allocat 
ing said supervisor coded keys With supervisor codes spe 
ci?c to said site, installing a said security device in each of 
said vehicles at said site, and programming each said secu 
rity device to be responsive to said supervisor coded keys 
allocated to said site for selectively immobilising and 
enabling operation of vehicles, Wherein all of said security 
devices are selectably responsive to one or more supervisor 
coded keys allocated to said site. 

37. Amethod as claimed in claim 36 Wherein said security 
devices are responsive to said supervisor coded keys to 
program said security device to be solely responsive to code 
transmitted by one or more speci?c said user coded keys. 


