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(57) ABSTRACT 

An application program is run in a process supported by an 
operating system in a computer system. Loading a library for 
the application program comprises the following steps: a. 
determining Whether it is the ?rst library load instruction in 
the application program (502); b. if it is the ?rst library load 
instruction; b1. loading the library in a ?rst memory area, 
and de?ning a handle for the library, and a memory identi?er 
to the ?rst memory area (504, 506); and b2. storing the 
handle and the memory identi?er, for use in executing 
functions contained in the library (508, 516); c. if the library 
load instruction is a further library load instruction; c1. 
loading the further library in a further memory area, also 
associated to said memory identi?er, and de?ning a further 
handle to the further library (510); c2. storing the further 
handle, for use together With the already stored link map 
identi?er in executing functions contained in the further 
library (516). 
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NATIVE CODE ISOLATION IN A MULTI-TASKING 
JAVA VIRTUAL MACHINE 

[0001] This invention relates to the execution of applica 
tions in a multi-tasking environment. 

[0002] In certain ?elds of application, eg the so-called 
“high-end” servers, there is a need to run a large number of 
applications, eg Java applications, With a good scalability. 
This in turn implies to ensure: application level isolation, 
i.e. isolation betWeen the individual Java applications; (ii) 
native code (eg C code) isolation at the level of the hosts, 
eg the JVMs. 

[0003] In a conventional approach, each application is run 
via a respective JVM, Which is in turn run Within a respec 
tive process of the operating system. This intrinsically 
ensures isolation betWeen the various J VMs and applications 

[0004] The above indicated solutions give satisfactory 
results; hoWever, they suffer draWbacks in terms of resource 
requirements, especially due to the fact that a number of 
JVM and/or OS resources have to be duplicated into a 
respective copy for each of the applications. 

[0005] A proposal has been made by Greg CZA 
JKOWSKI, in a paper entitled “Application Isolation in the 
Java Virtual Machine”, Proceedings of ACM, OOPSLA’OO, 
Minneapolis, Minn., October 2000. This proposal tends to 
execute a plurality of applications in one or each JVM. 
HoWever, it does not provide native code isolation. 

[0006] A further proposal has been made by Greg CZA 
JKOWSKI, Laurent DAYNES, and Mario WOLCZKO, in 
“Automated and Portable Native Code Isolation”, Sun 
Microsystem Technical Note SMLI TR-2001-96, April 
2001. This further proposal suggests to execute native code 
in an operating system process different from that of the 
“safe language application”, eg java language. This hoW 
ever induces a performance overhead, When crossing pro 
cess boundaries. i.e. due to the need to use another process 
Whenever usage of a function Written in native code is 
desired. 

[0007] Thus, although they give satisfactory results in 
many cases, the proposals of the prior art may not be 
adequate in the above indicated context of the “high-end” 
servers. 

[0008] A general aim of the present invention is to bring 
a solution Which is applicable in regular servers, as Well as 
in high end servers. 

[0009] This invention applies to the loading of a library for 
an application program, Which is run in a process supported 
by an operating system in a computer system. Responsive to 
a library load instruction in the application program, the 
folloWing steps may be performed: 

[0010] a. determining Whether it is the ?rst library load 
instruction in the application program, 

[0011] b. if it is the ?rst library load instruction, 

[0012] b1. loading the library in a ?rst memory area, 
and de?ning a handle for the library, and a memory 
identi?er to the ?rst memory area, and 

[0013] b2. storing the handle and the memory identi?er, 
for use in executing functions contained in the library. 
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[0014] The memory identi?er may comprise a link map 
identi?er, designating a link map to the ?rst memory area. 

[0015] It may happen that a further library load instruction 
is found. If so, the folloWing additional steps may apply: 

[0016] c1. loading the further library in a further 
memory area, also associated to said memory identi?er, 
and de?ning a further handle to the further library, 

[0017] c2. storing the further handle, for use together 
With the already stored link map identi?er in executing 
functions contained in the further library. 

[0018] This invention also addresses a softWare tool, com 
prising code for implementing the above steps. It further 
addresses the softWare code as used for de?ning a process 
(and/or a virtual machine), comprising the said softWare 
tool. 

[0019] Other alternative features and advantages of the 
invention Will appear in the detailed description beloW and 
in the appended draWings, in Which: 

[0020] FIG. 1 is a general diagram of a computer system 
in Which the invention is applicable; 

[0021] FIG. 2 is a functional diagram of a platform 
hosting a Java virtual machine; 

[0022] FIG. 3 is a conventional arrangement supporting a 
plurality of applications in mutual isolation; 

[0023] FIG. 4 is a second knoWn proposal for supporting 
a plurality of applications in mutual isolation; 

[0024] FIG. 5 is another knoWn proposal for supporting a 
plurality of applications in mutual isolation, at the level of 
native code execution; 

[0025] FIG. 6 is a ?oW-chart of an exemplary native 
library load in accordance With this invention; and 

[0026] FIG. 7 is a ?oW-chart of an exemplary native 
function (or method) call in accordance With this invention. 

[0027] As they may be cited in this speci?cation, Sun, Sun 
Microsystems, Solaris, Java, EmbeddedJava, Personaljava, 
JavaBeans, Java Naming and Directory Interface, JDBC 
(Java Data Base Connectivity), Enterprise JavaBeans, Jini, 
Java Workshop, BeanBox, and Sun Spontaneous Manage 
ment are trademarks of Sun Microsystems, Inc. SPARC is a 
trademark of SPARC International, Inc. 

[0028] Aportion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Office 
patent ?le or records, but otherWise reserves all copyright 
and/or author’s rights Whatsoever. 

[0029] Additionally, the detailed description is supple 
mented With the folloWing Exhibits: 

[0030] Exhibit E1 shoWs examples of code. 

[0031] In the foregoing description, references to the 
Exhibits are made directly by the Exhibit or Exhibit section 
identi?er: for example, E1-1 refers in fact to section E.1-1 in 
Exhibit E1. The Exhibits are placed apart for the purpose of 
clarifying the detailed description, and of enabling easier 
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reference. They nevertheless form an integral part of the 
description of the present invention. This applies to the 
drawings as Well. 

[0032] NoW, making reference to software entities 
imposes certain conventions in notation. For example, in the 
detailed description, Italics (or the quote sign “) may be used 
When deemed necessary for clarity. HoWever, Where code is 
being considered: 

[0033] quote signs are used only When required in 
accordance With the rules of Writing code, ie for 
string values. 

[0034] 
[0035] also, <attribute> may be used to designate a 

value for the attribute named “attribute” (or 
attribute). 

a name folloWed With [I indicates an array. 

[0036] ?nally, code sections may have a left column 
containing identi?ers for easy reference. The identi 
?ers form no part of the code. 

[0037] This invention may be implemented in a computer 
system, or in a netWork comprising computer systems. The 
hardWare of such a computer system is for example as 
shoWn in FIG. 1, Where: 

[0038] 11 is a processor, eg an Ultra-Sparc; 

[0039] 12 is a program memory, eg an EPROM for 
BIOS; 

[0040] 13 is a Working memory, eg a RAM of any 
suitable technology (SDRAM for example); 

[0041] 14 is a mass memory, eg one or more hard 

disks; 

[0042] 15 is a display, eg a monitor; 

[0043] 16 is a user input device, eg a keyboard 
and/or mouse; and 

[0044] 21 is a netWork interface device connected to 
a communication medium 20, itself in communica 
tion With other computers. NetWork interface device 
21 may be an Ethernet device, a serial line device, or 
an ATM device, inter alia. Medium 20 may be based 
on Wire cables, ?ber optics, or radio-communica 
tions, for example. 

[0045] Data may be exchanged betWeen the components 
of FIG. 1 through a bus system 10, schematically shoWn as 
a single bus for simpli?cation of the draWing. As is knoWn, 
bus systems may often include a processor bus, eg of the 
PCI type, connected via appropriate bridges to eg an ISA 
bus and/or an SCSI bus. 

[0046] FIG. 1 is exemplary only. Computer stations in 
Which this invention is applicable may comprise only part of 
the components of FIG. 1: some stations may have no user 
interface and/or no hard disk, for example. 

[0047] The general structure of an exemplary Java Virtual 
Machine is shoWn in FIG. 2. The platform 31 comprises the 
hardWare 1 and operating system 3 of FIG. 1, together With 
netWork connection 20. To support Java application 5, the 
Java Virtual Machine 4 has a host programming interface or 
HPI 40, a bytecode execution module 42, a garbage collector 
(GC) 44, a class library 46, and a library native code module 
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48. The bytecode execution module 42 may be eg a 
bytecode interpreter, or a just-in-time compiler, as knoWn. 

[0048] The reader is assumed to be familiar With object 
oriented programming in general, more speci?cally With 
Java. Details may be found at: 

[0049] http://Java.sun.com 

[0050] and/or in the corresponding printed documentation, 
eg “The Java Language Speci?cation”, J. GOSLING, Bill 
Joy, Guy STEELE, Addison Wesley, 1996, ISBN 0-201 
63451-1. 

[0051] In object oriented programming, an object may 
comprise properties (or “?elds”) and methods, together 
termed [object] members. For convenience, the methods are 
usually identi?ed by their name folloWed With ( Where a 
method requires parameters, these are inserted betWeen the 
tWo round brackets. Most of the methods are directed to the 
members or internal contents of the object: get() for reading 
a property, set( ) for Writing a property, other property 
related methods, access to other methods, etc . . . 

[0052] A method contained in an object may be inter alia 
public or private; this determines Whether it is accessible 
(may be invoked) from outside the object, or not. Object 
members may also be static or transient. 

[0053] A method is “native”, When it is programmed in 
“native code”, ie a code closer to the machine, e.g. non Java 
code like C, binary code or assembler. 

[0054] Object oriented programming also uses “classes”, 
Which may serve the folloWing purposes: 

[0055] objects may be “instantiated” from a class, 
using an object constructor (in short, a constructor); 
in Java, a constructor is a method having the same 
name as the class it belongs to. 

[0056] a class may “extend” a parent class, thus 
inheriting the properties and methods of the parent 
class. 

[0057] Using native code or native methods may be inter 
esting in terms of performance. HoWever, care should be 
taken that their use: 

[0058] i.—fully enforces the features of the platform, 
e.g. isolation betWeen separate application; 

[0059] ii.—is seen from the user as if it Was a method 
in the high level language, e.g. Java. 

[0060] FIG. 3 shoWs the conventional approach. The 
operating system 3 supports a plurality of processes 4.1 
through 4.11, Which respectively support applications 5.1 
through 5.n, via respective virtual machines 4V.1 through 
4V.n. (The virtual machines are shoWn in dashed lines, since 
each application might be directly supported by its process 
as Well). FIG. 3 is simpli?ed to tWo applications APP.10 and 
APP.91. In such a case, each native code method called by 
an application must be individually supported in the process 
for that application. 

[0061] FIG. 4 shoWs the ?rst mentioned proposal of Greg 
CZAJKOWSKI. Each process and JVM may support sev 
eral applications: for example process PROC.10 (4.1.) and 
the JVM.10 (4.V1) support applications APP.10 through 
APP.19 (or 5.10 through 5.19). HoWever, this does not 
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inherently provide native code isolation betWeen the appli 
cations; for obtaining native code isolation, the native code 
must be reWritten to be rendered multi-tasking, Which neces 
sitates an important amount of programming. Also, addi 
tional resources Would be required to support multi-task 
operation. 

[0062] For example, the native code may have to use 
“global” variables, Which have to be shared by all calls of the 
library from a given application, but should not be shared by 
calls coming from another application. In this example, the 
library should be reWritten such that it can manipulate a 
respective copy of the global variables for each application. 
Other similar problems may exist. Those skilled in the art 
Will understand that such reWriting involves an in-depth 
analysis of the library to be reWritten. 

[0063] In accordance With the second proposal of Greg 
CZAJKOWSKI et al, one or more special processes are 
dedicated to the implementation of the native code. This is 
shoWn in FIG. 5, Which is restricted to the left portion of 
FIG. 4: independent processes PROC_LIB10 through PRO 
C_LIB19 (shoWn as 6.10-6.19) implement native code for 
applications APP10 through APP19 (or 5.10-5.19), respec 
tively, as shoWn by dashed links Which are purely illustra 
tive. As noted, this has draWbacks and limitations, due to the 
need to revert to a different process, and also in terms of 
necessary resources. 

[0064] NoW, this invention may apply Within one or more 
machines, having eg the exemplary structure of FIG. 1, or 
any similar structure. Each computer system also has an 
operating system 3, eg Solaris. Operating systems other 
than Solaris may be used in accordance With the invention. 

[0065] As noted, each JVM may be run Within a respective 
process of the operating system. This intrinsically ensures 
isolation betWeen the various JVMs. Besides, communica 
tion betWeen the JVMs, and betWeen the applications they 
host, may be made using fast Inter Process Communication 
mechanisms (IPC), as available in Unix-like operating sys 
tems, eg the SOLARIS operating system of the applicant 
company, and/or the Remote Method Invocation, for the 
JVMs/java applications themselves. 

[0066] As also already noted, the above indicated solu 
tions give satisfactory results; hoWever, they suffer draW 
backs in terms of resource requirements, especially due to 
the fact that a number of such resources (eg memory) have 
to be duplicated into a respective copy for each of the JVMs. 
This applies in particular to the calls to library native code, 
eg C language code. Such library code is available through 
the host programming interface 31, and must be used, With 
isolation, by each of the java virtual machines and/or end 
applications. In fact, it requires individualiZed resources for 
each JVM and/or application. 

[0067] Generally, the problem is to enable a given process 
to issue several calls to a common library code, With such 
calls being rendered fully isolated from each other Whenever 
desired. 

[0068] A typical call to a library Libl, containing a func 
tion LiblFuncl is shoWn in E1.1. The sequence is as 
folloWs: 

[0069] at A1, a ?rst instruction declares the function 
LiblFuncl, as using native code; 
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[0070] at A2, a second instruction loads the library 
Libl; 

[0071] at A3, a third instruction calls function 
LiblFundl. 

[0072] This may be repeated one or more times, With other 
functions and libraries; hoWever, there is a tendency to have 
all native code for a given application in a single library. 

[0073] Declaring the function at A1 is optional, and may 
not be used in certain programming languages. 

[007 4] 
folloWs: 

[0075] in the case of FIG. 3, load the library ?le in a 
neW memory area, Which is handled by the process 
hosting the application; isolation is inherent, since 
there is one process per application, as shoWn in 
E.1.2. 

[0076] in the case of FIG. 4, load a single multi-user 
library ?le in a neW memory area, Which is again 
handled by the process hosting the application. Iso 
lation may be obtained by reWriting the native code 
in multi-user form, if possible, as shoWn in E.1.3. 
Alternatively, one may reWrite the library in the 
application language, e.g. Java. HoWever, none of 
these solutions can ?t all needs, especially because 
native code may still be needed in heavy duty 
machines, like “high end” servers. 

[0077] in the case of FIG. 5, call a special process, 
eg PROC_LIB10 or PROC_LIB11, as shoWn in 
E.1.4. 

In the prior art, the second instruction A2 acts as 

[0078] This invention is based on a different approach, 
Which in turn is based on certain observations relating to 
existing tools in Unix-like operating systems. These obser 
vations Will be described hereinafter With reference to the 
applicant company’s Solaris operating system; hoWever, 
they may apply to other operating systems as Well. 

[0079] It has been observed that, amongst its debugging 
oriented instructions, Solaris has a dlmopen() instruction (in 
fact a “library call”, in Unix terminology), Which may be 
used to make a library available to a process run in the 
Solaris operating system. As it Will be seen later on in this 
speci?cation, dlmopen( ) has companion instructions (or 
calls), comprising dlinfo( ), and dlsym( 
[0080] It has been discovered that this dlmopen( ) instruc 
tion and its companions are of signi?cant help in solving the 
problem underlying this invention. 

[0081] This Will noW be described With reference to FIG. 
6. 

[0082] The starting point of FIG. 6 (operation 500) is 
triggered by application code like the second instruction A2 
in E.1.1, i.e. a SystemLoadLib() instruction calling a library 
<Libname> (With libname=“lib1” in the example E.1.1). 

[0083] Operation 502 ?rstly determines if this is the ?rst 
library load instruction in the currently running application 
App.i. 
[0084] If operation 502 determines that this is the ?rst 
library load instruction, then control is given to operation 
504, Which issues (in the case of Solaris) a dlmopen( ) 
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instruction having the form given Within the frame of 
operation 504 in FIG. 6. An lm_neWid identi?er is passed as 
a ?rst parameter to dlmopen( ), followed by the <libname> 
as a second parameter. 

[0085] The response of the operating system is to allocate 
memory mem.i for the library <libname> being passed as 
parameter. The library is given a global memory section for 
library code, and a private section for library data. (in this 
regard, “library code” designates the ?xed portion of the 
code, eg commands in the native language, While “library 
data” designates the variable portion of the code, eg 
variables, including the above mentioned global variables.) 

[0086] The global memory section is shared for all pro 
cesses (and virtual machines) Which may exist currently 
under control of the operating system. The private section is 
dedicated to a particular process and therefore to a particular 
virtual machine. 

[0087] The return of dlmopen( ) is a handle <lib_handle>, 
Which Will thereafter enable the program to access the 
library <libname>, through e.g. its link map. As knoWn, a 
link map may be vieWed as a structure or list, maintained by 
a link editor, to keep track of all shared objects loaded in the 
address space of a process. Such structures are used at 
run-time, and do not appear Within the text or data segment 
of an executable or shared library. The use of dlmopen( ) 
makes it possible to reduce the scope of a link map to an 
application, rather than to the process hosting that applica 
tion. 

[0088] Immediately or later, the process or J VM Will issue 
a dlinfo( ), as shoWn at operation 506. The parameter of the 
dlinfo() is the <lib_handle>. The dlinfo() returns a link map 
identi?er lm_id. 

[0089] Thereafter, operation 508 stores the lm_id for the 
application app.i (in fact in the process hosting that appli 
cation). The storage is of course effected in a memory area 
dedicated to the application app.i, in the process and JVM. 

[0090] Whether or not operation 506 and 508 are made 
immediately, operation 504 is folloWed by operation 516, 
Which Will store an association <lib_handle>, <libname> in 
the memory area dedicated to the application app.i in the 
process and JVM. 

[0091] If test operation 502 has determined that another 
SystemLoadLib( ) instruction has already been issued, then 
control is given to operation 510, Which Will use the lm_id 
as a ?rst parameter. Those skilled in the art Will noW 
appreciate that, While operations 506 and 508 may be 
performed immediately after operation 504, they may also 
be performed immediately before operation 510 is per 
formed (or, at least, immediately before operation 510 is 
performed for the ?rst time). 

[0092] At operation 510, dlmopen( ) is noW performed 
With the above mentioned lm_id as a ?rst parameter, and a 
second parameter <lib2name>, Which is the name of another 
library to be loaded. In response, the operating system Will 
allocate memory for library <lib2name> With again a global 
section for function code, and a private section for function 
results. dlmopen( ) also returns another handle 
<lib2handle>, Which enables access to <lib2name>. 

[0093] Operation 510 may be repeated each time a further 
library is to be loaded, after the ?rst library load. 
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[0094] E.1.5 shoWs the results of t the above operations for 
tWo applications app.i and app.j. A larger number of appli 
cations may be handled, if desired. 

[0095] In more detail, the test of operation 502 may be 
vieWed as determining Whether there is already a link map 
for the application app.i. As described in connection With 
operation 516, if there is already an association <lm_id>, 
<app_i>, then this is not the ?rst library load instruction. 

[0096] After a library has been loaded, the functions it 
contains can be made accessible, as it Will noW be described 
With reference to the example of FIG. 7. 

[0097] The ?rst operation of FIG. 7 is a call of the 
function <myfunc>, Which may be for example the 
Lib1func1( ), Which appears as a third instruction A3 in 
E.1.1, for an application App.i. 

[0098] Operation 602 determines Whether this is the ?rst 
call of <my?nc>. If so, operation 603 retrieves the <lib 
_handle> for App.i, and the library <libname> Which con 
tains <myfunc>, as stored eg at operation 516 of FIG. 6. 
Then, operation 604 Will issue a dlsym() instruction, having 
<lib_handle> as a ?rst parameter, While the second param 
eter is the function <myfunc> being called. The dlsym( ) 
instruction returns a pointer <mypointer> to the location 
Where <my?nc> is. 

[0099] Operation 606 noW stores the pointer <mypointer> 
to <myfunc>in the memory dedicated to the application 
app.i. 

[0100] Operation 608 Will noW jump according to the 
pointer to the location of <myfunc>, and, at 610, get the 
results of <myfunc>, after Which the end is reached at 612. 

[0101] In case test operation 602 detects that this is not the 
?rst call of <my?nc>, then the algorithm may skip directly 
to operation 608. 

[0102] In more general terms, the method of FIG. 7 may 
be summed up as folloWs: 

[0103] responsive to a ?rst instruction calling a given 
function in a library loaded from the process, 

[0104] i. calling a symbol table processing func 
tion (e.g. dlsym( of the OS from the process, 
With the handle as a parameter, to get a pointer to 
the given function Within the link map, 

[0105] ii. storing the pointer in a memory area of 
the process, and 

0106 iii. 'um in to the location indicated b the J P g y 
pointer to execute the given function. 

[0107] 
then: 

[0108] responsive to another instruction calling the 
given function in the library from the process, 
directly jumping to the location indicated by the 
corresponding pointer to execute the given function. 

If the application has several calls of the function, 

[0109] Using a mechanism as described With reference to 
FIGS. 6 and 7, makes it possible to perform the required 
isolation betWeen each virtual machine operating in each of 
many processes, hosted by the platform of FIG. 4. 
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[0110] This invention speci?cally applies to library native 
code, as may be used in virtual machines, e.g. Java virtual 
machines. However, it is not limited to this case, and may be 
used in other similar circumstances as Well, eg with code 
Which Would not exactly qualify as “native code”. 

[0111] This invention makes native code isolation possible 
Where a plurality of applications are hosted in the same 
process, optionally, via one or more virtual machines. In the 
case of Java virtual machines, the code of FIG. 6 or 7 is 
executed in the Java virtual machine. 

[0112] In general, this invention may be used in connec 
tion With any language that enables some control on function 
calls, or that can be arranged to enable such a control. 

[0113] Although this may raise other problems, this inven 
tion may also be used to host several virtual machines in the 
same process, eg several Java virtual machine in the same 

process. 

[0114] One of the major advantages of this invention is 
that it avoids completely duplicating a number of resources 
(mainly, memory) for each virtual machine or process. 

[0115] The code section of eg the libraries may be shared 
betWeen all processes or virtual machines; only the library 
data section of each function may have to be duplicated, and, 
in fact, only for the time interval Within Which the library 
data need to be made available. 

[0116] Those skilled in the art Will appreciate that, in 
certain circumstances, con?icting accesses to the code sec 
tion of a library might exist. These con?icts of access may 
be solved using knoWn techniques. In fact, the access 
con?ict Will, in the case of dlmopen( ), be encountered With 
certain system interfaces, Which exist assuming they are the 
only instance of their implementation Within a process. In 
Solaris, this applies for example to threads, signals and 
memory allocation. This is only an effect of dlmopen( ); in 
fact, the above mentioned system interfaces may be Wrapped 
With application speci?c processing entities, Which are 
arranged to avoid the above mentioned access con?icts. 

[0117] This invention also covers the softWare code as 
used in this invention, especially When made available on 
any appropriate computer-readable medium. The expression 
“computer-readable medium” includes a storage medium 
such as magnetic or optic, as Well as a transmission medium 

such as a digital or analog signal. 

[0118] The softWare code basically includes, as a softWare 
tool, the code as used for execution of a method as exem 
pli?ed in FIG. 6 and/or 7, or a similar method. Such code 
may be incorporated Within softWare code for de?ning a 
process, Which in turn may be incorporated Within an 
operating system. Alternatively, as exempli?ed above, the 
code may use existing and/or adapted OS functions, like 
dlmopen( ) and its companion instructions. HoWever, this 
invention is in no Way restricted to the syntax as described 
in connection With dlmopen( ) and its companion instruc 
tions. Where virtual machines are used, the softWare tool 
may be at least partially comprised Within the virtual 
machine code. 
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Exhibit E1 

E.1.1 

A1 Public native Lib1Func1( ); 

A2 -Sys-temLoadLib("Lib1"); 

A3 -Lib-1Func1( ); 

E.1.2 

App.1O in JVM.1O APP.91 in JVM.91 

SystemLoadLib uses “mem10" in JVM1O uses “mem91" in JVM91 

E.1.3 

App.1O in JVM.1O App.11 in JVM.1O 

SystemLoadLib requires “Lib1" rewritten to accommodate multi-user 
("Libl") operation, and larger memory 

E.1.4 

App.1O in JVM.1O App.11 in JVM.1O 

SystemLoadLib revert to separate process revert to separate process 
("Libl") PROCfLIBlO for PROCfLIBll for 

native code native code 

E.1.5 

* App.i lmiidi libhandle.i 
lib2handle.i 

* App.j lmiidj libhandle.j 
lib2handle.j 

1. A method of loading a library for an application 
program, 

the application program being run in a process supported 
by an operating system in a computer system, 

the method comprising the folloWing steps, responsive to 
a library load instruction in the application program: 

a. determining Whether it is the ?rst library load instruc 
tion in the application program, 

b. if it is the ?rst library load instruction, 

b1. loading the library in a ?rst memory area, and de?ning 
a handle for the library, and a memory identi?er to the 
?rst memory area, and 

b2. storing the handle and the memory identi?er, for use 
in executing functions contained in the library. 

2. The method of claim 1, Wherein step b1. comprises 
creating a link map to the ?rst memory area, and de?ning 
said memory identi?er comprises de?ning a link map iden 
ti?er. 

3. The method of claim 1 or 2, Wherein step b1. comprises 
calling a library load function of the operating system from 
the process. 

4. The method as claimed in any of claims 1 through 3, 
Wherein step b2. comprises calling a link map identi?er 
returning function of the operating system from the process. 



US 2005/0010934 A1 

5. The method as claimed in any of claims 1 through 4, 
further comprising the steps of: 

c. if the library load instruction is a further library load 
instruction, 

c1. loading the further library in a further memory area, 
also associated to said memory identi?er, and de?ning 
a further handle to the further library, 

c2. storing the further handle, for use together With the 
already stored link map identi?er in executing func 
tions contained in the further library. 

6. The method of claim 5, in combination With claim 2, 
Wherein step c1. comprises updating the link map to include 
the further memory area. 

7. The method of claim 5, further comprising the steps of: 

d. responsive to a ?rst instruction calling a given function 
in a library loaded from the process, 

d1. calling a symbol table processing function of the 
OS from the process, With the handle as a parameter, 
to get a pointer to the given function Within the link 
map, 

d2. storing the pointer in a memory area of the process, 
and 
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d3. jumping to the location indicated by the pointer to 
execute the given function. 

8. The method of claim 7, further comprising the step of: 

e. responsive to another instruction calling the given 
function in the library from the process, directly jump 
ing to the location indicated by the corresponding 
pointer to execute the given function. 

9. The method as claimed in any of claims 1 through 8, 
Wherein the application program is run in a virtual machine, 
Which is run in turn Within said process. 

10. The method of claim 9, Wherein step b2. comprises 
storing the handle and the link map identi?er in a memory 
area dedicated to the application program. 

11. The method of claim 9, in combination With claim 5, 
Wherein step c2. comprises storing the further handle in a 
memory area dedicated to the application program. 

12. The method of claim 9, Wherein the virtual machine 
is a Java virtual machine. 

13. AsoftWare execution tool, comprising code for imple 
menting the steps as claimed in any of claims 1 through 12. 

14. A process de?ning softWare code, comprising the 
softWare execution tool of claim 13. 


