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(57) ABSTRACT 

A method for monitoring a plurality of servers in a cluster 
and taking corrective action for the servers. Arequest to one 
of the servers is sent. Then, a determination is made if the 
one server successfully handles the request and hoW long it 
took for the one server to handle the request. If a response 
is received indicating that the one server successfully 
handled the request, but it took the one server longer than a 
predetermined time period to handle the request, a dis 
patcher for the one server is noti?ed to reduce, but not 
eliminate, a Workload of the one server. There is speci?ed a 
number of consecutive requests that can be sent to a server 
and not handled by the server Within a speci?ed time period 
for each of the requests; the number indicates that the server 
is doWn. A request is sent to one of the servers, and a 
determination is made that the one server did not success 
fully handle the request Within the speci?ed time period. A 
determination is made that the number has not yet been 
attained and therefore, no corrective action is taken. A 
subsequent request is sent to the one server, and a determi 
nation is made that the one server did not successfully 
handle the request Within the speci?ed time period. A 
determination is made that the number has been attained and 
therefore, corrective action is taken. 
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SYSTEM AND METHOD FOR TESTING SERVERS 
AND TAKING REMEDIAL ACTION 

[0001] The invention relates generally to computer sys 
tems, and deals more particularly With a technique to test 
operability of servers and take remedial action if needed. 

[0002] Computer servers are often grouped into clusters to 
perform tasks requested by clients. The clustering of servers 
provides a pool of shared resources and backup in case of 
failure of one server. The servers can provide a variety of 
services/applications for clients. For example, the servers 
can furnish Web pages to clients/users. An IBM Directory 
Server (“IDS”) system furnishes Web pages that provide 
directory information about employees in an enterprise. 
Each such Web page lists the name of an employee and his 
or her telephone number, job title, department name, etc. 

[0003] IDS is structured and used as folloWs. Aclient/user 
invokes the IDS system by specifying a URL of a front end 
Web server, or selecting a link that speci?es the URL of the 
front end the Web server. The invocation request is received 
by a netWork dispatcher for a cluster of front end servers, 
and then passed to one of the front end servers for handling. 
The selected front end server returns an “entry” Web page to 
the client/user. The entry Web page includes a blank ?eld for 
the user to enter an employee name and request the directory 
information for this employee. The employee name is sent to 
the netWork dispatcher Which forWards it to one of the front 
end Web servers, based on a round robin or other load 
balancing algorithm, for handling. The selected front end 
Web server converts the requested search to an IDS client 
transaction using IETF RFC 2252 protocol, and then sends 
the IDS client transaction to a netWork dispatcher for a 
cluster of IDS servers. This netWork dispatcher can be the 
same physical netWork dispatcher described above but in the 
dispatching role for a different cluster of servers, i.e. the IDS 
servers instead of the front end Web servers. Alternately, this 
netWork dispatcher can be a different physical netWork 
dispatcher. The netWork dispatcher then forWards the IDS 
client transaction to one of the IDS servers, based on a load 
balancing algorithm. The selected IDS server fetches the 
directory information required to form the Web page 
requested by the client/user. Then, the IDS server forWards 
this information directly to one of the front end Web servers, 
bypassing the netWork dispatcher. The front end Web server 
reformats the information into a Web page and returns it 
directly to the client/user, bypassing the netWork dispatcher. 

[0004] Other types of clients, that do not need information 
in the form of a Web page, can also access the cluster of IDS 
servers (via the latter netWork dispatcher) bypassing the 
cluster of front end servers (and their dispatcher). These 
other types of clients send their authentication and informa 
tion requests in IETF RFC 2252 protocol directly to the 
netWork dispatcher for the cluster of IDS servers. The 
selected IDS server Will respond to the request directly to 
this other type of client bypassing the cluster of front end 
servers. 

[0005] If a server (IDS or other) fails, it is important to 
detect the problem and take some remedial action. It Was 
knoWn for a testing server simulating this other type of client 
to test each IDS server by sequentially sending out search 
requests to each IDS server, bypassing the front end servers 
and the netWork dispatcher for the cluster of IDS servers. 
The requests Were to furnish the directory information (not 
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in the form of a Web page) for a speci?ed employee. If there 
Was a response to the search request, the return code Was 
analyZed. If the return code indicated “Operational”, then 
the server Was considered operational and no remedial 
action Was taken. If the return code indicated “No IDS 
Server Contact”, then the test server sent an e-mail to the 
systems administrator describing the problem. Then, the 
systems administrator could investigate and correct the 
cause of the failure. If there Was no response to the search 
request, then the test server continued to Wait inde?nitely, no 
search requests Were sent to any other IDS servers, and the 
systems administrator Was not noti?ed. While this technique 
is effective in the cases Where a return code Was received, it 
still relied heavily on the systems administrator to assess and 
resolve the problem. This technique Was not effective in the 
cases Where no response Was received. 

[0006] An object of the present invention is to provide an 
automated technique to assess and correct problems With 
servers. 

[0007] Amore speci?c object of the present invention is to 
provide an automated technique of the foregoing type, 
Which is applicable to a cluster of servers. 

[0008] Another object of the present invention is to pro 
vide an automated technique of the foregoing types Which 
does not burden the operational servers. 

SUMMARY OF THE INVENTION 

[0009] The invention resides a method for monitoring a 
plurality of servers in a cluster and taking corrective action 
for the servers. Arequest to one of the servers is sent. Then, 
a determination is made if the one server successfully 
handles the request and hoW long it took for the one server 
to handle the request. If a response is received indicating that 
the one server successfully handled the request, but it took 
the one server longer than a predetermined time period to 
handle the request, a dispatcher for the one server is noti?ed 
to reduce, but not eliminate, a Workload of the one server. 

[0010] According to one feature of the present invention, 
if the one server does not successfully handle the request 
Within another predetermined time period longer than the 
?rst predetermined time period or does not respond that it 
handled the request Within the other predetermined time 
period, the dispatcher is noti?ed to remove the one server 
from the cluster or not to send any subsequent requests to the 
server. 

[0011] According to another feature of the present inven 
tion, if the one server does not successfully handle the 
request Within the other predetermined time period or does 
not respond that it handled the request Within the other 
predetermined time period, a request to restart the one server 
is automatically sent to the one server. 

[0012] The invention also resides in another method for 
monitoring a plurality of servers in a cluster and taking 
corrective action for the servers. There is speci?ed a number 
of consecutive requests that can be sent to a server and not 
handled by the server Within a speci?ed time period for each 
of the requests; the number indicates that the server is doWn. 
A request is sent to one of the servers, and a determination 
is made that the one server did not successfully handle the 
request Within the speci?ed time period. A determination is 
made that the number has not yet been attained and there 
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fore, no corrective action is taken. A subsequent request is 
sent to the one server, and a determination is made that the 
one server did not successfully handle the request Within the 
speci?ed time period. A determination is made that the 
number has been attained and therefore, corrective action is 
taken. 

BRIEF DESCRIPTION OF THE FIGURES 

[0013] FIG. 1 is a block diagram of a computer system 
according to one embodiment of the present invention. 

[0014] FIG. 2 is a How chart illustrating operation of a 
server status monitor and action program Within the com 
puter system of FIG. 1, according to one embodiment of the 
present invention. 

[0015] FIG. 3 is a block diagram of a computer system 
according to another embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0016] Referring noW to the ?gures in detail Wherein like 
reference numbers indicate like elements throughout, FIG. 
1 illustrates a computer system generally designated 10 
according to one embodiment of the present invention. 
System 10 comprises a knoWn cluster 12 of computer 
servers 14 and 16a,b, . . . 11. By Way of example, cluster 12 

comprises a main server 14 and replica servers 16a,b . . . 11, 

although for many applications that can utiliZe the present 
invention, all the servers in the cluster are the same. The 
function of the servers is not critical to the present invention. 
Many clusters of servers providing a Wide variety of service 
to clients can utiliZe the present invention. One example of 
a type of server that can utiliZe the present invention is a 
server that furnishes Web pages to a client/user. Another 
example of a type of server that can utiliZe the present 
invention is a server that furnishes other forms of informa 
tion to a client/user. Each of clients 22a,b,c of the server 
cluster 12 comprises a Workstation and a Web broWser or 
other application executing at the Workstation to make 
requests for Web pages. AnetWork dispatcher 20 receives the 
requests from clients 22a,b,c for a Web page or other 
information, and routes them to an appropriate one of the 
servers 16a,b . . . 11, based on round robin, other load 

balancing algorithm or other criteria. Server 14 handles 
requests from a systems administrator at client Work station 
31 to update a master copy of the Web pages or other 
information, and then copies the updates to the replica 
servers 16a,b . . . n. 

[0017] According to the present invention, system 10 also 
includes a server status monitor and action program 30 
executing in another server 34. As explained in more detail 
beloW, program 30 sends out search requests for Web pages 
or requests for other information directly to speci?c servers 
14 and 16a,b . . . n (as “targets”, bypassing netWork 
dispatcher 20) to determine the operational status of the 
servers 14 and 16a,b . . . 11. Some types of requests Will 

require use of the folloWing hardWare and softWare Within 
servers 14 and 16a,b . . . 11: network communication ports, 

any protocol conversion softWare used to convert the format 
of the request to the format of the data base, the data base, 
processor, cache, disk drives and physical storage devices. If 
the server properly handles the request in a timely manner, 
then the server is considered fully operational. In the illus 
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trated embodiment, the requests to servers 16a,b . . . n by 

server 34 simulate those made by clients 22a,b,c via netWork 
dispatcher 20. Also, in the illustrated embodiment, the 
requests to server 14 by server 34 simulates those made by 
a systems administrator client 31. The requests from server 
34 to servers 14 and 16a,b . . . n can be in the form of a 

variety of protocols such as Ethernet, HTTP, FTP, TCP/IP, 
UDP, etc. Server 34 also includes control ?les 50 Which 
provide parameters for program 30—a maximum time “X” 
to Wait for a response from a target server to a request 

(afterWards, the server is considered “doWn”), a shorter time 
“Y” to receive a response from a target server considered 
fully operational, and a name of a directory to store server 
status ?les. Atarget server Which responds after time “Y” but 
before time “X” is considered operational but “sloW” or 
encumbered. Program 30 stores in log 54 information iden 
tifying the requests, describing the responses to the requests 
and the status of the target servers. From that log, program 
30 also builds a Web page 56 or other display screen to 
present the information to a local systems administrator 60. 

[0018] Program 30 also calls a routine 70 to take certain 
types of remedial action directly on server 14 or 16a,b . . . 

11 When the server is not fully operational. Corrective action 
routine 70 can also call a corrective action routine 72 in 
netWork dispatcher 20 to request that netWork dispatcher 20 
take other types of remedial action on a server 16a,b . . . 11 

When not operational or sloW in operation. The calls from 
server 34 to netWork dispatcher 20 can be in the form of a 
variety of netWork protocols such as TCP/IP. 

[0019] FIG. 2 illustrates the function of server status 
monitor and action program 30 in more detail. The steps of 
FIG. 2 are performed separately for each of the servers 14 
and 16a,b. . . 11, preferably in parallel or concurrently, using 
multitasking or other such technique. In step 100, a thread of 
program 30 is invoked and initialiZed, ie the parameters of 
control ?le 50 are loaded into the program 30 thread for the 
target server. Also, a current status and a “doWn count” of the 
target server as recorded in log 54 are restored. The current 
status may be fully operational, operational but sloW, or 
doWn. The “doWn count” indicates the number of consecu 
tive clients requests Were not handled in a timely manner. 
Both of these parameters are used later by program 30, as 
described beloW. After initialiZation, program thread 30 
generates a second, “child” thread for the original “parent” 
thread (step 106). In the illustrated example Where server 34 
is running UNIX operating system, the creation of the 
second, child thread is made by a “Fork” request to the 
operating system. Then, there are tWo independent threads, 
a “parent” and a “child”, for the target server. For the parent 
thread, program 30 begins a timer to Wait for “X” time to 
elapse (step 110). An operational server, even encumbered 
by a heavy Workload, should return a response Within the 
time “X”; if not, as described beloW, the server is considered 
“doWn”. By Way of example, time “X” is sixty seconds, 
although this Will vary from application to application and 
from cluster to cluster. For the child thread, program 30 
generates a random request for the target server (step 112). 
That random request ensures that important hardWare and 
softWare Within the target server is checked. (Repeated 
requests for the same information may be satis?ed by a 
cached copy and Will not check as much of the target server 
as a random request. Random searches are not likely cached 
causing exercise of more of the target server.) In an example 
Where the servers furnish Web pages, the random request is 
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based on generating a URL request for a random Web page 
stored by the servers. Then, program 30 records the current 
time (step 114). This Will be used later to calculate the time 
for the target server to respond to the request. Soon after 
Ward the current time is recorded, program 30 (child thread) 
sends the request directly to the target servers 14 or 16a,b . 
. . 11 (step 116). Then, program 30 Waits for a response to the 
request (up to time “X”), and calculates the time for the 
target server to respond to the request after it Was sent (by 
subtracting the time the request Was sent from the response 
time) (step 120). Program 30 stores in log 54 the initial 
return code for the request—“Successful Response” or “No 
Server Contact” and the elapsed time for the response (step 
124). “Successful Response” means that the target server 
successfully handled the search by returning the requested 
Web page or other information. “No Server Contact” means 
that server 34 Was not able to contact the target server, either 
because a communication link Was doWn or the server Was 

doWn. Next, program 30 determines if the request is still 
pending at the end of the “X” time-out, i.e. a response has 
not yet been received from the target server and the “No 
Server Contact” return code has not been received from 
server 34 (decision 130). If the request is still pending, then 
program 30 (parent thread) sets a return code to “Server Non 
Responsive” to indicate a problem With the target server 
(step 134). Also, program 30 records this return code in log 
54 (step 136). After storing the “Server Non Responsive” 
return code in step 136, or after a “no” output of decision 
130 (indicating that the request Was not pending at time 
“X”), program 30 (parent thread) proceeds to decision 137. 
In decision 137, program 30 checks the time for the suc 
cessful target server response, if any. If there Was a success 
ful response from the target server, and the successful 
response Was received in more than “Y” time but less than 
“X” time, program 30 sets the return code to “SloW 
Response” (step 138) and records the request and return 
code in log 54 (step 124). After recording the “SloW 
Response” return code or from the no output of decision 137 
(i.e. there Was not a “SloW Response”), program 30 checks 
the return code and response time recorded in step 124 to 
determine if the response, if any, Was normal, i.e. the request 
Was successful and performed in less than “Y” time period. 
If so, then program 30 proceeds to decision 160 to determine 
if the target server is currently indicated as non operational/ 
“doWn” or operational/“slow”. (This status Was obtained 
from control ?le 50 earlier as a result of previous requests.) 
If not, then program 30 jumps back to step 106 to repeat the 
foregoing steps after Waiting ‘n’ seconds With ‘n’ being a 
Wait period speci?ed in the con?guration ?le (step 167). If 
so, program 30 noti?es the netWork dispatcher routine 72 
that the target server is fully operational (step 162). If the 
server is currently marked “doWn”, routine 72 Will re 
include the target server into cluster 12, so that netWork 
dispatcher 20 Will once again send client requests to the 
target server. (Earlier, the netWork dispatcher Was instructed 
by routine 70 to remove the target server from cluster 12, i.e. 
not to send any further requests to the target server until 
further notice.) If the server is currently marked “SloW 
Response”, routine 72 Will resume a normal Workload 
assignment to the server. In both cases, program 30 Will 
change the status of the target server to “Operational” in 
control ?le 50 and status ?le 54 (steps 164 and 136). Finally, 
program 30 Will reset the server “doWn” counter to Zero 
(step 166). The server doWn counter counts the number of 
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times that program 30 has sent out a request Without a 
successful response Within time “X”. 

[0020] Referring again to decision 140, if there Was not a 
successful response from the target server Within time “Y”, 
then program 30 proceeds to step 170. In step 170, program 
30 increments the server “doWn” counter. Then, server 30 
checks if the server “doWn” counter has exceeded a prede 
termined limit (Which is a programmable/customiZable inte 
ger greater than or equal to Zero) (decision 172). If not, then 
program 30 jumps back to step 106. (If the limit is greater 
than “Zero”, then program 30 Will tolerate at least one failed 
request before initiating any corrective action. Program 30 
Will assume that the number of failed requests less than the 
limit represent some type of problem that does not require 
corrective action, such as a temporary unavailability of the 
target server or the communication link to the target server, 
an error in the communication to the target server, or a 

temporary database failure.) HoWever, if the server “doWn” 
counter is greater than the limit, then program 30 calls the 
netWork dispatcher routine 72 and supplies the latest return 
code (step 174). If the latest return code for the target server 
Was “Server Non Responsive” (i.e. there Was no response to 
the request Within the relatively long time “X”) or “No 
Server Contact” (i.e. there Was no contact made to the target 
server), then routine 72 Will assume that the target server is 
doWn, and effectively remove the target server from the 
cluster 12. In other Words, netWork dispatcher Will not send 
any more client requests to the target server until the 
netWork dispatcher is subsequently noti?ed that the target 
server has been restarted. If the latest return code for the 
target server is “SloW Response”, then routine 72 Will notify 
the netWork dispatcher to reduce the frequency of sending 
client requests to the target server or otherWise reduce the 
Workload of the target server, because the target server is 
currently over burdened. After step 174, program 30 also 
calls local routine 70 and supplies the latest return code (step 
176). If the latest return code is “No Server Contact”, local 
routine 70 Will attempt to restart the target server by issuing 
a remote start command, and then notify a systems admin 
istrator. If the latest return code is “Non Responsive”, then 
local routine 70 Will request a memory dump from the target 
server of server processes, and then notify a systems admin 
istrator. If the latest return code is “SloW Response, then 
local routine 70 Will do nothing because this problem is 
more effectively handled by the netWork dispatcher 20, as 
described above. After completion of step 176, program 30 
sets the status of the target server to “doWn”, and then 
records the status in control ?le 50 and status ?le 54 (step 
180). Then, program 30 loops back to step 106. 
[0021] FIG. 3 illustrates a computer system 210 according 
to a second, speci?c environment in Which the present 
invention can be used. System 210 is the same as system 10 
eXcept as folloWs. In system 10, servers 14 and 16a,b . . . n 

can receive requests for Web pages or information in other 
forms, and return the requested Web page or information in 
other forms. In system 210, servers 214 and 216a,b . . . n, 

Which replace servers 14 and 16a,b . . . 11, receive requests 

for information in a form other than a Web page and furnish 
responsive information in a form other than a Web page. In 
the eXample illustrated in FIG. 3, servers 214 and 216a,b . 

. n are IBM Directory Servers (“IDS”), and the clients 
request Web pages. Servers 214 and 216a,b . . . 11 pass the 

requested information directly to front end Web servers 
250a,b,c (bypassing netWork dispatcher 20) and rely on Web 
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servers 250a,b,c to convert the information furnished by 
servers 214 and 216a,b . . . 11 into a Web page format to be 

provided to the clients 22a,b,c. Servers 250a,b,c return the 
requested Web page directly to clients 22a,b,c (bypassing 
netWork dispatcher 260). Network dispatcher 260 receives 
Web page requests from the clients 22a,b,c of system 210 
and distributes them to Web servers 250a,b,c based on round 
robin or other load balancing algorithm. Web servers 250a, 
b,c convert the Web page requests to a non Web page format, 
compatible With servers 214 and 216a,b . . . n. Then, Web 

servers 250a,b,c pass the information requests to netWork 
dispatcher 20, Which in turn, distributes the requests to 
servers 216a,b,c based on round robin or other load balanc 
ing algorithm. Monitoring and action program 30 requests 
and receives information from servers 214 and 216a,b . . . n 

in a non Web page format, compatible With servers 214 and 
216a,b . . . n. The operation of program 30 in system 210 is 
the same as that in system 10. 

[0022] Based on the foregoing, a server status monitor 
program in accordance With the present invention has been 
disclosed. HoWever, numerous modi?cations and substitu 
tions can be made Without deviating from the scope of the 
present invention. For eXample, routines 70 and 72 can be 
altered to take actions based on debug requirements alloW 
ing the collection of information to provide to server support 
personnel. Therefore, the present invention has been dis 
closed by Way of illustration and not limitation, and refer 
ence should be made to the folloWing claims to determine 
the scope of the present invention. 

1. A method for monitoring a plurality of servers in a 
cluster and taking corrective action for said servers, said 
method comprising the steps of: 

sending a request to one of said servers, and determining 
if said one server successfully handles said request and 
hoW long it took for said one server to handle said 
request, and 

if a response is received indicating that said one server 
successfully handled said request, but it took said one 
server longer than a predetermined time period to 
handle said request, notifying a dispatcher for said one 
server to reduce, but not eliminate, a Workload of said 
one server. 

2. A method as set forth in claim 1 further comprising the 
step of: 

if said one server does not successfully handle said 
request Within another predetermined time period 
longer than the ?rst said predetermined time period or 
does not respond that it handled said request Within said 
other predetermined time period, notifying said dis 
patcher to remove said one server from said cluster or 
not to send any subsequent requests to said server. 

3. A method as set forth in claim 2 Wherein if said one 
server does not successfully handle said request Within said 
other predetermined time period or does not respond that it 
handled said request Within said other predetermined time 
period, further comprising the step of automatically sending 
to said one server a request to restart said one server. 

4. A method as set forth in claim 1 Wherein said prede 
termined time period is such that if said one server success 
fully handles said request, but after said predetermined time 
period, this indicates that said one server is encumbered or 
overloaded With requests. 
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5. A method as set forth in claim 1 Wherein the step of 
sending said request to said one server is performed by 
sending said request to said one server, bypassing said 
dispatcher. 

6. A system for monitoring a plurality of servers in a 
cluster and taking corrective action for said servers, said 
system comprising: 

means for sending a request to one of said servers, and 
determining if said one server successfully handles said 
request and hoW long it took for said one server to 
handle said request, and 

means for determining if a response is received indicating 
that said one server successfully handled said request, 
but took said one server longer than a predetermined 
time period to handle said request, and if so, notifying 
a dispatcher for said one server to reduce, but not 
eliminate, a Workload of said one server. 

7. A system as set forth in claim 6 further comprising: 

means for if said one server does not successfully handle 
said request Within another predetermined time period 
longer than the ?rst said predetermined time period or 
does not respond that it handled said request Within said 
other predetermined time period, and if so, notifying 
said dispatcher to remove said one server from said 
cluster or not to send any subsequent requests to said 
server. 

8. A computer program product for monitoring a plurality 
of servers in a cluster and taking corrective action for said 
servers, said computer program product comprising: 

a computer readable medium; 

?rst program instructions to send a request to one of said 
servers, and determine if said one server successfully 
handles said request and hoW long it took for said one 
server to handle said request, and 

second program instructions to determine if a response is 
received indicating that said one server successfully 
handled said request, but took said one server longer 
than a predetermined time period to handle said 
request, and if so, notify a dispatcher for said one server 
to reduce, but not eliminate, a Workload of said one 
server; and Wherein 

said ?rst and second program instructions are recorded on 
said medium. 

9. A computer program product as set forth in claim 8 
further comprising: 

third program instructions to determine if said one server 
does not successfully handle said request Within 
another predetermined time period longer than the ?rst 
said predetermined time period or does not respond that 
it handled said request Within said other predetermined 
time period, and if so, notify said dispatcher to remove 
said one server from said cluster or not to send any 
subsequent requests to said server. 

10. A method for monitoring a plurality of servers in a 
cluster and taking corrective action for said servers, said 
method comprising the steps of: 

specifying a number of consecutive requests that can be 
sent to a server and not handled by said server Within 
a speci?ed time period for each of said requests, said 
number indicating that said server is doWn; 
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sending a request to one of said servers, determining that 
said one server did not successfully handle said request 
Within said speci?ed time period, determining that said 
number has not yet been attained and therefore, taking 
no corrective action; and 

sending a subsequent request to said one server, deter 
mining that said one server did not successfully handle 
said request Within said speci?ed time period, deter 
mining that said number has been attained and there 
fore, taking corrective action. 

11. A method as set forth in claim 10 Wherein said 
corrective action is to remove said one server from said 
cluster or not send additional requests to said one server. 

12. A method as set forth in claim 10 Wherein said 
corrective action is to attempt to restart said one server. 

13. A method as set forth in claim 10 Wherein said 
corrective action is to automatically send a command to 
restart said one server. 

14. A method for monitoring a plurality of servers in a 
cluster and taking corrective action for said servers, said 
method comprising the steps of: 

setting a threshold equal to an integer greater than one; 

sending a request to one of said servers, determining that 
said one server did not successfully handle said request 
Within a predetermined amount of time, incrementing a 
count, comparing said count to said threshold, deter 
mining that said count is less than said threshold and 
therefore, taking no corrective action; and 

sending another request to said one server, determining 
that said one server did not successfully handle said 
request Within said predetermined amount of time, 
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incrementing said count, comparing said count to said 
threshold, determining that said count equals or 
exceeds said threshold and therefore, taking corrective 
action. 

15. A method as set forth in claim 14 Wherein said 
corrective action is to remove said one server from said 
cluster or not send additional requests to said one server. 

16. A method as set forth in claim 14 Wherein said 
corrective action is to automatically send a command to 
restart said one server. 

17. A method as set forth in claim 14 Wherein said 
corrective action is to automatically request a memory dump 
from said one server and notifying a systems administrator 
or operator of said memory dump. 

18. A method for monitoring a plurality of servers in a 
cluster and taking corrective action for said servers, said 
method comprising the steps of: 

sending a request to one of said servers, and determining 
if said one server successfully handles said request 
Within a predetermined time period; and 

if said one server does not successfully handle said 
request Within said predetermined time period or does 
not respond that it handled said request Within said 
predetermined time period, notifying a dispatcher for 
said one server to remove said one server from said 

cluster or not to send any subsequent requests to said 
one server, and automatically sending a request to said 
one server to restart said one server. 

19. A method as set forth in claim 14 Wherein said other 
request is for different information than the ?rst said request. 

* * * * * 


