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(57) ABSTRACT 

Exemplary implementations provide ?exible approaches to 
reconcile divergent ?le system states and/or undo ?le system 
commands that may lead to the divergent ?le system states. 
Exemplary systems maintain records of ?le system com 
mands that cause changes to ?le system states and enable 
users to selectively undo individual ?le system commands 
and/or choose proposed non-con?icting ?le system sched 
ules. A ?le system command is decomposed into one or 
more primitive actions representative of the ?le system 
command. Log constraints and object constraints relating 
primitive actions are used to identify and resolve con?icts 
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RECONCILABLE AND UNDOABLE FILE SYSTEM 

TECHNICAL FIELD 

[0001] The described subject matter relates to ?le systems. 
More particularly, the subject matter relates to reconciling 
one ?le system state With another ?le system state. 

BACKGROUND 

[0002] Networked and mobile computers enable different 
users to share ?les and directories of information, and enable 
a single user to utiliZe a ?le system across multiple com 
puters. The ?les and directories are typically managed on the 
computers by a ?le management system that applies ?le 
management rules, such as naming conventions and ?le and 
directory organiZational rules. A ?le system may be repli 
cated on multiple computers and independently modi?ed on 
those computers With various ?le system commands. HoW 
ever, When the replicated ?le system is independently modi 
?ed on multiple computers, the states of ?le systems on the 
computers may diverge. 

[0003] Therefore, after replicated ?le systems are inde 
pendently modi?ed, users attempt to synchroniZe the diver 
gent ?le system states; i.e., reconcile the divergent ?le 
system states into a single, common ?le system state. 
Nevertheless, during synchroniZation, con?icts may arise 
betWeen the divergent ?le system states. An exemplary 
con?ict includes one or more ?le system state conditions 
that violate the rules of the ?le management system. Such 
con?icts may result in an inability to fully synchroniZe the 
divergent ?le system states, at least Without manual inter 
vention. 

[0004] Most existing ?le management systems identify 
con?icts using only the ?le system states as those states exist 
at the time of synchroniZation. With such limited informa 
tion, existing ?le management systems have not offered 
?exible approaches for resolving such con?icts. Some ?le 
management systems, for example, simply disalloW certain 
actions that violate predetermined ?le management system 
rules regarding ?le names and other properties, often result 
ing in a partially reconciled ?le system. To partly address 
this situation, some ?le management systems may also alloW 
manual reconciliation, Which may be dif?cult or impossible 
With the partially reconciled ?le system. 

[0005] For example, tWo different ?les having the same 
name in the same directory in different ?le system states can 
violate certain ?le management system rules. HoWever, in 
this situation, an existing ?le management system simply 
does not synchroniZe the con?icting conditions, While syn 
chroniZing non-con?icting conditions that may have been 
dependent upon the con?icting condition (e.g., not copying 
con?icting ?les into a directory tree, While copying all other 
?les into the directory tree). The result is often a single, 
common ?le system state that does not match either original 
?le system state and is not easily reconcilable through 
manual intervention. 

[0006] In addition, because most existing ?le management 
systems choose betWeen con?icting ?le system states, these 
?le management systems do not alloW a user to reverse 
particular commands that led up to a ?le system state. After 
entering a ?le system command, a user might Want to 
eliminate the command to avoid a con?ict. Auser might also 
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Want to retroactively eliminate a command because the 
command Was entered by mistake, or for any other reason. 
If, for example, one user deletes a directory With all of the 
directory’s contents and another user edits a document in the 
directory, the resulting states Would con?ict because of these 
tWo user interactions; hoWever, existing systems do not 
alloW for a user to selectively eliminate one of the com 
mands in order to remove the con?ict or reverse a mistak 
enly entered command. 

SUMMARY 

[0007] Implementations described and claimed herein 
solve the discussed problems, and other problems, by pro 
viding ?exible approaches to reconcile divergent ?le system 
states and/or undo ?le system commands that may lead to 
the divergent ?le system states. Exemplary systems maintain 
records of ?le system commands that cause changes to ?le 
system states and enable users to selectively undo individual 
?le system commands (or command sets) and/or choose 
proposed non-con?icting ?le system schedules. 

[0008] Exemplary methods, systems, and devices have 
been developed for receiving a ?le system command to 
update a ?le system state, decomposing the ?le system 
command into one or more primitive actions representative 
of the ?le system command, and generating one or more log 
constraints associated With the one or more primitive 
actions. 

[0009] An exemplary system includes a reconcilable ?le 
system operable to receive ?le system commands and gen 
erate a set of corresponding primitive actions. The exem 
plary system may further include a reconciliation engine 
operable to receive the set of primitive actions and reconcile 
the set of primitive actions With another set of primitive 
actions to generate a reconciled ?le system state. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0010] FIG. 1 illustrates tWo exemplary reconcilable and 
undoable ?le systems in communication With a reconcilia 
tion engine. 

[0011] FIG. 2 illustrates another implementation of tWo 
exemplary reconcilable and undoable ?le systems in com 
munication With a reconciliation engine. 

[0012] FIG. 3 illustrates an exemplary reconcilable and 
undoable ?le system that may be implemented in the sys 
tems of FIGS. 1-2 for receiving ?le system commands and 
generating primitive actions and log constraints correspond 
ing to the ?le system commands. 

[0013] FIG. 4 illustrates an exemplary reconciliation 
engine receiving tWo exemplary action logs and generating 
a non-con?icting action schedule. 

[0014] FIG. 5 illustrates another exemplary reconciliation 
engine receiving tWo other exemplary action logs and pro 
posing tWo exemplary non-con?icting action schedules. 

[0015] FIG. 6 illustrates an exemplary reconciliation 
operation for reconciling ?le system states using primitive 
actions. 

[0016] FIG. 7 illustrates an exemplary decomposing 
operation for generating one or more primitive actions 
representing a ?le system command. 
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[0017] FIG. 8 illustrates an exemplary reconciliation 
operation for collecting object constraints, generating a 
non-con?icting schedule, and committing the non-con?ict 
ing schedule. 

[0018] FIG. 9 illustrates a reconciliation operation for 
reconciling one or more logs of primitive actions. 

[0019] FIG. 10 illustrates a graphical user interface (GUI) 
for enabling a selective undo operation to selectively undo 
unWanted commands. 

[0020] FIG. 11 illustrates another graphical user interface 
(GUI) for enabling a user to selectively undo unWanted 
commands. 

[0021] FIG. 12 illustrates an exemplary system that pro 
vides a suitable operating environment to reconcile and/or 
undo ?le system operations. 

DETAILED DESCRIPTION 

[0022] Exemplary methods, systems, and devices are dis 
closed for reconciling con?icting ?le system states and/or 
selectively undoing unWanted ?le system commands. Gen 
erally, ?le system commands are analyZed to identify con 
?icts among tWo or more ?le system states. More speci? 
cally, the ?le system commands are translated into primitive 
actions and logged. Log constraints and object constraints 
representing relationships betWeen primitive actions are 
used to identify con?icting primitive actions. 

[0023] An Exemplary System for Reconciling File System 
States and/or Undoing File System Commands 

[0024] FIG. 1 illustrates a reconcilable and undoable ?le 
system con?guration 100 having tWo exemplary reconcil 
able and undoable ?le systems in communication With a 
reconciliation engine. A Personal Digital Assistant (PDA) 
102 employs a reconcilable ?le system (RFS) 104 that 
facilitates reconciling a ?le system state on the PDA 102 
With a ?le system state on a desktop computer 106. The 
desktop computer 106 employs a RFS 108 also facilitating 
reconciliation of the ?le system states of the PDA 102 and 
the desktop computer 106. 

[0025] The PDA 102 is in operable communication With a 
desktop computer 106, Whereby a ?le system state of the 
PDA 102 may be reconciled With a ?le system state of the 
desktop computer 106. The desktop computer 106 includes 
a reconciliation engine 112 for reconciling the ?le system 
states of the PDA 102 and the desktop computer 106. The 
PDA 102 employs a reconciliation interface 114 for com 
municating and receiving ?le system state data to and from 
the reconciliation engine 112. Similarly, the desktop com 
puter 106 employs a reconciliation interface 116 for com 
municating and receiving ?le system state data to and from 
the reconciliation engine 112. File system state data from 
both of the PDA 102 and the desktop computer 106 are 
received by the reconciliation engine 112 to be reconciled. 

[0026] A ?rst log 118 has ?le system state information 
about the state of the ?le system at the PDA 102. Similarly, 
a second log 120 has ?le system information about the state 
of the ?le system at the desktop computer 106. The log 118 
receives the ?le system state information associated With the 
PDA 102 from the RFS 104. The log 120 receives the ?le 
system state information associated With the desktop com 
puter 106 from the RFS 108. The reconciliation interface 
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114 accesses the log 118 and communicates the log infor 
mation to the reconciliation engine 112. The reconciliation 
interface 116 accesses the log 120 and communicates the log 
information to the reconciliation engine 112. 

[0027] The reconciliation engine 112 collects the log 
information and generates reconciling ?le system state infor 
mation for reconciling the ?le system states of the PDA 102 
and the desktop computer 106 to a common ?le system state. 
The reconciliation engine 112 may communicate the recon 
ciling ?le system state information to the RFS 104 and the 
RFS 108. The RFS 104 uses the reconciling ?le system state 
information to update the ?le system state of the PDA 102 
to the common ?le system state. LikeWise, the RFS 108 uses 
the reconciling ?le system state information to update the 
?le system state of the desktop computer 106 to the common 
?le system state. 

[0028] The PDA RFS 104 and the desktop computer RFS 
108 receive ?le system commands from applications or 
users that cause changes in the ?le system states of the PDA 
102 and the desktop computer 106, respectively. The ?le 
system commands received by the RFS 104 may differ from 
the ?le system commands received by the RFS 108. For 
example, the ?le system commands received by the PDA 
RFS 104 may move a ?le from one directory to another, 
While ?le system commands of the desktop computer RFS 
108 may cause a directory to be deleted. If the ?le system 
commands received by the PDA 102 differ from the ?le 
system commands received by the desktop computer 106, 
the resultant ?le system states of the PDA 102 and the 
desktop computer 106 may diverge. 

[0029] The PDA RFS 104 and the desktop computer RFS 
108 translate the ?le system commands into primitive 
actions representative of the ?le system commands. Primi 
tive actions are basic operations performed to carry out a ?le 
system command. More than one primitive action may be 
required to carry out a ?le system command. The PDA RFS 
104 and the desktop RFS 108 also generate log constraints 
describing relationships betWeen primitive actions. For 
example, a log constraint may indicate that tWo primitive 
actions must be performed in a particular order. Exemplary 
primitive actions and log constraints are discussed in more 
detail With regard to FIG. 3. 

[0030] The RFS 104 stores primiti ve actions and log 
constraints in the log 118. The RFS 108 stores primitive 
actions and log constraints in the log 120. As Will be 
appreciated, the primitive actions represent component 
actions of ?le system commands, Which in?uence the ?le 
system states of the PDA 102 and desktop computer 106. 
Therefore, the primitive actions represent updates or modi 
?cations to the respective ?le system states. As such, the log 
118 holds updates to the ?le system state of PDA 102, and 
the log 120 holds the update to the ?le system state of the 
desktop computer 106. 

[0031] As discussed in more detail herein, the updates to 
the ?le system states of the PDA 102 and the desktop 
computer 106 are tentative updates, in that they may be 
modi?ed or canceled later by reconciling information from 
the reconciliation engine 112. The reconciliation engine 112 
processes the tentative updates (i.e., the primitive actions 
and the log constraints) from the PDA 102 and the desktop 
computer to attempt to reconcile the divergent ?le system 
states. 
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[0032] The reconciliation interface 114 communicates the 
tentative updates (i.e., the primitive actions and the log 
constraints) from the log 118 to the reconciliation engine 
112. The reconciliation interface 114 may communicate the 
tentative updates in a batch mode, incrementally, or other 
Wise. Likewise, the reconciliation interface 116 communi 
cates the tentative updates from the log 120 to the recon 
ciliation engine 112 as a batch, incrementally, or otherWise. 
In one implementation, the reconciliation engine 112 
requests the tentative updates from the reconciliation inter 
faces 114 and 116 periodically. In another implementation, 
the tentative updates are communicated to the reconciliation 
engine 112 as they are generated during real-time. The 
reconciliation interfaces 114 and 116 may perform data 
formatting operations, such as data encoding, in order to 
prepare the log information for communication to the rec 
onciliation engine 112. 

[0033] In one implementation, the reconciliation engine 
112 analyZes the tentative updates from the PDA RFS 104 
and the desktop computer RFS 108, to attempt to resolve 
con?icts, if any, betWeen the ?le system states of the PDA 
102 and the desktop computer 106. The reconciliation 
engine 112 also receives object constraints from the desktop 
computer RFS 108 via the reconciliation interface 116. An 
object constraint is a relationship betWeen a primitive action 
from one computing device, such as the PDA 102, and a 
primitive action from another computing device, such as the 
desktop computer 106. Object constraints and methods of 
communicating and analyzing object constraints are dis 
cussed in further detail beloW With reference to FIG. 8. 

[0034] Using the primitive actions, the log constraints, and 
the object constraints, the reconciliation engine 112 gener 
ates a schedule of non-con?icting primitive actions. The 
non-con?icting primitive actions are selected such that When 
they are executed on the PDA102 and the desktop computer 
106, the ?le system states of the PDA 102 and the desktop 
computer 106 Will be identical. The schedule of non-con 
?icting primitive actions is communicated to the PDA RFS 
104 and the desktop computer RFS 108. Subsequently, the 
schedule of non-con?icting primitive actions can be com 
mitted to the ?le systems of the PDA 102 and the desktop 
computer 106, using methods discussed herein. 

[0035] After receiving the schedule of non-con?icting 
primitive actions, the RFS 104 starts from a previous com 
mitted ?le system state and executes or “replays” the non 
con?icting actions to arrive at a neW committed ?le system 
state at the PDA 102. Similarly, the RFS 108 starts from a 
previous committed ?le system state and executes the non 
con?icting actions to arrive at the same neW committed ?le 
system state at the desktop computer 106. After the non 
con?icting actions from the reconciliation engine 112 are 
played on the PDA 102 and the desktop computer 106, the 
PDA 102 and the desktop computer 106 have a replica of a 
reconciled ?le system state. 

[0036] FIG. 2 illustrates an alternative con?guration 200 
for reconcilable ?les systems. In this particular con?gura 
tion, a PDA 202 and a desktop computer 206 are in com 
munication With a third computing device, such as a server 
computer 208. The server computer 208 has a reconciliation 
engine 212 in communication With a reconcilable ?le system 
(RFS) proxy 213 for performing reconciliation operations 
similar to the reconciliation operations described above With 
respect to the reconciliation engine 112 of FIG. 1. 
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[0037] The PDA 202 includes a RFS 216, a log 218, and 
a reconciliation interface 220 operable to perform reconcili 
ation operations analogous to the reconciliation operations 
of the RFS 104, the log 118, and the reconciliation interface 
114, discussed above With respect to FIG. 1. The desktop 
computer 206 includes a RFS 222, a log 224, and a recon 
ciliation interface 226 operable to perform reconciliation 
operations analogous to the reconciliation operations of the 
RFS 108, the log 120, and the reconciliation interface 116, 
discussed above With respect to FIG. 1. 

[0038] The RFS proxy 213 interfaces betWeen the client 
devices (i.e., the PDA 202 and the desktop computer 206) 
and the reconciliation engine 212. One implementation of 
the RFS proxy 213 provides the reconciliation engine 212 
With object constraints that represent a relationship betWeen 
primitive actions from the tWo client devices. For example, 
an object constraint may specify that an object (e.g., a ?le) 
from the desktop computer 206 cannot have the same name 
as another object (e.g., a directory) from the PDA 202. The 
RFS proxy 213 may have data that is speci?c to the ?le 
systems, commands, or actions employed by the client 
devices that enable the proxy 213 to generate the object 
constraints. The proxy 213 may also be programmed to take 
into account application-speci?c semantics When providing 
object constraints. Exemplary object constraints and hoW 
they relate to application-speci?c semantics are discussed in 
further detail beloW. 

[0039] While FIG. 2 illustrates a reconciliation engine 
212 operating on a third computing device, such as a server 
computer 210, in another implementation, the reconciliation 
engine 212 may reside and operate on one or both of the 
PDA 202 or the desktop computer 206. Also, the server 
computer 210 may include an RFS, logs, and one or more 
reconciliation interface(s) in operable communication With 
the reconciliation engine 212. 

[0040] FIG. 3 illustrates an exemplary reconcilable ?le 
system (RFS) 302 to facilitate reconciling and/or undoing 
?le system commands that result in divergent ?le system 
states. More speci?cally, the RFS 302 is operable to receive 
?le system commands and generate primitive actions and 
log constraints corresponding to the ?le system commands. 

[0041] The RFS 302 is in operable communication With an 
input/output (I/O) module 304, Which sends ?le system 
commands and user-provided and application-provided log 
constraints to the RFS 304. The U0 module 304 interfaces 
betWeen applications, user input devices and the RFS 302. 
The U0 module 304 may receive ?le system commands to 
edit, delete, move, or otherWise change the characteristics of 
the ?les and directories. By Way of example, one ?le system 
command is ‘mkdir’, Which creates a directory. 

[0042] The U0 module 304 may also receive log con 
straints provided by the user or an application. A log 
constraint represents a relationship betWeen tWo primitive 
actions. For instance, a log constraint might indicate that a 
?le delete command and a separate ?le creation command 
are to be executed together. The U0 module 404 recogniZes 
?le system commands, user-provided log constraints, and 
application-provided log constraints, and directs the com 
mands and constraints to the RFS 302. 

[0043] The RFS 302 translates the received ?le system 
commands into one or more primitive actions and stores the 
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primitive actions in a log 306. In one particular implemen 
tation of the RFS 302, the RFS includes a decomposition 
module 303 and a recording module 305. The decomposition 
module 303 receives the ?le system commands and decom 
poses the ?le system commands into one or more primitive 
actions. The decomposition module 303 may also generate 
additional log constraints representing a relationship 
betWeen tWo primitive actions. The decomposition module 
303 communicates the primitive actions and the log con 
straints to the recording module 305. The recording module 
305 records the primitive actions and the log constraints in 
the log 306. 

[0044] In one embodiment of the RFS 302, the decompo 
sition module 303 accesses a look-up table 308 to map ?le 
system commands to associated primitive actions. The look 
up table 308 is a directory of ?le system commands, as 
shoWn in a ‘Command’ list 310, primitive actions, as shoWn 
in an ‘Actions’ list 312, and log constraints, as shoWn in a 
‘Constraints’ list 314. In this implementation, the decompo 
sition module 303 can match a received ?le system com 
mand to one of the ?le system commands in the Command 
list 310, and read corresponding primitive actions from the 
Actions list 312, and corresponding log constraints from the 
Constraints list 314. 

[0045] To illustrate, assume a ‘del dir’ (i.e., “delete direc 
tory and directory contents”) ?le system command is 
received by the RFS 302. The decomposition module 303 
searches for and ?nds the ‘del dir’ command in the Com 
mand list 310. The decomposition module 303 then ?nds a 
corresponding set of primitive actions in the Actions list 312. 
In this example, the ?le system command ‘del dir’ corre 
spond to three kinds of primitive actions: ‘del ?les,"del 
subdir,’ and ‘del dir.’ These three kinds of primitive actions 
indicate that in order to delete a directory in the ?le system, 
?rst all the ?les of the directory and subdirectories must be 
deleted, then all subdirectories (noW empty) of the directory 
must be deleted, and then the directory (noW empty) itself 
may be deleted. 

[0046] Continuing With the example of the ‘del dir’ ?le 
system command, the decomposition module 303 ?nds 
corresponding log constraints, ‘Predecessor-Successor’ and 
‘Parcel’, in the Constraints list 314. In this particular 
example, ‘Predecessor-Successor’ indicates that the order of 
execution of the primitive actions must be maintained. The 
‘Parcel’ log constraint indicates that the primitive actions 
must be executed as a group; i.e., if a ?le cannot be deleted 
for some reason, none of the other primitive actions may be 
executed. Another type of log constraint not shoWn in the 
look-up table 308 is an ‘Alternatives’ log constraint, Which 
indicates that one action in the set of primitive actions may 
be chosen. Other types of log constraints may be de?ned as 
may be suitable to a particular implementation. 

[0047] The look-up table 308 may be generated and stored 
in system memory When the system is manufactured, or 
initialiZed at poWer-up. It Will be appreciated by one skilled 
in the art that the look-up table 308 may be stored in memory 
as any type of data structure as may be knoWn in the art. 
Some types of data structures are linked lists, doubly linked 
lists, arrays, and others. The data structure includes binary 
encoded data representative of the data in the look-up table 
308, Which is readable by a microprocessor. It is to be 
understood that the look-up table 308 is meant to illustrate 
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a logical relationship among various data types, and does not 
imply any particular physical arrangement of the data in 
memory. Thus a data structure having the data shoWn in the 
look-up table 308 is not limited to any physical arrangement 
in memory. 

[0048] Primitive actions and log constraints may be 
dynamic and/or be context sensitive. For example, a user or 
application program may specify a log constraint. In addi 
tion, the primitive actions may be selected or designed to 
take into account semantics a particular application pro 
gram. For example, semantics associated With electronic 
mail (e-mail) ?les and directories may differ from the 
semantics of a ?le management system, and primitive 
actions may be implemented that account for such semantic 
differences. Thus, user constraints and application con 
straints may be applied to primitive actions. The recording 
module 305 stores user constraints and application con 
straints in the log 306 With corresponding primitive actions. 
Primitive actions may change depending on the context of 
the ?le system. For example, primitive actions related to a 
‘rename’ command may differ depending on Whether the 
object being renamed is a directory or a ?le, the nature of the 
directory or ?le, and Whether a ?le or directory already 
exists under the neW name. Other systems and methods may 
be used besides, or in addition to, the look-up table 308 to 
translate ?le system commands into primitive actions and 
log constraints. For example, in a ‘C’ code implementation, 
the ?le system command may be ‘sWitched’ on to choose a 
set of primitive actions. After the RFS 302 determines the 
primitive actions, the recording module 305 may create, 
format, or encode the primitive actions into a form, such as 
Java objects, Which is readable and/or executable by a 
reconciliation engine for reconciling the primitive actions 
With other primitive actions. 

[0049] In one implementation, the log 306 includes a list 
of primitive actions and a list of log constraints. In another 
implementation, the log 306 is a series of Java objects 
Wherein the primitive actions are embodied in executable 
code. As discussed above, the log 306 is readable by a 
reconciliation engine (e.g., the reconciliation engine 316). 

[0050] In an exemplary implementation, ?le system com 
mands from the I/O module 304 may be parceled together. 
A parcel refers to tWo or more ?le system commands or 
actions that are bundled together. When tWo or more com 
mands or actions are parceled, they are to be executed 
together. File system commands may be parceled by a user 
or application in situations Where the operations of the ?le 
system commands should not be separated. For example, a 
user may parcel a ‘Write ?le’ command With a ‘del ?le’ 
command. In a situation such as this, Where tWo ?le system 
commands are parceled, the corresponding primitive actions 
Will be parceled by the RFS 302. Thus, the RFS 302 Will 
create a ‘parcel’ log constraint to parcel the primitive actions 
corresponding to the parceled ?le system commands. 

[0051] FIG. 4 illustrates an exemplary reconciliation 
engine 402 receiving a ?rst exemplary log 404 and a second 
exemplary log 406, and generating a non-con?icting sched 
ule 408 of primitive actions. As shoWn in FIG. 4, the ?rst log 
404 relates to a desktop computer, and the second log 406 
relates to a personal digital assistant (PDA). The reconcili 
ation engine 402 analyZes the desktop computer log 404 and 
the PDA log 406, determines if a con?ict is created by the 
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logs 404, 406, and resolves any con?icts that may arise. In 
the particular situation exempli?ed in FIG. 4, it Will be seen 
that the desktop computer log 404 and the PDA log 406 do 
not create a con?ict. 

[0052] As shoWn, primitive actions in the desktop com 
puter log 404 indicate creation of a directory named ‘bar’, 
creation of a ?le named ‘foo’, and a log constraint indicates 
that the tWo primitive actions have a ‘Predecessor-Succes 
sor’ relationship; i.e., directory ‘bar’ must be created before 
the ?le ‘foo’ is created to go in the directory. The PDA log 
406 includes primutive actions to create a directory named 
‘foo2’, create a ?le named ‘bar2’, and a log constraint 
indicating that the tWo creation actions have a ‘Predecessor 
Successor’ relationship. 

[0053] The reconciliation engine 402 uses object con 
straints (discussed beloW) to determine Whether the primi 
tive actions of the desktop computer log 404 con?ict With 
those of the PDA log 406, and vice versa. In this particular 
example, the ?le system object constraints do not indicate a 
con?ict because neither the ?les nor the directories share 
common names at common directory levels. Thus, the 
reconciliation engine 402 generates the non-con?icting 
schedule 408, Which includes all the primitive actions from 
both the desktop computer log 404 and the PDA log 406. 

[0054] FIG. 5 illustrates another exemplary reconciliation 
engine 502 receiving a ?rst exemplary action log 504 and a 
second exemplary action log 506, and proposing a ?rst 
exemplary schedule 508 of non-con?icting primitive actions 
and a second exemplary schedule 510 of non-con?icting 
primitive actions. As in FIG. 4, a desktop computer action 
log 504, and a PDA action log 506 are illustrated. In the 
particular example shoWn in FIG. 5, and in contrast to the 
example in FIG. 4, the desktop computer action log 504 and 
the PDA action log 506 create a ?le system state con?ict. 

[0055] As shoWn in FIG. 5, the desktop computer log 504 
includes primitive actions to create a directory named ‘bar’, 
create a ?le named ‘foo’, a log constraint indicating a 
‘Predecessor-Successor’ relationship, and a log constraint 
indicating a ‘Parcel’ relationship. Also shoWn is the PDA log 
508 having a primitive action to create a ?le named ‘bar.’ 

[0056] In the example illustrated in FIG. 5, the reconcili 
ation engine 502 uses object constraints to analyZe primitive 
actions from the tWo logs 504 and 506. The object con 
straints may originate from any of a number of sources. In 
one implementation, the reconciliation engine 502 receives 
object constraints from a reconcilable ?le system (RFS) 
(e.g., RFS 216 or RFS 222, FIG. 2), an RFS proxy (e.g., 
RFS proxy 213, FIG. 3), or a reconciliation interface (e.g., 
reconciliation interface 220 or reconciliation interface 226, 
FIG. 2). As discussed herein, the object constraints indicate 
relationships betWeen ?le system actions or commands from 
separate client devices, and the object constraints may be 
based on semantics associated With particular applications. 

[0057] For example, the reconciliation engine 502 could 
receive an object constraint of ‘mutually exclusive’ With 
regard to names of directories and ?les at a common 
directory level. In other Words, the object constraint indi 
cates that a directory and a ?le cannot share the same name 

in the same directory. As a result, in this case, the recon 
ciliation engine 502 identi?es a con?ict betWeen the primi 
tive action ‘create dir bar’ in the desktop computer log 504 
and the primitive action ‘create ?le bar’ in the PDA log 506. 
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[0058] In this example, because the object constraint indi 
cated a ‘mutually exclusive’ dependency, the reconciliation 
engine 502 identi?es tWo possible non-con?icting schedules 
of primitive actions. Schedule A 508 includes the primitive 
actions and log constraint from the desktop computer log 
504. Schedule B 510 includes the primitive action from the 
PDA log 506. The reconciliation engine 502 proposes sched 
ule A 508 and schedule B 510 to the user to alloW the user 
to select one of the schedules. In a particular implementation 
of the reconciliation engine 502, a user interface is provided, 
Which enables a user to vieW proposed schedules, select one 
of the proposed schedules, and/or edit proposed schedules. 
The process of selecting one of the schedules can also be 
executed automatically using rules provided by the applica 
tion programmer or the users. 

[0059] In addition, the user is alloWed to selectively ‘undo’ 
(i.e., roll back) any of the primitive actions. For example, the 
user may realiZe the creation of the ?le ‘bar’ is a mistake, 
and undo the ‘create ?le bar’ from the PDA log 504. By 
undoing previously entered ?le system commands, con?icts 
betWeen primitive actions may be resolved. Because the 
‘Parcel’ log constraint indicates that the tWo actions in the 
desktop computer log 506 cannot be separately executed, if 
the user selectively undoes the ‘create dir bar’ action from 
the desktop computer log 506, the primitive action ‘create 
?le foo’ Will also be undone because of the ‘Parcel’ log 
constraint. An exemplary user interface that enables a user 
to edit a schedule of actions, including undoing unWanted 
actions, is discussed in further detail With reference to FIGS. 
10 and 11. 

[0060] After the user selects one of the proposed schedules 
and/or undoes con?icting primitive actions, the resulting 
schedule of non-con?icting actions Will be transmitted to the 
desktop computer and the PDA that generated the logs 506, 
504. The desktop computer and the PDA Will commit the 
resulting schedule, thereby creating identical ?le systems in 
the memories of the desktop computer and the PDA, respec 
tively. 

[0061] Exemplary Operations and User Interfaces for Rec 
onciling File System States and/or Undoing File System 
Commands 

[0062] FIG. 6 illustrates an exemplary reconciliation 
operation 600 for reconciling tWo ?le system states using 
primitive actions, log constraints, and object constraints. In 
general, primitive actions are logged at tWo or more sites as 
discussed herein, and are later reconciled to resolve any 
con?icts that may arise. 

[0063] After a start operation 602, a log operation 604 logs 
primitive actions. Logging primitive actions may involve 
receiving a ?le system command and decomposing the ?le 
system command into corresponding primitive actions. The 
log operation 604 may also involve recording and/or trans 
mitting the primitive actions to a reconciliation engine. A 
particular embodiment of the log operation 604 are illus 
trated in FIG. 7 and discussed in more detail beloW. 

[0064] A reconcile operation 606 receives the logged 
primitive actions from tWo or more computing devices and 
reconciles the primitive actions. The reconcile operation 606 
may involve collecting object constraints, identifying con 
?icts betWeen tWo primitive actions, and resolving the 
identi?ed con?icts. The reconcile operation 606 may also 



US 2004/0267823 A1 

involve generating one or more non-con?icting schedules of 
primitive actions and proposing the schedules to a user. 
Particular embodiments of the reconcile operation 606 are 
shoWn and described in FIGS. 8, 9, and 10. The reconcili 
ation operation 600 ends at an end operation 608. 

[0065] FIG. 7 illustrates an exemplary log operation 700 
for generating one or more primitive actions representing a 
?le system command. In general, the log operation 700 
translates a ?le system command into primitive actions, 
stores the primitive actions, and sets log constraints corre 
sponding to the primitive actions. It is assumed that a ?le 
system command has been received. The ?le system com 
mand, or a pointer, or other reference to the ?le system 
command is input to the log operation 700. 

[0066] After a start operation 702, a translate operation 
704 generates one or more primitive actions based on a ?le 

system command. In one embodiment, the translate opera 
tion 704 accesses a look-up table (e.g., the look-up table 308, 
FIG. 3) to identify primitive actions corresponding to the 
?le system command. In another embodiment of the trans 
late operation 704, a function call is made to an object 
representing the ?le system command, and the function 
returns a set of corresponding primitive actions. The primi 
tive actions that are generated in the translate operation may 
be objects, such as Java objects, having methods and data for 
carrying out the primitive actions. 

[0067] A store operation 706 stores the generated primi 
tive actions in memory. In one embodiment, the primitive 
actions are recorded in a ?le. In this embodiment, the actions 
are embodied as primitive action identi?ers that may be 
stored as encoded data in a ?le. Thus, the store operation 706 
may create and/or open a ?le and append the primitive 
actions into the ?le. Aprimitive action is typically encoded 
in a ?le With an action identity, an action type or object 
method performed, any associated target object(s), and any 
associated arguments. This ?le is one exemplary embodi 
ment of a log, such as the log 118 in FIG. 1, or the log 506 
in FIG. 5. 

[0068] In another embodiment of the store operation 706, 
the primitive actions are embodied as Java objects. In this 
embodiment, the store operation 706 stores references or 
pointers to the primitive action Java objects in a log for 
storing tentative updates to the ?le system state. In object 
form, an action contains an action identity, a reference to the 
code of the method performed, references to the target 
object(s), and the action’s arguments in either literal or 
pointer form. 

[0069] A set operation 708 sets log constraints in a log to 
relate the primitive actions. Exemplary log constraints are 
illustrated in the look-up table 308 in FIG. 3. The set 
operation 708 may determine the log constraints based on a 
table, such as the look-up table 308, or by some other 
method. Log constraints may originate from a user or 
application program. Thus, the set operation 708 may store 
user constraints, application constraints, and/or other log 
constraints in a log, along With the associated primitive 
actions. 

[0070] FIG. 8 illustrates an exemplary reconciliation 
operation 800 for resolving ?le system state con?icts that 
may exist among ?le system states of multiple computing 
devices. In general, the reconciliation operation 800 collects 
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object constraints, generates a non-con?icting schedule, and 
commits the non-con?icting schedule. 

[0071] After a start operation 802, a collect operation 804 
collects object constraints that relate types of primitive 
actions from different computing devices. In one embodi 
ment of the collect operation 804, a reconciliation engine 
(e.g., the reconciliation engine 112, FIG. 1, the reconcilia 
tion engine 402, FIG. 4, or the reconciliation engine 502, 
FIG. 5) calls a reconcilable ?le system (RES) (e.g., the RES 
104, or the RES 108, FIG. 1, or the RES 302, FIG. 3) With 
a request for object constraints that apply to tWo primitive 
actions. In another embodiment, the reconciliation engine 
may pass a ‘del dir’ primitive action and a ‘create dir’ 
primitive action to the RFS, and ask the RFS Whether the 
tWo actions can be executed simultaneously. In this embodi 
ment of the collect operation 804, the RFS may generate 
object constraints that dictate Whether tWo primitive actions 
con?ict. 

[0072] Exemplary object constraints are illustrated in 
Table 1, Table 2, and Table 3. The tables shoW dependencies 
on ?les and directories for different types of actions. In Table 
1, the types of actions are grouped into actions that link tWo 
?le system nodes and actions that unlink tWo ?le system 
nodes. For example, the heading “Link/Link” refers to tWo 
actions that each link a directory or a ?le into a parent 
directory in a ?le system tree. As another example, the 
heading “Link/Unlink” refers to an action that links a ?le or 
a directory into a parent directory, and an action that unlinks 
a ?le or directory from a parent directory. 

[0073] Table 1 shoWs object constraints that apply to tWo 
actions, in Which both actions link or unlink a child ?le or 
child directory into a parent directory. As shoWn in the Table 
1, When the tWo children have different names and/or 
different parent directories, the entry “No Relation” is used 
to indicate absence of any constraint betWeen the tWo 
actions associated With the children. Also shoWn in Table 1, 
if the tWo children have the same parent and the same name, 
the object constraint depends on the action type. 

[0074] When both children are to be linked to the same 
node under identical names, as shoWn under the heading 
“Link/Link”, the object constraint is “Mutually Exclusive,” 
Which means that linking one of the children under some 
name necessarily precludes linking the other child under the 
same name. When one child is to be linked and the other 
unlinked from a same parent directory, the object constraint 
is “Best Order,” meaning that a preferred order of linking 
and unlinking exists and is determined by the RFS. In one 
particular implementation, the “Best Order” involves apply 
ing unlinks before links. When both affected children are to 
be unlinked from their parent directories, as shoWn under the 
heading “Unlink/Unlink,” the object constraint is “Com 
mute,” meaning that the unlinking actions are commutative 
(i.e., may be executed in any order). 

TABLE 1 

Unlink/ 
Directory Link/Link Link/Unlink Unlink 

Different parent, name No Relation No Relation No Relation 
Same parent & name Mutually Exclusive Best Order Commute 

[0075] The entries shoWn in Table 2 concern tWo actions 
that both affect a ?le, either the same ?le, or different ?les. 
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The action types in Table 2 are grouped into actions that 
involve reading from a ?le and actions that involve Writing 
to a ?le. As indicated by the roW labeled “Other File” in 
Table 2, if the tWo actions affect different ?les, the object 
constraint is “No Relation”, regardless of the type of action 
(i.e., Read or Write). In the roW labeled “Same File,” the 
object constraint depends on the type of action. When the 
primitive action involves reading the same ?le, the object 
constraint is “Commute.” 

[0076] When one primitive action involves a read from the 
?le and the other primitive action involves a Write to the ?le 
(i.e., the “Read/Write” column), the object constraint is 
“Best Order,” Wherein the RFS can choose a preferred order. 
In a particular RFS implementation, the “Best Order” is read 
actions before Write actions. If the tWo actions involve Writes 
to the ?le, as shoWn under the heading “Write/Write,” the 
object constraint is “Mutually Exclusive,” meaning that 
there is a con?ict and that only one Write action is alloWed 
to be executed. 

TABLE 2 

File Read/Read Read/Write Write/Write 

Other File No Relation No Relation No Relation 
Same File Commute Best Order Mutually Exclusive 

[0077] The entries shoWn in Table 3 concern an action that 
affects a ?le, and an action that affects a directory. The action 
types in Table 3 are grouped into actions that involve 
unlinking a directory and Writing to a ?le, and other actions. 
As indicated by the roW labeled “Other File” in Table 3, if 
the tWo actions affect a ?le that is not in the affected 
directory, the object constraint is “No Relation”, meaning 
that the unlinking action does not affect the Writing action, 
and vice versa. In the column labeled “Other Actions,” 
Which covers linking actions, reading actions, and others, 
the object constraint is “No Relation,” regardless of Whether 
the affected ?le is in the affected directory. As shoWn in the 
column With heading “Unlink/Write,” if the affected ?le is in 
the affected directory, and action to unlink the directory from 
the node has a “Mutually Exclusive” relation to the action to 
Write to the ?le, meaning that a con?ict exists betWeen the 
tWo actions. 

TABLE 3 

Directory/File Unlink/Write Other Actions 

Other File No Relation No Relation 
Same File Mutually Exclusive No Relation 

[0078] The exemplary object constraints shoWn in Table 1, 
Table 2, and Table 3 represent directory and ?le relationships 
for a particular RFS implementation. Other RFS implemen 
tations may have different object constraints than those 
shoWn above. Further, other RFS implementations may 
de?ne object constraints for pairs of ?le system objects, 
besides, or in addition to, directories and ?les. For example, 
in a particular RFS implementation, it may be meaningful to 
de?ne object constraints that relate primitive actions affect 
ing ?le types that contain e-mail messages, ?le types that 
contain calendar entries, and so on. In addition, Table 1, 
Table 2, and Table 3 may be embodied using softWare, 
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hardWare, ?rmWare, or any combination thereof. In a par 
ticular embodiment, the tables are stored as an array of 
entries in random access memory Any data struc 
ture as may be knoWn in the art may be used to implement 
the data shoWn in the above tables. 

[0079] In one embodiment of the collect operation 804, 
the RFS receives a request, for example from the reconcili 
ation engine, to determine Whether a con?ict exists betWeen 
tWo actions. The RFS determines the actions types (e.g., 
Read, Write, Link, Unlink, etc.), and the ?le object types 
(e.g., ?le, directory, etc.), and accesses the tables above to 
?nd the appropriate object constraint. The RFS then 
responds to the request by sending the object type back to 
the reconciliation engine. 

[0080] A generate operation 806 generates one or more 
non-con?icting schedules using the primitive actions, the 
log constraints, and the object constraints. In one embodi 
ment, if the object constraint indicates that tWo actions are 
mutually exclusive, the generate operation 806 may choose 
one of the actions to insert in the schedule. In this embodi 
ment, the choice of Which of tWo actions to insert may be 
based on a value assessment of the tWo actions. For example, 
an action that deletes a directory may be less valuable than 
an action that Writes to a ?le in the directory; thus, the 
Writing action Would be selected to insert into the schedule. 
Exemplary value assessment algorithms are discussed in 
further detail With respect to FIG. 9. 

[0081] In another embodiment of the generate operation 
806, the user is prompted With a proposed schedule of 
primitive actions. The user may accept or reject the proposed 
schedule. If the user rejects the proposed schedule, the 
generate operation 806 generates another proposed sched 
ule, and so on, until the user accepts a proposed schedule. 
The user may also selectively undo actions in the proposed 
schedule. Exemplary embodiments of the generate operation 
806 are shoWn and discussed in further detail in FIG. 9. 

[0082] Acommit operation 808 commits the non-con?ict 
ing schedule of primitive actions from the generate opera 
tion 806. The commit operation 808 involves communicat 
ing the non-con?icting schedule to computing devices (e.g., 
the PDA 102, FIG. 1, or the desktop computer 106, FIG. 1) 
and executing the scheduled actions on the computing 
devices. 

[0083] In one embodiment of the commit operation 808, 
the non-con?icting schedule of primitive actions that Were 
generated in the generate operation 806 is executed from the 
previously committed state by a reconcilable ?le system 
(e.g., the RFS 104, or the RFS 108, FIG. 1, or the RFS 302, 
FIG. 3). In this embodiment, any tentative updates that Were 
made to the previously committed ?le system state may be 
repealed to arrive at the previously committed state, prior to 
executing the non-con?icting schedule of primitive actions. 

[0084] To repeal actions in the commit operation 808, an 
RFS access a log (e.g., the log 118, FIG. 1, the log 120, FIG. 
1, or the log 306, FIG. 3) to identify any tentative updates, 
and reverse the tentative updates to arrive at the previously 
committed state before re-playing the primitive actions in 
the non-con?icting schedule. 

[0085] Thus, after multiple computing devices execute the 
non-con?icting schedule starting from the same previously 
committed ?le system state, the multiple computing devices 














