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(57) ABSTRACT 

Auser identi?cation capability for netWork environrnents. A 
user’s identity is created using information provided by a 
user, as Well as information provided by a third party, such 
as an internet service provider, a business, a service, an 
access device, etc. The identity is used to determine the 
context in Which a user is accessing a process, such as a 

server, application, netWork entity, ?reWall, router, etc. 
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IDENTIFYING USERS OF NETWORK 
ENVIRONMENTS 

TECHNICAL FIELD 

[0001] This invention relates, in general, to network envi 
ronments, and in particular, to identifying users of network 
environments. 

BACKGROUND OF THE INVENTION 

[0002] In a netWork environment, users identify them 
selves to servers using a number of different techniques 
including, but not limited to, user id and passWord, and 
digital certi?cates. While these techniques are useful, they 
are not comprehensive. There are environments in Which 
further information is desired. For example, in environments 
in Which multiple organiZations Within one or more com 
panies share data (e.g., business partners), more granular 
quali?cation of user identity information is needed. As 
examples, information regarding a user’s business af?lia 
tion, a user’s address or physical location in one or more of 
the organiZations is desired. In such environments, a single 
user (or employee) may have mutually exclusive roles or job 
functions Which are dependent on Where or from Which 
enterprise the user is presently Working. Thus, in these 
environments, Where a single user may have mutually exclu 
sive roles depending on Where the user is Working, the single 
user identity is to be more ?exible to support a context 
Within each session. 

[0003] A prevalent technique for providing this is by 
having multiple systems that recogniZe identities mapped 
from a single distinguished name residing in a user registry. 
In the X500 architecture, the user’s name is the X500 
distinguished name (DN). If an X500 compliant directory is 
used as a platform neutral user registry, users of the compute 
resources may be denoted by their X500 DN. HoWever, not 
all computing systems support the use of an X500 compli 
ant directory as a user registry. For example, computing 
systems may have a registry, Which is associated With either 
an application or the underlying operating system platform, 
Which may not adhere to the X500 naming conventions. 

[0004] In order to associate these application or system 
User IDs With an X500 DN, multiple forms of a user, 
application or system identity are associated. For instance, 
associated With a DN may be mapping records to de?ne a 
relationship betWeen the X500 DN and the user ID(s), 
Which are knoWn to the operating system or application user 
namespace. The presence of a set of mapping records, Which 
associates an X500 DN to an application or system user 
registry entry, implies the individual knoWn by a X500 DN 
has one or more accounts registered With the application or 
operating system Which uses this registry. Assuming that 
these accounts are valid, a user, upon appropriate authenti 
cation, may access the system(s) or application(s) by the 
user IDs associated With the DN. Thus, the X500 distin 
guished name is mapped or correlated to a user’s accounts 
using a mapping record. 

[0005] A number of these mapping records, Which enable 
namespace translation, may be stored Within a directory, 
security, application or operating system registry, Which 
includes at least one mapping record for each carrier of a 
user’s name, such as a X509 digital certi?cate or other user 
identi?cation that the authentication and access control 
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system recogniZes. If the X500 distinguished name is 
recogniZed (i.e. contained in one of the mapping records), 
the id corresponding to that distinguished name is used to 
establish a netWork access environment, Wherein the user is 
provided access to authoriZed entities on the netWork. 

[0006] The use of mapping records eliminates the need for 
the user to authenticate With more than one entity (e.g., 
application, server) on the netWork, assuming that the net 
Work of applications and servers have a mutual trust rela 
tionship betWeen them. In addition, the user id provided by 
the mapping record can be used to authoriZe the user’s 
access rights to entities on the netWork. HoWever, the use of 
mapping records and directory databases has several draW 
backs. For example, the number of users that can be sup 
ported is limited by the number of mapping records that the 
database can handle. This draWback is exacerbated by the 
fact that the mapping records point to one and only one user 
id. 

[0007] One Way of solving this problem is by vectoring 
using chained mapping records. This is described in a US. 
patent application Ser. No. 09/507,882, entitled “Identity 
Vectoring Via Chained Mapping Records,” ?led Feb. 22, 
2000, Which is hereby incorporated herein by reference in its 
entirety. With this technique, environmental factors have the 
effect of automatically vectoring the mapping process to its 
?nal selection and conclusion. This adds ?exibility to the 
implementation of the identity mapping by alloWing a 
mapping record to point to multiple user ids With the ?nal 
selection of the mapping record to Which the digital certi? 
cate Will be mapped being based on netWork environmental 
factors. This Works Well in an environment Where the user 
has a single identity to Which many different id mappings 
take place. 

[0008] This is insuf?cient, hoWever, in a multi-organiZa 
tional environment, in Which multiple organiZations are 
supported by a single user. In such an environment, it is 
disadvantageous to have the information regarding the 
user’s role for various organiZations linked. Thus, a need 
exists for a capability that separates the information for the 
various organiZations. Further, a need exists for an enhanced 
capability to identify users in a netWork environment. 

SUMMARY OF THE INVENTION 

[0009] The shortcomings of the prior art are overcome and 
additional advantages are provided through the provision of 
a method of creating identi?ers of users of netWork envi 
ronments. The method includes, for instance, providing a 
portion of an identi?er, the portion being provided by a user 
of a netWork environment; and providing another portion of 
the identi?er, the another portion being provided by a third 
party, and Wherein the identi?er is usable in identifying the 
user of the netWork environment. 

[0010] In one example, the identi?er is usable in identi 
fying a context in Which the user is using the netWork 
environment. 

[0011] System and computer program products corre 
sponding to the above-summariZed methods are also 
described and claimed herein. 

[0012] Additional features and advantages are realiZed 
through the techniques of the present invention. Other 
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embodiments and aspects of the invention are described in 
detail herein and are considered a part of the claimed 
invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] The subject matter Which is regarded as the inven 
tion is particularly pointed out and distinctly claimed in the 
claims at the conclusion of the speci?cation. The foregoing 
and other objects, features, and advantages of the invention 
are apparent from the folloWing detailed description taken in 
conjunction With the accompanying draWings in Which: 

[0014] FIG. 1a depicts one embodiment of a netWork 
environment to incorporate and use one or more aspects of 

the present invention; 

[0015] FIG. 1b depicts further details of the netWork 
environment of FIG. 1a, in accordance With an aspect of the 
present invention; 

[0016] FIGS. 2a-2c depict the use of various connectors 
betWeen a broWser and a server of a netWork environment, 
in accordance With an aspect of the present invention; 

[0017] FIG. 3 depicts one embodiment of using a virtual 
private netWork for conumunications betWeen a broWser and 
a server, in accordance With an aspect of the present inven 
tion; 
[0018] FIG. 4 depicts one embodiment in Which a user 
uses a smart card certi?cate in its access to a server, in 

accordance With an aspect of the present invention; 

[0019] FIG. 5 depicts one embodiment of an environment 
in Which Wireless information is used to provide the physical 
location of a user, in accordance With an aspect of the 
present invention; 

[0020] FIG. 6 depicts one embodiment of the logic asso 
ciated With creating an identity, in accordance With an aspect 
of the present invention; and 

[0021] FIG. 7 depicts one embodiment of the logic asso 
ciated With using an identi?er to obtain user attributes, in 
accordance With an aspect of the present invention. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

[0022] In accordance With an aspect of the present inven 
tion, a capability is provided for identifying users of a 
netWork environment. As one example, a user identity 
includes tWo portions, one provided by the user and one 
provided by a third party. The portion provided by the third 
party is, for instance, unchangeable by the user. This identity 
describes various attributes relating to the user, including, 
for instance, business af?liations of the user. This identity is 
usable, for instance, in authenticating the user to a process 
(e.g., a server, application, netWork entity, ?reWall, router, 
etc.) of the netWork environment, as one example. 

[0023] One embodiment of a netWork environment to 
incorporate and use one or more aspects of the present 
invention is described With reference to FIG. 1a. A netWork 
environment 100 includes, for instance, a communications 
unit 102 coupled to another communications unit 104 via a 
connection 106. A communications unit includes, for 
instance, a computing unit, such as a personal computer, a 
laptop, a Workstation, a mainframe, a minicomputer, or any 
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other type of computing unit. The communications unit can 
also be other than a computing unit, such as some other type 
of communications device, such as a smart card reader. 
Communications unit 102 may or may not be the same type 
of unit as communications unit 104. The connection cou 
pling the units is a Wire connection, or any type of netWork 
connection, such as a local area netWork (LAN), a Wide area 
netWork (WAN), a token ring, an Ethernet connection, an 
internet connection, etc. 

[0024] In one example, each communications unit 
executes an operating system, such as, for instance, the Z/OS 
operating system offered by International Business 
Machines Corporation, Armonk, NY, a UNIX operating 
system, or other operating systems, etc. In other examples, 
one or more of the communications units need not include 
an operating system. 

[0025] Further, in an embodiment described herein, com 
munications unit 102 includes a broWser application 108 
(FIG. 1b) coupled to a server application 110 on commu 
nications unit 104. BroWser 108 communicates With server 
110 via, for instance, the hypertext transfer protocol (HTTP) 
112 over a TCP/IP link coupling the units. 

[0026] To facilitate communication betWeen the broWser 
and server, one or more connectors may be used. For 
example, as shoWn in FIG. 2a, a user 200 uses an internet 
service provider (ISP) 202 to issue requests betWeen 
broWser 108 and server 110. The user dials into the ISP, and 
then using its broWser, enters a user id and passWord (and/or 
other identifying information). It also provides an identi? 
cation of the server (e.g., a URL, internet protocol (IP) 
address, or other designation) to be accessed. The ISP 
de?nes an IP address (e.g., 102.53.16.40) for the broWser. 

[0027] As a further example, the user dials directly into a 
business netWork 204 (FIG. 2b). Again, using its broWser, 
the user provides a user id, passWord, and server identi? 
cation. The user id and passWord are the same as in the 
example depicted in FIG. 2a. In this case, hoWever, it is the 
business that issues an IP address (e.g., 32.5.1604) for the 
broWser. The address is particular to that business, and is not 
knoWn by the user. It is created by or for the business. 

[0028] Similarly, in FIG. 2c, the same user logs on using 
the same id and passWord, but dials into a different business 
206. Again, in this scenario, the business provides the IP 
address (e.g., 75.25.60.104) for the broWser. 

[0029] In accordance With an aspect of the present inven 
tion, a user’s identity includes not only information provided 
by the user, but also information provided by a third party, 
such as an ISP, business, an access device or other parties. 
For instance, in the ISP example, the user’s identity includes 
one portion having information provided by the user, such as 
user id and/or passWord, and another portion having infor 
mation provided by the ISP, such as the IP address provided 
by the ISP. 

[0030] Similarly, in each of the business examples, the 
user’s identity includes a portion having information pro 
vided by the user, and another portion having information 
provided by the business, such as the IP address created by 
or for the business. Thus, the user id not only identi?es the 
user, but one or more other attributes of the user, such as 

business af?liation (e.g., employment information), etc. 
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[0031] In addition to the above examples for creating a 
user’s identity, other examples are described below. For 
instance, in FIG. 3, a broWser 300 communicates With a 
server 302 via a virtual private netWork (VPN). Virtual 
private netWorks are used to ensure identities of businesses. 
This is particularly useful in those situations in Which 
dynamic address allocation, such as Dynamic Host Control 
Protocol (DHCP), is used to dynamically de?ne IP addresses 
for users, and thus, the identi?cation of exact addresses for 
a particular user becomes problematic. 

[0032] A VPN is established via a business by building 
connections betWeen ?reWalls. End points in the ?reWalls 
are identi?ed by certi?cates. By using these certi?cates, 
certi?cate de?nitions can be mapped to locally administered 
addresses. Most ?reWalls use Network Address Translation 
(NAT) to separate internal addresses from external 
addresses. This alloWs a user community to hide their 
addresses from the internet. It also alloWs multiple users to 
use a single external IP address. In the example of FIG. 3, 
a ?reWall 304 at 395.389 contacts a ?reWall 306 at 
77.152134 During an Initial Key Exchange (IKE), the 
destination ?reWall 306 inspects a certi?cate (e.g., Certi? 
cate 1) 308 associated With ?reWall 304. The destination 
?reWall associates this particular VPN With a particular 
certi?cate. 

[0033] When the user accesses the server, it goes through 
the VPN to the server. At the destination ?reWall, a table 310 
is consulted. The table is located, for instance, in the ?reWall 
and identi?es the certi?cate of the VPN and associates the 
request to a particular IP address. The server can also consult 
the table to determine the business associated With the IP 
address (e.g., 192168.101). When the broWser makes the 
request, it passes a user identity 312 (e.g., user id certi?cate) 
over the VPN. When the request reaches the server, it comes 
across the IP address de?ned by the VPN. For instance, the 
original IP address of the broWser is 32.5.1604, but to the 
server, it appears that the IP address is 192.168.101 Thus, 
the user’s identity includes the user information (312) and 
the IP address associated With Certi?cate 1. 

[0034] As a further example, multiple certi?cates may be 
used to create a user’s identity. One of the certi?cates is 
under the user’s control, While another is not. This is further 
described With reference to FIG. 4. In this example, the user 
is separated from the actual machine that is running the 
broWser. Instead, the user employs a smart card reader or 
similar device to identify the user. AbroWser 400 is running 
on broWser hardWare 402, such as an operating system. 
Associated With the hardWare is a hardWare certi?cate 404 
that is outside of the user’s control (e.g., in a cache inac 
cessible to the user). The user provides the hardWare With a 
digital certi?cate, or key from the smart card 406. The 
broWser hardWare uses both certi?cates in sending a request 
408 to a server 410. Thus, the user’s identity includes 
information from the hardWare certi?cate out of the user’s 
control, as Well as information from the smart card, such as 
a digital certi?cate, Which is in the user’s control. 

[0035] The above implementation is useful, for instance, 
When Workstations are statically placed (physically located) 
Within a business or organiZation unit, and addresses users 
Which are mobile, using a Workstation or mobile device 
Which contains digital certi?cates Which are not directly 
accessible by the user of the mobile device, and a smart card 
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or similar device Which is Within the user’s scope of control. 
For example, if a user has the smart card Which includes a 
digital certi?cate and key material, an access device, such as 
a mobile computer, the digital certi?cate contained Within 
the smart card or resident on the mobile device forms one 
portion of an identity, Which is valid to access a corporate 
server. 

[0036] The digital certi?cate tied to the hardWare, Which 
forms the second portion of a valid identity, is not directly 
accessible by the user. The process responds to an identity 
that is tied to the combination of certi?cates. Businesses 
With employees Who have roaming certi?cates could use this 
implementation to ensure that those certi?cates are only 
used from speci?c machines regardless of IP addressing 
assigned to the hardWare via DHCP. This Would prevent a 
user from using the smart card or mobile device to access 
secure information (e.g., business data or business applica 
tions) from a remote location, such as their place of resi 
dence. This is particularly useful to businesses that require 
physical security in addition to user identi?cation, such as in 
the healthcare industry. 

[0037] In yet another implementation, location can play a 
part in identifying the user, and the user’s location is 
provided by a third party. Thus, multiple parties Work 
together to certify the location and identity of a user. With 
this implementation, a third party is responsible for identi 
fying the location of the user and provides this information 
to the service provider, as described With reference to FIG. 
5. 

[0038] In FIG. 5, a Wireless device 500, such as a cell 
phone, uses a third party provider 502 to access a server 504. 
The third party provides triangulation information 506 to the 
server, along With a user’s request and identity information 
508 provided by the user. The location information is 
certi?ed by the provider and attached to the request Without 
the user’s intervention. This Would be valuable for mobile 
users Whose geophysical location facilitates in determining 
identity. 

[0039] In a further implementation, the third party is an 
access device, in Which the third party portion of the identity 
is part of the device itself (e.g., burned in at point of 
manufacture). Examples of such devices include mobile 
computers, PDAs, etc. In this implementation, the identity is 
based on an access portal. 

[0040] As described above, a user’s identity is de?ned 
based on at least tWo pieces, one provided by a user, STEP 
600 (FIG. 6) and one provided by a third party, STEP 602. 
Provided by a user indicates that the user provides the 
information or it is under at least some control of the user 
(e.g., accessible to the user). The information provided by 
the user can include many types of information, including, 
but not limited to, user ID, passWord, digital certi?cates or 
some other challenge response mechanism. Provided by a 
third party indicates that it is out of the control of the user 
(e.g., inaccessible to the user). It can be created by or for the 
third party, or otherWise available to the third party. 

[0041] The identity can be used as a component of an 
authentication or access control mechanism for processes to 

determine, for instance, in What capacity or context a 
particular user is contacting the process. For example, the 
process can determine Whether it is being contacted by the 
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user as a private entity (e.g., an entity, such as an individual, 
not associated With the organization using or oWning the 
server; a non-employee; non-contractor; non-Worker; etc.) 
or as an entity that is associated With or has a relationship 
With the organization oWning or using the process (e.g., an 
employee, contractor, Worker, business affiliate, etc.). One 
example of the manner in Which this determination is made 
is described With reference to FIG. 7. 

[0042] Initially, the user’s information is obtained, STEP 
700. As examples, this includes information entered by a 
user on a broWser or information retrieved from a user’s 

certi?cate. Additionally, third party information is obtained, 
STEP 702. This information can be obtained from, for 
instance, an IP address, a machine certi?cate, a location 
header, etc. 

[0043] Thereafter, a determination is made as to Whether 
the third party information is recogniZable by the process, 
INQUIRY 704. That is, is the IP address recogniZed by the 
process as one that it has issued or has some control over. If 
so, then the user information and the third party information 
is used as the identity, STEP 706. This identity is used as an 
index into a database to retrieve one or more attributes 

regarding the user, STEP 708. 

[0044] If, on the other hand, the third party information is 
not recogniZable, INQUIRY 704, then the base user infor 
mation is used as the identity, STEP 710, to obtain one or 
more attributes regarding the user, STEP 708. 

[0045] In one example, to obtain the attributes, the identity 
is used as an index into a database, such as an LDAP 
database. The LDAP database is shared by multiple orga 
niZations in one or more companies, Which have established 
a business relationship. In particular, the identity is a dis 
tinguished name that points to a record having attributes 
associated With that particular name. That record does not 
include attributes not relevant to that name. For instance, an 
identity that identi?es a user, User A, being employed by 
Company X Would not have access to information for User 
A being employed by Company Y. The public information 
for the user resides in the attributes associated With the 
user’s LDAP Distinguished Name, Which may include pub 
lic permission information. This information is maintained 
in the LDAP directory database Which is available to the 
business partners, and thus, the scope of public information 
is information Which may be accessed only by the business 
partners. More detailed, or sensitive user privileges, access 
rights, etc. may be derived from the user’s LDAP DN, Which 
are not visible outside of the administrative or organiZational 
domain of a given business unit. The more privileged 
permissions are associated With the derived distinguished 
name (i.e., the multi-portion identity) maintained by the 
registry. 

[0046] The records need not all be in one database, but can 
be included in multiple databases. These records need not be 
logically linked or chained, since one identity need not knoW 
about the other identities associated With a given distin 
guished name. Aparticular identity identi?es Who the user is 
as far as a particular entity is concerned (e.g., as a private 
individual, as an employee of a speci?c company, etc.). 
Further, a derived identity may de?ne a user in the context 
of Where the user is physically located. The process (e.g., 
server application, netWork accessible entity, ?reWall, 
router, etc.) uses the attributes retrieved from a database or 
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similar registry to determine a context or capacity that the 
user is accessing the process (e.g., as a private individual, as 
an employee, etc.). 

[0047] Advantageously, the identi?cation capability of 
one or more aspects of the present invention provides a more 
secure identity. For instance, information regarding a user in 
a particular context is only available to those of that context. 
Also, in the case of part of the information being based on 
location, the identity prevents certain actions from being 
taken unless in a particular location. 

[0048] As a speci?c example, the identi?cation capability 
of one or more aspects of the present invention renders user 
identities stolen from physically secured locations as use 
less. Users are identi?ed as valid only When occurring Within 
a certain address context. This is valuable in many indus 
tries, including, for instance, the health care industry, home 
banking, ?nancial banking, e-commerce, etc. 

[0049] Advantageously, the identi?er is usable in qualify 
ing the organiZational, administrative and/or geographic 
boundary that the user is a part of in the environment. 

[0050] Although various embodiments are described 
above, these are only examples. For instance, although 
examples of netWork environments are described herein, 
other environments may incorporate and use one or more 
aspects of the present invention. Further variations are 
possible. For instance, in the above example that describes 
the virtual private netWork, multiple ?reWalls can be 
employed. The depiction of tWo ?reWalls is only one 
example. Yet further, although the example described herein 
is for a multi-organiZational environment, this is only one 
example. One or more aspects of the present invention can 
be used for environments other than multi-organiZational 
environments. Further, although various of the examples are 
described With reference to a server, these are only 
examples. Other processes, such as applications, netWork 
entities, routers, ?reWalls, etc., may bene?t from one or 
more aspects of the present invention. 

[0051] One or more aspects of the present invention can be 
implemented in softWare, ?rmWare, hardWare or some com 
bination thereof. 

[0052] The present invention can be included in an article 
of manufacture (e.g., one or more computer program prod 
ucts) having, for instance, computer usable media. The 
media has embodied therein, for instance, computer readable 
program code means for providing and facilitating the 
capabilities of the present invention. The article of manu 
facture can be included as a part of a computer system or 
sold separately. 

[0053] Additionally, at least one program storage device 
readable by a machine embodying at least one program of 
instructions executable by the machine to perform the capa 
bilities of the present invention can be provided. 

[0054] The How diagrams depicted herein are just 
examples. There may be many variations to these diagrams 
or the steps (or operations) described therein Without depart 
ing from the spirit of the invention. For instance, the steps 
may be performed in a differing order, or steps may be 
added, deleted or modi?ed. All of these variations are 
considered a part of the claimed invention. 
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[0055] Although preferred embodiments have been 
depicted and described in detail herein, it Will be apparent to 
those skilled in the relevant art that various modi?cations, 
additions, substitutions and the like can be made Without 
departing from the spirit of the invention and these are 
therefore considered to be Within the scope of the invention 
as de?ned in the following claims. 

What is claimed is: 
1. A method of creating identi?ers of users of netWork 

environments, said method comprising: 

providing a portion of an identi?er, said portion being 
provided by a user of a netWork environment; and 

providing another portion of the identi?er, said another 
portion being provided by a third party, and Wherein the 
identi?er is usable in identifying the user of the net 
Work environment. 

2. The method of claim 1, Wherein the identi?er is usable 
in identifying a context in Which the user is using the 
netWork environment. 

3. The method of claim 1, further comprising using the 
identi?er, by a process, to determine a context in Which the 
user is accessing the process. 

4. The method of claim 3, Wherein the using comprises 
determining Whether the another portion of the identi?er is 
recogniZable by the process, Wherein a result of the deter 
mining indicates the context. 

5. The method of claim 4, Wherein recogniZation by the 
process of the another portion of the identi?er indicates a 
relationship betWeen the user and an organiZation using the 
process. 

6. The method of claim 4, Wherein non-recognition of the 
another portion of the identi?er indicates the user is access 
ing the process as a private entity. 

7. The method of claim 1, further comprising using the 
identi?er to obtain one or more attributes of the user. 

8. The method of claim 7, Wherein the one or more 
attributes include business affiliation of the user. 

9. The method of claim 1, Wherein the third party is a 
business. 

10. The method of claim 1, Wherein the third party is a 
service provider. 

11. The method of claim 10, Wherein the service provider 
comprises an internet service provider. 

12. The method of claim 10, Wherein the service provider 
comprises a Wireless service provider. 

13. The method of claim 1, Wherein the third party is an 
access device. 

14. The method of claim 1, Wherein the another portion 
comprises location information. 

15. The method of claim 1, Wherein the another portion 
comprises information from a hardWare certi?cate. 

16. The method of claim 1, Wherein the another portion 
comprises information from a certi?cate associated With a 
virtual private netWork. 

17. The method of claim 1, Wherein the netWork envi 
ronment is a multi-organiZational environment. 

18. A system of creating identi?ers of users of netWork 
environments, said system comprising: 

means for providing a portion of an identi?er, said portion 
being provided by a user of a netWork environment; 
and 
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means for providing another portion of the identi?er, said 
another portion being provided by a third party, and 
Wherein the identi?er is usable in identifying the user of 
the netWork environment. 

19. The system of claim 18, Wherein the identi?er is 
usable in identifying a context in Which the user is using the 
netWork environment. 

20. The system of claim 18, further comprising means for 
using the identi?er, by a process, to determine a context in 
Which the user is accessing the process. 

21. The system of claim 20, Wherein the means for using 
comprises means for determining Whether the another por 
tion of the identi?er is recogniZable by the process, Wherein 
a result of the determining indicates the context. 

22. The system of claim 21, Wherein recogniZation by the 
process of the another portion of the identi?er indicates a 
relationship betWeen the user and an organiZation using the 
process. 

23. The system of claim 21, Wherein non-recognition of 
the another portion of the identi?er indicates the user is 
accessing the process as a private entity. 

24. The system of claim 18, further comprising means for 
using the identi?er to obtain one or more attributes of the 
user. 

25. A system of facilitating identi?cation of users of 
netWork environments, said system comprising: 

a communications unit to use an identi?er to identify a 

user of the netWork environment, Wherein the identi?er 
comprises a portion of the identi?er being provided by 
a user of the netWork environment and another portion 
of the identi?er being provided by a third party. 

26. At least one program storage device readable by a 
machine embodying at least one program of instructions 
executable by the machine to perform a method of creating 
identi?ers of users of netWork environments, said method 
comprising: 

providing a portion of an identi?er, said portion being 
provided by a user of a netWork environment; and 

providing another portion of the identi?er, said another 
portion being provided by a third party, and Wherein the 
identi?er is usable in identifying the user of the net 
Work environment. 

27. The at least one program storage device of claim 26, 
Wherein the identi?er is usable in identifying a context in 
Which the user is using the netWork environment. 

28. The at least one program storage device of claim 26, 
Wherein said method further comprises using the identi?er, 
by a process, to determine a context in Which the user is 
accessing the process. 

29. The at least one program storage device of claim 28, 
Wherein the using comprises determining Whether the 
another portion of the identi?er is recogniZable by the 
process, Wherein a result of the determining indicates the 
context. 

30. The at least one program storage device of claim 29, 
Wherein recogniZation by the process of the another portion 
of the identi?er indicates a relationship betWeen the user and 
an organiZation using the process. 

31. The at least one program storage device of claim 26, 
further comprising using the identi?er to obtain one or more 
attributes of the user. 


