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(57) ABSTRACT 

Methods and apparatus are described Which provide secure 
interactive communication of text and image information 
betWeen a central server computer and one or more client 

computers located at remote sites for the purpose of storing 
and retrieving ?les describing and identifying unique prod 
ucts, services, or individuals. A feature of the system is the 
ability to associate an identi?cation image With a plurality of 
accounts, transactions, or records and identify a user not 
physically present at the client computer. Textual informa 
tion and image data from one or more of the remote sites are 
stored separately at the location of the central server com 
puter, requests for information are entered from remote 
terminals, the system being able to respond to multiple user 
requests simultaneously, and the information requested is 
recalled and downloaded for revieW to be displayed at the 
remote site. 
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SECURE INTERACTIVE DIGITAL SYSTEM FOR 
DISPLAYING ITEMS TO A USER IDENTIFIED AS 
HAVING PERMISSION TO ACCESS THE SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This is a continuation-in-part of application Ser. 
No. 08/205,885, ?led Mar. 3, 1994; noW abandoned; Ser. 
No. 08/393,493, ?led Feb. 24, 1995; Ser. No. 08/410,318, 
?led Mar. 24, 1995; noW abandoned; Ser. No. 08/453,393, 
?led May 30, 1995, issuing Oct. 26, 1999 as US. Pat. No. 
5,973,731; Ser. No. 09/020,456, ?led Feb. 9, 1998, and Ser. 
No. 09/687,131, ?led Oct. 13, 2000, the disclosures of Which 
are hereby speci?cally incorporated herein by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates generally to interac 
tive secure identi?cation transaction systems for storing, 
retrieving, and displaying text and data compressed image 
?les and communicating same betWeen a centraliZed server 
computer and a plurality of client data terminals located at 
remote sites, for the purposes of displaying items to a 
requester, possibly not physically located at the remote 
terminal, only after verifying that the requester is authoriZed 
to vieW the items. 

BACKGROUND OF THE INVENTION 

[0003] Various systems have been proposed for accessing 
text and image information associated With catalog type 
sales, Wherein each listed item is advertised in terms of 
desired quantities, qualities, and so forth. Updates to such 
_systems are done on an occasional or seasonal basis, as neW 
products are added or older products are removed. While 
some searching of the database may be possible, it generally 
is limited to the different styles, colors, etc. of products 
manufactured in large quantities. 

[0004] Systems also exist Which support the sale of unique 
products or items, such as trucks having particular equip 
ment, or persons having particular characteristics. One 
example of a system of this type is disclosed in Bijnagte 
(US. Pat. No. 5,235,680), Wherein the product is real estate. 
The system_architecture of Bijnagte is limited to that of the 
host-terminal, hoWever, and all transactions, including pic 
ture scanning, are performed on an on-line, interactive basis. 
Images are limited to 8-bit color and a maximum of sixteen 
in number, and are further limited in siZe to dimensions in 
pixels of 128x100 (approximately 1A screen at relatively loW 
resolution), and data compression is limited to approxi 
mately 2:1, Which is characteristic of “loss-free” compres 
sion in Which there is no actual reduction in the amount of 
data. In addition, only limited means are included to prevent 
unauthoriZed access or modi?cation of records. 

[0005] Another related information system is disclosed by 
Sibley, Jr. (US. Pat. No. 4,677,552), in Which commodity 
market bids are conveyed betWeen remote terminal sites by 
Way of local trade exchanges and satellite communication 
links. By their very nature, such products are not unique, and 
Would not bene?t from the use of image information. 

[0006] Many identi?cation systems are described in the 
art, and the methodologies of these approaches cover a Wide 
range of techniques. In some cases, a photograph of a subject 
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or his ?ngerprint pattern is af?xed to an identi?cation card, 
usually as part of a tamper-resistant assembly. In other 
approaches, various methods are employed for storing 
image or passWord information in a magnetic stripe or in an 
optically encoded image or pattern that is physically part of 
the identi?cation card. Still other approaches utiliZe a “smart 
card” having its oWn semiconductor memory and/or micro 
processor capability for information storage. Each of these 
techniques is effective for speci?c applications, but in each 
case the security carries a high cost, either in expense for the 
materials involved, the complexity of the assembly process 
for the identi?cation card, or the repetitive cost of applying 
the method to a plurality of individual identi?cation cards 
utiliZed for different circumstances. In addition, since a 
major part of the identi?cation information is carried in the 
physical identi?cation card itself, it is subject to tampering, 
alteration, or replication if it falls under the control of an 
unauthoriZed user. 

[0007] Accordingly, there is alWays a need for improve 
ments in secure identi?cation systems, such as Where a seller 
can communicate unique and or other proprietary business 
information only to buyers Who are con?rmed as being 
authoriZed to vieW the information. Preferably, the system is 
interactive and the user may be identi?ed even if not 
physically present at the seller’s transaction terminal. 

[0008] An object of this invention is provision of a secure 
method and apparatus for transacting business betWeen one 
or more buyers, simultaneously, at respective transaction 
terminals remote to and in communication With the seller’s 
central server computer. 

[0009] Advantageously, such a system Would enable prod 
ucts and services to be made available to requesters, such as 
in a “home-shopping” environment, or subscribers, such as 
consumers Who pay for access to seller information, or 
bidders, such as in on-line buying-selling transactions. In 
addition, the system Would provide for the control and 
management of data records and images representing items 
for sale or for reference use, including the ability to update 
or modify records already entered, using special computer 
softWare to provide controlled access to these data records. 

SUMMARY OF THE INVENTION 

[0010] The present invention provides a method of storing 
and retrieving information relating to unique products, ser 
vices and/or individuals. The invention utiliZes a client/ 
server architecture applied to a central relational database, 
using advanced image data compression to provide realistic 
image rendition and rapid communication response time. In 
addition, image capture is performed on a non-interactive 
basis insofar as the central database server, so as to minimiZe 
server participation and communication costs. 

[0011] All text and image data is processed Within respec 
tive remote client computers, permitting the central rela 
tional database to be rapidly updated in a single series of 
transactions. In one aspect, batch uploading is used. The 
remote computer may maintain its oWn local database, 
hoWever, so that images and text may be uploaded to the 
central computer on a selective basis, and added to the 
central relational database or included in listings published 
in videocassettes, optical or magneto-optical discs of any 
format, or other popular consumer distribution formats, in 
accordance With US. Pat. 5,973,731 and pending patent 
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application Ser. No. 08/393,493, the speci?cations of Which 
are hereby incorporated herein by reference. Images may be 
stored as individual ?les or as “pages” Within an image 
compilation ?le. All records and communications are pro 
tected by security measures such as log-on veri?cation, 
“Caller ID”, or data encryption (Whether hardWare based or 
softWare based), so as to restrict access or modi?cation of 
records to the “oWners” of the individual records. 

[0012] The system may make advantageous use of differ 
ent image data compression formats for the various users 
and sources. In one embodiment, a ?rst format may be used 
for the locally stored images, a second format may be used 
for images transmitted from a remote site to the central 
computer database, and a third format may be used for 
images transmitted from the central computer database to a 
remote site. As such, locally stored images could not be 
transmitted or transferred by magnetic disc or other media to 
any other remote site unless routed through the central 
computer, at Which time the images are reformatted and 
retransmitted. 

[0013] An additional feature is the inclusion of provisions 
for electronic messaging, With or Without association to 
particular ?les. For eXample, a customer could register a bid 
on a listed product, or a customer searching for a particular 
product not listed in the database could leave a message so 
that another customer considering the possibility of a sale 
might respond to that request. Furthermore, such bidding 
may be carried out on a live or an interactive basis, facili 
tating an on-line auction. Alternatively, electronic messag 
ing may be directed toWards individuals listed in the data 
base, or those customers Who might Wish to contact other 
customers on a con?dential basis. 

[0014] A further feature is the inclusion of provisions to 
implement a hardWare security key (commonly referred to 
as a “dongle”) in Which security information is included. 
Such security information may include passWords, data 
base_connection information, control of available program 
features speci?c to a particular client, or other suitable 
information. 

[0015] Although in one embodiment the system uses a 
single, central computer site in conjunction With a plurality 
of remote computer sites, it may be advantageous to orga 
niZe the central computer system as a netWork of regional 
computers, each servicing a subset area of a particular 
remote computer site. These regional computers Would be 
connected through dedicated communication links, to 
reduce local telephone call costs and for redundancy in case 
of natural disasters or accidents. 

[0016] Further, the present invention overcomes the limi 
tations of the identi?cation systems of the prior art by 
utiliZing a separate, centraliZed database to store data 
compressed images of the subject individuals or items, and 
subsequently doWnloading the data-compressed images to 
local data terminals, on demand, at the time of the identi 
?cation event or transaction. Because the image information 
is not stored Within a user’s identi?cation card itself, it is not 
subject to alteration or replication by an unauthoriZed user, 
and the use of encryption techniques makes the image 
information useless if the data signals are intercepted. In 
addition, a plurality of identi?cation cards or customer 
accounts may be associated With a single image, as, for 
eXample, all of the credit cards oWned by a single individual, 
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or the separate checking and savings accounts for an indi 
vidual. In the case of a credit card, images for both a husband 
and a Wife could be associated With an individual card or a 
plurality of cards; similarly, an image for a child having 
authoriZation to use a card could be associated With that 
card, and, if desired, could be assigned a different credit 
limit. The images may include a copy of the authoriZed 
signature, or the signature may be provided as a separate 
image ?le, Which then could be used by the transaction 
terminal to compare to a scanned image of the signature on 
the authoriZation slip or the input of a “pen” computer or 
pressure-sensitive pad. Additional information, such as the 
Social Security Number or the mother’s maiden name for 
the cardholder may be used to augment these security 
measures. 

[0017] In cases in Which a user is to be identi?ed although 
he or she is not physically present at the transaction terminal, 
as, for eXample, When products are ordered by telephone 
using a credit card, the terminal operator Would be able to 
accomplish a partial identi?cation by using the image to 
compare the physical appearance in the image to the details 
supplied by the customer in response to operator questions. 
Alternatively, the customer could choose a distinctive image 
(serving as a “token”), such as a corporate logo or a picture 
of an animal or an item having special signi?cance as his 
con?rmation symbol, and the operator Would eXpect the 
customer to validate his order by describing his con?rmation 
symbol. As a further veri?cation, the customer could be 
required to key in a personal identi?cation number (“PIN”) 
using his telephone key-pad, Which then could be compared 
to the number stored in the central database for each credit 
card; in an alternative embodiment, this PIN number could 
serve as the decryption key for the image ?le presented to 
the operator. In the future, When videophones and the like 
become available generally, it Will be possible to perform 
this identi?cation process visually; in addition, the use of 
“pen” computer units Would alloW a customer to transmit his 
authoriZation signature directly to the transaction terminal. 
Many alternative methods of conveying unique identi?ca 
tion information, such as security keys, special identi?cation 
card scanners, etc. are Well knoWn in the art. 

[0018] As image recognition systems become more reli 
able, many of these visual identi?cation steps may be 
automated. In this case, it Will be desirable to provide video 
camera facilities at the transaction terminals, so that the 
image of the purchaser may be captured at the time of the 
transaction. If desired, such an image could be uploaded to 
the transaction computer to provide a record of the identity 
of the purchaser in a particular transaction. Other images, 
such as (but not limited to) physical characteristics, ?nger 
prints, signatures, “tokens”, and so on, also may serve to 
memorialiZe the transaction and/or the identities of the 
participants. 

[0019] In actual implementation, the image information 
may be relayed to the transaction terminal through a central 
transaction computer, such as those utiliZed by current credit 
card clearing houses. As an alternative, the image database 
computer could serve as the gateWay to the central transac 
tion computer, by relaying the ?nancial information to the 
central transaction computer. In this case, it Would be 
someWhat less complicated to maintain a record of the 
image of the purchaser, as this image database computer 
Would be optimiZed for image handling and storage. 
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[0020] At the remote transaction terminal location, it 
Would be advantageous to integrate the video display capa 
bilities into a single unit Which also provided the data-input 
and cash-register facilities. Where this is not feasible, an 
analogous data-communications path Would be utiliZed, 
With a separate video display unit situated at the transaction 
terminal location. 

[0021] In some applications, it may be desirable to provide 
a local image database, as, for eXample, of regular customers 
at a particular retail store. Although this reduces the level of 
security available, it Would speed communications and 
decrease the on-line time for the centraliZed computer 
database. In addition, it Would alloW veri?cation of the 
identity of the customer, Without the need to communicate 
With the central database computer. Furthermore, a local 
database may provide additional data management capabili 
ties, even if not all of the information related to the item 
resides Within the local database: for eXample, the local 
database may store an encrypted image, While the decryp 
tion key is provided from the central database. 

[0022] When implemented in a typical sales operation, 
image records representing the individual products option 
ally may be stored in a local database, such that as a product 
price tag is scanned at the check-out register, an image of the 
product is relayed from the database computer to the check 
out register transaction terminal so that the identi?cation of 
the product may be veri?ed by visual comparison With the 
image displayed on the transaction terminal, thereby con 
?rming the accuracy of the scan and preventing a customer 
from placing the price tag of a less expensive product on a 
more expensive product that the customer Wishes to pur 
chase. 

[0023] In a banking environment, an image of the cus 
tomer at an ATM terminal could be compared to a doWn 
loaded image to verify the identity of the customer. Several 
systems for automatic image recognition are presently avail 
able, With recognition rates varying from 95% to over 99%, 
depending on the strictness of the comparison. For in-person 
banking transactions, images of the subject person may be 
maintained in a local database, optionally storing these 
images in encrypted form, With the decryption key doWn 
loaded from the central database; this Would enable a teller 
to verify the identity of a banking customer, by making the 
image of that customer available on the transaction terminal 
screen. In addition, an image may be taken of the subject 
person(s) and/or their signature(s), ?ngerprint(s), or 
“token(s)” at the time of the transaction, and associated With 
the transaction, in order to memorialiZe the participants in 
the event; this image may be uploaded to the central data 
base computer and optionally stored in a separate transaction 
database. 

[0024] In a business environment, any type of legal docu 
ment, such as a contract, may be secured by associating the 
document With a particular identifying image, much in the 
same Way as Notary Public procedures are employed today. 
Images of the principals may be deposited in a special image 
archive facility, for later retrieval in the event of any dispute. 

[0025] Transactions Which do not involve a ?nancial ele 
ment may make advantageous use of the system as Well. In 
a laW-enforcement environment, a police of?cer that has 
stopped a suspect vehicle could doWnload an identi?cation 
picture of the registered oWner before approaching the 

Dec. 9, 2004 

vehicle, thereby giving him the advantage of knoWing in 
advance the physical appearance of the presumed driver. For 
subjects taken into custody, the identifying image Would 
alloW rapid identi?cation of the individual, and Would 
inhibit accidental release of a detainee due to errors in 
identi?cation. For Immigration Department officials, doWn 
loaded images Would alloW veri?cation of the identity of 
subjects presenting passport credentials. 

[0026] The original identi?cation images Would be 
entered from a banking institution or a retail site of the entity 
issuing the identi?cation card. After the subject image has 
been captured, using a still video camera, a motion video 
camera, or a scanned photograph, the image is data-com 
pressed, encrypted, and transmitted to the central image 
database. Once it has been included in the image database, 
the image for a particular subject may be associated With as 
many different identi?cation cards, credit cards, or customer 
accounts as desired, and made available to any number of 
transaction computers, Which may be representative of a 
plurality of independent transaction systems. Preferably, a 
scanned image of the signature of the subject Would be 
included, and associated With the subject image ?le, along 
With any other identi?cation data, such as the Social Security 
Number or a special passWord. 

[0027] In an alternative embodiment, the identi?cation 
image may be stored in encrypted form Within the identi? 
cation card, With the decryption key provided from the 
central database computer at the time of the transaction. 

[0028] In a further alternative embodiment, a portion of 
the image may be stored Within the identi?cation card, With 
the remaining portion provided from the central database 
computer. Either or both portions may be in encrypted form, 
With decryption key or keys supplied from either the iden 
ti?cation card, or a local computer, or the central database 
computer, or any combination of these options. One possible 
embodiment Would provide the decryption key for the local 
portion from the central database computer, and the decryp 
tion key for the portion provided by the central database 
computer from the local source identi?cation card. 

[0029] In yet another alternative embodiment, the image 
may be stored on the central database computer in encrypted 
form, While the identi?cation card provides the decryption 
key. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0030] FIG. 1 is a block diagram depicting the hardWare 
components for uploading image identi?cation information 
in the preferred embodiment; 
[0031] FIG. 2 is a block diagram depicting the hardWare 
components for doWnloading image identi?cation informa 
tion in the preferred embodiment; 

[0032] FIG. 3 is a block diagram depicting one possible 
scheme for managing the various formats of image data 
compression utiliZed for local data security and for the 
control of the transmission of images betWeen remote sites; 

[0033] FIG. 4 shoWs one possible layout of a screen 
display for an item listing, suitable for conventional televi 
sion display units or for video recording; 

[0034] FIG. 5 shoWs an alternative layout of a screen 
display for an item listing, suitable for data entry or for the 
display of database scan results, in this case customiZed for 
truck advertising; 
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[0035] FIG. 6 shows a further alternative layout of a 
screen display for an item listing, suitable for data entry or 
for database scan results, in this case customized for real 
estate; and 

[0036] FIG. 7 shoWs yet another alternative layout of a 
screen display for an item listing, suitable for data entry or 
for the display of database scan results, in this case custom 
iZed for use With records describing individuals. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0037] The present invention takes advantage of computer 
networking, computer-based communication, client-server 
architecture, and relational databases in order to implement 
a neW and unique system for secure identi?cation and 
communication. Background information is available 
through the Bijnagte (US. Pat. No. 5,235,680) and Sibley, 
Jr. (US. Pat. No. 4,677,552) references, and also through 
descriptions of computer netWork operating systems (such 
as Novell NetWare, UNIX, or Microsoft WindoWs NT 
Server), for communications protocols (such as TCP/IP or 
IPX), or for communications links (X.25, ATM, ISDN, or 
T1/T3 lines). 

[0038] For the purpose of this disclosure, it should be 
understood that the term “item” is intended to refer to any 
product (neW or used), any service, or any person to be listed 
Within the database of this invention, and for Which or Whom 
image information is available for display based on a 
speci?c request. Broadly, the system may be used in con 
junction With marketing activities, such as advertising the 
availability for sale of automobiles, trucks, heavy equip 
ment, vehicle parts, or real estate, or even regarding char 
acteristics of individuals (though not limited thereto), 
Wherein teXt and image information ?les are stored in and 
retrieved from a relational database and an image database, 
respectively, and Wherein a client computer site may convey 
bidding or other information related to such products to a 
central server computer. 

[0039] In creating a database for such items, it is ?rst 
necessary to determine the various characteristics by Which 
the individual items Will be searched or sorted. For products, 
this could include characteristics such as color, siZe, or style; 
for real estate, this could include location of the property or 
price range; and for people, the traits might include profes 
sional or career activities, medical or legal specialties, age or 
even physical attributes. When these factors have been 
identi?ed, a relational database may be created, by Which the 
various items or people may be sorted in accordance With 
one or more of the predetermined characteristics. 

[0040] Additionally, users (e.g., buyers, subscribers and 
the like) Who are not physically present at a transaction 
terminal that is remote to the central server computer can be 
identi?ed by a salesperson or agent of the seller and a 
transaction authoriZed by comparison of an image selected 
by the user (e.g., a “token” having personal signi?cance 
knoWn only to the user) With a pre-eXisting image of the 
token previously entered into the central database. The 
“token” image need not have any visible connection to the 
user being identi?ed for a transaction; for eXample, the 
image could be a picture of the family pet, a corporate logo, 
teXtural information, or some kind of geometric pattern. 
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[0041] Another aspect of the secure identi?cation system 
is the association of multiple images (as, for example, in the 
case of a husband and a Wife, or parents and children) With 
a single record, or of multiple accounts, ID cards, or PIN 
numbers With an individual image or multiple images. In 
practice, an association may be established betWeen any 
number of images having some de?ned relationship With 
each other and any number of data records having some 
de?ned relationship With the images. 

[0042] Turning noW to the draWings, FIG. 1 shoWs the 
organiZational structure of a typical remotely located client 
computer forming part of a client/server system architecture 
in accordance With the invention. At the option of the system 
designers, a personal computer 2 maintains, on its disk 
storage facilities, a local database 4 of items or people to be 
listed Within the system. As these items, products, or people 
are identi?ed, the characteristics of each are entered into the 
local database, employing conventional user interfaces such 
as the keyboard and “mouse” (not shoWn) provided With the 
personal computer. 

[0043] Image ?les related to these items are then associ 
ated With the items in the database record, using the pho 
tographic image scanner 6 or the digital still-video camera 8. 
Other possible sources could include analog, still or motion 
video sources 10, Which Would provide signals to be digi 
tiZed by a digitiZer-plug-in-board installed Within the PC 
(not shoWn), or digitiZed video signal materials provided 
from other sources. After the images have been input to the 
PC, they preferably are data-compressed for storage on the 
internal hard-disk provisions included With the PC, at the 
option of the system designers; this process is discussed in 
further detail beloW. 

[0044] For convenience, a printer 24 is provided to pre 
pare hard copies of the subject images, including associated 
images such as the scanned signature of the subject, With or 
Without additional teXt information. In addition, the printer 
may be used to provide a hard-copy record of any transac 
tion performed at the terminal. 

[0045] In many cases, the image of a particular item or 
individual may be deemed to be useful for local identi?ca 
tion, and the manager or “controller” of the item may choose 
to keep the item Within his local database rather than to list 
it on the central database, thereby providing information for 
local use or to decrease the duration of transactions by 
eliminating the need to doWnload the image of a subject. In 
this case, no further steps Will be required, as there is no 
communication With the central database computer. HoW 
ever, if the item is to be listed on the central database, the 
folloWing steps are executed. 

[0046] The client PC 2 is equipped With a modem 12 for 
data communication to the central database computer over 
telephone lines 14. Typically, this modem Will be capable of 
operation at least at 14.4 KBaud; hoWever, 56 KBaud or 
faster modems, connections utiliZing the Internet, dedicated 
communication links, ISDN (Integrated Services Digital 
NetWork), or DSL (Digital Subscriber Line) communication 
links may be implemented, With progressively higher per 
formance. This communication link 14 is connected via one 
of a plurality of available modems 16, or by appropriate 
communication link, to a netWork-remote-node communi 
cations server 20. HardWare to effect this type of commu 
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nications link at the communications server site is readily 
available from manufacturers such as Digi International or 
USRobotics. 

[0047] As an alternative to modem 16, connection to this 
communications server may be achieved via a Wide-area 
netWork access provider, such as an Internet access 

provider, through appropriate netWork gateWay hardWare 
28. In such a case, the gateway communications link 29 may 
be implemented via ISDN or DSL lines, dedicated commu 
nications lines, T1/T3 service, or satellite links. In alterna 
tive implementations, the netWork gateWay hardWare and 
communication link may be implemented at a different point 
in the server site, such as in a device directly connected to 
the local netWork bus 50 (described herein beloW) or as 
interfaced directly to the database ?le server 30 (described 
herein beloW). Where a netWork of server sites is imple 
mented, this communication link, or a separate similar link 
(not shoWn), Would enable the various server sites to com 
municate With each other, or With other computer facilities 
outside of the netWork. In practice, a plurality of commu 
nications servers may be required at each site, depending on 
the capabilities of the communications server hardWare 20, 
the number of simultaneous active clients to be served, and 
the type of communication links established by the clients. 

[0048] Upon log-on by the client PC, the communications 
server 20 preferably ?rst authenticates the user by Way of 
knoWn security measures included in typical multiple-access 
computer systems, and optionally may also verify the Caller 
ID signal transmitted by the telephone system, as currently 
available in most communities throughout the United States. 
Alternatively, the communications link path may include a 
“security host” computer 18, such as the model ACM 400 
offered by Security Dynamics, interposed betWeen the 
modem 16 and the communications server 20. This com 
puter checks for the presence of a particular hardWare 
security key installed at the client PC, as further described 
beloW in reference to FIG. 3. Upon authentication, any 
updates in softWare optionally may be doWnloaded auto 
matically to the client PC. In some cases, it may be neces 
sary to check the client PC to con?rm the presence of certain 
hardWare, or to verify that a correct version of softWare is 
currently in use. This may be determined by Way of spe 
cialiZed systems management softWare available for many 
netWork operating systems, or by programming the client 
PC to automatically provide this information to the com 
munications server as part of the log-on procedure. 

[0049] The communications server 20 is connected to a 
local netWork bus 50, Which may be implemented using any 
of the many Well knoWn netWorking architectures, including 
Ethernet, Fast-Ethernet, or Token-Ring. Also connected to 
this netWork bus is the database ?le server 30, Which 
maintains the database records and manages the image 
storage processes. The database ?le server is equipped With 
a Random Array of Inexpensive Disks (RAID)-based mass 
storage system 32, Which holds all the data records in the 
central relational database 38. 

[0050] In addition, this server system includes a tape-drive 
back-up unit 34, and optionally may include provisions for 
an optical-disc “jukebox” unit 36 to extend data storage 
capabilities. NetWorks of this type are compatible With 
various operating systems, including UNIX, Novell Net 
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Ware, or Microsoft WindoWs NT-Server, although the sys 
tem selected should support access for multiple remote 
clients. 

[0051] Images associated With the relational database 38 
are stored on an image ?le server 40, also connected to the 
netWork bus 50. This ?le server is equipped With a RAID 
based mass-storage system 42, Which holds all the image 
records in the image database 48. In addition, the image ?le 
server 40 is equipped With a tape-drive back-up unit 44, 
Which optionally may include provisions for its oWn optical 
disc “jukebox” unit 46 to extend image storage capabilities. 

[0052] For data entry, the descriptive records for the 
speci?c items are stored in the relational database ?le server 
30, While the associated images are uploaded for storage on 
the image ?le server 40. In operation, the storage locations 
of the associated image ?les managed by the image ?le 
server are referenced by the database ?le server, and pro 
vided as requested by the client through the communications 
server 20. The actual images may be stored as “pages” 
Within an image compilation ?le, and may include one or 
more “thumbnail” or reduced-siZe images, Which may or 
may not be illustrative of particular full-siZe images, and 
Which may be transmitted quickly to give an over-vieW of 
the item. 

[0053] Alternatively, the images could be organiZed With 
a primary image ?le (With or Without an associated reduced 
siZe image) and one or more secondary image ?les contain 
ing multiple image pages, With or Without reduced-size 
images. In the latter situation, the user typically Would ?rst 
request the doWnload of the primary image ?le for an item, 
and then, if desired, Would have the option of also doWn 
loading one or more of the secondary image ?les, in order 
to obtain further information about that particular item. In 
the case, for example, of multiple images associated With a 
single identi?cation record (such as images of a spouse, or 
of children), the identi?cation card optionally may contain 
data Which directs the image server to retrieve a speci?c 
image or images from the set. In this Way, a single credit card 
account for Which separate cards have been issued to a 
spouse and tWo of the children Would, in the authentication 
process, result in the retrieval of the image that relates to the 
speci?c card. Therefore, the “spouse” card Would be asso 
ciated With the “spouse” image, While the “Child #2” card 
Would be associated With the “Child #2” image. As an 
alternative, a single image, for example, shoWing all of the 
children, could serve as the identi?cation image associated 
With the individual cards for each of the children. 

[0054] All data ?les and images ?les may be held in the 
active (RAM) memory, or off-loaded to the local hard-drive 
of the client PC, so that they may be revieWed and compared 
by the operator as desired, Without further communication 
activities. In client PCs having multi-tasking capabilities, the 
doWnloading process may continue as a background task, 
While the operator examines the material that has already 
been received and, as necessary, decrypted, as a foreground 
task. In this Way, the operator need not Wait until all of the 
data has been doWnloaded before beginning the examination 
of the materials transmitted. 

[0055] In a typical operation, the client Will provide (i.e., 
upload) information relating to speci?c items, Which are 
identi?ed and then stored by the database ?le server 30. 
Based on the items stored by the database ?le server 30, the 
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client then may request that selected images be uploaded to 
the image ?le server 40. The client may then request 
selected images to be doWnloaded from the image ?le server 
or descriptive information to be doWnloaded from the rela 
tional database or both. If the list has a small number of 
items, the user may choose to vieW all of them in some 
sequential manner; but if the number of items is large, the 
user may instead be prompted to select the item records to 
be retrieved, or to re?ne the search criteria further so as to 
be more selective. This technique alloWs each of the system 
components—communications server, relational database 
?le server, and image ?le server—to be optimiZed for its 
speci?c application. 

[0056] HoWever, depending on the particular application, 
database siZe, and communications traf?c, one or more of 
these functions may be combined, such that in some cases a 
single server system may provide all of the required func 
tions; this could include both the database ?le server func 
tion and also the image ?le server system, such that both 
kinds of data optionally may be stored in the same database, 
or even Within the same record. In other cases, multiple 
servers may be required for one or more of these functions, 
each of them connected to the local netWork bus 50. 

[0057] In one aspect, the descriptive records for the spe 
ci?c items, Which are stored in the relational database ?le 
server 30 may be independently retrieved While the associ 
ated images remain in the image ?le server 40. Likewise, 
images Which are stored in the image ?le server 40 may be 
independently retrieved While the associated descriptive 
records remain in the relational database ?le server 30. This 
is distinct from the prior parent Application, Wherein only 
both textual and image, or text alone, could be retrieved. 

[0058] It is anticipated that in some cases the client PC 
Will not have the required WindoWing capabilities, and Will 
only process textual information. In these cases, there Will 
be no uploading or doWnloading of images to that client, and 
all database services Will be con?ned to the relational 
database ?le server; hoWever, textural information (such as 
a description of a “token”) may be included, for upload and 
doWnload to text-based client PCs. In some applications, it 
may be necessary to control the access to the databases, so 
that clients may upload items for inclusion into the database, 
but doWnloading to clients is prohibited or restricted to 
speci?c clients (such as government authorities or police 
units) for reasons of security or privacy, as discussed herein 
beloW. 

[0059] The steps involved in an identi?cation event or 
transaction Will be understood With reference to FIG. 2. In 
many respects, the system architecture is equivalent to that 
of FIG. 1, except that the How of image ?le information 
generally is in the opposite direction. It Will be appreciated 
that many of the details of the data communications and 
system architecture Will function in identical Ways, and 
therefore the reader is referred to those discussions herein 
above. In a typical identi?cation event, a subject Will present 
an identi?cation card (ID. card) for veri?cation at the event 
site. The actual scanning device 106 may be implemented as 
a magnetic stripe reader, optical reader, or pattern recogni 
tion unit. This scanning device Will retrieve identi?cation 
information from this ID. card, Which is representative of 
the subject, and communicate it to the transaction terminal 
102. In practice, this unit may be as simple as a credit card 
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reader, or as complex as a PC, Which is part of a sophisti 
cated computer netWork. For the purpose of this discussion, 
the function of the transaction terminal Will be explained 
With the understanding that it is a remote client PC con 
nected to the central database server. 

[0060] The remote client PC 102 may be utiliZed as part of 
a product UPC-code scanner or optical character reader 
system that interprets product tags. As an option, a local 
database 104 may be maintained on this PC, such that When 
a particular product tag is scanned, an image of the correct 
product item is presented on the video display 124. In an 
alternative implementation, this database Would maintain 
identi?cation images of the subjects, such as images of 
regular customers at a bank or retail store. When any input 
of product information has been completed, the primary 
identi?cation event or transaction may be effected. In a 
banking environment, this could be part of a ?nancial 
transaction, such as an account deposit or WithdraWal; in a 
retail operation, this Would correspond to a credit card 
transaction or a payment for goods by check. When the ID. 
card is scanned, the information is communicated through 
the modem 112 to the telephone line or communications link 
114 and on to one of a plurality of modem units 116. As 
explained herein above, the system optionally may include 
a security host computer 118 interposed betWeen the modem 
116 and the communications server 120. 

[0061] The communications server 120 is connected to a 
local area netWork 150, typically implemented using one of 
several forms of Ethernet. Also connected to this netWork 
bus is a transaction ?le server 130, Which maintains a 
transaction database 138 containing information used to 
identify any veri?cation passWords and the storage locations 
of the associated image ?les. This transaction ?le server is 
equipped With a RAID-based disk storage unit 132 and a 
tape drive 134 for data back-up. As an option, this server 
also may be equipped With an optical-disc “jukebox”136 for 
additional storage capacity. 

[0062] Images associated With the relational database 138 
are stored on an image ?le server 140, also connected to the 
netWork bus 150. This ?le server is equipped With a RAID 
based mass-storage system 142, Which holds all the image 
records in the image database 148. In addition, the image 
server is equipped With a tape-drive back-up unit 144, Which 
optionally may include provisions for its oWn optical-disc 
jukebox unit 146 to extend image storage capabilities. 

[0063] In response to an identi?cation event or transac 
tion, the client PC Will doWnload information related to the 
subject, Which previously has been stored on the database 
?le server. In addition, the client then may doWnload 
selected images from the image ?le server, including both 
identi?cation images and also associated images, such as 
images of the signature of the subject. In an alternative 
embodiment, access to individual images may be restricted 
to speci?c clients; for example, one client may only be 
permitted to retrieve one or more identi?cation images, but 
not be authoriZed to retrieve some of the associated images, 
While another client may be authoriZed to retrieve all 
images. 

[0064] This technique alloWs a single server system to 
provide all of the required functions. In other cases, multiple 
servers may be required for one or more of these functions, 
each of them connected to the local netWork bus 150. In 
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addition, depending on the overall architecture of the sys 
tem, the various communication servers 20 and 120, and ?le 
servers 30, 40, 130, and 140, may be combined or separated 
as necessary to match the demands of the communication 
load, convenience, economy, or the like. 

[0065] FIG. 3 shoWs the inter-relationship betWeen the 
various ?le formats for images stored locally at client PCs, 
transmitted to or from the server image database, or trans 
mitted betWeen remote client sites. In FIG. 3, solid lines 
shoW compatible image ?le transmissions, and dashed lines 
shoW incompatible image ?le transmissions. 

[0066] Aclient PC, shoWn generally at 60, optionally may 
maintain a local database 62, Which includes image ?les 
associated With particular items. These ?les are encrypted by 
any of several available techniques, including commonly 
utiliZed formats for data encryption or by custom modi?ca 
tion or encryption of the ?le header information so as to link 
the ?les themselves With the passWord character sequence 
contained inside a hardWare security key. 

[0067] The security key is particular to each user. Such 
security key, Which may be a “dongle” or any other suitable 
security key as is Well knoWn in the art, includes information 
such as passWords, database connection information, or 
control of available program features speci?c to a particular 
client. The security key may contain some or all of the 
folloWing information as folloWs: local PC identi?cation, 
user name and passWord for access to the central computer 
database, information necessary to complete communication 
to the ?le servers. 

[0068] In typical usage, this hardWare key consists of a 
limited number of storage cells in an EEPROM, Which have 
been programmed With a unique sequence of characters. 
Only a computer having this particular security key attached 
to the parallel interface connector is able to decrypt the 
image ?les and reconstruct the image; this encrypted format 
is designated as the “L” or “Local” format for the purposes 
of this discussion. This security also may be used to control 
the permissions for access to the netWork server computers, 
to uniquely identify the client-PC station, or to provide 
information (possibly including dial-up telephone numbers 
or TCP/IP netWork address settings), Which may be needed 
to complete the communications path. 

[0069] In practice, the actual data compression methods 
employed could include the industry standard JPEG format, 
Lead Technologies “cmp” format, Iterated Systems “fractal 
compression”, “Wavelet compression”, or other proprietary 
or commercially available techniques. Compression ratios 
on the order of 30:1 or more preferably are employed, 
thereby producing image ?les of approximately 10 KBytes 
or smaller in siZe. It Would be particularly advantageous to 
utiliZe a compression technique Which is resolution-inde 
pendent (such as fractal compression) Which produces very 
compact image data ?les that may be re-siZed to match the 
video display interface hardWare in the client PC. In addi 
tion, selected image ?les 64 to be uploaded to the image ?le 
server and designated as “T” or “Transmitted” format are 
created by modifying the internally stored L-format ?les, 
utiliZing formatting methods similar to those discussed 
above for encrypting Without hardWare security keys. 

[0070] Alternatively, the use of “public” keys With “pri 
vate” keys may be implemented, as Well established in the 
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art of secure encrypting of data transmissions, and folloWing 
standards such as the DES (Data Encryption Standard) 
developed for the US. Government, or the MD5 system 
offered by RSA Security, Inc. 

[0071] Similarly, image ?les66 doWnloaded from the 
image ?le server 40 are encrypted in “R” or “Received” 
format, Which may be distinct from either the “T” format or 
the local “L” format. These ?les are decrypted upon receipt, 
and may be converted into the normal L-format utiliZed for 
the local client PC database. 

[0072] A second client PC is shoWn generally at 70. This 
second client PC also may maintain a local database, but, 
because of the security techniques described herein above, 
the image ?le storage format is distinct from the format of 
the ?rst client PC, and is designated as L*. In addition, the 
second client PC has provisions for uploading, doWnload 
ing, and converting image ?les in the R and T formats 
described in reference to the ?rst client PC or the remote PC 
may be provided facilities for decrypting the “R” format. 

[0073] In another aspect, some combination of formats 
may have the same encryption, Which Would no longer 
necessitate some or all of the differing decryptions and 
conversions as previously described. 

[0074] If an attempt is made to transmit or transfer a ?le 
directly from one client PC site to another (or to a client PC 
not legitimately a part of the system), the images Will be 
unusable, because the L-format images cannot be decrypted 
by an L* -format client PC, or any other PC Which does not 
have the proper hardWare security key, and the Client PCs 
may not have provisions for converting T-format images into 
usable form. In order to alloW ?les to be exchanged and 
vieWed by other client PCs or users, the image ?le server, 
shoWn generally at 80, may perform this conversion step, or 
alternatively the transmitting PC as part of the upload 
process may perform this step. Image ?les uploaded by 
client PCs in T-format are received at step 82, and may be 
converted at step 84 to the R-format. 

[0075] At this time, ?les optionally could be converted 
from one image data compression scheme (for example, by 
LEAD Technologies) to a different image data compression 
scheme (for example, fractal compression by Iterated Sys 
tems) to save local storage space and communication costs 
and time during image doWnloading procedures. In many 
cases, sophisticated hardWare-assisted image processing 
(such as the step of fractal image compression) is expensive 
to implement on a client-PC-Wide basis, but Would be 
economically feasible at a central database site. At step 86, 
the R-format image ?les may be transmitted to any other 
client PC site on the netWork. It should be understood that 
the image ?les may be stored in T-format and converted at 
the time of transmission, or converted to R-format at time of 
receipt and storage; alternatively, the ?les may be stored in 
a third format Which may be incompatible With either R- or 
T-format ?les. Further, the ?les may be converted to either 
the R-format or this third format by the transmitting PC 60 
at the time the ?les are uploaded to the server, rendering it 
unnecessary for the server to perform this step. 

[0076] FIG. 4 illustrates one possible format, arranged for 
use With a video-television display, for the automatic, 
sequential display of selected item information and associ 
ated images retrieved from either the local item or central 
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item databases. The standard VGA-format screen dimen 
sions of 640 pixels (horizontal) and 480 pixels (vertical) are 
shown generally as 100. Within the screen display 100 is an 
image display area, indicated as 102. This area may contain 
one or more images from a variety of sources. If a still video 
camera by Dycam, Inc. has been utiliZed to accumulate 
images, this image area Will be completely ?lled by the 
camera output image. 

[0077] A separate area 106 may be utiliZed to shoW item 
identi?cation information, such as manufacturer name, 
manufacturer logo, regional location, or additional image 
information. An area 104 is designated for text information 
to describe the product. Associated text and image informa 
tion is sequentially displayed, in accordance With the pre 
determined sequence, in Which an image may correspond to 
any number of text ?les, or a text ?le may correspond to any 
number of images. A separate index counter displaying 
alphanumeric information at the area 108 enables the vieWer 
to identify individual items Within the program. In order to 
assure that the “safe-action-area” is visible on conventional 
television receivers, space has been left unused at the sides 
and bottom of the screen. These sequentially displayed item 
information screens may be recorded locally, simply by 
connecting a VGA- to NTSC scan converter (not shoWn), 
such as the HyperConverter unit manufactured by PC-Video 
Conversion Corporation, to the PC-display monitor output, 
and the resultant scan converted NTSC or PAL format video 
signal from the scan converter to the video input of a VCR 

(not shoWn). 
[0078] The data entry process may be explained more 
fully by reference to FIG. 5, Which shoWs, by Way of 
example, a screen con?gured to facilitate the input of 
information describing a used truck. This particular display 
screen may be prepared using one of the many available 
softWare development programs, such as “Visual Basic” by 
Microsoft Corporation. Such development programs alloW 
for the creation of a graphical user interface (GUI) “front 
end” for access to a relational database, and include provi 
sions for a variety of specialiZed “controls”, such as “text 
boxes” and “drop-doWn list boxes”, Which are integrated 
into the graphical user interface (using a “mouse”) as shoWn. 

[0079] The area 200 is designated for displaying an image 
of the subject item, Which is assumed to be available in one 
of several possible formats. If the image has been captured 
on a digital still-video camera from a manufacturer such as 

Dycam, Inc., Kodak, Sony, or some other manufacturer, then 
it may be imported from the camera into the PC by Way of 
the serial data interface, using custom softWare. This soft 
Ware Will import the image, and then create a data-com 
pressed version utiliZing the data-compression softWare 
selected, such as offered by LEAD Technologies or Iterated 
Systems. This data-compressed image Will be stored in the 
local database, When data entry is completed and the record 
information as shoWn is accepted by the operator, using the 
local encryption method selected, Which may include modi 
?cation of the ?le header to include a passWord, or utiliZe 
other Well-knoWn methods of ?le encrypting. 

[0080] The remaining information shoWn on the screen 
may be inputted to the local relational database, and stored 
With references to any item images. In the particular case 
shoWn, the area designated as 220 (titled “Model”) has 
“drop-doWn list boxes” Which list possible selections for 
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each of the illustrated categories, including “Manufacturer”, 
“Body Style”, and “Cab Style”. Simple “text boxes” are 
used to type in data for the categories “Year”, “WB (Wheel 
base)”, and “Color”. The area designated as 250 (titled 
“Drive Train”) has drop-doWn list boxes for the “Engine” 
manufacturer, and the rear axle “Style”, along With text entry 
boxes for the categories transmission “Speeds”, engine “Hp 
(horsepoWer)” and rear axle “Ratio”. The area designated as 
280 (titled “Suspension”) provides drop-doWn list boxes for 
the suspension type, the manufacturer and type of “Wheels”, 
and the “Tires”, With text entry boxes for the categories 
“Front GVW (Gross Vehicle Weight capacity)”. The area 
generally designated as 300 has a drop-doWn list box for the 
“Condition” of the vehicle and text entry boxes for the 
vehicle “mileage” and “Price”. The area designated as 310 
is a text entry box in Which the operator may include any 
additional comments. 

[0081] After completing the data entry of the information, 
the operator then selects the necessary options for storage of 
the record in the local database. At this point, any necessary 
encryption steps are completed, an item identi?cation num 
ber is assigned by the computer and displayed in the item 
identi?cation number text box, and, if desired, the operator 
may choose to transmit the record to the central database 
computer, as a single transaction or With additional records 
included in a batch transaction. When stored on the central 
database computer, an item identi?cation number is assigned 
for this centraliZed record, Which may be different from the 
local item identi?cation number. Another screen, similar in 
layout to that of FIG. 5, may be utiliZed to display records 
retrieved from the local database or from the central data 
base. 

[0082] The process of record retrieval from either the local 
database or the central database must be managed in differ 
ent Ways based on the results of any search. In order to 
perform this kind of search, the operator uses the mouse to 
effect the display of the selected screen, and then utiliZes a 
procedure similar to the one described above With reference 
to the input of a neW record. In this case, hoWever, all of the 
selections need not be identi?ed nor available. For example, 
the vehicle manufacturer, engine, and transmission might be 
speci?ed, but the color left unrestricted, or the characteris 
tics of the Wheels and tires left unconstrained. The reader 
Will appreciate that the greater the degree off speci?city 
provided by the operator, the feWer the number of matches 
that Will be found. Once the search criteria are identi?ed, the 
communication link to the central database computer may be 
used, and the appropriate commands may be transmitted to 
the central database computer in the chosen SQL (Structured 
Query Language). The central database computer identi?es 
the records satisfying the search criteria, and noti?es the 
client PC location of the results of the search. For a search 
limited to the local database, the same steps are performed, 
except that no remote communications are required. 

[0083] In one aspect, the display of the selection screen 
used in entering information, or a ?rst display screen of the 
requesting remote data terminal, is the same as the display 
of the selection screen used in displaying the de-compressed 
images along With textual information at the requesting 
remote data terminal. 

[0084] The next steps in the process Will depend on the 
results of the search. If only a feW matches are found, the 
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operator may be offered the option to have these records 
retrieved immediately. If, on the other hand, a larger number 
of matches is found, the operator Will be presented With a list 
summarizing these records, from Which the operator may 
select those records Which are to be retrieved. Finally, if a 
very large number of matches is found, the operator Will be 
prompted to provide modi?cations or additional restrictions 
to the search criteria, so as to further limit the number of 
matching records, or, alternatively, the operator may elect to 
retrieve all of the search records, or to receive a hard copy 
of the list by Way of a locally connected printer 24. If the 
operator is interested in a particular item, instructions Will be 
provided for contacting the oWners of products or the 
individuals listed. 

[0085] From this explanation it should be clear hoW this 
technique may be applied to a variety of products, in 
accordance With this invention. 

[0086] As a further examples, FIG. 6 shoWs a display 
screen layout suitable for a database of homes or other real 
estate, and FIG. 7 shoWs a display screen layout suitable for 
a database of individual people, such as Would be utiliZed for 
registering children (e.g., to thWart abduction), for profes 
sional directories, or for personal introductions. In the case 
of registration of children, access to the records Would be 
restricted, so that the client PCs could add records to the 
central database computer, but could not retain records in 
their local database, nor search the records held in the central 
database computer. Those records in the central database 
computer Would be available only to appropriate govern 
mental authorities, as directly controlled by the central 
database System Administrator. 

[0087] A further alternative is available for specialiZed 
applications, such as the tracking of missing children. Many 
pay-telephones, particularly those located at airports and 
other travel related facilities, have video display capabilities, 
in anticipation of future “video-phone” applications. When 
not is use, these telephones typically are set to shoW adver 
tising screen displays encouraging customers to use the 
telephone service. With data ?les and image ?les related to 
missing children being doWnloaded to these telephones 
When not in use, the images could be stored in local memory 
provisions and sequenced in the same manner as that utiliZed 
for the existing advertising screen displays. To facilitate this 
application, the telephones Would be con?gured With addi 
tional RAM memory, EEPROMs, or local hard disk drives. 
In addition, data-compression softWare for the images Would 
be added, as Well as optional facilities for converting the 
associated text information into voice information, to be 
made available through the telephone handset. For these text 
information ?les, the data could be transmitted and stored as 
codes intended to facilitate local voice synthesis by elec 
tronic means, thereby minimiZing the amount of data to be 
transmitted. Similar applications could be implemented at 
automated teller machine (ATM) terminals, With the further 
addition of graphics processing hardWare and the optional 
addition of color screen display capability. The doWnloading 
of any necessary information may be scheduled to occur 
automatically during periods When the telephone device or 
ATM terminal is not in use. 

[0088] By utiliZing a system architecture in Which records 
in a local database are selectively uploaded to one or more 
central databases, several additional features may be real 
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iZed. First, it alloWs the user/manager of the local database 
to exercise an unusual level of control over the content of the 

information in one or more central databases, the decision 
Whether or not to update each of the central databases, and 
the timing of the updating of the records to these central 
databases. In addition, it provides the user With the option to 
transfer oWnership of the record in his local database to 
another user, for use in the second user’s local database. The 
second user then has the option of uploading the record to 
one or more of the central databases, With any modi?cations 
he chooses to include, so that the neW oWnership is re?ected 
in these central database listings as Well. 

[0089] This “transfer” facility is particularly useful in the 
case of a user Who is a dealer, and Who has several retail 
outlets for sales of his products. Here, in addition to the local 
database and a main central database, there can be one or 

more “private” databases, Which may be located at the site 
of the main central database, or may be located at a different 
site Which may be remote from the main central database; as 
an alternative, these private databases may be physically 
located at sites of individual users of these private databases. 
For each private database, records Within the private data 
base may be vieWed only by those speci?c members of the 
group (such as other outlets operated by the same dealer) or 
other users (such as regular buying or selling partners) that 
have been granted permission to access this private database. 
In practice, a user may be a member of any number of 
private databases, and a private database may have any 
number of members. 

[0090] As an example, assume that User A has physical 
possession of the product in question, and has created a 
record in his local database. This record then is uploaded to 
a private database maintained for a group of Which he is a 
member; if the user chooses to do so, the record may be 
uploaded to one or more of the central databases. If the 
product is relocated to a different user (for example, User B), 
then the custom softWare installed for User Acan be used to 
effect the transfer: the softWare removes or edits the existing 
record in any central databases, removes or edits the record 
in any private databases, and removes the record from the 
local database. In practice, the data for the record may be 
placed in a separate holding area Within the main central 
database, until such time as the receiving user, User B, may 
doWnload the data for the purpose of creating a neW record 
in his local database. This temporary record is identi?ed in 
such a Way that only the designated recipient of the trans 
ferred record may obtain access; this may be done simply by 
adding an additional data ?eld to the transferred record in the 
main central database, and using this ?eld to designate the 
intended recipient. When a user (such as User B) logs on to 
the system, he can make an inquiry to determine Whether 
there are any records to retrieve, and if so, trigger an 
automatic process to obtain the data for these records. User 
B can then use this retrieved data to create neW records in the 
user’s local database. At the same time, any related images 
or data ?les (such as an Appraisal sheet for the speci?c item) 
may be retrieved, so that they may be associated With the 
neW record in the Local Database. After the record has been 
created in the Local Database, the user has the option to add 
the record to one or more of the central databases and/or any 
of his private databases. In this case, any associated images 
or data ?les may be uploaded, as Well. 
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[0091] In practice, multiple central databases may be 
established on the basis of their intended usage; for example, 
central databases may be designated to hold data for groups 
of dealers or af?liated sales outlets, for items intended for 
inclusion in a speci?c publication, items intended to be listed 
on an Internet advertising site, for a central listing or for a 
dealer-speci?c Web site, for items intended to be offered at 
an auction, or for other purposes. 

[0092] In the case of items intended to be listed on an 
Internet site, the listings may be managed remotely by the 
dealer that controls the local database containing that item. 
Speci?cations, pricing, images, and other data related the 
item may be edited in the local database. Next, these changes 
are uploaded to the central database designated for Internet 
listings, and then these changes automatically Will be 
re?ected in the Internet listing as Well. 

[0093] The facilities described may also be utiliZed so as 
to implement an interactive, on-line auction for the products 
displayed, in accordance With the invention. In this case, one 
or more remote sites Would display product descriptions and 
images, including live video images of various products 
offered for sale. At the remote sites, still-video images or live 
camera signals captured by a video digitiZer printed circuit 
board installed in the remote PC, as described above, are 
transmitted to the central database computer. The central 
database computer, in turn, relays the descriptions and 
images to all other remote sites, Which have established 
communications links so that they may participate in the 
auction. 

[0094] The architecture of the system includes provisions 
for managing local and remote database records and asso 
ciated image and data ?les for items offered on an auction 
basis. In addition, users Who may or may not be subscribers 
to the system may search through listings of products to 
select items on Which they may choose to bid. Access to the 
system may be provided by Way of an Internet Web site, or 
the user may be provided With special softWare Which alloWs 
only vieWing, only posting, or both types of access to the 
listings. If a subscriber has upload permission, then as the 
oWner of an item offered, he may selectively upload prod 
ucts available for the auction, Which, in turn, are bid upon by 
other participants. The participants’ bids are recorded in a 
database table, With identi?cation information Which Will 
enable the oWner of each product offered to contact the 
high-bidder. If for any reason the high-bidder is unable to 
complete the transaction, then the product oWner has the 
option of offering the product to the next higher bidder. The 
softWare for both the bidder and the product oWner alloWs 
the vieWing of the current high-bid information, and the 
bidders are given visual and/or audible signals to indicate 
Whether their oWn bid represents the current high-bid. This 
noti?cation may be obtained simply by periodically query 
ing the database bid records to determine the current high 
bid and then comparing it to the local records of bids 
submitted for various products or items to determine 
Whether the current bid value matches the last bid value 
submitted from the local user. Alternatively, the local user 
may make this determination by obtaining the current high 
bid and comparing it to the bidder identi?cation that is 
associated With the entity that placed the current high bid. A 
further alternative Would be for the central database com 
puter or other computer associated With the central database 
computer to “broadcast” the latest bid information over the 
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netWork connection, so that each bidder Would have updated 
information available to them. Once the high bid compari 
son has been executed, the local bidder may be noti?ed of 
the status of his bids using audible alerts to any change in 
status, or by visual indication, such as color changes on the 
display, ?ashing text, ?ashing roWs in a grid, or ?ashing 
“Window” borders, etc. 

[0095] As a further option, according to this invention, 
items that have been identi?ed from the central database 
computer may be offered for sale. When a participating 
remote client PC desires to enter a bid, this bid is relayed via 
the communications link 29 to the central computer, at 
Which point the bid is made available to all of the other 
participating remote client PC sites. When the bidding 
period has expired, the remote PC sites Will be noti?ed and 
the seller and the Winning bidder-buyer Will receive con?r 
mation notices. 

[0096] It should be noted that Within the context of this 
disclosure, the term “oWner”, When referring to a product or 
item, should be construed to mean the person, subscriber, or 
user Who controls the product or item that is to be listed or 
offered for sale, and may not be the entity that actually has 
legal oWnership of the product or item. AuthoriZed agents, 
representatives, or interested third-parties may act as the 
“oWner” in this situation, but only in the sense that they 
“oWn” or control the database records that are representative 
of the items or products themselves. Similarly, the term 
“bidder” should be construed to mean a user Who has 

permission to access the database and system, and is autho 
riZe to place bids on products or items listed for sale. 

[0097] In order to facilitate the process of locating speci?c 
items desired by a user, various screen-based aids may be 
employed. For example, custom softWare may be utiliZed 
Which guides the user through the selection process by 
providing a series of choices designed to progressively limit 
the number of items selected from the desired category. The 
choices Would be based on identi?able criteria for the items 
in question, and Would be applied to a search of the item 
database. 

[0098] As an example, consider a user Who Wishes to ?nd 
a used truck having speci?c characteristics and available in 
a particular geographical location. The search process Would 
be initiated When the user “clicks” on a link on a Web page. 
At this point, the user Would be presented With an array of 
options, such as geographical regions. After several succes 
sive selection steps, the location may be identi?ed doWn to 
the state or even city level. Next, the user Would be pre 
sented With a series of choices designed to identify the type 
of truck (tanker, ?at-bed, etc.), the manufacturers the engine 
and transmission, the age of the truck, and the price range 
desired. At this point, a search of the database Would be 
initiated, and the results displayed on the screen. 

[0099] Based on the search, the user is presented With 
summary information for each item found, including textual 
and/or image information. If an item is selected, the user 
then is presented With additional information on that item, 
including information on hoW to contact the oWner of the 
item. In an auction environment, the user may be invited to 
enter a bid on the item selected, in accordance With the 
system described previously herein. In addition, other simi 
lar or related items may be included in the display. 

[0100] In practice, the system Would be implemented as 
some form of a “decision tree” structure, Wherein the 
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selection process proceeds based on either a pre-determined 
series of selections, on a series of selections Which may be 
adapted based on the user selections (perhaps moving into 
an entirely different “tree”), or on a combination of these or 
other similar techniques. 

[0101] In an alternative embodiment, a link can be used to 
lead a user to a customiZed Web page. For example, a user 
may be presented With a link labeled “ABC Truck Sales, 
Inc.” When the user selects this link, a search of the database 
is performed to ?nd those products offered for sale by “ABC 
Truck Sales, Inc.” Based on the results of the search, a 
custom Web page is constructed and displayed, thereby 
giving the impression that the dealer has a Web site, When 
actually the Web page for this dealer, or other dealers, is 
created from customiZing information speci?c to the dealer 
and from the results of the current database search. In this 
Way, the actual Web site is maintained by the provider of the 
database service, and the user is presented With a combina 
tion of standardiZed Web pages and pages customiZed for the 
dealer the user selected. 

[0102] In an alternative embodiment, the security issue 
may be handled in a different manner, either by including a 
decryption key Within the identi?cation credentials (such as 
a credit card magnetic stripe) to enable the local data 
terminal to decode a doWnloaded picture Which has been 
encoded to match that particular decryption key, or by 
including the encrypted picture in the identi?cation card 
itself, in Which case only the particular decryption key need 
be doWnloaded to the local data terminal. 

[0103] In another alternative embodiment, a portion of the 
image may be stored Within the identi?cation card, With the 
remaining portion provided from the central database com 
puter. Either or both portions may be in encrypted form, With 
decryption key or keys supplied from either the identi?ca 
tion card or the central database computer. One possible 
embodiment Would provide the decryption key for the local 
portion from the central database computer, and the decryp 
tion key for the portion provided by the central database 
computer from the local source identi?cation card. 

[0104] Many possible applications in identi?cation of 
people readily Will be appreciated, including secure identi 
?cation for credit card, check-Writing, ATM, or other ?nan 
cial and retail transactions; identi?cation for laW-enforce 
ment or Immigration-control agencies; identi?cation of 
patients in a medical environment; and any activity for 
Which positive identi?cation is essential, including those 
activities for Which Notary Public services’ currently are 
employed. For retail applications, product images retrieved 
from a local or global database may be used by sales clerks 
to verify the pricing or attributes of a particular item, by 
making this information available at checkout-cashiers’ sta 
tions, or at customer service stations throughout the store. In 
addition, many of the human identi?cation services to be 
performed may be automated, using computer-based image 
recognition techniques, such as the Photobook system 
offered by Facia Reco Associates, or the TrueFace system 
offered by Miros. Based on the stringency of the testing 
criteria, recognition rates for these systems in different 
applications varying from 95% to 99.9% have been 
achieved. A further feature of the system is the ability to 
associate a single identi?cation image With a plurality of 
accounts, transactions, or records, thereby reducing the data 
storage requirements for images. 
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[0105] In addition, multiple images may be associated 
With a single record or account, thereby providing additional 
identi?cation images for the subject item, or images of 
additional subject items to be associated With the same 
record, set of accounts, transactions, or subset of accounts. 

Having thus described the invention, I claim: 
1. A secure identi?cation method of buying and selling 

products or services, the steps of the method comprising 

acquiring, digitiZing and data compressing teXt and image 
information relating to at least one said product or 
service from at least one remote terminal in commu 
nication With a central server computer, 

transferring the digitiZed, data compressed information 
separately in a ?rst format from each terminal to the 
central server computer by batch upload, 

capturing, at the at least one remote terminal, user iden 
tifying graphical information inputted by a plurality of 
approved users, the graphical information being 
selected by and personal to a respective approved user 
and including at least one distinctive feature that the 
approved user Would be required to describe as a means 
of authenticating user identity and verifying that the 
user is authoriZed to complete a transaction; 

receiving at the remote terminal a request for information 
relating to one said product or service, 

recalling to the remote terminal the graphical information 
of the requestor requesting the information and com 
paring the physical appearance of the graphical infor 
mation thus recalled to details supplied by the requester 
in response to operator questions, the comparison con 
?rming that the requester is or is not authoriZed to 
receive the information requested, and 

recalling and transferring the requested data compressed 
teXt and image information from the central server 
computer to the remote terminal for revieW by the 
requester. 

2. The method of claim 1, Wherein the at least one remote 
terminal further includes a local image database, and further 
including the step of transferring the captured requestor 
graphical information to the local image database, thereby 
alloWing the identity of the requester to be veri?ed Without 
the need to communicate With the With the central server 
computer. 

3. The method of claim 2, the steps of the method further 
comprising: 

encrypting the graphical information of potential request 
ers into the local image database, and 

providing a decryption key in the database of the central 
server computer, the decryption key enabling the 
graphical information of a requester to be vieWed at the 
local image database. 

4. The method of claim 1, the steps of the method further 
comprising: 

associating a speci?c terminal With at least one user, 

assigning at least one unique identi?er to the identifying 
graphical image of said at least one user, and 

storing the unique identi?er in the memory of said speci?c 
terminal. 
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5. The method of claim 4, wherein the step of storing the 
unique identi?er includes storing the unique identi?er into 
the memory of the central server computer. 

6. The method of claim 1, Wherein a plurality of remote 
terminals are interconnected to the central server computer, 
at least one of the terminals comprising a public telephone 
equipped With a video display device. 

7. The method of claim 6, the steps of the method further 
comprising: 

initiating a request for information over the telephone 
netWork to a remote receiving terminal previously 
associated With the user. 

8. The method of claim 1, the steps of the method further 
comprising: 

associating a plurality of users into a least a ?rst group of 
users, the users of said ?rst group being authoriZed to 
vieW only a predetermined portion of said product and 
service information in said central server computer. 

9. The method of claim 8, Wherein the step of associating 
a plurality of users into said ?rst group includes the users of 
said ?rst group paying a fee for access to the predetermined 
portion of said product and service information. 

10. The method of claim 9, Wherein the step of associating 
a plurality of users into said ?rst group further includes the 
users of said group paying a second fee for vieWing the 
product and service information based on time. 

11. The method of claim 4, Wherein the unique identi?er 
is selected from one or more of the group consisting of a 
banking account number, a Social Security Number, a per 
sonal identi?cation number (PIN), or an alphanumeric num 
ber. 

12. The method of claim 1, the steps of the method further 
comprising the step of associating a physical parameter such 
as a signature or other visually discernible physical trait of 
the user, the user identifying graphical information and 
physical parameter being captured and associated substan 
tially simultaneously. 

13. The method of claim 1, the steps of the method further 
comprising the step of associating at least one unique 
identi?cation number to the captured identifying graphical 
image. 

14. A method of secure identi?cation for buying and 
selling a product or service of a seller, comprising the steps 
of: 

Dec. 9, 2004 

providing a computer system including at least one 
remote data terminal communicating With a central 
computer managing a relational database for a trans 
action betWeen a buyer and a seller, 

capturing and storing in the computer system at least one 
indicia from a requester, Which indicia is selected from 
the group consisting of a personal or physical trait, a 
graphical image, a personal identi?cation number, or a 
particular item of information knoWn only by the 
requester, said indicia enabling the requestor to be 
identi?ed and recogniZed by the computer as a user 
authoriZed to have access to the central computer 
database for the purpose of completing a transaction, 

acquiring, digitiZing and data compressing teXt and pic 
ture information from at least one remote data terminal 

and representative of accessible subject matter, 

transferring the digitiZed, data-compressed teXt and pic 
ture information separately by batch uploading and in 
a ?rst ?le format from said remote data terminal to the 
central computer database, the folloWing steps being 
performed at the location of the central computer: 

determining Which remote data terminal is authoriZed to 
transmit said subject matter, and storing information 
related thereto, 

storing the teXt and picture information separately in a 
second data compressed format, 

receiving requests for and locating information relating to 
the stored teXt and picture information, and 

transmitting the teXt and picture information to the remote 
terminal Whereat each is decompressed for vieWing, 
and 

recalling to the remote terminal the indicia of the 
requester, the operator of the computer system com 
paring the indicia thus recalled With input from the 
requestor and determining if the requester is authoriZed 
to have access to the data if displayed. 


