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METHODS FOR TRANSMITTING DIGITIZED 
IMAGES 

FIELD OF THE INVENTION 

[0001] This invention relates generally to methods for 
transmitting digitized images, and more particularly to the 
transmission of digitized x-ray radiographs. 

SUMMARY OF THE INVENTION 

[0002] Methods for transmitting digitiZed x-ray radio 
graphs are disclosed. 

[0003] In one embodiment, the transmission method com 
prises the steps of generating a digital image of an x-ray 
radiograph, encrypting the digital image of the x-ray radio 
graph to create an encrypted digital image and transmitting 
the encrypted digital image. 

[0004] In another embodiment, the transmission method 
comprises the steps of generating a digital image of an x-ray 
radiograph, establishing a virtual private netWork and trans 
mitting the digital image of the x-ray radiograph over the 
virtual private netWork. 

[0005] In yet another embodiment, the transmission 
method comprises the steps of generating a digital image of 
an x-ray radiograph shoWing features of a human subject, 
establishing one or more authoriZed intended recipients for 
transmission of the digital image of the x-ray radiograph, 
providing Written notice to the human subject concerning at 
least one identity of the one or more authoriZed intended 
recipients and transmitting the digital image of the x-ray 
radiograph. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] FIG. 1 is a perspective vieW of an apparatus for 
digitiZing x-ray radiographs according to one embodiment 
of the presently claimed invention. 

[0007] FIG. 2 is a flow chart depicting a method according 
to one embodiment of the presently claimed invention. 

DETAILED DESCRIPTION 

[0008] The present invention is useful for generating a 
digital image of an x-ray radiograph, including generating 
digital images of existing x-ray radiographs and/or capturing 
an x-rayed area in computer readable (digital) format 
through digital radiography. The digital image of the x-ray 
may be manipulated to comply With recently promulgated 
federal regulations under the Health Insurance Portability 
and Accountability Act (hereinafter “HIPAA”). 
[0009] An x-ray radiograph is a photograph obtained by 
use of x-rays or any radiograph made using forms of 
penetrating or re?ected radiation directed through or 
re?ected from a body or object having features not readily 
discernible from the exterior. The term x-ray radiograph 
includes both medical and dental x-ray radiographs. The 
purpose of radiographic photography is to ascertain infor 
mation about the features Within the body or object. The 
x-ray radiograph may contain an image having shades, 
ranging from black to White, or relative degrees of trans 
parency, ranging from transparent to opaque. 

[0010] An existing x-ray radiograph may be digitiZed by 
conventional methods knoWn to those of skill in the art. For 
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example, a high resolution digital scanner may be utiliZed. 
The output of the scanner is a computer readable format of 
the x-ray image. There are a number of suitable digital 
scanners, such as those available through Canon or Adara 
Technology. These systems typically have an 8 bit to 12 bit 
dynamic range. In another embodiment, a standard digital 
video camera may be used to digitiZe the existing x-ray 
radiograph. 
[0011] In still other embodiments and as discussed more 
fully herein, a digital camera may be employed. A digital 
camera takes a still picture of existing x-rays, but does not 
require the development of ?lm. The output of the digital 
camera is a computer readable representation of the x-ray 
radiograph. The digital camera may include a video capture 
mode feature. When the digital camera is in video capture 
mode, a live real-time continuous video image of the x-ray 
appears on the screen of the digital camera. By adjusting the 
position of the x-ray relative to the digital camera, the user 
may attempt to optimiZe the appearance of the x-ray’s digital 
image. Examples of suitable digital cameras include, but are 
not limited to those offered by Olympus, Canon and Nikon. 

[0012] Referring noW to FIG. 1, an apparatus 10 accord 
ing to one embodiment of the presently claimed invention is 
shoWn. As illustrated in FIG. 1, a digital camera 12 is 
mounted to a post 14 over a light box 16 or on any other 
suitable means for illuminating a radiograph. The digital 
camera 12 may be attached to the post 14 With a universal 
male screW disposed on the post 14, Which inserts into a 
universal female screW in all digital cameras 12. A single 
radiograph 18 or multiple radiographs are positioned on the 
transparent screen 20 of the light box 16. The digital camera 
12 may be focused on all, or a portion of the radiograph 18, 
as desired. 

[0013] The output of the digital camera 12, Which includes 
a digital image 24 of the radiograph 18 is transmitted to a 
computer 22, Which is connected to a monitor 26 for 
displaying the digital image 24. The computer 22 may also 
be connected to typical user interface devices, such as a 
mouse 28, keyboard 30 or other devices that enable the user 
to direct the efforts of the computer 22. The image 24 from 
the digital camera 12 may be transmitted directly to the 
computer 22, at the time of capture, by attaching a standard 
universal serial bus cable 32 from the digital camera 12 to 
the computer 22. Alternatively or additionally, the digital 
image 24 may be transmitted after capture by removing the 
digital camera 12 from the post 14 and associating it With the 
computer 22 to doWnload its contents. After the digital 
image 24 is transmitted to the computer 22, it appears on the 
monitor 26 for revieW and optional manipulation. 

[0014] In other embodiments, generating a digital image 
of an x-ray radiograph may be accomplished through the use 
of digital radiography, Whereby an x-rayed area is captured 
in computer readable format. For example, a dental digital 
x-ray radiography system can capture a digitiZed image of a 
subject’s teeth, and then immediately display it on a com 
puter monitor. 

[0015] With each of the above-described methods, a doc 
tor or dentist may manipulate an image feature of the x-ray 
radiograph 18 on the computer monitor 26. For example, a 
“Zoom” feature enables the user to select a portion of the 
digital image 24 to expand across the full screen of the 
monitor 26, making that portion larger for closer examina 
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tion. When using a digital camera 12 to obtain a digital 
representation of an existing radiograph 18, “Zoom” may be 
achieved by moving the camera 12 closer to the illuminated 
radiograph 18 or by using the Zoom function of the camera 
lens. Other characteristics of the digital image 24, such as 
brightness, focus and contrast may be adjusted by methods 
knoWn to those of skill in the art. Likewise, the image 24 
may be cropped at the user’s option. 

[0016] In addition, through the use of standard draWing 
softWare, medical health professionals may create annota 
tions directly on the digital image. Typical annotations 
include circles, text, highlights, arroWs or any other objects 
to indicate areas of interest. In the case of a dentist, an 
annotation in the form of a circle around an extremely large 
area of decay Would indicate the need for a root canal. 
Annotations may be inserted through use of the mouse 28, 
for example, by dragging a circle or arroW With the mouse 
and placing it over the appropriate portion of the image or 
by the keyboard 30 (for text). 

[0017] After the digital image 24 has been transmitted to 
computer 22, it may be forWarded to remote sites. Trans 
mitting the digital image of the x-ray radiograph to remote 
sites alloWs other physicians and/or insurance companies to 
assess patient health and potential diagnoses. In one embodi 
ment, the digital image may be printed and sent via facsimile 
or regular mail to the remote site. Referring once again to 
FIG. 1, a printer 32 for producing a hard copy of the digital 
image 24 is provided. The printer 32 is connected by 
conventional means to computer 22. To ensure accurate 
representation of the digital image 24, the printer 32 should 
be a high quality laser printer. In another embodiment, the 
digital image may be emailed to the remote site. Through the 
use of a modem, Which can be internal or external 34 to the 
computer 22 or other suitable means, the digital image may 
be emailed so that individuals located virtually anyWhere in 
the World With email access can receive the digital image 24 
of the x-ray radiograph 18. In addition, relevant medical 
records or histories can be sent With the digital image of the 
x-ray by any of the above-identi?ed methods. 

[0018] In another aspect of the presently claimed inven 
tion, preparation and transmission of the digital image 
complies With certain of the neWly enacted HIPAA require 
ments regarding electronic medical and dental data. These 
neW requirements empoWer patients by guaranteeing their 
access to medical records, affording them more control over 
hoW protected health information is used/disclosed and 
providing a clear avenue of recourse if medical privacy is 
comprised. Health providers must have either complied With 
the neW HIPAA requirements on or before Oct. 16, 2002 or 
submitted a summary plan to the Secretary of Health and 
Human Services describing hoW they Will come into full 
compliance With the standards by Oct. 16, 2003. 

[0019] Because HIPAA noW requires health providers to 
safeguard a patient’s personal health information, certain 
embodiments of the presently claimed invention entail trans 
mission of the digital image in a manner designed to 
accomplish that end. TWo Ways to safeguard patient health 
information are through the use of encryption or establish 
ment of a virtual private netWork, “VPN” for short. Under 
either circumstance and in select embodiments, one or more 
authoriZed intended recipients may be established before 
transmission occurs. The one or more authoriZed intended 
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recipients can be an individual or netWork of individuals 
authoriZed to vieW the digital image. More speci?cally, the 
one or more authoriZed intended recipients can be an indi 
vidual, such as an insurance adjuster, a doctor or dentist or 
a group of individuals signed up With a particular insurance 
company or group With access rights to the digital image. 

[0020] Encryption is the process of taking all of the data 
that one computer is sending to another and encoding it so 
as to prevent unauthoriZed access along the transmission 
line. There are a number of different Ways to encrypt 
information to make it secure. 

[0021] In symmetric-key encryption, each computer has a 
secret key (code) that it can use to encrypt a packet of 
information before it is sent to another computer. Symmet 
ric-key encryption requires that you knoW Which computers 
Will be talking to each other so you can install the key on 
each one. This type of encryption is essentially the same as 
a secret code that each of the tWo computers must knoW in 
order to decode the information. The code provides the key 
to decoding the message. 

[0022] Public-key encryption uses a combination of a 
private key and a public key. The private key is knoWn only 
to one computer, While the public key is given by that 
computer to any computer that Wants to communicate 
securely With it. To decode an encrypted message, a com 
puter must use the public key, provided by the originating 
computer, and its oWn private key. In one embodiment of the 
present invention, decryption or decoding of the encrypted 
message is limited to one or more authoriZed intended 
recipients. One public-key encryption utility is called Pretty 
Good Privacy (PGP) available from PGP Corporation of 
Palo Alto, Calif. (WWW.pgp.com). The PGP program alloWs 
you to encrypt almost anything. 

[0023] To implement public-key encryption on a large 
scale, such as a secure Web server, digital certi?cates are 
necessary. A digital certi?cate is basically a bit of informa 
tion that says that the Web server is trusted by an indepen 
dent source knoWn as a certi?cate authority. The certi?cate 
authority acts as a middleman that both computers trust. It 
con?rms that each computer is in fact Who it says it is, and 
then provides the public keys of each computer to the other. 
Apopular implementation of this type of public-key encryp 
tion is the Secure Sockets Layer (SSL). Originally devel 
oped by Netscape, SSL is an Internet security protocol used 
by Internet broWsers and Web servers to transmit sensitive 
information. If a secure protocol is in use, typically, the 
“http” in the address line is replaced With “https” and/or a 
small padlock appears in the status bar at the bottom of the 
broWser WindoW. 

[0024] Most systems use a combination of public-key and 
symmetry. When tWo computers initiate a secure session, 
one computer creates a symmetric key and sends it to the 
other computer using public-key encryption. The tWo com 
puters can then communicate using symmetric-key encryp 
tion. After the session is ?nished, each computer discards the 
symmetric key used for that session. Any additional sessions 
require that a neW symmetric key be created, and the process 
is repeated. 

[0025] A VPN is a private netWork that uses a public 
netWork (usually the Internet) to connect remote sites or 
users together. Instead of using a dedicated, real-World 
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connection such as leased line, a VPN uses virtual connec 
tions routed through the Internet from a private netWork to 
a remote site. 

[0026] A Well-designed VPN uses several methods for 
maintaining data security. A ?rewall provides a strong 
barrier betWeen a private netWork and the Internet. Some 
VPN products, such as Cisco’s 1700 routers can be upgraded 
to include ?reWall capabilities by running the appropriate 
Cisco Internet operating system on them. Encryption may 
(but not must) be used in the implementation of a VPN. In 
addition, an AAA (authentication, authoriZation and 
accounting) server may be employed for more secure access 
in a VPN environment. When a request to establish a session 
comes in from a dial-up client, the request is proXied to the 
AAAserver. AAAthen checks Who you are (authentication), 
What you are alloWed to do (authorization) and What you 
actually do (accounting). 

[0027] Depending on the type of VPN (remote-access or 
site-to-site), certain components may be necessary to build 
a VPN. These include, but are not limited to, desktop 
softWare client for each remote user, dedicated hardWare 
such as a VPN concentrator or a secure ?reWall, a dedicated 

VPN server for dial-up services, a netWork access server 
used by a service provider for remote-user VPN access and 
a VPN netWork and policy-management center. Because 
there is no Widely accepted standard for implementing a 
VPN, hoWever, many companies offer turn-key solutions. 
For eXample, Cisco offers several VPN solutions including, 
VPN Concentrator and Secure PIX FireWall. VPN concen 
trator incorporates the most advanced encryption and 
authentication techniques available and is built speci?cally 
for creating a remote-access VPN. 

[0028] In addition to safeguarding a patient’s personal 
health information, the neW HIPAA regulations address a 
number of other privacy rights. These rights include the right 
to Written notice of the health care provider’s information 
practices, the right to request privacy protection, the right to 
inspect and copy information and the right to an accounting 
of disclosures. Thus, in select embodiments of the presently 
claimed invention, Written notice to a human subject con 
cerning the identity of one or more authoriZed intended 
recipients occurs prior to transmission of health information. 

[0029] Health care providers, such as doctors and dentists, 
subject to HIPAA should provide individuals With notice of 
their privacy policies. Among other things, the notice should 
include: (1) a description of a purpose or purposes for Which 
use or disclosure of protected health information Will take 
place; (2) a statement that the covered entity is required by 
laW to maintain the privacy of protected health information; 
and (3) the name of a contact person to receive complaints 
or provide additional information on privacy practices. 
Patients are also generally asked to sign or otherWise 
acknowledge receipt of the privacy notice. Protected health 
information includes X-ray radiographs and digitiZed images 
thereof. 

[0030] Health care providers should also afford patients 
the right to inspect and copy their digital images. The 
provider is required to act on a request for access to records 
Within 30 days and may charge reasonable fees for copying. 

[0031] Further, patients may request eXtra protection of 
their medical records. In particular, patients may request 
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restrictions on the use and disclosure of digital images to 
carry out treatment, payment or health care operations. 
Although there is no requirement that the provider honor the 
request, the provider must make the option available and 
maintain a paper or electronic record of the requested 
restriction. 

[0032] FIG. 2 depicts a How chart of a method according 
to one embodiment of the present invention. As shoWn in 
FIG. 2, an X-ray processor, Which can be a conventional 
X-ray machine, generates an X-ray radiograph. A digitiZer, 
such as a digital camera, converts the eXisting X-ray radio 
graph into a digital image capable of being read by a 
computer. The digital image is sent to a computer and 
displayed on a monitor. Optionally, certain features of the 
digital image, such as brightness and contrast, may be 
adjusted on the computer monitor and annotations regarding 
areas of interest may be made. Encryption of the digital 
image or establishment of a virtual privacy netWork folloWs. 
Thereafter, transmission of the digital image to at one or 
more authoriZed recipients occurs. Under these circum 
stances, access by unWanted recipients should be precluded. 

[0033] Variations, modi?cations and other implementa 
tions of What is described herein Will occur to those of 
ordinary skill in the art Without departing from the spirit and 
scope of the invention. Accordingly, the invention is in no 
Way limited by the preceding illustrative description. 

I claim: 
1. A transmission method comprising the steps of: 

generating a digital image of an X-ray radiograph; 

encrypting the digital image of the X-ray radiograph to 
create an encrypted digital image; and 

transmitting the encrypted digital image. 
2. The method of claim 1, further comprising establishing 

one or more authoriZed intended recipients before the trans 
mitting step. 

3. The method of claim 1, further comprising limiting 
decryption of the encrypted digital image to one or more 
authoriZed intended recipients. 

4. The method of claim 1, Wherein the X-ray radiograph is 
a dental X-ray radiograph. 

5. The method of claim 1, Wherein the digital image 
comprises multiple digital images, the X-ray radiograph 
comprises multiple X-ray radiographs and the encrypted 
digital image comprises multiple encrypted digital images. 

6. The method of claim 1, further comprising providing 
Written notice to a human subject concerning the identity of 
one or more authoriZed intended recipients. 

7. The method of claim 1, further comprising making 
annotations on the digital image of the X-ray radiograph. 

8. A transmission method comprising the steps of: 

generating a digital image of an X-ray radiograph; 

establishing a virtual private netWork; and 

transmitting the digital image of the X-ray radiograph over 
the virtual private netWork. 

9. The method of claim 8, further comprising establishing 
one or more authoriZed intended recipients before the trans 
mitting step. 

10. The method of claim 8, further comprising limiting 
access to the digital image to one or more authoriZed 
intended recipients. 
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11. The method of claim 8, further comprising manipu 
lating an image feature of the digital image of the X-ray 
radiograph. 

12. The method of claim 8, Wherein the digital image 
comprises multiple digital images and the X-ray radiograph 
comprises multiple X-ray radiographs. 

13. The method of claim 8, further comprising providing 
notice to a human subject of use or transmission of the 
digital image for a speci?ed purpose. 

14. The method of claim 8 further comprising requesting 
permission from a human subject to use or transmit the 
digital image of the X-ray radiograph. 

15. A transmission method comprising the steps of: 

generating a digital image of an X-ray radiograph shoWing 
features of a human subject; 

establishing one or more authoriZed intended recipients 
for transmission of the digital image of the X-ray 
radiograph; 
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providing Written notice to the human subject concerning 
the identity of the one or more authoriZed intended 
recipients; and 

transmitting the digital image of the X-ray radiograph. 
16. The method of claim 15, further comprising limiting 

access to the digital image to the one or more authoriZed 
intended recipients. 

17. The method of claim 15, further comprising manipu 
lating an image feature of the X-ray radiograph. 

18. The method of claim 15, Wherein the digital image 
comprises multiple digital images and the X-ray radiograph 
comprises multiple X-ray radiographs. 

19. The method of claim 15, further comprising providing 
notice to the human subject of use or transmission of the 
digital image for a speci?ed purpose. 

20. The method of claim 15, further comprising request 
ing permission from the human subject to use or transmit the 
digital image of the X-ray radiograph. 

* * * * * 


