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APPARATUS AND METHOD OF MEMORY 
ACCESS CONTROL FOR BUS MASTERS 

FIELD OF THE INVENTION 

[0001] One or more embodiments of the invention relate 
generally to the ?eld of integrated circuit and computer 
system design. More particularly, one or more of the 
embodiments of the invention relates to a method and 
apparatus of memory access control for bus masters. 

BACKGROUND OF THE INVENTION 

[0002] Communication betWeen devices Within a com 
puter system is typically performed using one or more buses 
that interconnect such devices. These buses may be dedi 
cated buses coupling tWo devices or non dedicated buses 
that are multiplexed by a number of units and devices (e.g., 
bus agents). Moreover, buses Within a computer system may 
be dedicated to transferring a speci?c type of information. 
For example, the X86 Microprocessor Architecture devel 
oped by Intel® Corporation of Santa Clara, Calif., includes 
a three bus system With address, data and control buses for 
respectively transferring data, address and control signals. 

[0003] A vast amount of research and system architecture 
design efforts have been directed to increasing data through 
put Within computer systems. Technology such as data 
pipelining, out-of-order execution, and the like, enable 
advanced architectures in processing With signi?cantly 
higher clock rates and World class performance. One tech 
nique for speeding up overall computer architecture opera 
tion is direct memory access (DMA). DMA is a capability 
provided by advanced architectures Which alloWs data to be 
sent directly from an attached device to the memory on the 
computer’s motherboard. As a result, the system’s micro 
processor is freed from involvement With the data transfer, 
thus speeding up overall computer operation. 

[0004] Architectures that employ DMA channels can 
transfer data to and from devices much more quickly than 
systems Which do not include DMA channels. In addition, 
such systems may employ bus masters, Which are provided 
With the capability to execute direct memory access. Abus 
master is a program either in a microprocessor or more 
usually in a separate I/O controller that directs traf?c on the 
system bus or input/output paths. The bus master is the 
master and the I/O devices on the bus are the slaves. As a 
result, the bus master controls the bus paths on Which the 
address and control signals ?oW. Accordingly, once a bus 
master is setup, the How of data bits goes directly betWeen 
the I/O device and the memory. 

[0005] Currently, Well developed memory access control 
mechanisms exist for system microprocessors. The control 
provided generally de?nes, on a per process basis, Whether 
certain memory pages may be accessed. Usually this mecha 
nism is coupled With virtual to physical address translation. 
HoWever, hardWare devices Which may be designated as bus 
masters are generally trusted. As a result, if a hardWare card 
gets bus master access, it is free to perform any transaction 
(read/Write) to/from any memory area. This imposes a high 
security risk and reduces system reliability. For example, a 
netWork interface controller (NIC) With bugs can Write to a 
Wrong memory region and cause unpredictable damage. 
Moreover, a netWork card Who’s ?rmWare is hacked can 
grab the contents of the Whole physical memory and send it 
to a remote location. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] The various embodiments of the present invention 
are illustrated by Way of example, and not by Way of 
limitation, in the ?gures of the accompanying draWings and 
in Which: 

[0007] FIG. 1 is a block diagram illustrating a computer 
system including direct memory access (DMA) access veri 
?cation logic, in accordance With one embodiment of the 
invention. 

[0008] FIG. 2 is a block diagram illustrating DMA access 
veri?cation logic, in accordance With a further embodiment 
of the invention. 

[0009] FIG. 3 is a block diagram illustrating a computer 
system including a memory controller having DMA access 
veri?cation logic, in accordance With a further embodiment 
of the invention. 

[0010] FIG. 4 is a block diagram of DMA access veri? 
cation, in accordance With one embodiment of the invention. 

[0011] FIG. 5 is a How chart illustrating a method for 
DMA access veri?cation of a requesting device, in accor 
dance With one embodiment of the invention. 

[0012] FIG. 6 is a How chart illustrating a method for 
determining memory access rights of a requesting device, in 
accordance With one embodiment of the invention. 

[0013] FIG. 7 is a How chart illustrating a method for 
determining Whether to grant a DMA access request accord 
ing to memory access rights of a requesting device, in 
accordance With one embodiment of the invention. 

[0014] FIG. 8 is a How chart illustrating a method for 
generating an access controller’s data structure for tracking 
and monitoring DMA access rights granted to requesting 
devices, in accordance With one embodiment of the inven 
tion. 

[0015] FIG. 9 is a How chart illustrating a method for 
generating of the DMA access control list, in accordance 
With the further embodiment of the invention. 

[0016] FIG. 10 is a How chart illustrating a method for 
populating the access control list data structure to maintain 
and track DMA assigned rights to requesting devices. 

[0017] FIG. 11 is a block diagram illustrating various 
design representations or formats for simulation, emulation, 
and fabrication of a design using the disclosed techniques. 

DETAILED DESCRIPTION 

[0018] A method and an apparatus of memory access 
control for bus masters are described. In one embodiment, 
the method includes the receipt of a direct memory access 
(DMA) request from a device. Once the DMA request is 
received, DMA access rights of the device are determined 
according to an access control list (ACL). Once determined, 
the device is granted DMA access according to the deter 
mined memory access rights of the device. In other Words, 
if a DMA request coincides With DMA access rights 
assigned to the device, the DMA request is executed. Oth 
erWise, the operating system may be noti?ed of an unau 
thoriZed DMA request. 
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[0019] In the following description, certain terminology is 
used to describe features of the invention. For example, the 
term “logic ” is representative of hardWare and/or softWare 
con?gured to perform one or more functions. For instance, 
examples of “hardWare ” include, but are not limited or 
restricted to, an integrated circuit, a ?nite state machine or 
even combinatorial logic. The integrated circuit may take the 
form of a processor such as a microprocessor, application 
speci?c integrated circuit, a digital signal processor, a micro 
controller, or the like. 

[0020] An example of “softWare ” includes executable 
code in the form of an application, an applet, a routine or 
even a series of instructions. The softWare may be stored in 
any type of computer or machine readable medium such as 
a programmable electronic circuit, a semiconductor memory 
device inclusive of volatile memory (e.g., random access 
memory, etc.) and/or non-volatile memory (e.g., any type of 
read-only memory “ROM, ” ?ash memory), a ?oppy dis 
kette, an optical disk (e.g., compact disk or digital video disk 
“DVD”), a hard drive disk, tape, or the like. In one embodi 
ment, the present invention may be provided as an article of 
manufacture Which may include a machine or computer 
readable medium having stored thereon instructions Which 
may be used to program a computer (or other electronic 
devices) to perform a process according to one embodiment 
of the present invention. 

[0021] System 
[0022] FIG. 1 is a block diagram illustrating a computer 
system 100 including direct memory access (DMA) access 
veri?cation logic 200, in accordance With one embodiment 
of the invention. Computer system 100 comprises a proces 
sor system bus (front-side bus (FSB)) 102 for communicat 
ing information betWeen a processor (CPU) 102 and a 
chipset 160, coupled together via FSB 104. As described 
herein, the term “chipset ” is used in a manner Well knoWn 
to those of ordinary skill in the art to describe collectively, 
the various devices coupled to the CPU 102 to perform 
desired system functionality. Although the embodiment 
depicted illustrates DMA logic Within chipset 160, DMA 
logic 200 may be embodied Within, for example, device 
cards. 

[0023] The chipset 160 is also coupled to main memory 
110 and one or more graphics devices 130. In one embodi 
ment, main memory 110 is a volatile memory including, but 
not limited to, random access memory (RAM), synchronous 
RAM (SRAM), double data rate (DDR), S-data RAM 
(SDRAM), rambus data RAM (RDRAM), or the like. In 
addition, hard disk drive devices (HDD) 120, as Well as one 
or more input/output (I/O) devices 140 (140-1, . . . , 140-N) 

are also coupled to chipset 110, I/O buses, interconnects 150 
(150-1, . . . , 150-N). In one embodiment, FSB 104 is 
compatible With a Pentium®4 front-side bus and is a pipe 
lined data bus that includes address data and control por 
tions, Which may alternatively be referred to herein as 
“address data ” and “control buses.” 

[0024] Devices coupled to FSB 104 are also referred to 
herein as “bus agents ” in reference to FSB 104. For one 

embodiment, three types of agents may reside on FSB 104: 
request agents, response agents and snoop agents. In addi 
tion, bus agents are divided into symmetric agents and 
priority agents. As such, the various agents are required to 
arbitrate for access to FSB 102, in order to initiate a 
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transaction. For example, as illustrated With reference to 
FIG. 1, chipset 160 may be designated as a priority agent, 
While CPU 102 is designated as a symmetric agent, such that 
during arbitration chipset 110, Which is a priority agent, is 
aWarded bus access When competing With CPU 102 When 
designated as a symmetric bus agent. 

[0025] For the purposes of this speci?cation, the term 
“transaction ” is de?ned as bus activity related to a single 
bus access request. Generally, a transaction may begin With 
bus arbitration and the assertion of a signal, such as an 
address strobe signal (ADS#) and the propagation of a 
transaction address. A transaction, as de?ned by the Intel® 
architecture (IA) speci?cation, may include several phases, 
each phase using a speci?c set of signals to communicate a 
particular type of information. Phases may include an arbi 
tration phase (for bus oWnership), a request phase, as 
indicated by the ADS# signal, a snoop phase, a response 
phase and a data transfer phase. 

[0026] Within computer systems, such as computer sys 
tem 100, memory access latency or the time required to 
Write or read data from memory 110 is often seen as a system 
bottleneck. Accordingly, one technique for alleviating the 
memory bottleneck is direct memory access (DMA). DMA 
is a capability provided by advanced architectures Which 
alloWs direct transmission of data from an attached device to 
the memory on the computer’s motherboard. As a result, the 
system’s microprocessor is free from involvement With the 
data transfer, thus speeding up overall computer operation. 

[0027] Accordingly, in order to implement DMA access 
Within computer system 100, devices With DMA access are 
designated as bus masters. Abus master is a program either 
in a microprocessor or more usually in a separate I/O 
controller that directs traf?c on the system bus or input/ 
output (I/O) paths. For example, as depicted With reference 
to FIG. 1, I/O devices 140 are coupled to chipset 160 via I/O 
buses 150. In operation, a bus master of I/O bus 150 makes 
a request to the operating system (OS) for an assignment of 
a portion of memory 110 Which is designated or enabled for 
direct memory access. 

[0028] The OS is responsible for designating a certain area 
of memory 110 as DMA enabled memory. Within the DMA 
enabled memory area, the OS Will assign portions of this 
area to the various bus masters Within the system 100. Once 
the assignment is received, the bus master is said to have 
established a DMA channel betWeen the bus master and the 
main memory 110. As a result, during operation, When an 
I/O device such as I/O device 140 requires read-Write access 
to memory 110, the bus master of I/O bus 150 performs a 
DMA access request to chipset 150. 

[0029] In conventional systems, chipset 150 simply 
executes the DMA access request to memory 110 Without 
intervention of CPU 102. This paradigm is based on the 
premise that the bus master is a trusted device. Unfortu 
nately, this premise imposes a high security risk and reduces 
system reliability. For example, a netWork interface control 
ler (NIC) With bugs can Write to a Wrong memory region and 
cause unpredictable damage. Moreover, a netWork card With 
hacked ?rmWare is able to freely grab physical memory and 
send the contents of memory to a remote location. In other 
Words, once a computer system device is given bus master 
access, the device is free to perform any transaction (read/ 
Write) to/from any memory area. 
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[0030] Accordingly, in one embodiment, chipset 150 
includes DMA access veri?cation logic 200. In one embodi 
ment, the DMA access veri?cation logic is required to 
determine memory access rights of a device making a DMA 
access request. In one embodiment, this check is performed 
by accessing an access control list (ACL) data structure 
according to the device ID to determine Whether the device 
is a bus master and What DMA access rights are assigned to 
the device. For example, as depicted With reference to FIG. 
2. In an alternative embodiment, an ACL may be used for 
veri?cation of device to device memory access by initially 
granting such access and verifying future inter-device 
memory access requests. 

[0031] FIG. 2 is a block diagram illustrating DMA access 
veri?cation logic 200, as depicted in FIG. 1, according to 
one embodiment of the invention. The veri?cation logic 200 
receives DMA access request 202 from various bus masters 
of the system 100. Once received, the grant/deny logic 240 
queries ACL 210 based on a device ID and grants DMA 
requests that comply With assigned DMA rights. In one 
embodiment, ACL 210 contains a device ID, a read access 
memory range, a Write access memory range, and an 
optional indication of Whether DMA granted rights are 
limited to a duration of time. In an alternative embodiment, 
DMA access rights may be de?ned according to memory 
ranges and assigned permissions. 

[0032] In one embodiment, the OS is responsible for 
populating ACL 210 based on initial DMA assignment 
requests. The OS maintains ACL 210 for devices With time 
limited DMA access rights and additional DMA assignment 
requests. In an alternative embodiment, device drivers (e.g., 
I/O, graphics, video, etc.) are responsible for populating and 
maintaining ACL 210. In one embodiment, ACL 210 is 
initially formed during system boot-up by the system BIOS 
(basic input/output system). In an alternative embodiment, 
the OS is responsible for creation of the ACL data structure 
210. 

[0033] FIG. 3 depicts a computer system 300 including a 
chipset 360 comprised of a memory controller or a memory 
controller hub (MCH) 370 coupled to an I/O controller or 
I/O controller hub (ICH) 380. MCH 370 and ICH 380 are 
coupled via a system I/O bus 360. As illustrated, MCH 370 
includes DMA access veri?cation logic 200. In one embodi 
ment, computer system 300, as Well as DMA access veri? 
cation logic 200 are con?gured in accordance With the 
embodiments shoWn in FIGS. 1 and 2. HoWever, Within 
computer system 300, the various I/O devices may include 
third generation I/O (3GIO) interconnects or buses, periph 
eral component interconnect (PCI) buses 340-2, universal 
serial bus (USB) ports 340-3, PCI-X buses or interconnects 
340-4, and PCI-express interconnects (collectively referred 
to herein as “device I/O buses”) coupled via I/O buses 350 
(350-1, . . . , 350-4). 

[0034] Generally, the various device I/O buses are con 
nected to the chipset via device cards. As such, the device 
cards Will enable connection of various I/O devices. In one 
embodiment, the device cards are assigned bus master 
access. Accordingly, Within the embodiment depicted, a bus 
master of a device I/O bus 150 is required to execute DMA 
access requests to MCH 370, via ICH 380. Accordingly, 
utiliZing the DMA access veri?cation logic 400, MCH 370 
is able to verify Whether DMA access rights assigned to the 
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U0 device comply With the current DMA access request of 
the device. This veri?cation may be in the form of compar 
ing a DMA request memory address With an assigned DMA 
read access range or a DMA Write access range. 

[0035] In one embodiment, When compliance is detected, 
MCH 370 alloWs the access request to execute and either 
read or Write data to/from system memory 310. HoWever, 
When the DMA access request does not comply With DMA 
access rights assigned to the device, the DMA access request 
is not executed. In addition, MCH 370 may notify the 
operating system to issue, for example, a system manage 
ment interrupt (SMI), as shoWn in FIG. 4 using OS noti? 
cation block 230 (FIG. 2). The device may also be disabled, 
as Well as removing any access rights Within ACLs of the 
computer system. Procedural methods for implementing 
embodiments of the invention are noW described With ref 
erence to FIG. 4. 

[0036] Operation 
[0037] FIG. 5 is a How chart illustrating a method 500 for 
performing direct memory access (DMA) veri?cation of a 
requesting device, in accordance With one embodiment of 
the invention, described With reference to FIG. 4. At process 
block 502, it is determined Whether a DMA request is 
received from a device. In one embodiment, the device is a 
bus master coupled to a chipset 360, as depicted With 
reference to FIGS. 3 and 4. Once received at process block 
504, memory access rights of the requesting device are 
determined according to an access control list data structure, 
for example, as depicted With reference to FIG. 2. At 
process block 520, the DMA access request is granted 
according to the determined memory access rights of the 
requesting device. In other Words, if the DMA request 
coincides With DMA access rights assigned to the device, the 
DMA request is executed. 

[0038] FIG. 6 is a How chart illustrating a method 510 for 
determining memory access rights of a requesting device, 
according to one embodiment of the invention. At process 
block 512, a device ID of the requesting device is deter 
mined. At process block 514 the ACL is queried according 
to the device ID, as depicted With reference to FIG. 4, or 
(ACL lookup). At process block 516, DMA access rights 
assigned to the device are determined according to the query 
of the ACL. In one embodiment, the ACL data structure 
includes DMA read access rights, DMA Write access rights, 
and an indication of Whether the assigned DMA access 
rights are time limited. ACL data structure may be imple 
mented as a data structure in memory, Within chipset reg 
isters, or other like system storage areas. 

[0039] FIG. 7 is a How chart illustrating a method 530 for 
granting a DMA request, in accordance With one embodi 
ment of the invention. At process block 532, a memory 
address associated With the DMA access request is deter 
mined. At process block 534, it is determined Whether the 
determined address falls Within a DMA memory range 
assigned to the requesting device. At process block 536 the 
DMA access request is executed if DMA memory range falls 
Within DMA memory range assigned to the requesting 
device. OtherWise, the DMA access request is denied at 
process block 538. 

[0040] In other Words, the ACL may contain a memory 
range assigned to the device. In one embodiment, DMA 
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requests are limited to reads or Writes Within the assigned 
memory range. Accordingly, by limiting DMA access 
requests to those falling Within assigned DMA read or Write 
memory ranges, faulty or possibly hacked bus master 
devices are prohibited from performing unauthoriZed 
memory requests Which may cause problematic system 
behavior or threaten device security. 

[0041] In one embodiment, denial of a DMA access 
request may result in noti?cation of the operating system of 
the unauthoriZed DMA access request. In one embodiment, 
the operating system may be noti?ed to issue a system 
management interrupt (SMI). Additionally, DMA access 
rights of the device may be disabled in addition to disabling 
of the device. In a further embodiment, the operating system 
is noti?ed of unauthoriZed access requests for devices that 
have not been assigned DMA access rights or bus master 
privileges. 
[0042] FIG. 8 is a How chart illustrating a method 600 for 
assigning DMA access rights to bus master devices in order 
to enable DMA access veri?cation, in accordance With one 
embodiment of the invention. At process block 610, it is 
determined Whether a request is received to assign a portion 
of DMA enabled memory to a device. In other Words, 
folloWing device boot-up, bus master devices are required 
to, for example, invoke a function to request an assignment 
of DMA enabled memory to enable subsequent DMA read/ 
Write access during system operation. 

[0043] Accordingly, at process block 620, a portion of 
DMA enabled memory is assigned to the device. Once 
assigned, at process block 630 an entry into an ACL data 
structure is generated, according to the portion of DMA 
enabled memory assigned to the requesting device. In one 
embodiment, assignment of DMA access rights is performed 
by, for example, the operating system. In an alternative 
embodiment, system drivers such as 1/0 drivers, graphics 
drivers, or the like, may be responsible for the DMA access 
assignment, as Well as population of the ACL list to enable 
subsequent veri?cation of DMA access requests. 

[0044] At process block 650, assigned DMA access rights 
are monitored by, for example, the OS or system drivers. At 
process block 652 it is determined Whether DMA access 
rights granted to a device expired. When expired rights are 
detected, at process block 654, entries from the ACL data 
structure are removed by, for example, the operating system. 
Accordingly, by monitoring subsequent memory access 
requests, the OS may be responsible for ensuring that DMA 
access rights that have been assigned for a limited portion of 
time are revoked once the time has expired. Accordingly, 
additional DMA access requests for devices With expired 
rights are prohibited. 

[0045] FIG. 9 is a How chart illustrating a method 602 
performed prior to receiving a DMA access assignment 
request. At process block 604, it is determined Whether 
system boot-up has occurred. Once system boot-up has 
occurred at process block 606, an area of memory is 
designated as “a DMA enabled memory area ” by, for 
example, the operating system. Once designated, at process 
block 608 the ACL data structure is generated to track and 
maintain device access granted to the designated DMA 
enabled area of memory. In one embodiment, this may also 
be performed by either the operating system or system 
drivers. 
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[0046] FIG. 10 is a How chart illustrating a method 640 
for generating entries in the ACL data structure in accor 
dance With one embodiment of the invention. At process 
block 642, a device ID of the requesting device is deter 
mined. Once determined, at process block 644 an ACL data 
structure is generated, including the determined device ID 
and an assigned memory range for DMA read access. At 
process block 646, an entry is generated in the ACL data 
structure including the determined device ID and an 
assigned memory range for Write access. 

[0047] In a further embodiment, a designation may be 
generated in the ACL data structure for DMA access rights 
that are time limited and, therefore, require subsequent 
monitoring to remove the DMA access rights, once the 
access rights have expired. Accordingly, by monitoring 
DMA access rights, as Well as verifying DMA access 
requests, one embodiment of the invention provides higher 
reliability and security for computers, including both per 
sonal computers and servers. Accordingly, When imple 
mented Within PCs and servers, the PCs, as Well as servers 
may be implemented Within minutes of critical applications 
Which require high grade reliability and security. 

[0048] FIG. 11 is a block diagram illustrating various 
design representations or formats for simulation, emulation 
and fabrication of a design using the disclosed techniques. 
Data representing a design may represent the design in a 
number of manners. First, as is useful in simulations, the 
hardWare may be represented using a hardWare description 
language, or another functional description language, Which 
essentially provides a computeriZed model of hoW the 
designed hardWare is expected to perform. The hardWare 
model 710 may be stored in a storage medium 700, such as 
a computer memory, so that the model may be simulated 
using simulation softWare 720 that applies a particular test 
suite 730 to the hardWare model to determine if it indeed 
functions as intended. In some embodiments, the simulation 
softWare is not recorded, captured or contained in the 
medium. 

[0049] Additionally, a circuit level model With logic and/ 
or transistor gates may be produced at some stages of the 
design process. The model may be similarly simulated some 
times by dedicated hardWare simulators that form the model 
using programmable logic. This type of simulation taken a 
degree further may be an emulation technique. In any case, 
recon?gurable hardWare is another embodiment that may 
involve a machine readable medium storing a model 
employing the disclosed techniques. 

[0050] Furthermore, most designs at some stage reach a 
level of data representing the physical placements of various 
devices in the hardWare model. In the case Where conven 
tional semiconductor fabrication techniques are used, the 
data representing the hardWare model may be data specify 
ing the presence or absence of various features on different 
mask layers or masks used to produce the integrated circuit. 
Again, this data representing the integrated circuit embodies 
the techniques disclosed in that the circuitry logic and the 
data can be simulated or fabricated to perform these tech 
niques. 

[0051] In any representation of the design, the data may be 
stored in any form of a machine readable medium. An 
optical or electrical Wave 760 modulated or otherWise gen 
erated to transport such information, a memory 750 or a 
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magnetic or optical storage 740, such as a disk, may be the 
machine readable medium. Any of these mediums may carry 
the design information. The term “carry ” (e.g., a machine 
readable medium carrying information) thus covers infor 
mation stored on a storage device or information encoded or 

modulated into or onto a carrier Wave. The set of bits 

describing the design or a particular of the design are (When 
embodied in a machine readable medium, such as a carrier 

or storage medium) an article that may be sealed in and out 
of itself, or used by others for further design or fabrication. 

[0052] Alternate Embodiments 

[0053] Several aspects of one implementation of the DMA 
access veri?cation for providing improved system security 
have been described. HoWever, various implementations of 
the DMA access veri?cation provide numerous features 
including, complementing, supplementing, and/or replacing 
the features described above. Features can be implemented 
as part of the chipset or as part of the memory controller in 
different embodiment implementations. In addition, the 
foregoing description, for purposes of explanation, used 
speci?c nomenclature to provide a thorough understanding 
of the embodiments of the invention. HoWever, it Will be 
apparent to one skilled in the art that the speci?c details are 
not required in order to practice the embodiments of the 
invention. 

[0054] In addition, although an embodiment described 
herein is directed to a DMA access veri?cation, it Will be 
appreciated by those skilled in the art that the embodiments 
of the present invention can be applied to other systems. In 
fact, systems for memory access veri?cation for inter-device 
memory access, such as, for example, hard-disk to hard-disk 
memory access using an ACL, fall Within the embodiments 
of the present invention, as de?ned by the appended claims. 
The embodiments described above Were chosen and 
described in order to best explain the principles of the 
embodiments of the invention and its practical applications. 
These embodiments Were chosen to thereby enable others 
skilled in the art to best utiliZe the invention and various 
embodiments With various modi?cations as are suited to the 
particular use contemplated. 

[0055] It is to be understood that even though numerous 
characteristics and advantages of various embodiments of 
the present invention have been set forth in the foregoing 
description, together With details of the structure and func 
tion of various embodiments of the invention, this disclosure 
is illustrative only. In some cases, certain subassemblies are 
only described in detail With one such embodiment. Never 
theless, it is recogniZed and intended that such subassem 
blies may be used in other embodiments of the invention. 
Changes may be made in detail, especially matters of 
structure and management of parts Within the principles of 
the embodiments of the present invention to the full extent 
indicated by the broad general meaning of the terms in 
Which the appended claims are expressed. 

[0056] Having disclosed exemplary embodiments and the 
best mode, modi?cations and variations may be made to the 
disclosed embodiments While remaining Within the scope of 
the embodiments of the invention as de?ned by the folloW 
ing claims. 
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What is claimed is: 
1. A method comprising: 

receiving a direct memory access (DMA) request from a 
requesting device; 

determining memory access rights of the requesting 
device according to an access control list data structure; 
and 

granting the DMA request according to the determined 
memory access rights of the requesting device. 

2. The method of claim 1, Wherein determining the 
memory access rights further comprises: 

determining a device ID of the requesting device; 

querying the access control list data structure according to 
the device ID of the requesting device; and 

determining DMA access rights assigned to the requesting 
device based on a result of querying the access control 
list data structure. 

3. The method of claim 2, further comprises: 

notifying an operating system to serve a system manage 
ment interrupt if the device ID is missing from the 
access control list data structure. 

4. The method of claim 1, Wherein granting the DMA 
request further comprising: 

determining a memory address of the DMA request; 

executing the DMA request if the memory address falls 
Within a DMA memory range assigned to the request 
ing device; and 

denying the DMA access request if the memory address 
falls outside a DMA memory range assigned to the 
requesting device. 

5. The method of claim 4, Wherein denying the DMA 
request further comprises: 

notifying an operating system to issue a system manage 
ment interrupt; and 

disabling memory access rights to the requesting device. 
6. A method comprising: 

assigning a portion of the DMA enabled memory area to 
the device in response to a request; and 

generating an entry in an access control list data structure 
according to the portion of DMA enabled memory 
assigned to the requesting device. 

7. The method of claim 6, Wherein the method comprises, 
prior to receiving the request: 

designating, after system boot-up, an area of memory as 
a DMA enabled memory area; and 

generating the access control list data structure to track 
and maintain device access granted to the designated 
DMA enabled area of memory. 

8. The method of claim 6, Wherein assigning the portion 
of DMA enabled memory further comprises: 

determining the area of memory designated for DMA 
access; and 

assigning a portion of the DMA enabled memory area to 
the requesting device if the requesting device is a 
hardWare bus master. 
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9. The method of claim 5, wherein generating an entry in 
the access control list data structure comprises: 

determining a device ID of the requesting device; 

storing a ?rst entry in the access control list data structure 
including the device ID and an assigned memory range 
for DMA read access; and 

storing a second entry in the access control list data 
structure, including the device ID and an assigned 
memory range for DMA Write access. 

10. The method of claim 5, further comprising: 

monitoring granted DMA access rights; and 

removing entries from the access control list data struc 
ture once DMA access rights granted to a device have 
eXpired. 

11. An article of manufacture including a machine read 
able medium having stored thereon instructions Which may 
be used to program a system to perform a method, com 
prising: 

receiving a request to assign a portion of a direct memory 
access (DMA) enabled memory area to a device in 
response to a request; 

assigning a portion of the DMA enabled memory area to 
the device in response to a request; and 

generating an entry in an access control list data structure 
according to the portion of DMA enabled memory 
assigned to the requesting device. 

12. The article of manufacture of claim 11, Wherein the 
method comprises, prior to receiving the request: 

designating, after system boot-up, an area of memory as 
a DMA enabled memory area; and 

generating the access control list data structure to track 
and maintain device access granted to the designated 
DMA enabled area of memory. 

13. The article of manufacture of claim 11, Wherein 
assigning the portion of DMA enabled memory further 
comprises: 

determining the area of memory designated for DMA 
access; and 

assigning a portion of the DMA enabled memory area to 
the requesting device if the requesting device is a 
hardWare bus master. 

14. The article of manufacture of claim 11, Wherein 
generating an entry in the access control list data structure 
comprises: 

determining a device ID of the requesting device; 

storing a ?rst entry in the access control list data structure 
including the device ID and an assigned memory range 
for DMA read access; and 

storing a second entry in the access control list data 
structure, including the device ID and an assigned 
memory range for DMA Write access. 
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15. The article of manufacture of claim 11, further com 
prising: 

monitoring granted DMA access rights; and 

removing entries from the access control list data struc 
ture once DMA access rights granted to a device have 
expired. 

16. An integrated circuit, comprising: 

a bus; and 

a controller coupled to a bus, the controller to execute a 
direct memory access (DMA) request from a requesting 
device if the DMA request is in compliance With DMA 
rights granted to the requesting device as de?ned in an 
access control list data structure in response to a DMA 
assignment request of the device. 

17. The integrated circuit of claim 16, Wherein the con 
troller is to query the access control list data structure 
according to a device ID of the requesting device to deter 
mine DMA access rights assigned to the requesting device, 
and to eXecute the DMA request if a memory address of the 
request falls Within a DMA memory range assigned to the 
requesting device. 

18. The integrated circuit of claim 16, Wherein the con 
troller is to deny the DMA access request if a memory 
address of the request falls outside a DMA memory range 
assigned to the requesting device and notifying an operating 
system to issue a system management interrupt. 

19. The integrated circuit of claim 16, Wherein the con 
troller is a chipset. 

20. The integrated circuit of claim 16, Wherein the con 
troller is a memory controller. 

21. The integrated circuit of claim 16, Wherein the 
requesting device is a hardWare bus master. 

22. A system comprising: 

one or more devices; 

an input/output (I/O) controller coupled to the one or 
more devices; 

a memory; 

a memory controller coupled to the I/O controller via an 
I/O bus and to the memory via a memory bus, the 
memory controller to grant a direct memory access 
(DMA) request from a requesting device if the DMA 
request is in compliance With DMA access rights 
granted to the requesting device; and 

an operating system loaded Within the memory to assign 
a portion of the DMA enabled memory area to a device 
and generate an entry in an access control list data 
structure according to the portion of DMA enabled 
memory assigned to the device. 

23. The system of claim 22, Wherein the controller is to 
query an access control list data structure according to a 
device ID of the requesting device to determine DMA access 
rights assigned to the requesting device, and to eXecute the 
DMA request if a memory address of the request falls Within 
a DMA memory range assigned to the requesting device. 

24. The system of claim 22, Wherein the controller is to 
deny the DMA access request if a memory address of the 
request falls outside a DMA memory range assigned to the 
requesting device and notify an operating system to issue a 
system management interrupt. 
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25. The system of claim 22, wherein the memory con 
troller and the I/O controller comprise a chipset. 

26. The system of claim 22, Wherein the memory is a 
double data rate memory. 

27. The system of claim 22, Wherein the device is a 
hardWare bus master. 

28. An article comprising a machine readable carrier 
medium carrying data Which When loaded into a computer 
system memory in conjunction With simulation routines 
provides functionality of a model comprising: 

a bus; and 

a controller coupled to a bus, the controller to execute a 
direct memory access (DMA) request from a requesting 
device if the DMA request is in compliance With DMA 
rights granted to the requesting device as de?ned in an 
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access control list data structure in response to a DMA 
assignment request of the device. 

29. The article of claim 28, Wherein the controller is to 
query an access control list data structure according to a 
device ID of the requesting device to determine DMA access 
rights assigned to the requesting device, and to eXecute the 
DMA request if a memory of the DMA request address falls 
Within a DMA memory range assigned to the requesting 
device. 

30. The article of claim 28, Wherein the controller is to 
deny the DMA access request if a memory address of the 
DMA request falls outside a DMA memory range assigned 
to the requesting device and notify an operating system to 
issue a system management interrupt. 

* * * * * 


