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(57) ABSTRACT 
A fraud determining system adds, to authorization data 
concerning a present use, history information, such as a 
difference in time of use or monetary value betWeen the 
authorization data and authorization data concerning an 
immediately previous use. When a determination as to 
Whether the present use involves a fraud is made on the basis 
of the authorization data concerning the present use, it is 
possible to determine Whether or not the present use is 
irregular from the history information. The result of the 
determination is re?ected in a score, and therefore, the score 
can be calculated With high reliability. 
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HISTORY INFORMATION ADDING PROGRAM, 
FRAUD DETERMINING PROGRAM USING 
HISTORY INFORMATION, AND FRAUD 

DETERMINING SYSTEM USING HISTORY 
INFORMATION 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to a history informa 
tion adding program for adding history information to 
authorization data (data Which is sent from a store or the like, 
and represents the oWner of a credit card, the monetary value 
of a transaction for Which settlement is requested, etc.), 
Which is used to determine the probability of occurrence of 
fraud primarily in use of the credit card; to a fraud deter 
mining program using history information added to autho 
riZation data; and to a fraud deterrnining system using 
history information added to authoriZation data. 

[0003] 2. Description of the Related Art 

[0004] Custornarily, When a credit card is used, in order to 
prevent fraudulent transactions such as a transaction by a 
third party Who has found the credit card and pretends to be 
the oWner, the store or the like Where the card is being used 
checks With the credit card company to ascertain the credit 
card balance as Well as to conduct a credit inquiry concern 
ing fraudulent use. In a system for such credit inquiry, it is 
becoming important to perform highly reliable determina 
tion using data on past fraudulent use and the like. 

[0005] At present, credit card companies use a system 
which automatically determines a score for the possibility of 
fraudulent use on the basis of authoriZation data. In such 
systems, in general, a scoring system utiliZing a neural 
netWork using neural theory is provided, and authoriZation 
data for Which a request for fraud determination has been 
accepted are input to the scoring system in order to deter 
mine a score (see Nonpatent Document 1). 

[0006] A neural netWork is leading-edge technology 
which models the structure and information processing 
function of nerve cells of the human brain. Constructing 
such a netWork requires special knoW-hoW and a large 
rnonetary investrnent. Accordingly, rnany credit card corn 
panies do not themselves construct a basic system for score 
deterrnination, but instead typically introduce a general 
purpose, external system for portions relating to a neural 
netWork. 

[0007] A scoring system using a neural netWork has prob 
lerns, in that the logic for making a determination is a black 
box, so that the basis of determination is unclear to the credit 
card company or the like Which utiliZes it. In addition, as the 
user such as the credit card company does not itself create 
the neural netWork, difficulty is encountered in re?ecting 
trends from the authoriZation data for that company. A 
conceivable measure for coping With such problems is to 
construct, in place of a neural netWork, a scoring system 
using a Bayesian netWork Which uses Bayesian theory, 
Which has recently come into use in the ?elds of arti?cial 
intelligence and the like. The basis of Bayesian theory is the 
probability of occurrence, Which statistically predicts the 
probability of occurrence of some event. 

[0008] In such a scoring system using a Bayesian netWork, 
the probability of occurrence of fraud can be determined by 
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extracting factors, such as time, monetary value, and store, 
from data indicating manners of use of a credit card, 
classifying the manners of use into cases in accordance with 
combination of these factors, and calculating, for each case, 
the probability of occurrence of fraud on the basis of past 
authoriZation data. For calculation of the probability of 
occurrence of fraud, there is created a model in Which 
collected past authoriZation data are classi?ed on a case-by 
case basis. Such a model can improve the reliability of 
probability of occurrence of fraud by classifying the number 
of cases and collecting a large number of sets of authoriZa 
tion data for each case. HoWever, if the number of cases 
excessively increases due to combinations of various fac 
tors, the number of samples forming a population decreases, 
to thereby cause scattering of results and loWer the reliability 
of data. To cope With this problem, the present applicant 
?led patent applications on the technology for preventing the 
scattering of data and the loWering of reliability (Unpub 
lished Patent Documents 1-3). Nonpatent Document 1 

[0009] Asano Yoichiro, Suda Yoshinobu, “Introduction of 
a Fraudulent Use Detection System and Its Effects”, Gekkan 
Syohishashinyo, KinZai Institute for Financial Affairs 
Research Group, May 2000, pages 16-19. 

[0010] 
[0011] 
[0012] 
[0013] 
[0014] 
[0015] 
[0016] As described above, by utiliZing a scoring system 
using a neural netWork or a Bayesian netWork, a score 
representing the probability of fraud can be calculated for 
authoriZation data for Which a request for fraud determina 
tion has been received can be calculated in consideration of 
the result of individual checking as to Whether fraudulent 
use is highly likely to occur. HoWever, irrespective of 
Whether a neural netWork or a Bayesian netWork is used, 
determination is performed only on the basis of the contents 
of the authoriZation data for Which a request for fraud 
determination has been received. Narnely, even in the case 
Where a credit card is considered to be used in an irregular 
manner from history information regarding past use of the 
card, such an irregular use of the card cannot be detected as 
a fraudulent use because such history information is not 
contained in the information used for determination of 
fraudulent use. 

Unpublished Patent Document 1 

Japanese Patent Application No. 2003-129410 

Unpublished Patent Document 2 

Japanese Patent Application No. 2003-129411 

Unpublished Patent Document 3 

Japanese Patent Application No. 2003-131377 

[0017] Let us noW consider a case Where, although the 
contents of a credit card transaction itself corresponding to 
authoriZation data for Which a request for fraud determina 
tion has been received does not contain irregular contents, 
the credit card can be judged to be used in an irregular 
manner in consideration of a history of transactions, such as 
similar transactions carried out consecutively Within a short 
period of time or transactions of expensive articles of the 
same kind carried out consecutively. In such a case, the 
probability of fraud can be determined to be high. In a 
scoring system utiliZing a neural netWork or a Bayesian 
netWork, if a result of a judgement on the basis of such a 
transaction history is added in calculation of a score, a more 
reliable score can be calculated. 
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SUMMARY OF THE INVENTION 

[0018] An object of the present invention is to cope With 
the above-described problems and to provide a history 
information adding program for adding history information 
to authorization data, Which is used to determine the prob 
ability of occurrence of fraud primarily in use of a credit 
card. 

[0019] Another object of the present invention is to pro 
vide a fraud determining program using history information 
added to authoriZation data. 

[0020] Still another object of the present invention is to 
provide a fraud determining system using history informa 
tion added to authoriZation data. 

[0021] According to a ?rst aspect, the present invention 
solves the above-described problems by providing a history 
information adding program for adding history information 
to authoriZation data, the program causing a computer to 
perform: a step of receiving ?rst authoriZation data concern 
ing a present transaction request from a user; a step of 
retrieving, from an authoriZation data history database 
Which stores records of past authoriZation data, a record of 
second authoriZation data concerning a previous transaction 
request received from the same user immediately before the 
present transaction request, and obtaining, from the record, 
data regarding a time of use contained in the second autho 
riZation data; a step of calculating a difference in time of use 
from the data regarding the time of use in the second 
authoriZation data and data regarding a time of use contained 
in the ?rst authoriZation data; and a step of recording the 
calculated difference in time of use in a record of the ?rst 
authoriZation data, and storing the record into the authori 
Zation data history database. 

[0022] According to a second aspect, the present invention 
solves the above-described problems by providing a history 
information adding program for adding history information 
to authoriZation data, the program causing a computer to 
perform: a step of receiving ?rst authoriZation data concern 
ing a present transaction request from a user; a step of 
retrieving, from an authoriZation data history database 
Which stores records of past authoriZation data, a record of 
second authoriZation data concerning a previous transaction 
request received from the same user immediately before the 
present transaction request, and obtaining, from the record, 
data regarding a monetary value contained in the second 
authoriZation data; a step of calculating a difference in 
monetary value from the data regarding the monetary value 
in the second authoriZation data and data regarding a mon 
etary value contained in the ?rst authoriZation data; and a 
step of recording the calculated difference in monetary value 
in a record of the ?rst authoriZation data, and storing the 
record into the authoriZation data history database. 

[0023] The programs according to the ?rst and second 
aspects of the present invention may cause the computer to 
perform: a step of retrieving, from the authoriZation data 
history database Which stores records of past authoriZation 
data, a record of second authoriZation data concerning a 
previous transaction request received from the same user 
immediately before the present transaction request, and 
obtaining, from the record, data regarding an article or 
service contained in the second authoriZation data; and a 
step of recording the data regarding the article or service in 
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a record of the ?rst authoriZation data, and storing the record 
into the authoriZation data history database. 

[0024] The programs according to the ?rst and second 
aspects of the present invention may cause the computer to 
perform: a step of retrieving, from the authoriZation data 
history database Which stores records of past authoriZation 
data, a record of second authoriZation data concerning a 
previous transaction request received from the same user 
immediately before the present transaction request, and 
obtaining, from the record, data regarding a ?rst date of use 
contained in the second authoriZation data; a step of deter 
mining, on the basis of the data regarding the ?rst date of use 
and data regarding a second date of use contained in the ?rst 
authoriZation data, Whether or not the ?rst date of use and the 
second date of use are the same; and a step of, if the ?rst date 
of use and the second date of use are not the same, recording, 
in a record of the ?rst authoriZation data, data indicating that 
the present transaction request is ?rst one in the second date, 
and storing the record into the authoriZation data history 
database. 

[0025] In these aspects of the present invention, not only 
authoriZation data, but also a difference in time or monetary 
value betWeen the present transaction request and the imme 
diately previous transaction request made by the same user, 
are recorded in the record provided for each set of authori 
Zation data in the database Which stores authoriZation data. 
In this manner, history information is added to authoriZation 
data, and the combined data are stored as a single record. 
Therefore, When authoriZation data for Which fraud deter 
mination is to be performed is obtained, the history infor 
mation can be obtained for use in fraud determination. 

[0026] In the case Where a difference in time or monetary 
value betWeen the present transaction request and the imme 
diately previous transaction request is used as history infor 
mation, it is useful to ?nd irregular transactions, Which are 
highly likely fraudulent; for eXample, similar transactions 
made consecutively in a short period of time or transactions 
of expensive articles made consecutively. Further, if such 
history information additionally contain data regarding an 
article or service for Which a credit card is used, more 
irregular transactions, such as consecutive purchases of 
articles of the same kind or consecutive purchases of 
eXtremely expensive articles, can be found easily, Whereby 
the reliability of determination of fraud can be improved. 
Furthermore, When a present transaction request is ?rst one 
in a day, it is preferred to reset the difference in time or the 
difference in monetary value, because of the folloWing 
reason. For eXample, When a time difference is counted on 
the basis of the last transaction of the previous day, the 
difference naturally increases, so that the result of a deter 
mination of continuity may differ from the result of a 
determination of continuity performed on the basis of a time 
difference counted Within a single day. 

[0027] According to a third aspect, the present invention 
solves the above-described problems by providing a history 
information adding program for adding history information 
to authoriZation data, the program causing a computer to 
perform: a step of receiving ?rst authoriZation data concern 
ing a present transaction request from a user; a step of 
specifying, from an authoriZation data history database 
Which stores records of past authoriZation data, authoriZa 
tion data sets concerning previous transaction requests 
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received from the same user Within a predetermined period 
of time immediately before the present transaction request, 
and obtaining the number of the authoriZation data sets; and 
a step of recording the number of the authoriZation data sets 
in a record of the ?rst authoriZation data, and storing the 
record into the authoriZation data history database. 

[0028] According to a fourth aspect, the present invention 
solves the above-described problems by providing a history 
information adding program for adding history information 
to authoriZation data, the program causing a computer to 
perform: a step of receiving ?rst authoriZation data concern 
ing a present transaction request from a user; a step of 
specifying, from an authoriZation data history database 
Which stores records of past authoriZation data, authoriZa 
tion data sets concerning previous transaction requests 
received from the same user Within a predetermined period 
of time immediately before the present transaction request, 
and obtaining the total of monetary values contained in the 
authoriZation data sets; and a step of recording the total of 
the monetary values in a record of the ?rst authoriZation 
data, and storing the record into the authoriZation data 
history database. 

[0029] In these aspects of the present invention, in addi 
tion to authoriZation data, the number of uses or the total of 
monetary values Within a predetermined period of time is 
recorded, as the recent status of use of a credit card by the 
same user, in the record provided for each set of authoriZa 
tion data in the database Which stores authoriZation data. In 
this manner, history information is added to authoriZation 
data, and the combined data are stored as a single record. 
Therefore, When authoriZation data for Which fraud deter 
mination is to be performed is obtained, the history infor 
mation can be obtained for use in fraud determination. 

[0030] According to a ?fth aspect, the present invention 
solves the above-described problems by providing a history 
information adding program for adding history information 
to authoriZation data, the program causing a computer to 
perform: a step of receiving ?rst authoriZation data concern 
ing a present transaction request from a user; a step of 
specifying, from an authoriZation data history database 
Which stores records of past authoriZation data, authoriZa 
tion data sets concerning previous transaction requests 
received from the same user Within a predetermined period 
of time immediately before the present transaction request, 
and obtaining at least one article or service recorded in the 
authoriZation data sets; and a step of recording data regard 
ing the article or service in a record of the ?rst authoriZation 
data, and storing the record into the authoriZation data 
history database. 

[0031] In the present aspect of the present invention, in 
addition to authoriZation data, an article purchased at the 
previous transaction, an article purchased at a transaction 
preceding the previous transaction, the kind of articles 
purchased most often Within a predetermined period of time, 
and other items are recorded, as the recent status of shopping 
of articles or the like by the same user using a credit card, 
in the record provided for each set of authoriZation data in 
the database Which stores authoriZation data. In this manner, 
history information is added to authoriZation data, and the 
combined data are stored as a single record. Therefore, When 
authoriZation data for Which fraud determination is to be 
performed is obtained, the history information can be 
obtained for use in fraud determination. 
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[0032] According to a siXth aspect, the present invention 
solves the above-described problems by providing a history 
information adding program for adding history information 
to authoriZation data, the program causing a computer to 
perform: a step of receiving ?rst authoriZation data concern 
ing a present transaction request from a user; a step of 
specifying, from an authoriZation data history database 
Which stores records of past authoriZation data, authoriZa 
tion data sets concerning previous transaction requests 
received from the same user Within a predetermined period 
of time immediately before the present transaction request, 
and obtaining at least one piece of area information recorded 
in the authoriZation data sets; and a step of recording data 
regarding the area information in a record of the ?rst 
authoriZation data, and storing the record into the authori 
Zation data history database. 

[0033] In the present aspect of the present invention, in 
addition to authoriZation data, the result of comparison 
betWeen the location of the present use of a card and the 
present residence of the user or the location of the previous 
use is recorded, as information regarding the recent area 
move of the same user, in the record provided for each set 
of authoriZation data in the database Which stores authori 
Zation data. In this manner, area information is added to 
authoriZation data, and the combined data are stored as a 
single record. Therefore, When authoriZation data for Which 
fraud determination is to be performed is obtained, the 
history information can be obtained for use in fraud deter 
mination. 

[0034] According to a seventh aspect, the present inven 
tion solves the above-described problems by providing a 
program for determining a fraud by use of history informa 
tion added to authoriZation data, the program causing a 
computer to perform: a step of obtaining, from a record of 
?rst authoriZation data concerning a present transaction 
request from a user and stored in an authoriZation data 
history database Which stores records of past authoriZation 
data, data regarding a difference in time of use betWeen the 
?rst authoriZation data and second authoriZation data con 
cerning a previous transaction request received from the 
same user immediately before the present transaction 
request; and a step of determining Whether the present 
transaction request involves a fraud, on the basis of the 
difference in time of use, and With reference to a determi 
nation rule database Which stores a fraud determination rule. 

[0035] The program according to the seventh aspect of the 
present invention may be con?gured to cause a computer to 
perform: a step of obtaining, from a record of ?rst authori 
Zation data concerning a present transaction request from a 
user and stored in an authorization data history database 
Which stores records of past authoriZation data, data regard 
ing a difference in time of use betWeen the ?rst authoriZation 
data and second authoriZation data concerning a previous 
transaction request received from the same user immediately 
before the present transaction request, and data regarding a 
article or service contained in the second authoriZation data; 
and a step of determining Whether the present transaction 
request involves a fraud, on the basis of the data regarding 
the difference in time of use and the article or service, and 
With reference to a determination rule database Which stores 
a fraud determination rule. 

[0036] According to an eighth aspect, the present inven 
tion solves the above-described problems by providing a 
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program for determining a fraud by use of history informa 
tion added to authorization data, the program causing a 
computer to perform: a step of obtaining, from a record of 
?rst authoriZation data concerning a present transaction 
request from a user and stored in an authoriZation data 
history database Which stores records of past authoriZation 
data, data regarding a difference in monetary value betWeen 
the ?rst authoriZation data and second authoriZation data 
concerning a previous transaction request received from the 
same user immediately before the present transaction 
request; and a step of determining Whether the present 
transaction request involves a fraud, on the basis of the 
difference in monetary value, and With reference to a deter 
mination rule database Which stores a fraud determination 
rule. 

[0037] The program according to the eighth aspect of the 
present invention may be con?gured to cause a computer to 
perform: a step of obtaining, from a record of ?rst authori 
Zation data concerning a present transaction request from a 
user and stored in an authoriZation data history database 
Which stores records of past authoriZation data, data regard 
ing a difference in monetary value betWeen the ?rst autho 
riZation data and second authoriZation data concerning a 
previous transaction request received from the same user 
immediately before the present transaction request, and data 
regarding a article or service contained in the second autho 
riZation data; and a step of determining Whether the present 
transaction request involves a fraud, on the basis of the data 
regarding the difference in monetary value and the article or 
service, and With reference to a determination rule database 
Which stores a fraud determination rule. 

[0038] According to a ninth aspect, the present invention 
solves the above-described problems by providing a pro 
gram for determining a fraud by use of history information 
added to authoriZation data, the program causing a computer 
to perform: a step of obtaining, from a record of ?rst 
authoriZation data concerning a present transaction request 
from a user and stored in an authoriZation data history 
database Which stores records of past authoriZation data, the 
number of authoriZation data sets concerning previous trans 
action requests received from the same user Within a pre 
determined period of time immediately before the present 
transaction request; and a step of determining Whether the 
present transaction request involves a fraud, on the basis of 
the number of the authoriZation data sets and With reference 
to a determination rule database Which stores a fraud deter 
mination rule. 

[0039] According to a tenth aspect, the present invention 
solves the above-described problems by providing a pro 
gram for determining a fraud by use of history information 
added to authoriZation data, the program causing a computer 
to perform: a step of obtaining, from a record of ?rst 
authoriZation data concerning a present transaction request 
from a user and stored in an authoriZation data history 
database Which stores records of past authoriZation data, the 
total of monetary values contained in authoriZation data sets 
concerning previous transaction requests received from the 
same user Within a predetermined period of time immedi 
ately before the present transaction request; and a step of 
determining Whether the present transaction request 
involves a fraud, on the basis of the total of the monetary 
values and With reference to a determination rule database 
Which stores a fraud determination rule. 
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[0040] According to an eleventh aspect, the present inven 
tion solves the above-described problems by providing a 
program for determining a fraud by use of history informa 
tion added to authoriZation data, the program causing a 
computer to perform: a step of obtaining, from a record of 
?rst authoriZation data concerning a present transaction 
request from a user and stored in an authoriZation data 
history database Which stores records of past authoriZation 
data, data regarding at least one article or service selected 
from authoriZation data sets concerning previous transaction 
requests received from the same user Within a predetermined 
period of time immediately before the present transaction 
request; and a step of determining Whether the present 
transaction request involves a fraud, on the basis of the data 
regarding the article or service, and With reference to a 
determination rule database Which stores a fraud determi 
nation rule. 

[0041] According to a tWelfth aspect, the present invention 
solves the above-described problems by providing a pro 
gram for determining a fraud by use of history information 
added to authoriZation data, the program causing a computer 
to perform: a step of obtaining, from a record of ?rst 
authoriZation data concerning a present transaction request 
from a user and stored in an authoriZation data history 
database Which stores records of past authoriZation data, 
data regarding at least one piece of area information selected 
from authoriZation data sets concerning previous transaction 
requests received from the same user Within a predetermined 
period of time immediately before the present transaction 
request; and a step of determining Whether the present 
transaction request involves a fraud, on the basis of the area 
information, and With reference to a determination rule 
database Which stores a fraud determination rule. 

[0042] In the seventh to tWelfth aspects of the present 
invention, history information can be obtained from the 
authoriZation data history database including records of 
authoriZation data With the history information added 
thereto, Which are created by the ?rst to siXth aspects of the 
present invention, and the probability of occurrence of fraud 
can be determined in vieW of the history of use according to 
a predetermined rule on the basis of the history information. 
The history information in these aspects of the present 
invention has the same signi?cance as in the ?rst to siXth 
aspects of the present invention. 

[0043] According to a thirteenth aspect, the present inven 
tion solves the above-described problems by providing a 
providing a program for determining a fraud by use of 
history information added to authoriZation data, the program 
causing a computer to perform: a step of receiving ?rst 
authoriZation data concerning a present transaction request 
from a user; a step of retrieving, from an authoriZation data 
history database Which stores records of past authoriZation 
data, a record of second authoriZation data concerning a 
previous transaction request received from the same user 
immediately before the present transaction request, and 
obtaining, from the record, data regarding a time of use 
contained in the second authoriZation data; a step of calcu 
lating a difference in time of use from the data regarding the 
time of use in the second authoriZation data and data 
regarding a time of use contained in the ?rst authoriZation 
data; and a step of determining Whether the present trans 
action request involves a fraud, on the basis of the difference 
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in time of use, and With reference to a determination rule 
database Which stores a fraud determination rule. 

[0044] The program according to the thirteenth aspect of 
the present invention may be con?gured to cause the com 
puter to perform: a step of receiving ?rst authoriZation data 
concerning a present transaction request from a user; a step 
of retrieving, from an authoriZation data history database 
Which stores records of past authoriZation data, a record of 
second authoriZation data concerning a previous transaction 
request received from the same user immediately before the 
present transaction request, and obtaining, from the record, 
data regarding a time of use contained in the second autho 
riZation data and data regarding an article or service con 
tained in the second authoriZation data; a step of calculating 
a difference in time of use from the data regarding the time 
of use contained in the second authoriZation data and data 
regarding a time of use contained in the ?rst authoriZation 
data; and a step of determining Whether the present trans 
action request involves a fraud, on the basis of the difference 
in time of use and the data regarding article or service, and 
With reference to a determination rule database Which stores 
a fraud determination rule. 

[0045] According to a fourteenth aspect, the present 
invention solves the above-described problems by providing 
a providing a program for determining a fraud by use of 
history information added to authoriZation data, the program 
causing a computer to perform: a step of receiving ?rst 
authoriZation data concerning a present transaction request 
from a user; a step of retrieving, from an authoriZation data 
history database Which stores records of past authoriZation 
data, a record of second authoriZation data concerning a 
previous transaction request received from the same user 
immediately before the present transaction request, and 
obtaining, from the record, data regarding a monetary value 
contained in the second authoriZation data; a step of calcu 
lating a difference in monetary value from the data regarding 
the monetary value contained in the second authoriZation 
data and data regarding a monetary value contained in the 
?rst authoriZation data; and a step of determining Whether 
the present transaction request involves a fraud, on the basis 
of the difference in monetary value, and With reference to a 
determination rule database Which stores a fraud determi 
nation rule. 

[0046] The program according to the fourteenth aspect of 
the present invention may be con?gured to cause the com 
puter to perform: a step of receiving ?rst authoriZation data 
concerning a present transaction request from a user; a step 
of retrieving, from an authoriZation data history database 
Which stores records of past authoriZation data, a record of 
second authoriZation data concerning a previous transaction 
request received from the same user immediately before the 
present transaction request, and obtaining, from the record, 
data regarding a monetary value contained in the second 
authoriZation data and data regarding an article or service 
contained in the second authoriZation data; a step of calcu 
lating a difference in monetary value from the data regarding 
the monetary value in the second authoriZation data and data 
regarding a monetary value contained in the ?rst authoriZa 
tion data; and a step of determining Whether the present 
transaction request involves a fraud, on the basis of the 
difference in monetary value and the data regarding article 
or service, and With reference to a determination rule data 
base Which stores a fraud determination rule. 
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[0047] According to a ?fteenth aspect, the present inven 
tion solves the above-described problems by providing a 
providing a program for determining a fraud by use of 
history information added to authoriZation data, the program 
causing a computer to perform: a step of receiving ?rst 
authoriZation data concerning a present transaction request 
from a user; a step of specifying, from an authoriZation data 
history database Which stores records of past authoriZation 
data, authoriZation data sets concerning previous transaction 
requests received from the same user Within a predetermined 
period of time immediately before the present transaction 
request, and obtaining the number of the authoriZation data 
sets; and a step of determining Whether the present transac 
tion request involves a fraud, on the basis of the number of 
the authoriZation data sets, and With reference to a determi 
nation rule database Which stores a fraud determination rule. 

[0048] According to a siXteenth aspect, the present inven 
tion solves the above-described problems by providing a 
providing a program for determining a fraud by use of 
history information added to authoriZation data, the program 
causing a computer to perform: a step of receiving ?rst 
authoriZation data concerning a present transaction request 
from a user; a step of specifying, from an authoriZation data 
history database Which stores records of past authoriZation 
data, authoriZation data sets concerning previous transaction 
requests received from the same user Within a predetermined 
period of time immediately before the present transaction 
request, and obtaining the total of monetary values con 
tained in the authorization data sets; and a step of determin 
ing Whether the present transaction request involves a fraud, 
on the basis of the total of the monetary values, and With 
reference to a determination rule database Which stores a 
fraud determination rule. 

[0049] According to a seventeenth aspect, the present 
invention solves the above-described problems by providing 
a providing a program for determining a fraud by use of 
history information added to authoriZation data, the program 
causing a computer to perform: a step of receiving ?rst 
authoriZation data concerning a present transaction request 
from a user; a step of specifying, from an authoriZation data 
history database Which stores records of past authoriZation 
data, authoriZation data sets concerning previous transaction 
requests received from the same user Within a predetermined 
period of time immediately before the present transaction 
request, and obtaining at least one article or service recorded 
in the authoriZation data sets; and a step of determining 
Whether the present transaction request involves a fraud, on 
the basis of data regarding the article or service, and With 
reference to a determination rule database Which stores a 
fraud determination rule. 

[0050] According to an eighteenth aspect, the present 
invention solves the above-described problems by providing 
a providing a program for determining a fraud by use of 
history information added to authoriZation data, the program 
causing a computer to perform: a step of receiving ?rst 
authoriZation data concerning a present transaction request 
from a user; a step of specifying, from an authoriZation data 
history database Which stores records of past authoriZation 
data, authoriZation data sets concerning previous transaction 
requests received from the same user Within a predetermined 
period of time immediately before the present transaction 
request, and obtaining at least one piece of area information 
recorded in the authoriZation data sets; and a step of deter 
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mining Whether the present transaction request involves a 
fraud, on the basis of the area information, and With refer 
ence to a determination rule database Which stores a fraud 
determination rule. 

[0051] In the thirteenth to eighteenth aspects of the present 
invention, unlike the seventh to tWelfth aspects of the 
present invention in Which history information is obtained 
from an authoriZation data history database, authoriZation 
data concerning the immediately previous transaction are 
obtained from a database Which stores past authoriZation 
data. Then the difference in time, monetary value, etc. 
betWeen the present transaction and the previous transaction 
is calculated, and the determination as to Whether the present 
transaction involves a fraud is made according to a prede 
termined rule on the basis of the calculation result. In these 
aspects of the present invention, the calculated history 
information is used directly in determination of fraud With 
out being stored in a database. Further, the calculated history 
information has the same signi?cance as the case of the ?rst 
to siXth aspects of the present invention. 

[0052] Moreover, the present invention provides a fraud 
determining system Which utiliZes the history information 
adding program or the fraud determining program according 
to any one of the ?rst to eighteenth aspects of the present 
invention. 

[0053] Namely, according to a nineteenth aspect, the 
present invention solves the above-described problems by 
providing a fraud determining system utiliZing history infor 
mation of authoriZation data, the system comprising: autho 
riZation data receiving means for receiving ?rst authoriZa 
tion data concerning a present transaction request from a 
user; authoriZation data storing means for storing authori 
Zation data concerning past transactions by the user; history 
information creating means for comparing the ?rst authori 
Zation data With second authoriZation data obtained from the 
authoriZation data storing means and concerning an imme 
diately previous transaction request received from the same 
user, and creating history information; history information 
adding means for adding the created history information to 
a record of the ?rst authoriZation data, and storing the 
resulting record into the authoriZation data storing means; 
fraud determination rule storing means for storing a deter 
mination rule for determining a fraud from authoriZation 
data; and fraud determining means for obtaining the history 
information, and determining Whether the present transac 
tion request involves a fraud With reference to the fraud 
determination rule storing means. 

[0054] According to a tWentieth aspect, the present inven 
tion solves the above-described problems by providing a 
fraud determining system utiliZing history information of 
authoriZation data, the system comprising: authoriZation 
data receiving means for receiving ?rst authoriZation data 
concerning a present transaction request from a user; autho 
riZation data storing means for storing authoriZation data 
concerning past transactions by the user; fraud determina 
tion rule storing means for storing a determination rule for 
determining a fraud from authoriZation data; history infor 
mation creating means for comparing the ?rst authoriZation 
data With second authoriZation data obtained from the autho 
riZation data storing means and concerning a previous 
transaction request received from the same user immediately 
before the present transaction request, and creating history 
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information; and fraud determining means for determining 
Whether the present transaction request involves a fraud, on 
the basis of the history information and With reference to the 
fraud determination rule storing means. 

[0055] In the nineteenth and tWentieth aspects of the 
present invention, the history information may include at 
least one of a difference in time of use, or monetary value, 
betWeen the ?rst authoriZation data and the second autho 
riZation data. Further, the history information may include 
data regarding the article or service contained in the second 
authoriZation data. 

[0056] The fraud determining system according to the 
nineteenth aspect of the present invention includes the 
history information adding program and the fraud determin 
ing program according to the ?rst, second, seventh, and 
eighth aspects of the present invention. The fraud determin 
ing system according to the tWentieth aspect of the present 
invention includes the fraud determining program according 
to the thirteenth and fourteenth aspects of the present 
invention. 

[0057] According to a tWenty-?rst aspect of the present 
invention, the present invention solves the above-described 
problems by providing a fraud determining system utiliZing 
the history information of authoriZation data, the system 
comprising: authoriZation data receiving means for receiv 
ing ?rst authoriZation data concerning a present transaction 
request from a user; authoriZation data storing means for 
storing authoriZation data concerning past transactions by 
the user; history information creating means for specifying 
authoriZation data sets obtained from the authoriZation data 
storing means and concerning transaction requests received 
from the same user Within a predetermined period of time 
immediately before the present transaction request, and 
creating history information; history information adding 
means for adding the created history information to a record 
of the ?rst authoriZation data, and storing the resulting 
record into the authoriZation data storing means; fraud 
determination rule storing means for storing a determination 
rule for determining a fraud from authoriZation data; and 
fraud determining means for obtaining the history informa 
tion, and determining Whether the present transaction 
request involves a fraud With reference to the fraud deter 
mination rule storing means. 

[0058] According to a tWenty-second aspect of the present 
invention, the present invention solves the above-described 
problems by providing a fraud determining system utiliZing 
history information of authoriZation data, the system com 
prising: authoriZation data receiving means for receiving 
?rst authoriZation data concerning a present transaction 
request from a user; authoriZation data storing means for 
storing authoriZation data concerning past transactions by 
the user; history information creating means for specifying 
the ?rst authoriZation data and authoriZation data sets 
obtained from the authoriZation data storing means and 
concerning transaction requests received from the same user 
Within a predetermined period of time immediately before 
the present transaction request, and creating history infor 
mation; history information adding means for adding the 
created history information to a record of the ?rst authori 
Zation data, and storing the resulting record into the autho 
riZation data storing means; fraud determination rule storing 
means for storing a determination rule for determining a 
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fraud from authorization data; and fraud determining means 
for obtaining the history information, and determining 
Whether the present transaction request involves a fraud With 
reference to the fraud determination rule storing means. 

[0059] In the tWenty-?rst and tWenty-second aspects of the 
present invention, the history information may include at 
least one of the number of the authoriZation data sets and the 
total of monetary values of the authoriZation data sets. 
Further, the history information may include at least one of 
the article/service and the area information recorded in the 
authoriZation data sets. 

[0060] The fraud determining system according to the 
tWenty-?rst aspect of the present invention includes the 
history information adding program and the fraud determin 
ing program according to the third to siXth and ninth to 
tWelfth aspects of the present invention. The fraud deter 
mining system according to the tWenty-second aspect of the 
present invention includes the fraud determining program 
according to the ?fteenth to eighteenth aspects of the present 
invention. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0061] Various other objects, features and many of the 
attendant advantages of the present invention Will be readily 
appreciated as the same becomes better understood by 
reference to the folloWing detailed description of the pre 
ferred embodiments When considered in connection With the 
accompanying draWings, in Which: 

[0062] FIG. 1 is a block diagram shoWing the structure of 
a ?rst embodiment of a fraud determining system utiliZing 
history information according to the present invention; 

[0063] FIG. 2 is a block diagram shoWing the structure of 
a second embodiment of the fraud determining system 
utiliZing history information according to the present inven 
tion; 

[0064] FIG. 3 is a diagram shoWing the How of authori 
Zation data Which is used in the fraud determining system 
utiliZing history information according the present inven 
tion; 

[0065] FIG. 4 is a diagram shoWing the structure of an 
authoriZation data history database of the fraud determining 
system utiliZing history information according to the present 
invention; and 

[0066] FIG. 5 is a How chart shoWing the processing How 
of a history information adding program according to the 
present invention. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0067] Embodiments of the present invention Will be 
described beloW in detail With reference to the accompany 
ing draWings. The folloWing embodiments are eXamples 
illustrative of the present invention, and the present inven 
tion is not limited to these embodiments. 

[0068] In FIG. 1, a scoring system 10 including the fraud 
determining system according to the present invention com 
prises a history information adding section 11, an authori 
Zation data history storing section 12, a score calculation 
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receiving section 13, a score calculating section 14, a score 
sending section 15, and a score calculation logic storing 
section 16. 

[0069] Upon being sent from a store terminal 30, autho 
riZation data for Which a request for fraud determination has 
been made is received by the score calculation receiving 
section 13 via a card management system 20. Records for 
storing the authoriZation data are provided in the authoriZa 
tion data history storing section 12. In the history informa 
tion adding section 11, history information is added to the 
authoriZation data. The authoriZation data With history infor 
mation added is stored into the authoriZation data history 
storing section 12 as a single record. 

[0070] FIG. 3 shoWs the How of authoriZation data to be 
used in the fraud determining system utiliZing history infor 
mation according to the present invention. The addition of 
history to the authoriZation data is performed as folloWs. In 
the history information adding section 11, history informa 
tion is added to the authoriZation data, Which had been 
received by the score calculation receiving section 13, and 
the resultant data are stored into the authoriZation history 
storing section 12. In the authoriZation data history storing 
section 12, authoriZation data are stored in the form of 
records, each formed by adding history information to 
respective sets of authoriZation data. The authoriZation data 
With and history information added thereto are used for 
calculation of a score. 

[0071] FIG. 4 shoWs example records of authorization 
data With history information added thereto. In the authori 
Zation data history storing section 12, one table is provided 
for each credit card user. In each table, a record is provided 
for each set of authoriZation data, and has ?elds for date of 
use, time of use, article code, and monetary value, Which are 
basic factors contained in the authoriZation data. In an 
ordinary authoriZation data database, only authoriZation data 
are stored. HoWever, in the present embodiment, each record 
has ?elds for customer history data, such as number of uses 
Within the day, article code of the previous use, difference in 
time from the previous use, and difference in monetary value 
from the previous use. By use of these pieces of history 
information in determining a score, more reliable determi 
nation of fraud can be achieved. 

[0072] Data to be recorded in the ?elds for customer 
history data are produced as folloWs. The history informa 
tion adding section 11 speci?es a record regarding the 
immediately previous use of the same user, obtains the 
authoriZation data of the previous use, and speci?es the 
number of uses Within the day and the article code of the 
previous use. Further, history information adding section 11 
calculates the difference in time of use and the difference in 
monetary value from the authoriZation data of the present 
use to be checked, and the authoriZation data of the previous 
use, and speci?es the difference in time from the previous 
use and the difference in monetary value from the previous 
use. 

[0073] History data created in the history information 
adding section 11 are not limited to those Which are derived 
from the record of the immediately previous use as in the 
eXample of FIG. 4. For eXample, all records Within a 
predetermined period of time; e.g., Within 24 hours, are 
speci?ed, these records are counted so as to determine the 
number of times of use of a credit card Within the prede 
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termined period of time, and the number of times of use is 
used as a key for determination of fraud. Alternatively, the 
sum total of monetary values Within a predetermined period 
of time may be used as such a key. Further, shopping 
information such as an article purchased last time and the 
kind of articles purchased most often in past one month, or 
area information such as the location of the previous pur 
chase may be used as such a key. 

[0074] Further, because the history data created in the 
history information adding section 11 are stored as a record 
in the authoriZation data history storing section 12, neW 
history data can be created not only from the authoriZation 
data themselves but also from past history data, Which are 
stored as additional data of the authoriZation data. For 
example, in the case Where difference in time from the 
previous use is added as history data, records of uses Within 
a predetermined period of time are speci?ed While the time 
of use contained in the authoriZation data is used as a key, 
and the number of consecutive uses Within a predetermined 
period of time is calculated With reference to the history data 
in the records of uses and by use of the difference in time of 
use as a key, Whereby a determination can be made as to 
Whether or not the credit card has been used repeatedly and 
frequently Within a short period of time. Further, in the case 
Where difference in monetary value from the previous use is 
added as history data, records of uses Within a predetermined 
period of time are speci?ed While the time of use contained 
in the authorization data is used as a key, and the number of 
uses Within a predetermined range of monetary value is 
calculated With reference to the history data in these records 
and by use of the difference in monetary value as a key, 
Whereby a determination can be made as to Whether or not 
use Within a predetermined range of monetary value has 
been repeated frequently Within a predetermined period. 

[0075] In the present embodiment, history data are added 
to each set of authoriZation data stored in the authoriZation 
data history storing section 12 to form a record, and the 
thus-formed record is stored into the authoriZation data 
history storing section 12. HoWever, there may be used 
physically separated tWo databases; i.e., a database for 
storing authoriZation data and a database for storing records 
each including authoriZation data and history data added 
thereto. For example, the former may be disposed in the 
customer management system, and the latter disposed in the 
scoring system. No limitation is imposed on the functions of 
systems in Which the databases are provided. 

[0076] The score calculating section 14 retrieves, from the 
authoriZation data history storing section 12, a record of 
authoriZation data for Which a score to be calculated, and 
obtains, form the record, authoriZation data and history 
information added thereto. From the obtained authoriZation 
data and history information, a score is calculated in accor 
dance With a logic stored in the score calculation logic 
storing section 16. The calculated score is sent from the 
score sending section 15 to the card management system 20. 

[0077] The score calculation logic storing section 16 
stores a logic for calculating a fraud score from authoriZa 
tion data, a logic for calculating a fraud score from history 
information, and a logic for calculating a ?nal score from 
these scores calculated respectively from the authoriZation 
data and history information. These logics are by no means 
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required to be provided physically in the same storage 
device, so long as these logics are stored in the scoring 
system 10. 

[0078] The logic for calculating a fraud score from autho 
riZation data may be a rule base Which de?nes a rule made 
on the basis of past cases and adapted to ?nd a use Which is 
highly likely fraudulent, scoring by use of a neural netWork, 
scoring by use of a Bayesian netWork, or the like, or any 
combination thereof. 

[0079] The logic for calculating a fraud score of a certain 
use from history information may be designed in such a 
manner that a determination as to Whether the use is judged 
to be highly likely fraudulent is made on the basis of the 
difference in time from the immediately previous use, the 
difference in monetary value from the immediately previous 
use, etc., and the result of the determination is re?ected in 
the score. By determining the relation betWeen the article or 
contents of service in the present use and that of the 
immediately previous use, more reliable determination of 
fraud can be achieved. 

[0080] In the example of FIG. 4, authoriZation data of 
numbers 2-6 individually are judged not to shoW a tendency 
for fraud. Regarding data of number 2, hoWever, from the 
history information, it can be grasped that articles of the 
same monetary value Were repeatedly purchased Within a 
short period of time; and by referring to the article codes in 
the authoriZation data and the history information, it also can 
be grasped that such articles of consecutive purchases are of 
the same kind. In this case, the probability of fraud is high, 
and the highness of the probability of fraud can be re?ected 
in the score. Regarding the difference in monetary value, by 
referring to the absolute value of the monetary value in the 
authoriZation data, it also can be grasped that expensive 
articles Were purchased repeatedly. Regarding data of num 
bers 4 and 5, like the data of number 2, it can be grasped that 
the same kind of articles of small difference in monetary 
value Were consecutively purchased Within a short period of 
time. In this case, the probability of fraud is high, and the 
highness of the probability of fraud can be re?ected in the 
score. By reference to history information, precise determi 
nation of fraud can be achieved, Which Would not be realiZed 
by reference to only authoriZation data. 

[0081] FIG. 2 shoWs the structure of a second embodi 
ment of the fraud determining system utiliZing history 
information according to the present invention. In the 
present embodiment, all the sections of the scoring system 
10 are completely identical With those in the ?rst embodi 
ment, but the procedure of adding the history information 
differs from that in the above-described ?rst embodiment. In 
the present embodiment, When the score calculating section 
13 receives authoriZation data for Which a request for fraud 
determination has been made, the history information add 
ing section 11 obtains, from the authoriZation data history 
storing section 12 storing past authoriZation data, authori 
Zation data of the immediately previous use, calculates the 
difference in time of use or the like from the authoriZation 
data received by the score calculating section 13 and the 
authoriZation data of the immediately previous use, adds 
these data items to the received authoriZation data, and sends 
such combined data to the score calculating section 14. 
Alternatively, the history information adding section 11 
obtains the number of uses (authorization data), the sum 
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total of monetary values, or the like, Within a predetermined 
period of time, adds these data items to the authorization 
data, and sends such combined data are sent to the score 
calculating section 14. Procedures other than those 
described here are identical With those of the above-de 
scribed ?rst embodiment. 

[0082] HoWever, as described above, in order to create, 
from the added history information, neW history information 
for use in determination of fraud, it is necessary to combine 
the history information created in the history information 
adding section 11 With the authoriZation data to form a 
record, and store the record in the authoriZation data history 
storing section 12. 

[0083] By reference to the How chart of FIG. 5, the 
processing How of the history information adding program 
according to the present invention Will noW be described. 
This How chart is designed to obtain immediately previous 
authoriZation data for addition of history information. The 
history information adding program according to the present 
invention may be designed in different manners; for 
eXample, the program may be designed to refer to a plurality 
sets of authoriZation data of uses Within a predetermined 
period of time. 

[0084] First, authoriZation data for Which a request for 
fraud determination has been made is received (S01). Ref 
erence is made to the date of use in the record of the 
immediately previous use in the database storing past autho 
riZation data (S02). A determination is made as to Whether 
or not the date of use is identical With the immediately 
previous use (S03). If the result of determination is YES, a 
value obtained by adding 1 to the number of uses Within the 
day in the record of the immediately previous use is recorded 
in the ?eld “number of uses Within the day” in the record 
provided for the received authoriZation data (S04). Further, 
the difference betWeen the time of use in the record of the 
immediately previous use and the time of use in the received 
authoriZation data is calculated, and the calculated differ 
ence is recorded in the ?eld “difference in time from 
previous use” (S05). Furthermore, the difference betWeen 
the monetary value in the record of the immediately previ 
ous use and the monetary value in the received authoriZation 
data is calculated, and the calculated difference is recorded 
in the ?eld “difference in monetary value from previous use” 
(S06). 
[0085] If the result of determination in step S03 is No, 1 
is recorded in the ?eld “number of uses Within the day” in 
the record of the received authoriZation data (S07). Further, 
“today’s ?rst use” is recorded in the ?eld “time difference 
from previous use” (S08). Furthermore, “today’s ?rst use” is 
recorded in the ?eld “difference in monetary value from 
previous use” (S09). 

[0086] Finally, the article code in the record of the imme 
diately previous use is obtained and recorded in the ?eld 
“article code of previous use” in the record of the received 
authoriZation data (S10), Whereby the processing for adding 
history information to authoriZation data to form a record is 
completed. 

[0087] According to the present invention, not only the 
results of determination on the basis of information from 
authoriZation data themselves for Which a request for fraud 
determination has been received, but also the results of 
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determination on the basis of history information concerning 
past use are re?ected in a score for fraud determination. 

Therefore, a more reliable score can be calculated. 

[0088] Obviously, numerous modi?cations and variations 
of the present invention are possible in light of the above 
teachings. It is therefore to be understood that Within the 
scope of the appended claims, the present invention may be 
practiced otherWise than as speci?cally described herein. 

What is claimed is: 
1. A history information adding program for adding 

history information to authoriZation data, the program caus 
ing a computer to perform: 

a step of receiving ?rst authoriZation data concerning a 
present transaction request from a user; 

a step of retrieving, from an authoriZation data history 
database Which stores records of past authoriZation 
data, a record of second authoriZation data concerning 
a previous transaction request received from the user 
immediately before the present transaction request, and 
obtaining, from the record, at least one of data regard 
ing a time of use and data regarding a monetary value 
contained in the second authoriZation data; 

a step of calculating at least one of a difference in time of 
use and a difference in monetary value, the difference 
in time of use being calculated from the data regarding 
the time of use contained in the second authoriZation 
data and data regarding a time of use contained in the 
?rst authoriZation data, the difference in monetary 
value being calculated from the data regarding the 
monetary value contained in the second authoriZation 
data and data regarding a monetary value contained in 
the ?rst authoriZation data; and 

a step of recording at least one of the difference in time of 
use and the difference in monetary value in a record of 
the ?rst authoriZation data, and storing the record into 
the authoriZation data history database. 

2. A history information adding program according to 
claim 1, Wherein the program causes the computer to per 
form: 

a step of obtaining data regarding an article or service 
contained in the record of the second authoriZation data 
retrieved from the authoriZation data history database 
and concerning the previous transaction request 
received from the user immediately before the present 
transaction request; and 

a step of recording the data regarding the article or service 
in a record of the ?rst authoriZation data, and storing 
the record into the authoriZation data history database. 

3. A history information adding program for adding 
history information to authoriZation data, the program caus 
ing a computer to perform: 

a step of receiving ?rst authoriZation data concerning a 
present transaction request from a user; 

a step of specifying, from an authoriZation data history 
database Which stores records of past authoriZation 
data, authoriZation data sets concerning previous trans 
action requests received from the user Within a prede 
termined period of time immediately before the present 
transaction request, and obtaining at least one of the 
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number of the authorization data sets and the total of a step of, if the ?rst date of use and the second date of use 
monetary values contained in the authoriZation data are not the same, recording, in a record of the ?rst 
sets; and authoriZation data, data indicating that the present 

transaction request is ?rst one in the second date, and 
storing the record into the authoriZation data history 
database. 

7. A history information adding program according to 
claim 3, Wherein the program causes the computer to per 
form: 

a step of recording said at least one of the number of the 
authoriZation data sets and the total of monetary values 
in a record of the ?rst authoriZation data, and storing 
the record into the authoriZation data history database. 

4. A history information adding program for adding 
history information to authoriZation data, the program caus 
ing a computer to perform: a step of retrieving, from the authoriZation data history 

database Which stores records of past authoriZation 
data, a record of second authoriZation data concerning 
a previous transaction request received from the user 
immediately before the present transaction request, and 
obtaining, from the record, data regarding a ?rst date of 
use contained in the second authoriZation data; 

a step of receiving ?rst authoriZation data concerning a 
present transaction request from a user; 

a step of specifying, from an authoriZation data history 
database Which stores records of past authoriZation 
data, authoriZation data sets concerning previous trans 
action requests received from the user Within a prede 
termined period of time immediately before the present 
transaction request, and obtaining at least one article or 
service, or at least one piece of area information 
contained in the authoriZation data sets; and 

a step of determining, on the basis of the data regarding 
the ?rst date of use and data regarding a second date of 
use contained in the ?rst authoriZation data, Whether or 
not the ?rst date of use and the second date of use are 

the same; and 
a step of recording data regarding the article or service, or 

data regarding the area information, in a record of the 
?rst authoriZation data, and storing the record into the 
authoriZation data history database. 

5. A history information adding program according to 
claim 1, Wherein the program causes the computer to per 
form: 

a step of, if the ?rst date of use and the second date of use 
are not the same, recording, in a record of the ?rst 
authoriZation data, data indicating that the present 
transaction request is ?rst one in the second date, and 
storing the record into the authoriZation data history 
database. 

8. A history information adding program according to 
a step of retrieving, from the authoriZation data history claim 4, Wherein the program causes the computer to per 

database Which stores records of past authoriZation form: 
data, a record of second authoriZation data concerning 
a previous transaction request received from the user 
immediately before the present transaction request, and 
obtaining, from the record, data regarding a ?rst date of 
use contained in the second authoriZation data; 

a step of retrieving, from the authoriZation data history 
database Which stores records of past authoriZation 
data, a record of second authoriZation data concerning 
a previous transaction request received from the user 
immediately before the present transaction request, and 
obtaining, from the record, data regarding a ?rst date of 
use contained in the second authoriZation data; 

a step of determining, on the basis of the data regarding 
the ?rst date of use and data regarding a second date of 
use contained in the ?rst authoriZation data, Whether or 
not the ?rst date of use and the second date of use are 
the same; and 

a step of determining, on the basis of the data regarding 
the ?rst date of use and data regarding a second date of 
use contained in the ?rst authoriZation data, Whether or 
not the ?rst date of use and the second date of use are 
the same; and 

a step of, if the ?rst date of use and the second date of use 
are not the same, recording, in a record of the ?rst 
authoriZation data, data indicating that the present 
transaction request is ?rst one in the second date, and 
storing the record into the authoriZation data history 
database. 

6. A history information adding program according to 
claim 2, Wherein the program causes the computer to per 
form: 

a step of, if the ?rst date of use and the second date of use 
are not the same, recording, in a record of the ?rst 
authoriZation data, data indicating that the present 
transaction request is ?rst one in the second date, and 
storing the record into the authoriZation data history 
database. 

9. A fraud determining program for determining a fraud 
by use of history information added to authoriZation data, 
the program causing a computer to perform: 

a step of retrieving, from the authoriZation data history 
database Which stores records of past authoriZation 
data, a record of second authoriZation data concerning 
a previous transaction request received from the user 
immediately before the present transaction request, and 
obtaining, from the record, data regarding a ?rst date of 
use contained in the second authoriZation data; 

a step of obtaining, from a record of ?rst authoriZation 
data concerning a present transaction request from a 
user and stored in an authoriZation data history data 
base Which stores records of past authoriZation data, at 
least one of data regarding a difference in time of use 

a step of determining, on the basis of the data regarding betWeen the ?rst authoriZation data and second autho 
the ?rst date of use and data regarding a second date of 
use contained in the ?rst authoriZation data, Whether or 
not the ?rst date of use and the second date of use are 

the same; and 

riZation data concerning a previous transaction request 
received from the user immediately before the present 
transaction request, data regarding a difference in mon 
etary value betWeen the ?rst authoriZation data and the 
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second authorization data, or data regarding an article a step of calculating at least one of a difference in time of 
and service contained in the second authorization data; use and a difference in monetary value, the difference 
and in time of use being calculated from the data regarding 

the time of use contained in the second authoriZation 
data and data regarding a time of use contained in the 
?rst authoriZation data, the difference in monetary 
value being calculated from the data regarding the 
monetary value contained in the second authoriZation 
data and data regarding a monetary value contained in 
the ?rst authoriZation data; 

a step of determining Whether the present transaction 
request involves a fraud, on the basis of at least one of 
the data regarding the difference in time of use, the data 
regarding the difference in monetary value, and the data 
regarding the article or service, and With reference to a 
determination rule database Which stores a fraud deter 
mination rule. 

10. A fraud determining program for determining a fraud 
by use of history information added to authoriZation data, 
the program causing a computer to perform: 

a step of determining Whether the present transaction 
request involves a fraud, on the basis of at least one of 
the difference in time of use and the difference in 
monetary value, and With reference to a determination 
rule database Which stores a fraud determination rule. 

13. A fraud determining program for determining a fraud 
by use of history information added to authoriZation data, 
the program causing a computer to perform: 

a step of obtaining, from a record of ?rst authoriZation 
data concerning a present transaction request from a 
user and stored in an authoriZation data history data 
base Which stores records of past authoriZation data, at 
least one of the number of authoriZation data sets 
concerning previous transaction requests received from 
the user Within a predetermined period of time imme 
diately before the present transaction request, or the 
total of monetary values contained in the authoriZation 
data sets; and 

a step of receiving ?rst authoriZation data concerning a 
present transaction request from a user; 

a step of specifying, from an authoriZation data history 
database Which stores records of past authoriZation 
data, authoriZation data sets concerning previous trans 
action requests received from the user Within a prede 
termined period of time immediately before the present 
transaction request, and obtaining at least one of the 

a step of determining Whether the present transaction 
request involves a fraud, on the basis of at least one of 
the number of the authoriZation data sets and the total 
of monetary Vahle5> and With reference to a determi- number of the authoriZation data sets and the total of 
nation rule database Which stores a fraud determination monetary values Contained in the authorization data 
F1119 sets; and 

11. A fraud determining program for determining a fraud 
by use of history information added to authoriZation data, 
the program causing a computer to perform: 

a step of determining Whether the present transaction 
request involves a fraud, on the basis of at least one of 
the number of the authoriZation data sets and the total 

a step Of obtaining, fI‘OIIl a I‘GCOI‘d Of ?I‘St authorization of monetary Values, and With reference to a determi 
data Concerning a present transaction request from a nation rule database Which stores a fraud determination 
user and stored in an authoriZation data history data- rule 
base Which stores records of past authoriZation data, 
data regarding at least one article or service, or at least 
one piece of area information, selected from authori 
Zation data sets concerning previous transaction 
requests received from the user Within a predetermined 
period of time immediately before the present transac 
tion request; and 

14. A fraud determining program for determining a fraud 
by use of history information added to authoriZation data, 
the program causing a computer to perform: 

a step of receiving ?rst authoriZation data concerning a 
present transaction request from a user; 

a step of specifying, from an authoriZation data history 
a step of determining Whether the present transaction database Which stores records of past authoriZation 

request involves a fraud, on the basis of the data 
regarding the article or service or the data regarding 
area information, and With reference to a determination 
rule database Which stores a fraud determination rule. 

data, authoriZation data sets concerning previous trans 
action requests received from the user Within a prede 
termined period of time immediately before the present 
transaction request, and obtaining at least one of article 
or service or at least one piece of area information 
recorded in the authoriZation data sets; and 

12. A fraud determining program for determining a fraud 
by use of history information added to authoriZation data, 

the program Causmg a Computer to perform: a step of determining Whether the present transaction 

request involves a fraud, on the basis of at least one of 
data regarding the article or service and data regarding 
the area information, and With reference to a determi 

a Step of retrieYing> from an authorization data histQry nation rule database Which stores a fraud determination 
database WhlCh stores records of past author1Zat1on rub 
data, a record of second authoriZation data concerning 
a previous transaction request received from the user 
immediately before the present transaction request, and 
obtaining, from the record, at least one of data regard 
ing a time of use and data regarding a monetary value 
contained in the second authoriZation data; 

a step of receiving ?rst authoriZation data concerning a 
present transaction request from a user; 

15. Afraud determining system utiliZing history informa 
tion of authoriZation data, the system comprising: 

authoriZation data receiving means for receiving ?rst 
authoriZation data concerning a present transaction 
request from a user; 
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authorization data storing means for storing authorization 
data concerning past transactions by the user; 

history information creating means for comparing the ?rst 
authoriZation data With second authoriZation data 
obtained from the authoriZation data storing means and 
concerning a transaction request received from the user 
immediately before the ?rst transaction request, and 
creating history information; 

history information adding means for adding the created 
history information to a record of the ?rst authoriZation 
data, and storing the record into the authoriZation data 
storing means; 

fraud determination rule storing means for storing a 
determination rule for determining a fraud from autho 
riZation data; and 

fraud determining means for obtaining the history infor 
mation, and determining Whether the present transac 
tion request involves a fraud With reference to the fraud 
determination rule storing means. 

16. A fraud determining system utiliZing history informa 
tion of authoriZation data, the system comprising: 

authoriZation data receiving means for receiving ?rst 
authoriZation data concerning a present transaction 
request from a user; 

authoriZation data storing means for storing authoriZation 
data concerning past transactions by the user; 

fraud determination rule storing means for storing a 
determination rule for determining a fraud from autho 
riZation data; 

history information creating means for comparing the ?rst 
authoriZation data With second authoriZation data 
stored in the authoriZation data storing means and 
concerning a previous transaction request received 
from the user immediately before the present transac 
tion request, and creating history information; and 

fraud determining means for determining Whether the 
present transaction request involves a fraud, on the 
basis of the history information and With reference to 
the fraud determination rule storing means. 

17. A fraud determining system according to claim 15, 
Wherein the history information includes at least one of a 
difference in time of use, or monetary value, betWeen the 
?rst authoriZation data and the second authoriZation data. 

18. A fraud determining system according to claim 16, 
Wherein the history information includes at least one of a 
difference in time of use, or monetary value, betWeen the 
?rst authoriZation data and the second authoriZation data. 

19. A fraud determining system according to claim 17, 
Wherein the history information includes data regarding the 
article or service contained in the second authoriZation data. 

20. A fraud determining system according to claim 18, 
Wherein the history information includes data regarding the 
article or service contained in the second authoriZation data. 

21. A fraud determining system utiliZing history informa 
tion of authoriZation data, the system comprising: 

authoriZation data receiving means for receiving ?rst 
authoriZation data concerning a present transaction 
request from a user; 
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authoriZation data storing means for storing authoriZation 
data concerning past transactions by the user; 

history information creating means for specifying the ?rst 
authoriZation data and authoriZation data sets obtained 
from the authoriZation data storing means and concern 
ing transaction requests received from the user Within 
a predetermined period of time immediately before the 
present transaction request, and creating history infor 
mation; 

history information adding means for adding the created 
history information to a record of the ?rst authoriZation 
data, and storing the record into the authoriZation data 
storing means; 

fraud determination rule storing means for storing a 
determination rule for determining a fraud from autho 
riZation data; and 

fraud determining means for obtaining the history infor 
mation, and determining Whether the present transac 
tion request involves a fraud With reference to the fraud 
determination rule storing means. 

22. Afraud determining system utiliZing history informa 
tion of authoriZation data, the system comprising: 

authoriZation data receiving means for receiving ?rst 
authoriZation data concerning a present transaction 
request from a user; 

authoriZation data storing means for storing authoriZation 
data concerning past transactions by the user; 

fraud determination rule storing means for storing a 
determination rule for determining a fraud from autho 
riZation data; 

history information creating means for specifying the ?rst 
authoriZation data and authoriZation data sets obtained 
from the authoriZation data storing means and concern 
ing transaction requests received from the user Within 
a predetermined period of time immediately before the 
present transaction request, and creating history infor 
mation; and 

fraud determining means for determining Whether the 
present transaction request involves a fraud, on the 
basis of the history information and With reference to 
the fraud determination rule storing means. 

23. A fraud determining system according to claim 21, 
Wherein the history information includes at least one of the 
number of the authoriZation data sets and the total of 
monetary values of the authoriZation data sets. 

24. A fraud determining system according to claim 22, 
Where in the history information includes at least one of the 
number of the authoriZation data sets and the total of 
monetary values of the authoriZation data sets. 

25. A fraud determining system according to claim 21, 
Wherein the history information includes at least one of the 
article, service, and area information recorded in the autho 
riZation data sets. 

26. A fraud determining system according to claim 22, 
Wherein the history information includes at least one of the 
article, service, and area information recorded in the autho 
riZation data sets. 


