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(57) ABSTRACT 

The present invention provides a method and system for 
remotely storing usage data associated With monitored assets 
of an enterprise. A typical system includes a local data store 
for storing usage data associated With monitored assets of an 
enterprise. A usage data aggregation system With access to 
the local data store is used to aggregate data from the 
monitored assets and to store the aggregated data in the local 
data store. A local server also With access to the local data 
store supports the transmission of the stored usage data from 
the local data store to a remote server. The system Will also 
typically utilize a remote server having access to a remote 
data store. The remote server is utilized to receive the usage 
data transmitted by the local server. After receiving the data, 
the remote server stores it in the remote data store. The usage 
data residing in either the local data store or the remote data 
store is available for subsequent access, processing and 
analysis via the local server and the remote server respec 
tively. 
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USAGE-BASED BILLING AND MANAGEMENT 
SYSTEM AND METHOD FOR PRINTERS AND 

OTHER ASSETS 

CROSS-REFERENCE TO RELATED PATENT 
APPLICATION 

[0001] This application claims the bene?t, pursuant to 35 
USC §119(e), of applicants’ provisional US. Patent Appli 
cation Serial No. 60/128,924, ?led Apr. 13, 1999, entitled 
“Usage-Based Billing and Management System for Printers 
and Other Assets”, Which is hereby incorporated by refer 
ence in its entirety. 

BACKGROUND OF INVENTION 

[0002] 1. Field of Invention 

[0003] The present invention relates to a system and 
method for facilitating Web-based management of assets. 
More particularly, the invention relates to a system and 
method for facilitating usage-based billing of assets and 
overall asset management of printers and other assets. 

[0004] 2. Description of Related Art 

[0005] The Internet is a global netWork of connected 
computer netWorks. Over the last several years, the Internet 
has groWn in signi?cant measure. A large number of com 
puters on the Internet provide information in various forms. 
Anyone With a computer connected to the Internet can 
potentially tap into this vast pool of information. 

[0006] The most Wide spread method of providing infor 
mation over the Internet is via the World Wide Web (the 
Web). The Web consists of a subset of the computers 
connected to the Internet; the computers in this subset run 
Hypertext Transfer Protocol (HTTP) servers (Web servers). 
The information available via the Internet also encompasses 
information available via other types of information servers 
such as GOPHER and FTP. 

[0007] Information on the Internet can be accessed 
through the use of a Uniform Resource Locator (URL). A 
URL uniquely speci?es the location of a particular piece of 
information on the Internet. A URL Will typically be com 
posed of several components. The ?rst component typically 
designates the protocol by With the address piece of infor 
mation is accessed (e.g., HTTP, GOPHER, etc.). This ?rst 
component is separated from the remainder of the URL by 
a colon (‘ z’). The remainder of the URL Will depend upon the 
protocol component. Typically, the remainder designates a 
computer on the Internet by name, or by IP number, as Well 
as a more speci?c designation of the location of the resource 
on the designated computer. For instance, a typical URL for 
an HTTP resource might be: 

[0008] http://WWW.server.com/dir1/dir2/resource 
.htm 

[0009] Where http is the protocol, WWW.server.com is the 
designated computer and /dir1/dir2/resouce.htm designates 
the location of the resource on the designated computer. 

[0010] Web servers host information in the form of Web 
pages; collectively the server and the information hosted are 
referred to as a Web site. A signi?cant number of Web pages 
are encoded using the Hypertext Markup Language (HTML) 
although other encodings using the eXtensible Markup 
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Language (XML) or the Standard Generic Markup Lan 
guage (SGML) are becoming increasingly more common. 
The published speci?cations for these languages are incor 
porated by reference herein. Web pages in these formatting 
languages may include links to other Web pages on the same 
Web site or another. As Will be knoWn to those skilled in the 
art, Web pages may be generated dynamically by a server by 
integrating a variety of elements into a formatted page prior 
to transmission to a Web client. Web servers and information 
servers of other types aWait requests for the information that 
they receive from Internet clients. 

[0011] Client softWare has evolved that alloWs users of 
computers connected to the Internet to access this informa 
tion. Advanced clients such as NAVIGATOR (Netscape 
Communications Corporation, Mountain VieW, Calif.) and 
Internet Explorer (Microsoft Corporation, Redmond, Wash.) 
alloW users to access softWare provided via a variety of 
information servers in a uni?ed client environment. Typi 
cally, such client softWare is referred to as broWser softWare. 

[0012] The Internet provides infrastructure for a ?exible 
access and delivery of information. This infrastructure offers 
signi?cant bene?ts in the area of monitored asset manage 
ment and billing. Current systems do not take full advantage 
of such ?exibility and bene?ts. 

[0013] One knoWn system for managing remotely located 
document producing devices utiliZes a cellular communica 
tion netWork to communicate data including usage data to a 
central computer. This system typically includes a central 
computer, a central cellular radio station, and a number of 
remote document-producing nodes. The central computer 
generates a copier management command directed toWards 
a selected one of the remote document producing devices, 
and supplies this command to the central cellular radio 
station. This radio station then uses a central cellular radio 
to relay the copier management command to the selected 
remote copier node. Alternatively, a remote document pro 
ducing device may initiate a remote management operation 
by transmitting management data to the central cellular 
station. Under this approach, usage data associated With 
document producing devices may be collected for one or 
more enterprises at a remote central computer. No local 
storage of the enterprise data occurs and, consequently, 
cannot be mined or accessed locally but only from the 
remote central computer. 

[0014] In several knoWn consumable supply ordering sys 
tems, local storage of asset usage data is collected and 
maintained for the purpose of generating automated or 
semi-automated consumable supply orders. In one such 
system, a reprographic machine includes an inventory track 
ing system for monitoring consumable supplies. Usage data 
from a plurality of netWorked reprographic machines is 
supplied to a single tracking system for monitoring inven 
tories of supplies consumed by the netWork. Automatic or 
semi-automatic ordering can be provided via a remote 
interactive communication system. Order con?rmation, pro 
jected shipment dates and shipment con?rmations can be 
provided from the reorder site. Systems such as this collect 
and maintain usage data locally and transmit request for 
consumables to a remote location but do not publish the 
locally collected usage data to a remote location for sup 
porting remote mining, access and processing nor for sup 
porting analysis and processing of data across multiple 
enterprises. 
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[0015] The present invention addresses these and other 
limitations of such known systems by providing a system 
and method for remotely storing usage data associated With 
monitored assets of an enterprise utilizing local data aggre 
gation and staging. 

SUMMARY OF THE INVENTION 

[0016] The present invention is directed to a system and 
method for remotely storing usage data associated With 
monitored assets of an enterprise. A typical system accord 
ing to the present invention Will include a local data store for 
storing usage data associated With monitored assets of an 
enterprise. A usage data aggregation system With access to 
the local data store is used to aggregate data from the 
monitored assets and to store the aggregated data in the local 
data store. A local server also With access to the local data 
store supports the transmission of the stored usage data from 
the local data store to a remote server. In some embodiments, 
a single computer system may support some or all of the 
functionality of the local data store, the usage data aggre 
gation system and the local server. 

[0017] The system Will also typically utiliZe a remote 
server having access to a remote data store. The remote 
server is utiliZed to receive the usage data transmitted by the 
local server. After receiving the data, the remote server 
stores it in the remote data store. In some embodiments, the 
remote data store and the remote server functionality may be 
supported Within a single computer system. 

[0018] Additional advantages of the invention Will be set 
forth in part in the description Which folloWs, and in part Will 
be obvious from the description, or may be learned by 
practice of the invention. The advantages of the invention 
Will be realiZed and attained by means of the elements and 
combinations particularly pointed out in the appended 
claims. It is to be understood that both the foregoing general 
description and the folloWing detailed description are exem 
plary and explanatory only and are not restrictive of the 
invention, as claimed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0019] The accompanying draWings, Which are incorpo 
rated in and constitute a part of this speci?cation, illustrate 
one embodiment of the invention and together With the 
description, serve to explain the principles of the invention. 

[0020] FIG. 1 is a diagram of a typical system according 
to the present invention. 

[0021] FIG. 2 is a flow chart of steps that could be used 
in transmitting usage data from the local server to the remote 
server. 

[0022] FIG. 3 is a flow chart of steps that could be used 
in receiving usage data from the local server and storing the 
received data in the remote data store. 

[0023] FIG. 4 is a sample screen that could be used to 
alloW the triggering of the transmission of usage data from 
the local server to the remote server. 

[0024] FIG. 5 is a sample screen displaying a typical 
report request interface. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0025] A preferred embodiment of the invention is noW 
described in detail. Referring to the draWings, like numbers 
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indicate like parts throughout the vieWs. As used in the 
description herein and throughout the claims that folloW, the 
meaning of “a,”“an,” and “the” includes plural reference 
unless the context clearly dictates otherWise. Also, as used in 
the description herein and throughout the claims that folloW, 
the meaning of “in” includes “in” and “on” unless the 
context clearly dictates otherWise. 

[0026] In addition, the Word “enterprise” shall refer to an 
organiZation as a Whole or some speci?able subgroup Within 
an organiZation. The Word “asset” shall be construed broadly 
to include any shared peripheral device including, but not 
limited to, printers, copiers, facsimile machines, scanners, 
modems, computers and storage devices. 

[0027] Ranges may be expressed herein as from “about” 
one particular value, and/or to “about” another particular 
value. When such a range is expressed, another embodiment 
includes from the one particular value and/or to the other 
particular value. Similarly, When values are expressed as 
approximations, by use of the antecedent “about,” it Will be 
understood that the particular value forms another embodi 
ment. It Will be further understood that the endpoints of each 
of the ranges are signi?cant both in relation to the other 
endpoint, and independently of the other endpoint. 

[0028] A typical hardWare and softWare environment for 
implementing the present invention Will be seen in FIG. 1. 
The local environment 125 Will include a local data store 
135a for storing usage data associated With monitored assets 
of an enterprise; in some embodiments, a portion of a 
monitored asset such as a netWork connected disk 141 could 
also serve this function. 

[0029] Ausage data aggregation system With access to the 
local data store 135a is used to aggregate data from the 
monitored assets and to store the aggregated data in the local 
data store. In a preferred embodiment, the usage aggregation 
system Will include hardWare such as a computer Worksta 
tion Which is preferably a system With PENTIUM III based 
processor (Intel Corporation, Santa Clara, Calif.) running 
usage data aggregation softWare such as MARKTRACK 
(Lexmark International, Lexington, Ky.) or similar type 
softWare. The softWare may support interaction With differ 
ent types of monitored assets, or several softWare packages 
may be used in conjunction to aggregate the usage data 
across the supported asset types. 

[0030] A local server also With access to the local data 
store 135a supports the transmission of the stored usage data 
from the local data store to a remote server. The remote 
server in a preferred embodiment Will include hardWare such 
as a computer Workstation preferably With a PENTIUM III 
based processor (Intel Corporation, Santa Clara, Calif.) 
running preferably Web server softWare such as IPLANET 
Web Server (iPlanet E-Commerce Solutions, a Sun 
Netscape Alliance, Mountain VieW, Calif.), Enterprise 
Server (Netscape Communications Corporation, Mountain 
VieW, Calif.) or Internet Information Server (IIS) (Microsoft 
Corporation, Redmond, Wash.). In other embodiments, 
other types of server softWare such as SMTP or FTP could 
be used to support the requisite functionality. In some 
embodiments, a single computer system 135 may support 
some or all of the functionality of the local data store 135a, 
the usage data aggregation system and the local server. 

[0031] The local environment Will typically include a 
communications netWork such as an ethernet 150 supporting 
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communication between monitored assets such as netWork 
connected disk 141, Workstation 145, printer 142, scanner 
146, facsimile 143, copier (not shoWn), modem (not shoWn) 
and additional monitored assets and the usage data aggre 
gation system. The local environment may further include a 
?reWall system (not shoWn) and Will typically include a 
router system (not shoWn). The communications netWork of 
the local environment may be connected to a larger scale 
communications netWork such as the Internet 120. 

[0032] The usage aggregation system collects data from 
the monitored assets and stores this data in the local data 
store 135a. The data collection may occur in several Ways. 
In a preferred embodiment, monitored assets are registered 
With the usage aggregation system. Polling of registered, 
monitored assets may occur on a periodic time basis. Alter 
natively or additionally, polling of registered, monitored 
assets may occur as a result of receiving a request at the local 
server to transmit data to the remote server. 

[0033] In other embodiments, no registration is required; 
in such an embodiment, the usage data aggregation system 
receives usage data from monitored asset Without ?rst 
requesting the data. Monitored assets could transmit data at 
periodic time intervals Where the schedule may vary from 
asset to asset. Further, monitored assets could transmit data 
as a result of a trigger event in the asset such as a mechanical 
failure requiring a service call, loW supply of consumables 
or reaching some predetermined usage threshold. In some 
embodiments, the occurrence of such a trigger event could 
further result in forWarding a signal requesting transmission 
of aggregated data to the local server, thereby triggering the 
local server to the transmit the aggregated usage data from 
the local data store to the remote server. 

[0034] Once aggregated, the usage data is placed in the 
local data store 135a; in some embodiments, the usage data 
may be encrypted prior to storage in the local data store 
135a. The local data store may be organiZed in a variety of 
Ways. The data store may be organiZed as one or more ?at 
?les of data or as one or more hash tables. The data store 

may in a preferred embodiment be organiZed as a database 
With a relational architecture such as provided by an 
ORACLE database environment (Oracle Corporation, Red 
Wood Shores, Calif.). It Will be understood by those of 
ordinary skill in the art that other architectures such as 
hierarchical, object-oriented, spatial or other suitable archi 
tecture, or combination of architectures, could be used 
Within the scope of the present invention. 

[0035] The local server including Workstation 135 and 
server softWare Will transmit usage data stored in the local 
data store 135a to the remote server. The local server Will 
retrieve the usage data from the local data store 135a and, in 
some embodiments, encrypt the retrieved usage data prior to 
transmission to the remote server. In a preferred embodi 
ment, the local server Will encode the usage data from the 
local data store 135a in a ?le using commas to delimit data 
elements. Other embodiments may utiliZe encoding formats 
such as an XML-based encoding, SGML-based encoding or 
other suitable encoding format to encode the data prior to 
transmission. 

[0036] The local server Will transmit the usage data uti 
liZing an appropriate transmission protocol such as HTTP, 
HTTPS (HTTP protocol over a Secure Socket Layer (SSL)), 
FTP, SMTP, a proprietary transmission protocol or other 
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suitable standard. In a preferred embodiment, a Web server, 
by itself or in conjunction With a Java servlet, Will transmit 
the usage data using HTTPS, HTTP over a Secure Socket 
Layer (SSL). The HTTP standard may be accessed through 
the URL ftp://ftp.isi.edu/in-notes/rfc2616.tXt information 
concerning the state of the development for this standard 
may be found at URL http://WWW.W3.org/Protocols/, the 
speci?cation for SSL may be accessed at URL http://WWW 
.netscape.com/eng/ssl3/. These speci?cations are hereby 
incorporated by reference in their entireties. 

[0037] In a preferred embodiment utiliZing a Java servlet 
to aid in the transmission of the usage data, the Web server 
and the servlet Will perform steps as depicted graphically in 
FIG. 2. Note that the arroWs in FIG. 2 indicate one ordering 
of the steps; other orderings are equally viable Within the 
scope of the present invention. 

[0038] In step 210, a signal requesting transmission of the 
usage data is received by the local server. In a preferred 
embodiment, this signal is received as a result of the 
triggering of an active element of a Web page presented by 
the Web server; FIG. 4 provides an eXample of such a page. 
In other embodiments, the signal may result from an event 
occurring at one of the monitored assets, or the signal could 
be generated on a periodic time basis. In some embodiments, 
the remote server may generate and transmit the signal to the 
local server based upon an event at the remote server or at 

periodic time intervals. Further, a combination of the afore 
mentioned approaches may be utiliZed Within some embodi 
ments. 

[0039] In step 220, the usage data is retrieved from the 
local data store. The Way this occurs Will vary depending 
upon the structure of the local data store. In using a Java 
servlet driven process and a database structure, the servlet 
could retrieve the data using Java Database Connectivity 
(JDBC). Use of JDBC to handle interact betWeen Java 
programs and databases is Well knoWn in the art as seen in 
Chapter 17 of Ivor Horton’s Beginning Java, WroX Press 
Ltd., 1997, pp. 813-864, Which is hereby incorporated by 
reference. In embodiment using other types of applications 
to retrieve the data, other database connectivity interfaces 
such as ODBC may be used. 

[0040] In step 230, the local server establishes a connec 
tion to the remote server via one or more communications 

channels such as ethernet 150, Internet 120 and ethernet 165. 
As Will be knoWn to those of skill in the art, a variety of other 
communication channels such as dial up connection, dedi 
cated line, etc. could be used Within the scope of the present 
invention. 

[0041] In step 240, the data is transmitted to the remote 
server using one of the protocols discussed above. The 
transmission may involve formatting the data in an encoding 
format, or the encoding may occur at the retrieval step 220. 
Encryption of the data may also occur at steps 220 or 240. 
In a preferred embodiment, the data is formatted either at 
retrieval or at transmission as a comma separated data ?le 

and is transmitted using HTTPS (HTTP protocol over an 
SSL connection). 

[0042] The system Will also typically utiliZe a remote 
environment 100 including a remote server having access to 
a remote data store 110. The remote server, in some embodi 
ments, may include multiple hardWare and softWare ele 
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ments. The hardware element, or elements, Will typically 
include at least one computer system preferably including at 
least one ?le server capacity processor such as a PENTIUM 

III based processor (Intel Corporation, Santa Clara, Calif.). 
The remote server is utiliZed to receive the usage data 
transmitted by the local server. After receiving the data, the 
remote server stores it in the remote data store. In some 

embodiments, the remote data store and the remote server 
functionality may be supported Within a single computer 
system. 

[0043] In addition, the local server may receive requests 
from requesters for aggregated usage data. For instance, a 
manager Within the enterprise may Wish to vieW the aggre 
gated usage data associated With the monitored assets. The 
request, in some embodiments, could occur through the 
access of a Web server that could be included as part of the 
local server. The local server Would respond by retrieving 
the usage data from the local data store and sending the 
retrieved data to the requester, or a destination speci?ed by 
the requestor. The local server may also format the data prior 
to transmission; for instance, the data may be formatted as 
a Web page for vieWing by the requestor. In addition to the 
transmission of usage data, the local server may transmit or 
provide access to reports concerning the usage data in the 
local and/or remote data stores as more fully described 
beloW. Arequestor may be from an external user community 
160, from Within the remote environment 100 or from Within 
the local environment 125; the origin of the requestor may 
be used as a criteria in determining the requestor’s level of 
access to usage data. 

[0044] Referring to FIG. 1, the remote environment 100 
Will include a remote server and a remote data store. In a 

preferred embodiment, the remote server includes a Web 
server cluster 105 of one or more Web servers such as 

IPLANET Web Server (iPlanet E-Commerce Solutions, a 
Sun-Netscape Alliance, Mountain VieW, Calif.), Enterprise 
Server (Netscape Communications Corporation, Mountain 
VieW, Calif.) or Internet Information Server (IIS) (Microsoft 
Corporation, Redmond, Wash.) and a business to business 
(B2B) cluster 130 of one or more B2B servers such as B2B 

Integration Servers (WebMethods, Inc., Fairfax, Va.). 

[0045] The remote server, in a preferred embodiment may 
also include a cluster of one or more application servers (not 
shoWn). Application servers may host the presentation logic 
like JavaServer Pages (JSP), Active Server Pages (ASP), etc. 
and the business logic like Enterprise Java Beans (EJB), 
COM, COM+, CORBA, etc. In such an embodiment, the 
Web servers in the Web server cluster 105 handle the HTTP 
Request/Response and hand off processing and/or format 
ting to an application server. The application server(s) 
actually controls the logic for processing. 

[0046] In other embodiments, the B2B functionality of the 
B2B cluster 130 and the application server functionality of 
the application server cluster may be handled directly by the 
Web server(s) in the Web server cluster 105. In such an 
embodiment, the B2B cluster provides services functionality 
for supporting business to business operation While the Web 
servers provides Web pages for providing information and 
human-computer interfaces. In a preferred embodiment, 
interfaces to the services provided by the B2B cluster are 
speci?ed in machine interpretable form such as through an 
XML-based de?nition language such as the Web Interface 
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De?nition Language (WIDL), Whose speci?cation can be 
found on the internet through URL http://WWW.W3.org/TR/ 
NOTE-Widl, Which is hereby incorporated by reference in 
its entirety. 

[0047] The environment 100 may also include a commu 
nications netWork such as ethernet 165 to facilitate commu 
nication betWeen the remote server and the remote data store 
110. A communications channel such as ethernet 165, Inter 
net 120 and ethernet 150 may be used to alloW communi 
cation betWeen the remote server and the local server. The 
environment 100 may also include load balancing device 
170 to distribute requests among the clusters and/or among 
the servers With the clusters, router system 175 to control 
routing Within ethernet 165 and ?reWall system 180 to 
provide security for systems connected to ethernet 165. 

[0048] In a preferred embodiment the remote data store 
includes a database system cluster 110 of one or more 
database systems. These database system may in a preferred 
embodiment be organiZed as relational database(s) such as 
provided by an ORACLE database environment (Oracle 
Corporation, RedWood Shores, Calif.). Those of ordinary 
skill in the art Will readily understand that other database 
architectures such as hierarchical, object-oriented, spatial or 
other suitable architecture, or combination of architectures, 
could be used Within the scope of the present invention. In 
other embodiments, the local data store may be organiZed in 
a variety of other Ways. The data store may be organiZed as 
one or more ?at ?les of data or as one or more hash tables. 

The functionality of the remote server and the remote data 
store may in certain embodiments be performed by a single 
computer system. 

[0049] In a preferred embodiment, the Web server cluster 
105, the B2B server cluster 130 and the database server 
cluster 110 Will perform steps as depicted graphically in 
FIG. 3. Note that the arroWs in FIG. 3 indicate one ordering 
of the steps; other orderings are equally viable Within the 
scope of the present invention. 

[0050] In step 310, a connection is established betWeen the 
remote server and the local server. In a preferred embodi 
ment, the connection is initiated by the local server; hoW 
ever, this need not be true in other embodiments. A connec 
tion betWeen the remote server and the local server may be 
formed via one or more communications channels such as 

ethernet 150, Internet 120 and ethernet 165. As Will be 
knoWn to those of skill in the art, a variety of other 
communication channels such as dial up connection, dedi 
cated line, etc. could be used Within the scope of the present 
invention. In a preferred embodiment, the connection is 
established With a B2B server, Within the B2B cluster 130, 
having a particular service designed to receive the usage 
data. In such an embodiment the data is received via the 
HTTPS protocol (HTTP protocol over an SSL connection). 

[0051] In step 320, the usage data is received from the 
local server. In some embodiments, the usage data is 
decrypted as part of the receiving process. In the preferred 
embodiment, the invoked reception service receives the data 
transmitted by the Java servlet transmitter running as part of 
the local server. 

[0052] In step 330, the remote server connects to the 
remote data store. In an embodiment Where the remote 
server and remote data store reside on the same computer 
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system, this connection may be a serial bus or other suitable 
channel of communication. In a preferred embodiment, the 
B2B reception service establishes a connection With one of 
the database systems in the database cluster 110 utilizing 
JDBC. 

[0053] In step 340, the remote server transmits the data to 
the remote data store. Where the remote server and the 
remote data store reside on the same computer system, the 
transmission may be effectuated via a Write operation to the 
data store or through an ODBC, JDBC or similar connec 
tivity interface. The format of the transmission Will vary 
depending upon the organiZation of the data store. For 
instance, if the remote data store in a particular embodiment 
is organiZed as a set of one or more ?at ?les, the transmis 
sion may utiliZe and FTP protocol put transaction to transmit 
the usage data to the remote data store. In a preferred 
embodiment, the B2B reception service formats the received 
data in the form of an SQL insertion statement and forWards 
the insertion to one of the database systems in the database 
cluster via JDBC. 

[0054] In addition, the remote server may receive requests 
from requestors for aggregated usage data. For instance, a 
billing company may Wish to generate an invoice based on 
aggregated usage data associated With the monitored assets 
of an enterprise. The request, in some embodiments, could 
occur through the access of a Web server that could be 
included as part of the remote server. The remote server 
Would respond by retrieving the usage data from the remote 
data store and sending the retrieved data to the requestor, or 
a destination speci?ed by the requestor. In some embodi 
ments, the remote data store may send a transmission request 
signal to the local server associated With the enterprise for 
Which the requestor is requesting usage data prior to retriev 
ing the usage data from the remote data store. The remote 
server may also format the data prior to transmission; for 
instance, the data may be formatted as a Web page for 
vieWing by the requestor. In some embodiments, a separate 
request for doWnloading the retrieved data may be required. 
In a preferred embodiment, a ?at ?le of usage data is 
generated for doWnloading by the requester. In addition to 
the transmission of usage data, the remote server may 
transmit or provide access to reports concerning the usage 
data in the remote data store as more fully described beloW. 
A requestor may be from an eXternal user community 160, 
from Within the remote environment 100 or from Within the 
local environment 125; the origin of the requestor may be 
used as a criteria in determining the requestor’s level of 
access to usage data. 

[0055] The local and/or the remote servers may also 
support the ability to generate reports concerning the usage 
data collected. Typically, the local or remote server Will 
generate reports based upon the usage data in the local or 
remote store, respectively; hoWever, in some embodiments, 
the local server may access and generate reports based upon 
data in the remote data store. Further, in some embodiments, 
the remote server may generate reports based upon usage 
data in the local store. Report generation Will typically occur 
as a result of a request for a report; FIG. 5 provides a sample 
screen shoWing a Web page including an interface 510 that 
could be used to generate report requests. 

[0056] The generated reports may serve a variety of pur 
poses including billing, asset utiliZation analysis and auto 
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mated ordering of consumables used by monitored assets. 
Billing reports such as invoices may be generated and 
presented in a variety of manners. Billing reports, in a 
preferred embodiment, may be generated on demand or on 
a periodic basis by, for eXample, a Finance Company in the 
folloWing manner: 

[0057] 1. Finance Company accesses a Web page 
from a Web server of the Web server cluster 105. 

[0058] 2. Finance Company clicks button on a page 
after selecting an enterprise for Which a report is to 
be generated. 

[0059] 3. The button invokes a service on a B2B 
server of the B2B server cluster 130. 

[0060] 4. That service eXecutes stored procedures on 
database server cluster 110 to eXtract the usage data 
associated With the selected enterprise. 

[0061] 5. The usage data is Wrapped and compressed 
into a ?le. 

[0062] 6. The ?le is then made available in com 
pressed or uncompressed form for doWnload to the 
Finance Company through a Web page served by a 
Web server of the Web server cluster 105. 

[0063] A consumable supply company could utiliZe a 
similar process for generating automated or semi-automated 
orders for supplies from the enterprise. The usage data 
extracted Would not be directed toWards usage based pay 
ment but Would be analyZed to determine the level of 
consumable supplies associated With the various monitored 
assets of the enterprise. 

[0064] In the case of utiliZation reports, Web screens are 
provided that alloW a requestor to evaluate the data and 
make assessments. For eXample, assume there are tWo assets 
on a netWork that are being supported by 25 people. TWo 
aisles separate both assets. 

[0065] AutiliZation analysis report based upon usage data 
could establish that one asset is being utiliZed 10 times as 
hard, probably meaning people Waiting for the asset to ?nish 
printing. This eXample could suggest to the requestor an 
upgrade of the asset to provide more pages/per/minute might 
be needed. 

[0066] This type of assessment can be technically feasible 
by the folloWing: 

[0067] 1. The end-user from the eXternal community 
160, from the local environment 125 or from the 
remote environment 100 Who needs access to the 
data is presented With an interface alloWing him to 
select utiliZation report generation. 

[0068] 2. The selection invokes a service on a B2B 
server of the B2B server cluster 130 that eXtracts the 
data from a database of the database cluster 110. 

[0069] 3. The B2B server of the B2B server cluster 
130 dynamically generates the XML formatted usage 
data. 

[0070] 4. A Web server from the Web server cluster 
105 makes the data available to the requestor in a 
variety of Ways including, but not limited to: 
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[0071] a) encoding (using HTML Form Encoding) 
the data as hidden HTML form ?elds and posts it 
to a URL that formats the data as a page, 

[0072] b) creating an HTML form on the Web 
server that contains an XML document, 

[0073] c) breaking out the data and ?lling in an 
HTML table on the Web server, or 

[0074] d) exporting the data into another suitable 
format for vieWing and analysis such as a spread 
sheet like EXel (Microsoft Corporation, Redmond, 
Wash.) or an alternative database format like 
Access (Mi crosoft Corporation, Redmond, 
Wash.). 

[0075] 5. The Web server presents the data to the 
requestor’s broWser either directly as HTML or data 
vieWable through a broWser plug-in. Alternatively, 
the data may be made available in a ?le for doWnload 
and may subsequently be vieWed and processed via 
application softWare such as spreadsheet softWare or 
database softWare. 

[0076] Additional advantages of the invention Will be set 
forth in part in the description Which folloWs, and in part Will 
be obvious from the description, or may be learned by 
practice of the invention. The advantages of the invention 
Will be realiZed and attained by means of the elements and 
combinations particularly pointed out in the appended 
claims. It is to be understood that both the foregoing general 
description and the folloWing detailed description are eXem 
plary and explanatory only and are not restrictive of the 
invention, as claimed. 

[0077] Throughout this application, various publications 
may have been referenced. The disclosures of these publi 
cations in their entireties are hereby incorporated by refer 
ence into this application in order to more fully describe the 
state of the art to Which this invention pertains. 

[0078] The embodiments described above are given as 
illustrative eXamples only. It Will be readily appreciated that 
many deviations may be made from the speci?c embodi 
ments disclosed in this speci?cation Without departing from 
the invention. Accordingly, the scope of the invention is to 
be determined by the claims beloW rather than being limited 
to the speci?cally described embodiments above. 

1. A method for transmitting usage data comprising the 
steps of: 

a) aggregating usage data from at least one monitored 
device; 

b) storing the aggregated usage data in a local data store; 

c) transmitting by a local server the stored usage data from 
the local data store to a remote server; 

d) receiving the stored usage data by the remote server; 
and 

e) storing the received usage data in a remote data store. 
2. The method of claim 1, and further comprising the step 

of generating a report based upon the usage data in the 
remote data store. 

3. The method of claim 2, Wherein the generated report in 
the step of generating a report is a billing report. 
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4. The method of claim 2, Wherein the generated report in 
the step of generating a report is an device utiliZation report 
indicating the usage of the monitored device. 

5. The method of claim 1, and further comprising the steps 
of receiving from a requestor by the remote server a request 
for data and, in response to the received request, transmitting 
to the requestor the usage data in the remote store aggregated 
from the at least one monitored device. 

6. The method of claim 5, and further comprising the step 
of transmitting to the requestor an device utiliZation analysis 
for the at least one monitored device based on the usage data 
in the remote store aggregated from the at least one moni 
tored device. 

7. The method of claim 1, and further comprising the step 
of receiving by the local server a signal requesting trans 
mission of stored usage data and Wherein the step of 
transmitting the stored usage data occurs in response to the 
received signal requesting transmission. 

8. The method of claim 7, Wherein the signal requesting 
transmission received in the step of receiving by the local 
server a signal requesting transmission originates from one 
of the at least one monitored devices. 

9. The method of claim 1, and further comprising the step 
of registering each monitored device for Which usage data is 
to be aggregated. 

10. The method of claim 9, Wherein the step of aggregat 
ing further comprises the step of polling the usage data from 
each registered monitored device. 

11. The method of claim 10, Wherein the step of polling 
occurs at periodic time intervals. 

12. The method of claim 10, and further comprising the 
step of receiving by the local server a signal requesting 
transmission of stored usage data, Wherein the step of 
transmitting the stored usage data occurs in response to the 
received signal requesting transmission and Wherein the step 
of polling occurs upon receipt of the signal requesting 
transmission. 

13. The method of claim 1, Wherein the step of aggregat 
ing comprises the step of receiving usage data from at least 
one monitored device. 

14. The method of claim 1, Wherein the local data store in 
the step of storing the aggregated usage data is a ?at ?le. 

15. The method of claim 1, Wherein the local data store in 
the step of storing the aggregated usage data is a database. 

16. The method of claim 15, Wherein the local data store 
in the step of storing the aggregated usage data is a relational 
database. 

17. The method of claim 1, Wherein the step of storing the 
aggregated usage data comprises encrypting the aggregated 
usage data. 

18. The method of claim 1, Wherein the step of transmit 
ting the stored usage data comprises the step of retrieving the 
stored usage data from the local data store. 

19. The method of claim 18, Wherein the step of trans 
mitting the stored usage data further comprises the step of 
encoding the retrieved data using a predetermined data 
format. 

20. The method of claim 19, Wherein the predetermined 
data format used in the step of encoding the retrieved data 
is XML-based. 

21. The method of claim 19, Wherein the step of encoding 
the retrieved data using a predetermined format comprises 
the step of encoding the retrieved data in a comma separated 
teXt ?le. 
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22. The method of claim 18, wherein the step of trans 
mitting the stored usage data further comprises the step of 
encrypting the retrieved data. 

23. The method of claim 1, Wherein the step of transmit 
ting the stored usage data comprises the step of transmitting 
the stored usage data in the form of an HTTP response. 

24. The method of claim 1, Wherein the step of transmit 
ting the stored usage data comprises the step of transmitting 
the stored usage data in the form of an HTTPS response. 

25. The method of claim 1, Wherein the step of transmit 
ting the stored usage. data comprises the step of transmitting 
the stored usage data via an SSL connection. 

26. The method of claim 1, Wherein the step of transmit 
ting the stored usage data occurs at periodic time intervals. 

27. The method of claim 1, Wherein the step of receiving 
the stored usage data comprises the step of decrypting the 
stored usage data. 

28. The method of claim 1, Wherein the step of storing the 
received usage data in a remote data store comprises trans 
mitting the received usage data to the remote data store. 

29. The method of claim 1, Wherein the remote data store 
in the step of storing the received usage data is a database. 

30. The method of claim 29, Wherein the remote data store 
in the step of storing the received usage data is a relational 
database. 

31. The method of claim 29, Wherein the remote data store 
in the step of storing the received usage data is an object 
oriented database. 

32. A system comprising; 

at least one device to be monitored; 

a local data store; 

a remote data store; 

a usage data aggregation system in communication 
With the at least one device to be monitored and the 
local data store, the usage data aggregation system 
comprising an aggregation processor for performing 
the steps comprising; 

i) aggregating usage data from the at least one moni 
tored device; and 

ii) storing the aggregated usage data in the local data 
store; 

a local server in communication With the local data 
store, the local server comprising a local server 
processor; and 

a remote server in communication With the local server 
and the remote data store, the remote server com 
prising a remote server processor for performing the 
steps comprising; 

i) receiving the stored usage data from the local server; 
and 

ii) storing the received usage data in the remote data 
store; 

Wherein the local server processor performs the step 
comprising of transmitting the stored usage data from 
the local data store to the remote server. 

33. The system of claim 32, Wherein the remote server 
processor performs the further step comprising of generating 
a report based upon the usage data in the remote data store. 
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34. The system of claim 33, Wherein the generated report 
is a billing report. 

35. The system of claim 33, Wherein the generated report 
is an device utiliZation report. 

36. The system of claim 32, Wherein the local server 
processor performs the further step comprising of generating 
a report based upon the usage data in the remote data store. 

37. The system of claim 3.2, Wherein the local server 
processor performs the further step comprising of generating 
a report based upon the usage data in the local data store. 

38. The system of claim 32, Wherein the remote server 
processor performs the further steps comprising of receiving 
from a requestor a request for data and, in response to the 
received request, transmitting to the requestor the usage data 
in the remote store aggregated from the at least one moni 
tored device. 

39. The system of claim 32, Wherein the local server 
processor performs the further steps comprising of receiving 
from a requestor a request for aggregated usage data and, in 
response to the received request, transmitting to the 
requestor the aggregated usage data in the local store. 

40. The system of claim 32, Wherein a single computer 
system hosts the usage data aggregation system and the local 
server. 

41. The system of claim 40, Wherein the single computer 
system further hosts the local data store. 

42. The system of claim 32, Wherein a single computer 
system hosts the usage data aggregation system and the local 
data store. 

43. The system of claim 32, Wherein a single computer 
system hosts the local server and the local data store. 

44. The system of claim 32, Wherein a single computer 
system hosts the remote server and the remote data store. 

45. A system for remotely storing usage data comprising: 

at least one device to be monitored; 

aggregation means for aggregating usage data from 
said at least one monitored device; 

?rst storage means for storing the aggregated usage 
data, said ?rst storage means being located locally 
relative to said at least one monitored device; 

transmission means for transmitting the stored usage 
data from the ?rst storage means; 

reception means for receiving usage data from the 
transmission means; and 

second storage means for storing the usage data from 
the reception means, said second storage means and 
said reception means being located remotely relative 
to said at least one monitored device and said ?rst 
storage means. 

46. The method of claim 1 Wherein said monitored device 
is physically separate and spaced apart from said local data 
store. 

47. The method of claim 1 Wherein said monitored device 
is at least one of a printer, facsimile machine or copier. 

48. The method of claim 1 Wherein said transmitting step 
includes transmitting the stored usage data over the Internet. 

49. The system of claim 32 Wherein said monitored device 
is physically separate and spaced apart from said local data 
store, said usage data aggregation system and said local 
server. 
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50. The system of claim 32 wherein said monitored device 
is at least one of a printer, facsimile machine or copier. 

51. The system of claim 32 Wherein said local server is 
con?gured to transmit usage data to said remote server over 
the Internet, and Wherein said remote server is con?gured to 
receive usage data transmitted over the Internet. 

52. The system of claim 45 Wherein said monitored device 
is physically separate and spaced apart from said aggrega 
tion means and said ?rst storage means. 
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53. The system of claim 45 Wherein said monitored device 
is at least one of a printer, facsimile machine or copier. 

54. The system of claim 45 Wherein said transmission 
means is con?gured to transmit usage data to said remote 
server over the Internet, and Wherein said reception means 
is con?gured to receive usage data transmitted over the 
Internet. 


