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(57) ABSTRACT 

A security framework for a host computer system Which 
alloWs a host to control access to a compliant security token 
by ensuring enforcement of established security policies 
administered by a middleWare application. Processing 
betWeen the host computer system and the security token is 
performed using one or more modular security application 
agents. The modular security application agents are coun 
terpart applications to security applications installed in the 
security token and may be retrieved and installed upon to 
ensure compatibility betWeen counterpart token and host 
security applications. The security policies are a composite 
of host security policies and token security policies Which 
are logically combined by the middleWare application at the 
beginning of a session. 
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UNIFORM MODULAR FRAMEWORK FOR A 
HOST COMPUTER SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] The present application is related to co-pending 
US. patent application Ser. No. 10/321,624 entitled, “Uni 
form Framework for Security Tokens,” ?led on Dec. 18, 
2002, by Eric Le Saint & al. Applicant hereby incorporates 
by reference the above-mentioned co-pending application. 

FEDERALLY SPONSORED RESEARCH AND 
DEVELOPMENT 

[0002] Not Applicable. 

REFERENCE TO A MICROFICHE APPENDIX 

[0003] Not Applicable. 

FIELD OF INVENTION 

[0004] The present invention relates generally to a data 
processing system, method and computer program product 
and more speci?cally to a uniform security application 
framework for a host computer system in communication 
With a security token. 

BACKGROUND 

[0005] In the relevant art, host applications for supporting 
authentication and secure messaging functions involving the 
use of security tokens lack a uniform programming frame 
Work Which has largely resulted in development of propri 
etary applications. The proprietary nature of these applica 
tions limits the ability to provide a uniform approach in the 
development and implementation of security applications. 
Vendors prefer to provide end-to-end solutions Which gen 
erally Work Well With there oWn applications but are dif?cult 
to con?gure and maintain When combined With softWare 
and/or ?rmWare provided by others. 

[0006] Efforts to address interoperability of host security 
applications have focused primarily on resolving speci?c 
compatibility issues rather than providing a uniform pro 
gramming frameWork in Which to develop security applica 
tions. Little effort has been made to provide a standardiZed 
frameWork for a host computer system Which alloWs appli 
cations developed by different providers to be installed 
Without encountering interoperability issues. To date, the 
majority of attention has been focused on developing cus 
tomiZed security token applications rather than on the host 
applications intended to interface With the security token 
applications. 
[0007] For eXample, one vendor may eXcel at providing 
user authentication mechanisms using dynamic passWords 
While another may eXcel at providing certain types of 
biometric authentication mechanisms such as ?ngerprint 
reading, While another may eXcel at providing biometric iris 
scanning mechanisms. 

[0008] HoWever, in the relevant art it is generally dif?cult 
to miX vendor products due to compatibility issues and the 
non-modular nature of security applications deployed. 
While efforts have been made to standardiZe certain portions 
of the host security applications, the majority of host secu 
rity applications available today intend to provide the entire 
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solution rather than alloWing a potential customer to pick 
and choose the most cost effective application(s) to meet a 
particular security requirement. The vendor’s host security 
applications are speci?cally Written to interface With the 
vendor’s security token applications. Compatibility With 
other vendor products being of secondary importance. 
[0009] Therefore, What is needed is a uniform host appli 
cations frameWork for deployment on a host computer 
system Which alloWs interoperability of host security appli 
cations, alloWs modulariZation of host security applications 
and interfaces With security tokens having a compatible 
internal frameWork. 

SUMMARY 

[0010] This invention addresses the limitations described 
above and provides a uniform applications frameWork for 
host computers Which supports modular host security appli 
cation installations and alloWs independent operations of 
applications installed in the security token. In particular, 
proprietary biometric applications such as match on card 
technologies are decoupled from other host middleWare 
applications and from the applications installed in the secu 
rity token. 

[0011] The term “security token” as de?ned herein refers 
to hardWare based security devices such as security tokens, 
integrated circuit tokens, subscriber identi?cation modules 
(SIM), Wireless identi?cation modules (WIM), USB token 
dongles, identi?cation tokens, secure application modules 
(SAM), hardWare security modules (HSM), secure multi 
media token (SMMC), Trusted Computer Platform Alliance 
chip (TCPA), and like devices. Temporary virtual security 
tokens are included as Well. 

[0012] The term “credential” as de?ned herein refers to 
critical security parameters (CSP) such as authentication 
data, passWords, PINs, biometric templates, secret and pri 
vate cryptographic keys and challenge/response messages or 
combinations thereof. 

[0013] The term “parameter” as de?ned herein refers to a 
status ?ag, teXt, a number, arguments or an argument name 
assigned to a value that is passed from one routine to another 
or used as a means of customiZing program operation Which 
is broader than its normal conteXt. 

[0014] The invention comprises a system Which provides 
a uniform security applications frameWork for a host com 
puter system Which cooperates With one or more compliant 
security tokens. The compliant security token(s) is in pro 
cessing communications With the host computer system and 
includes a compatible uniform security frameWork Which 
interfaces With the host security frameWork, a set of token 
security policies and one or more token security applica 
tions. 

[0015] The host computer system includes a token access 
control application, token selection policies and several 
security application agents Which are counterparts to the 
token security application(s). A set of host security policies 
associated With each of the security application agents is 
retrievably coupled to the token access control application. 

[0016] The token access control application alloWs the 
retrieval of at least a portion of the token security policies 
from Which a composite set of security policies is generated 
by logically combining the host security policies, token 
selection policies and the token security policies. 
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[0017] If the token access control application determines 
that a required security application agent and/or token 
security application is not present, the required applications 
may be doWnloaded and operatively installed from either a 
local or a remote storage location as individual modules 
Without disruption of existing dependencies. 

[0018] In one embodiment of the invention, ensuring 
enforcement of the composite set of security policies is 
performed by the token access control application. In this 
embodiment of the invention, the token access control 
application further includes the ability to receive a creden 
tial, cause at least one of the security application agents to 
execute in response to an access request and the ability to 
send a credential to the appropriate security application 
agent. 

[0019] In a second embodiment of the inventions ensuring 
enforcement of the composite security policies is performed 
by the applicable security application agents Which receive 
the composite security policy from the token access control 
application. In this embodiment of the invention, a hierarchy 
exists betWeen security application agents Which causes the 
required security application agents to execute sequentially 
in accordance With the applicable portion of the composite 
set of security policies. In this embodiment of the invention, 
credentials are sent directly to the appropriate security 
application agent. 

[0020] In yet another embodiment of the invention, the 
responsibility for ensuring enforcement of the composite set 
of security policies is performed by a calling application. In 
this embodiment of the invention, the token access control 
application generates the composite security policies and 
forWards them to a calling application. The calling applica 
tion then sequentially causes the required security applica 
tion agents to execute sequentially in accordance With the 
applicable portion of the composite set of security policies. 
In this embodiment of the invention, credentials are for 
Warded to the appropriate security application agent by the 
calling application. 

[0021] In all embodiments of the invention, the security 
application agents include the ability to perform a security 
function With one or more counterpart token security appli 
cations in accordance With the composite set of security 
policies and return objects in Which a security function is 
performed by a token application. The security application 
agents may exist as separate applications, dynamically 
linked libraries associated With the token access control 
application or any combination thereof. 

[0022] In another embodiment of the invention, the com 
posite set of security policies includes token access control 
rules, host access control rules, token selection rules and 
composite access control rules but lacks a registry. In this 
embodiment of the invention, an operating system installed 
on the host administers the security application agents. 

[0023] In yet another embodiment of the invention, a local 
registry is included Which is administered by the token 
access control application. The local registry is comprised of 
enablement ?ags and operational states related to authenti 
cation, secure messaging and application enablement. Each 
available application requires a corresponding entry in the 
registry including registered token security applications and 
registered security agent applications. 
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[0024] The token security applications includes a token 
security domain control application, a token services appli 
cation, a token administrative services application to and a 
token security services application. The token security ser 
vices application includes the ability to perform authentica 
tion and secure messaging. The token services application 
includes the ability to perform cryptography, return objects 
in Which a security function Was performed to a security 
agent application. The object includes a credential, a digital 
certi?cate, data to undergo a cryptographic function or data 
to be stored in said security token. 

[0025] Processing by the uniform security frameWork 
involves the folloWing steps: 

[0026] a. receiving a token security function request 
from a requesting application, 

[0027] b. retrieving token selection policies, 

[0028] 
[0029] d. retrieving a set of host security policies, 

[0030] e. combining the token security policies, the 
host security policies and the token selection policies 
into a composite security policy, 

c. retrieving a set of token security policies, 

[0031] f. ensuring enforcement of said composite 
security policy on the security function request, 

[0032] g. receiving a credential if required by the 
composite security policy, 

[0033] h. sending the credential to an appropriate 
security application agent if required by the com 
posite security policy, 

[0034] i. sending the credential to an appropriate 
token security application if required by the com 
posite security policy, and 

[0035] j. performing a security function in accor 
dance With the composite security policy. 

[0036] In an alternate embodiment of the invention Which 
includes a registry, step d. includes the steps of; 

[0037] i.) verifying a plurality of enablement states in 
a registry, 

[0038] ii.) verifying at least one authentication state 
in the registry, 

[0039] iii.) verifying a secure messaging state in the 
registry, 

[0040] iv) verifying that at least one counterpart pair 
of a token security application and host security 
application agent are operatively installed, and 
retrieving and operatively installing a missing com 
ponent of the counterpart pair from either a local or 
a remote storage location. 

[0041] The invention also provides for retrieval of com 
patibility information related to one or more counterpart 
security application agents from a functionally connected 
security token by at least one security application installed 
on a host computer system Wherein the retrievable capability 
information relates to compatibility betWeen the one or more 
counterpart security application agents and the one or more 
token security applications. The at least one security appli 
cation includes functionality for; 
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[0042] retrieving the compatibility information 
related to the one or more counterpart security appli 
cation agents; 

[0043] verifying that at least one compatible coun 
terpart security application agent is operatively 
installed and if not, retrieving and operatively install 
ing at least one compatible counterpart security 
application agent. 

[0044] The at least one security application includes either 
a security application installed in a middleWare services 
layer or is a token access control application retrieved from 
either a local or remote storage location. 

[0045] Installation of the retrieved at least one compatible 
counterpart security application agent is accomplished by 
entering one or more parameters associated With the at least 
one compatible counterpart security application agent in a 
registry. 
[0046] The at least one compatible counterpart security 
application agent is a nodular softWare application Which 
can be added, removed or replaced Without disruption of any 
eXisting dependencies by changing the one or more param 
eters in entered in the registry. 

[0047] The retrieval of compatibility information related 
to one or more counterpart security application agents from 
a functionally connected security token by at least one 
security application installed on a host computer system is 
accomplished by performing the steps of: 

[0048] a. retrieving compatibility information related 
to one or more counterpart security application 
agents from a security token, 

[0049] b. verifying that at least one compatible coun 
terpart security application agent is operatively 
installed on a host computer system, and if not, 

c. re rievin a eas one com ai e coun er 0050 t g t l t p tbl t 
part security application agent, 

[0051] d. performing a signature veri?cation process 
and alloWing installation if successful, or aborting 
the installation if unsuccessful, 

[0052] e. operatively installing said at least one com 
patible counterpart security application agent on said 
host computer system, and 

[0053] f. entering one or parameters associated With 
said at least one compatible counterpart security 
application agent into a registry. 

[0054] The programs and data may be placed onto trans 
portable medium such as a CD ROM, ?oppy disk, data tape, 
portable hard disk, ?ash memory device or DVD for install 
ing on a host computer system. 

BRIEF DESCRIPTION OF DRAWINGS 

[0055] The features and advantages of the invention Will 
become apparent from the folloWing detailed description 
When considered in conjunction With the accompanying 
draWings. Where possible, the same reference numerals and 
characters are used to denote like features, elements, com 
ponents or portions of the invention. It is intended that 
changes and modi?cations can be made to the described 
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embodiment Without departing from the true scope and spirit 
of the subject invention as de?ned in the claims. 

[0056] FIG. 1—is a generaliZed block diagram of a host 
computer system and a electromagnetically connected secu 
rity token. 

[0057] FIG. 1A—is a detailed block diagram invention 
illustrating the relationship and arrange of various applica 
tions employed in the invention. 

[0058] FIG. 1B—is a detailed block diagram illustrating a 
plurality of available security tokens for implementing the 
invention. 

[0059] FIG. 1C—is a detailed block diagram illustrating 
retrieval and installation of a security application agent or a 
token security application. 

[0060] FIG. 2—is a detailed block diagram illustrating the 
functional relationship betWeen a token access control appli 
cation (TACA) and associated security and token policies. 

[0061] FIG. 2A—is a detailed block diagram illustrating 
an embodiment of the invention Which uses a registry having 
an associated With the security policies. 

[0062] FIG. 2B—is a detailed block diagram illustrating 
token selection policies and rules. 

[0063] FIG. 2C—is a detailed block diagram illustrating 
host access control policies and rules. 

[0064] FIG. 2D—is a detailed block diagram illustrating 
token access control policies and rules. 

[0065] FIG. 2E—is a detailed block diagram illustrating a 
composite set of access control rules derived from the 
logical combination of host and token access control rules. 

[0066] FIG. 3—is a detailed block diagram illustrating a 
?rst embodiment of the invention. 

[0067] FIG. 3A—is a detailed block diagram illustrating 
a second embodiment of the invention. 

[0068] FIG. 3B—is a detailed block diagram illustrating a 
third embodiment of the invention, 

[0069] FIG. 4—is a How diagram illustrating the major 
steps necessary to implement the ?rst embodiment of the 
invention. 

[0070] FIG. 4A—is a How diagram illustrating the major 
steps necessary to implement the second embodiment of the 
invention. 

[0071] FIG. 4B—is a How diagram illustrating the major 
steps necessary to implement the third embodiment of the 
invention. 

[0072] FIG. 4C—is a How diagram illustrating the major 
steps necessary to retrieve compatibility information from 
the security token to the host computer system. 

DETAILED DESCRIPTION 

[0073] This present invention provides a uniform host 
application frameWork Which separates authentication and 
secure messaging functions into modular security applica 
tions, alloWs interoperability of host security applications 
and interfaces With security tokens having a compatible 
internal frameWork. The invention further alloWs selection 
of individual security tokens to perform selected security 
tasks administered by token selection policies. 
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[0074] The invention has the added features of providing 
a more uniform security application programming interface 
Which improves overall interoperability of security applica 
tions, simpli?es security application development and pro 
vides application level management and enforcement of 
security policies. The applications are envisioned to be 
programmed using high level programming languages such 
as JavaTM, Visual BasicTM, C++ or C. 

[0075] Referring to FIG. 1, a typical host computer sys 
tem 105 is shoWn Which includes a processor 5, a main 
memory 10, a display 20 electromagnetically coupled to a 
display interface 15, a secondary memory subsystem 25 
electromagnetically coupled to a hard disk drive 30, a 
removable storage drive 35 electromagnetically coupled to a 
removable storage unit 40 and an auxiliary removable 
storage interface 45 electromagnetically coupled to an aux 
iliary removable storage unit 50. 

[0076] A communications interface 55 subsystem is 
coupled to a netWork interface 60 and a netWork 65, a 
security token interface 70 and a security token 75, a user 
input interface 80 including a mouse and a keyboard 85, a 
biometric scanner interface 90 and a biometric scanner 95. 

[0077] The processor 5, main memory 10, display inter 
face 15, secondary memory subsystem 25 and communica 
tions interface system 55 are electromagnetically coupled to 
a communications infrastructure 100. The host computer 
system 105 includes an operating system, a token access 
control application (TACA) and associated middleWare 
security agent application agents, one or more applications 
requiring security services from a security token 75, cryp 
tography softWare capable of performing symmetric and 
asymmetric cryptographic functions, secure messaging soft 
Ware and device interface softWare. Data necessary to sup 
port the security functions should be assumed to be present 
as Well. 

[0078] The security token 75 includes a Wireless and/or 
electrical connection means compatible With the security 
token interface 70, a processor, volatile and non-volatile 
memory electromagnetically coupled to the processor, a 
runtime operating environment, cryptography extensions 
incorporated into the operating system and capable of per 
forming symmetric and asymmetric cryptographic functions 
compatible With the host cryptography softWare, a security 
domain access control application (SDCA) and associated 
security applications, one or more credential protected appli 
cations functionally coupled to the security executive appli 
cation and a public key infrastructure (PKI) key pair func 
tionally coupled to the security executive application. Data 
necessary to support the security functions should be 
assumed to be present as Well. The non-volatile memory has 
operatively stored therein one or more reference credentials 
Which are veri?ed by the security applications to alloW 
access to the one or more credential protected applications. 

[0079] FIG. 1A depicts the invention and associated host 
applications and resources. A plurality of security applica 
tions for example, a biometric based application 114, a 
signing based application 118 and an authentication based 
application Which uses a personal identi?cation number 
(PIN) 122. The security applications are coupled to an 
applications programming interface (API) layer 128. The 
API layer includes a set of routines used by the application 
program to direct the performance of procedures by the 
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host’s operating system. The API layer 128 is shoWn in 
dotted lines to indicate that no substantial changes are made 
to the functionality of this layer. The API layer 128 rides 
above a cryptographic services layer 134. 

[0080] The cryptographic services layer 134 alloWs access 
to host cryptographic resources and acts as a gateWay to a 
middleWare services layer 138. The middleWare services 
layer 138 routes requests for token services sent by the host 
applications 114, 118, 122 to a token access control appli 
cation (TACA) 142. The middleWare services layer 138 is 
intended to provide a consistent and modular application 
interface betWeen the security applications 114, 118, 122 and 
the token access control application (TACA) 142 and in an 
alternate embodiment of the invention, maintains security 
application agent module consistency With their counterpart 
security applications 186, 188, 192, 194, 198 installed inside 
the security token 75. 

[0081] The TACA 142 is associated With a set of token 
security policies 146 that controls Which security token Will 
perform a speci?c type of security transaction When a 
plurality of security tokens are available to perform the 
transaction. 

[0082] The TACA 142 is also associated With a set of host 
security policies 152 Which controls a security function of 
one or more security application agents 156, 162, 166, 168, 
172 and in one embodiment of the invention, maintains 
security application agent module consistency With their 
counterpart security applications 186, 198, 192, 194, 198 
installed inside the security token 75. 

[0083] The security application agents 156, 162, 166, 168, 
172 may exist as separate applications, dynamically linked 
libraries associated With the token access control application 
or any combination thereof. Both the security application 
agents 156, 162, 166, 168, 172 and token security applica 
tions 186, 188, 192; 194, 198 are modular in nature and may 
be retrieved locally if available on a local hard drive or 
doWnloaded from a centraliZed repository and dynamically 
installed Without disruption of existing dependencies, Which 
is a central concept of the uniform modular frameWork. The 
uniform modular frameWork being comprised of the API 
layer 128, cryptographic services layer 134, middleWare 
services layer 138, token access control application 142, 
token messaging layer 176, token runtime operating envi 
ronment 178 and security domain control application 182. 

[0084] In one embodiment of the invention, the TACA 
ensures enforcement of the security policies. In another 
embodiment of the invention, the appropriate security appli 
cation agents 156, 162, 166 receives the security policies 
from the TACA and self enforces the security policies. In a 
third embodiment of the invention, the TACA sends the 
security policies to the requesting application Which ensures 
enforcement of the security policies. 

[0085] The security application agents 156, 162, 166, 168, 
172 are designed to perform a security function in conjunc 
tion With their counterpart security applications 182, 186, 
188, 192, 194, 198 installed in the security token 75. The 
security application agents functionally decouples security 
applications installed on the host from those applications 
installed in the security token, alloWing greater interoper 
ability betWeen host applications and security token appli 
cations and is part of the nodular plug-in architecture. 






















