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(57) ABSTRACT 

A mobile home-land intelligent system’s technology 
“H-LIST” for monitoring suspicious terrorist activities and 
for tracking biological and chemical gases, and explosives, 
including detection of stationary and portable Weapons of 
mass destruction such that are likely carried on the body of 
a terrorist person or suicide bombers, or that are likely 
planted in a parked vehicle or carried inside a moving 
vehicle, Wherein a sensory platform is made effective in a 
jacket Worn by of?cers, security of?cers, bus drivers, host 
esses and the like for sensing deadly gases and explosives 
While patrolling a de?ned and assigned vicinity. A receptor 
is attached on a Waist belt Worn by at least security personnel 
and connected to the sensory jacket output connection by at 
least a Wireless means for empoWering the sensory platform 
on the out?t and for receiving signal communication Wire 
lessly indicative of detecting a sensed agent. Detected sig 
nals are transported Wirelessly through radio frequency 
signals to a central security monitoring station to enable 
initiating for at least a backup security personnel or agents 
to the vicinity of the detection. The sensors are multifunc 
tional and coded to recognize Wavelike pattern of gases and 
explosives through generated radio Wave frequencies from a 

Int. Cl.7 ......................... .. G01N 31/00; G06F 19/00 transmitter and modulated by a frequency-modulating 
US. Cl. .............................................................. .. 702/32 receiver. 
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HOME-LAND INTELLIGENT SYSTEM’S 
TECHNOLOGY ”H-LIST” 

PURPOSE 

[0001] Enable digital combat on a battle?eld 

[0002] To advance homeland security technology 
into randomly patrol mobile system 

[0003] To keep airport perimeters and access under 
secured security control system 

[0004] Safeguard personnel against bacterial caused 
by the launching of Weapons of mass destructions. 

[0005] To reduce the hassles involve in airport secu 
rities and procedures While also improving and safe 
guarding the lives of occupants. 

[0006] To monitor battle?eld personnel, the heart 
beat, and their respiratory system. 

[0007] To monitor battle?eld enemies, the move 
ments, and the location of their Weapons. 

[0008] Enables Wireless digital netWork for home 
land security and army personnel. 

[0009] To advance technologies that Will enable 
?ight attendants to self protect the safety of an 
aircraft and its occupants. 

[0010] Improve homeland security standard When 
defending an assigned area of the building. 

[0011] To improve security standards on transit 
trains, trucks, and buses and the like. 

[0012] Besides barriers or security guards, drivers 
Will safeguard their buses against explosives, chemi 
cal or biological agent, and drugs, such as narcotics. 

[0013] Nuclear poWer plants access restriction Will 
be better safeguarded. 

0014 To im rove securit standards on oWer P y P 
plants such as nuclear poWer plant and the like. 

[0015] To innovate military advance combat system. 

[0016] To enable detection of Weapons of mass 
destruction or When a chemical or biological gas has 
been used in a battle?eld and timely evacuates the 
area. 

[0017] To enable detection of anthrax spore, bacte 
rial, fungal spores, and viruses s 

FIELD OF THE INVENTION 

[0018] A home-land intelligent system’s technology 
“H-LIST” for monitoring homeland security and the like 
includes a Wearable out?t or jacket With detachable interior 
for thermal insulation, protection, and Wireless communica 
tion through its receptors that are optically knoWledgeable 
and communicative such that deadly Weapons of mass 
destruction and explosive devices are detected by the out?t 
and the detection information is communicated through 
sensors on the out?t or jacket insulators to the attached 
receptor connected on the said out?t to enable ampli?ed 
Wireless communication thereon. The out?t alloWs an effec 
tive sensory platform and also protects the body against 
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body bacterial from such Weapons of mass destruction and 
also takes pulse and respiratory data of personnel, enabling 
the receptor to report all communicative data and detected 
information to the central security reporting stations or 
netWork. The stations or netWork have interactive links With 
other laW enforcement netWorks to enable instant response 
to anticipatory attack 

BACKGROUND OF THE INVENTION 

[0019] Previous biological, chemical, and explosive detec 
tion devices have been developed and mounted on ?xed 
positions to perform their assigned tasks, such as locating 
explosive devices through sensors at the gateWay of airports, 
or doorWay of government buildings. Still, some undetected 
explosives have been used to bloW-off planes and buses 
abound because some hoW, the prior devices failed to detect 
the explosives at the time they Were un-Wrapped from their 
carefully sealed plastics. Other detection devices are so 
disturbing When used on their portable environment around 
the airport and government buildings to detect Weapons of 
mass destruction on ones body. More so, terrorist groups are 
expanding the act of suicide bombing technologies, Which 
are statistically planed for and carried on the public streets, 
public transportations, recreational environments, or outside 
of some government buildings. With the suicide bomber’s 
strategic selection of key target and location to perform such 
deadly act, current detection system has no Way of sensing 
that a parked car With explosives is in front of any of these 
locations and the like Waiting to be activated. Some tech 
nologies are focusing more on only signal interception, but 
has no Way of detecting an explosive that is in a parked car, 
or on the body of a person entering a bus, or on the body of 
a person Who carefully sealed such device and successfully 
?nd his Way inside an air plane, or already used deadly gases 
on a battle ?eld such that is not visible after a chemical or 

biological Weapon has been launched, or explosive that has 
successfully gotten inside a stadium on a super boWl game 
and just Waiting to be activated. The present invention 
advances the intelligence of homeland security in that, it is 
portable and alloWs mobile detection of explosives and 
deadly gases in a person’s body, or inside a parked car on the 
street. The applicant acknoWledges that besides ?xed or 
stationed detection machines, homeland security can intel 
ligently protect its environment if the detection devices are 
mobile, have Wireless means to communicate, and can be 
self carried by security of?cers. The applicant also acknoWl 
edges that for the device to be self carried and used intel 
ligently, it has to be Worn by the security of?cer at the 
vicinity of the protective area. AlloWing the security of?cer 
to patrol an assigned area randomly With the device in his 
body and alarming thereof if a Weapon is detected is another 
advanced means of approaching the homeland security and 
the monitoring of our nation. Since biosensors are chemical 
sensors that take advantage of the high selectivity and 
sensitivity of a biologically active material, the present 
invention incorporates an oscillating pieZoelectric crystal in 
the design of a sensor embedded in a security jacket or out?t 
Which is affected by the change in mass on the surface of the 
crystal due to the resonant frequency of the sensing mate 
rials. This sensing material is made of non-ferrous material 
such as silver and or gold to enable ideal biosensor layer for 
detection of any liquid, solid, and gaseous phase detection of 
the explosives in their mobile environment. The change in 
mass occurs When the frequency changes as a result of the 
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environmental condition. The change in mass is measured 
by a piezoelectric immunosensors, Which is then communi 
cated to a receptor. The receptor eying these biochemical 
sensors is an analytical tool that consists of biological active 
materials such as surface resonance spectroscope and is used 
With devices that Will convert biochemical signal into quan 
ti?able electrical signal to enable communication of all 
detected information through the electrical signals or pulses 
traveling in the Wire connection betWeen the detecting 
sensors on the jacket insulator and the receptor. The signals 
are then transported Wirelessly through Waves such as radio 
Waves or microwaves, to the central security monitoring 
stations. Prior devices are limited in their zones and have no 
Way of extending their sensitivity to detecting explosives in 
a parked car. With the present invention, the area of protec 
tive sensing is not limited to the analytical techniques of 
detecting, polluting, Water and microbial contamination 
analysis, industrial gases and liquids, mining and toxic 
gases, explosives and military arena, but extends to protect 
ing the airports, transport plains, government buildings, 
tunnels, city malls, recreational areas, battle ?eld personnel, 
common buildings and the like. The components of the 
biochemical sensor for the present invention are not limited 
to: 

[0020] (a) Areceptor; responsive for the selectivity of 
a sensor to transform chemical or biological infor 
mation into energy form Which is measured by a 
transducer. The receptor part is based on physical, 
chemical, or biochemical principles and functions 
like an analyzer, sampling responses and transport 
ing said responses through processed signals as a 
function of time, e. g. enzymes, antibodies, and liquid 
layers. 

[0021] (b) A detector; like a transducer, responsive 
for translating the physical or chemical change by 
recognizing the analyte and relaying it through an 
electrical signals to a receptor, e.g. pH can be a 
pH-electrode, an oxygen electrode, or a piezoelectric 
crystal to measure the target analyte Without using 
reagents. 

[0022] (c) Transducer; responsive for transforming 
chemical or biological energy into useful analytical 
signal. 

[0023] (d) Electrochemical sensor; responsive for 
transforming the effect of the electrochemical inter 
action analyte electrode into useful signal. 

[0024] (e) Electrical chemical sensor; responsive for 
measuring the change in electrical properties caused 
by the interaction of the analyte. 

[0025] Thermometric chemical sensors; respon 
sive for measuring the heat effects of a speci?c 
chemical reaction or absorption Which is involved in 
an analyte 

[0026] (g) Optical chemical sensor; responsive for 
transforming changes of optical phenomena as a 
result of an interaction of the analyte With the 
receptor part. 

[0027] (h) Magnetic chemical sensors; responsive for 
the change of paramagnetic properties of the gas 
being analyzed. 
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[0028] Mass sensitive sensor; responsive for trans 
forming the mass change at a specially modi?ed 
surface into a change of a property of the support 
material. The mass change is caused by absorption of 
mass of the analyte at the oscillator. 

[0029] Photo-ionization detector; detects 
unknoWn organic gases and vapors and also deter 
mines their concentration level. 

[0030] (k) APD 2000; detects the presence and rela 
tive concentrations of military chemical agents, eg 
sarin, mustard gases, cesium 

[0031] (l) Bioassay strips; determines the presence of 
some biological agents and send results to an optical 
reader in the receptor to evaluate the test strip. 

[0032] RFID chip, a hair-liked processor for 
detection Weapons of mass destruction, detection of 
functional inability of personnel, and also for Wire 
lessly netWorking With stations or ?ber toWers. 

[0033] The applicant also acknoWledges that the design of 
the out?t or jacket for detection requires any of ?ve design 
techniques; 

[0034] Piezoelectric thin ?lm coating through pattern 
recognition technique. 

[0035] Cantilever beam de?ection technique. 

[0036] Piezoelectric AIN Thin ?lms sensors 

[0037] Infrared re?ectometry technique 

[0010] Micro electro-mechanical system With RFID 
c ip. 

[0039] The advancement of the security sensing jacket in 
H-LIST calls for biological sensing elements Which Would 
selectively recognize a particular biological molecule 
through a reaction speci?c adsorption, or other physical or 
chemical processes, alloWing the transducers to convert the 
result of its recognition into a usable signal, Which can be 
quanti?ed and ampli?ed. Typical transducers to be 
employed in this invention for the detection of deadly gases 
and explosives in homeland security protection consist of 
optical, electro-optical, or electrochemical devices to enable 
many sensing opportunities and tailor biosensors for speci?c 
applications such as Home-Land Intelligent System’s Tech 
nology “H-LIST.” A typical detector such as a transducer 
Will translate physical or chemical change in an area by 
recognizing an analyte and relaying its analysis through an 
electrical signal communication from Wire connections from 
the output of the embedded sensors in the out?t or jacket 
insulators, Which are detachable, and into the receptors 
input. 
[0040] The process of detecting biological or chemical 
gases involves binding of chemical species With another 
chemical species, Which has a complementary structure. 
H-LIST focuses on tWo classes that have the bio-recognition 
processes for detection. These classes are bio-af?nity rec 
ognition and bio-metabolic recognition and offers different 
method of detection. Bio-af?nity recognition has stronger 
binding and enables the transducer to detect the presence of 
the bound receptor-analyte pair and communicate thereof. 
HoWever, With the receptor-ligand and antibody-antigen 
bind, the processes are common to the detection environ 
ment. 
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[0041] The pattern recognition technique uses different 
recognition, such as metabolic recognition, Where the ana 
lyte and other co-reactants are chemically altered to form the 
product molecules and communicative thereof. The bioma 
terials that can be recognized by the bio-recognition ele 
ments are as varied as the different reactants that occur in 

biological system’s detection in Which analyte molecule Will 
have a complementary structure to the antibody While the 
bound pair Will be in a loWer energy state than the tWo 
separate molecules, making it very dif?cult to break. Home 
land security protection in H-LIST enables interaction 
betWeen antibodies With their corresponding antigen, alloW 
ing an antibody based chemical and biosensors like immu 
nosensors. When the antibody is raised against an analyte, an 
immunosensors Would enable its recognition. The speci?city 
and af?nity of antibodies toWards complementary ligand 
molecules prevents most antibody antigen interactions from 
causing any electronically measurable change. HoWever, a 
piezoelectric effect in various crystalline substances Would 
alloW detection of analyte Within that vicinity. Piezoelectric 
immunosensors Would detect antigens both in gaseous phase 
and liquid phase. Piezoelectric could also be used to detect 
mycobacterial antigen in biological ?uids and is incorpo 
rated in the design of H-LIST, a Wearable and portable 
device to alloWing detection of gases and explosives in any 
environment. Devices to detect Weapons of mass destruction 
have been previously used in the art but all failed to teach a 
portable and Wireless system With sensors Wired in an out?t 
for detection and communication. Example of such device is 
described in US. Pat. No. 4,866,439 discloses an explosive 
detection system for aircraft to deter terrorist activities. This 
system fails to shoW a portable and mobile system needed 
for homeland security. US. Pat. No. 5,465,607 teaches an 
explosive detection screening system for detection of explo 
sives and other controlled substances. This system shoWs 
detection of relatively volatile and non-volatile vapors and 
particulates but did not teach a Wired out?t detection device. 
US. Pat. No. 3,718,918 teaches detection of nuclear explo 
sion through radiated transient radio frequency signal and 
still fails in its teaching to shoW a Wired out?t system that 
enables communication to at least a netWork When detection 
is eminent. US. Pat. No. 6,573,107 teaches immunochemi 
cal detection of explosive substance in the gas phase through 
surface plasmon resonance spectroscopy. Still, the system 
fails to teach a portable, mobile and communicative system 
Wired in an out?t to enable netWork interface. US. Pat. No. 
6,569,630 teaches a method and composition for aptamers 
against anthrax. This system relates to detection of biologi 
cal agents using different compositions and still fails in its 
entity to teach a Wired out?t for biological and chemical 
agent detection in their mobile environment. All the above 
references cited, Whether taken in singularly or in any 
combination, failed to teach a Wired out?t design for detec 
tion of Weapons of mass destruction in anticipatory of 
terrorism. Therefore, all objects of the present invention as 
listed in its entire speci?cation falls Within the scope of all 
its claimed entities. 

SUMMARY OF THE INVENTION 

[0042] H-LIST uses the most frequently used detector 
crystal in alpha quartz, Which is suitable for piezoelectric 
applications in the incorporation of a silicon-micro-?bered 
material With embedded sensors for detections because it is 
insoluble in Water and have better resistant to high tempera 
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tures and electrical properties Which enables the transfor 
mation of electronic detection system in homeland security. 
The resonant frequency of the quartz crystal depends on the 
physical dimension of the quartz plate and the thickness of 
the electrode deposited. These crystals are in the form of a 
disc, square, or rectangle in their design. The piezoelectric 
quartz crystal is driven by a loW frequency transistor oscil 
lator in the receptor and is poWered by a direct current 
regulator poWer supply. The crystals, Which could be 
mounted on a holder With a stainless steel With leads 
embedded inside the silicon, is etched on the micro-?bered 
material, and then connected to the receptor oscillator circuit 
With the frequency counter connected to the oscillator device 
of the receptor. Silver composite may be used to connect the 
electrode to the connecting Wires, enabling the crystal elec 
trodes to then be modi?ed With a 5 ml coating of protein A, 
to provide better adhesion of the antibodies to the surface of 
the transducer. Protein A, Which is a polypeptide isolated 
from staphylococcus aurues, Will bind speci?cally to the 
immunoglobulin molecules in the sensor sensitivity and 
selectivity process for trained speci?c recognition. 

[0043] The applicant acknoWledges that different tech 
niques may be employed in transforming biochemical sen 
sors, such as infrared re?ectometry to characterize the 
thickness, and employ optical properties of thin ?lms that 
are used to enable the advancement of the integrated circuit 
for the home-land intelligent system’s technology 
“H-LIST,” enabling smaller feature sizes, faster sWitching 
speeds, and loWer power consumption, and further enabling 
the materials employed in the basic Wiring such as dielectric 
and photolithographic layers to change dramatically. This 
integrated circuit could employ copper/loW-k interconnects, 
silicon-germanium and silicon on insulators based transistor 
structures, or chemically ampli?ed deep ultraviolet and 
x-ray lithography and neW metal silicide ohmic contact 
materials in its process. Infrared spectroscopy offers a 
metrology approach to sensing through the out?t, comple 
mentary to UV-VIS techniques, that provides excellent 
sensitivity to layer composition, including chemical bond 
densities and free carriers With the enhanced immunity to 
roughness induced scattering. Infrared spectroscopy shares 
many of the inherent advantages of UV-VIS spectroscopy as 
a non-destructive process control tool for future usage in 
H-LIST because it can be implemented as a re?ectance 
sensor embedded Within the out?t. Are?ectance spectrum is 
acquired by using a system incorporating a re?ectometer 
equipped With a linearized liquid nitrogen detector. SoftWare 
is also incorporated to analyze input to the model-based. The 
dielectric function of the layer is modeled With a basis set of 
damped harmonic oscillators closely spaced in frequency, 
With equal damping constants and spacing. The arrays of 
oscillators are located in the spectral regions Where absorp 
tion is expected in the ?lm. During the ?t, the amplitudes of 
the oscillators, high frequency dielectric constant, and layer 
thickness are varied to ?t the model to the measured data. By 
combining model-based infrared spectral analysis With high 
performance re?ectometry hardWare, it is possible to extract 
quantitative data on multiple parameters related to ?lm 
properties. These have a unique sensitivity to ?lm compo 
sition, Which is applicable to a Wide range of ?lms including 
ultrathin oxides, doped semiconductors, and complex mate 
rials such as photoresists and loW-k dielectrics. The high 
accuracy re?ectometer characterizes the re?ectance of 
ultrathin gate oxides and chemically ampli?ed deep ultra 






























