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(57) ABSTRACT 

A system and method for classifying signals occurring in a 
frequency band. One or more characteristics of one or more 

signals in the frequency band are detected using any suitable 
technology, such as a device that can generate characteristics 
of signal pulses detected in the frequency band. Data per 
taining to the signal pulses is accumulated over time. The 
accumulated signal data is compared against reference data 
associated With knoWn signals to classify the one or more 
signals in the frequency band based on the comparison. The 
accumulated data may include one or more characteristics 

selected from the group consisting of: pulse center fre 
quency, pulse bandwidth, pulse duration, time betWeen 
pulses and number of different active pulses, and Wherein 
the reference data associated With each of a plurality of 
knoWn signals comprises one or more characteristics 
selected from the group consisting of: pulse center fre 
quency, pulse bandwidth, pulse duration and time betWeen 
pulses. The accumulated signal data is compared against the 
reference data, and depending on the degree of match With 
reference data, a signal can be classi?ed. Additional levels of 
signal classi?cation processing may be performed. 

2005 L 
i i Vt?reless '_Y \Mreless 

Cord'ess Cordless Headset Or H d t O 
PhOne Other \ ea Se r Microwave 

Phone Base . Other 0 — 2020 
Handset . Appl'ance 2010 A liance Base Ven 

StatIon Remote pp 

\ I 
2000 2015 

I’ — _ — _ _ _ _ _ _ _ _ _ _ E0 _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ “I 

E \ |-—1000 
100 | ‘ SPECTRUM I 

RADIO _ RF _ ANALYSIS PROCESSOR | 
TRANSCEIVER INTERFACE ENGINE Device 

| (SAGE) CLASSIFICATION Fingerprint I 

| I / \ ENGINE Database : 
' _Y I 200 300 | | 

l 500 I 
l MEMORY 600 610 I WLAN Device 1 
_ _ _ _ _ _ _ _ _ _ _ _ 1 | 

- - I I Classi?cation Outputs: 
Fmgefprlnt Updates I 520 Device Classi?cation! I I 

Identi?cation Alerts I 
"1"’ I ' Spectrum Statistics I 2045 

2060 I ~ General Spectrum Utilization l 
1 v 

I _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 1 L - y _Y 
FDevice t In erprIn . 
a abase _ 2050 — Radar Device 

2070 mfant Monitor 2046 — WLAN DEVICE 1 
2030_ Base Station 

COMMUNCIATION DEVICE 





Patent Application Publication Nov. 4, 2004 Sheet 2 0f 16 US 2004/0219885 A1 

vcmm umwcmo=cD NIO ‘N 
\F w J 

>O2mDOmwE 
A 

v 

:33: 5535i _ _ _|||l|_ _||_ 

wagoz 5533i 

96:1 mmm_Eoo_ _ _ _ _ _ _ _ _ _ _ _ _ _ 

mmcoza n _. fwow www 

N .OE 

HEIMOd 



Patent Application Publication Nov. 4, 2004 Sheet 3 0f 16 US 2004/0219885 A1 

m? _..Now mum: 

1 

ucmm 828:5 NIQ m 

Guam Eumm 

m .QE A<<<<<<<Q CC 
HHMOd 











Patent Application Publication Nov. 4, 2004 Sheet 8 of 16 

Probability(%) 

Probability (%) 

Center Frequency Histogram 

0 50 

Frequency (MHz) 

BLUETOOTH SCO 

Bandwidth Histogram 

100 

I l 
0 2 4 

Bandwidth (MHz) 

BLUETOOTH SCO 

US 2004/0219885 A1 

FIG. 8 

Pulse Duration Histogram 
l I 

100 ' 

50" 
Probability (%) 

l | 
O 0 200 400 

Duration (microsec) 

BLUETOOTH SCO 

Time Between Pulses Histogram 
I 

100' 

Probability (%) 
50 -‘ 
0 l 
0 2000 4000 

Time (microsec) 

BLUETOOTH SCO 



Patent Application Publication Nov. 4, 2004 Sheet 9 of 16 US 2004/0219885 A1 

FIG. 9 

Pulse Duration Histogram Center Frequency Histogram 
100 

50 
Frequency (MHz) 

MICROWAVE OVEN 

Duration (milliseconds) 

MICROWAVE OVEN 

Time Between Pulses Histogram 

$2538 
_ _ 

m. m .B H 

h | ‘A 
m w m B 

_ _ m w g 2525 

100 50 
Bandwidth (NIHZ) 

MICROWAVE OVEN 

5 
Time (milliseconds) 

MICROWAVE OVEN 



Patent Application Publication 

Probability/("o 

Nov. 4, 2004 Sheet 10 of 16 US 2004/0219885 A1 

FIG. 10 

Pulse Duration Histogram 
I 

100 - "' 

1 
Probability (%) 

l 
5 10 

Duration (milliseconds) 

802.11 b SIGNAL 

Bandwidth Hlstogram Time Between Pulses Histogram 
I 

100 - ' - 100 _ _ 

g 
g 

50 - " g 50 _ 

0 ' I 1 i 
O 50 100 0 0 5 10 

Bandwidth (MHZ) 
Time (milliseconds) 

802.11!) SIGNAL 802.11b SIGNAL 



Patent Application Publication Nov. 4, 2004 Sheet 11 of 16 US 2004/0219885 A1 

Pulse Duration Histogram Time Between Pulses Histogram 
I I 

100 _ — 100 - _ 

g 50 - — so - — 

0 ' 0 
0 5 l0 0 135 500 
Duration (milliseconds) Time (milliseconds) 







Patent Application Publication Nov. 4, 2004 Sheet 14 0f 16 US 2004/0219885 A1 

oom oow ooo_‘ I 

0595 CQEQEmmwG 

ooh Y 3393 “5569i 

mowwmoomm a $250 EEEm é wo<w 

coEccmQ EcEmmci moSmQ 

cow 

:nchmwlr 2 E55 0.8“ 

ooov E93 2 6.56 06mm 9.63 @250 



Patent Application Publication Nov. 4, 2004 Sheet 15 0f 16 US 2004/0219885 A1 

@1253 628mm 05mm 

50:26 

OClV 

0mm 0mm I 

OVCI 

08ml motzoz 
5:120 

ooom 

oov owom 
_ _ 

_ E052 

_ _ _ 

O 
w0<w w _ 

% G _ mowwwoomm 23m 8 _ 50: n 
S _ 

_ _ 

_ M950 5o: 

>mt< mummy “ 

0mm _ 

8m M655 920 n 

m _‘ .GE 

owom 



Patent Application Publication Nov. 4, 2004 Sheet 16 0f 16 US 2004/0219885 A1 

- HE01 H20: “2059,; 

on Q9 2 H >>m 3:. 0 B28 

ON 66: 5.2 =6 0 

on E23 2.3 .2222: %___________G2 ow $22, “as. >>m _.l_| I 
on @- 351 35a loN on 

U82 .52 low on 

MW @ 6:60 .5260 lov ov 

low on 

is 55 MM ggzgéé is s 

H “ cm on 

0 low om 

lmw low 28m *0 * 03 286 >50 09 I I8 02 o '8 l8 ___________ 
l8 l8 I0“? 

low low I 

H2 HE 
low I8 I 

a 933m lom 5:95 8:6 low I o2___________¢ 000mg. 908 

or I 

low How mmmhm>< 

Hon low I 
low low I 

low low 

low low I H2 H2. I 

low low 

532mm lom |om ocoscoi .w> 630m Ion 

02 >0 262 6:5 o3 

/ / / “86$ 

/ 

_ kxhwmzoo/nibni 83 _ 

m3 :Ew / 

_ kxhowiooxibni 99m _ 

or .QE 



US 2004/0219885 A1 

SYSTEM AND METHOD FOR SIGNAL 
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2002. 

[0007] Application No. 60/319,542, ?led Sep. 11, 
2002. 

[0008] This application is related to each of the following 
commonly assigned US. patent and Non-Provisional appli 
cation, ?led on even date (the entirety of both of Which is 
incorporated herein by reference): 

[0009] US. Pat. No. 6,714,605, entitled “System and 
Method for Real-Time Spectrum Analysis in a Corn 
rnunication Device,” issued Mar. 30, 2004. 

[0010] US. application Ser. No. 10/246,363, entitled 
“System and Method for Spectrum Management of a 
Shared Frequency Band.” 

BACKGROUND OF THE INVENTION 

[0011] The present invention is directed to radio commu 
nication devices, and more particularly to technology used 
in a radio communication device to classify or identify 
signals in a radio frequency band. 

[0012] In certain radio communication systems, it Would 
be desirable to knoW Whether and What types of other signals 
or devices are active. For example, an unlicensed radio 
frequency band is, by its nature, free to be used by any 
device that emits Within certain poWer levels in that part of 
the allocated spectrurn. It is possible that many devices 
Would share the unlicensed frequency band at the same time, 
potentially causing interference With each other. Under these 
circumstances, it Would be useful to identify or classify 
signals detected in the frequency band in order to knoW 
Whether a device should take certain actions to avoid inter 
fering With other devices operating in the frequency band. 

SUMMARY OF THE INVENTION 

[0013] Brie?y, a system and method are provided for 
classifying signals occurring in a frequency band. One or 
more characteristics of one or more signals in the frequency 
band are detected using any suitable technology, such as a 
device that can generate characteristics of signal pulses 
detected in the frequency band. Data pertaining to the signal 
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pulses is accumulated over time. The accumulated signal 
data is compared against reference data associated With 
knoWn signals to classify the one or more signals in the 
frequency band based on the comparison. The accumulated 
data may include one or more characteristics selected from 
the group consisting of: pulse center frequency, pulse band 
Width, pulse duration, time betWeen pulses and number of 
different active pulses, and Wherein the reference data asso 
ciated With each of a plurality of knoWn signals comprises 
one or more characteristics selected from the group consist 
ing of: pulse center frequency, pulse bandWidth, pulse 
duration and time betWeen pulses. The accumulated signal 
data is compared against the reference data, and depending 
on the degree of match With reference data, a signal can be 
classi?ed. Additional levels of signal classi?cation may 
include generating a pulse tirning signature for each signal 
pulse and comparing that pulse tirning signature With refer 
ence pulse tirning signatures associated With knoWn signals. 
Further, samples of the signals themselves can be taken and 
examined to classify the signal. Further still, classi?cation 
may involve iterating through a plurality of different signal 
characteristics to detect signals that meet one or more of the 
plurality of different signal characteristics. 

[0014] The above and other objects and advantages will 
become readily apparent When reference is made to the 
folloWing description taken in conjunction With the accorn 
panying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] FIG. 1 is a block diagram shoWing a general 
environment for a signal classi?cation system and method. 

[0016] FIGS. 2 and 3 illustrate examples of the types of 
signals that may be simultaneously present in tWo eXernplary 
radio frequency bands. 

[0017] FIG. 4 is a block diagram of an exemplary spec 
trurn analysis device that generates data useful as input to a 
signal classi?cation process. 

[0018] FIG. 5 is a How chart depicting the various steps of 
the signal classi?cation process. 

[0019] FIG. 6 is a graphical diagram illustrating exem 
plary signals that may occur in a frequency band and hoW 
data related to those signals is accumulated for input into the 
signal classi?cation process. 

[0020] FIG. 7 illustrates examples of accumulated signal 
pulse data used by the signal classi?cation process. 

[0021] FIGS. 8-11 illustrate histograms of signal pulse 
characteristics of several eXernplary signals that may occur 
in an unlicensed radio frequency band. 

[0022] FIG. 12 is a diagram depicting hoW accurnulated 
signal pulse data is compared With reference signal pulse 
data of knoWn signals. 

[0023] FIG. 13 is a diagram depicting hoW signal pulse 
tirning signatures of unknoWn signals are compared against 
signal pulse tirning signature templates of knoWn signals for 
purposes of signal classi?cation. 

[0024] FIG. 14 is a block diagram shoWing hoW reference 
data for neW signals can be generated for use in a signal 
classi?cation process. 
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[0025] FIG. 15 is a block diagram showing another envi 
ronment in Which signal classi?cation may be deployed. 

[0026] FIG. 16 is a graphical diagram shoWing exemplary 
output that may accompany signal classi?cation output. 

DETAILED DESCRIPTION OF THE DRAWINGS 

[0027] FIG. 1 shoWs a general environment for a signal 
classi?cation system and method. AWireless communication 
device 1000 operates in an environment, such as an unli 
censed radio frequency band, Where signals from other 
devices sharing the same frequency band may be present. 
Examples of other devices sharing the unlicensed frequency 
band With communication device 1000 are, for example, a 
cordless phone handset 2000 and cordless phone base station 
2005, a Wireless headset or other appliance remote 2010 and 
its base station 2015 (such as a device using the BluetoothTM 
protocol or a device using the HomeRFTM protocol), a 
microWave oven 2020, an infant (video and/or audio) moni 
tor base station 2030, a ?rst Wireless local area netWork 
(WLAN) device 2040 (such as an access point), a second 
WLAN device 2045 (such as a station) and a radar device 
2050. Additional WLAN devices (e.g., stations) may be 
operating in the frequency band. Device 1000 may be any 
type of communication device, such as a WLAN device for 
example. Device 1000 may be in communication, or capable 
of communicating, With one or both WLAN devices 2040 
and 2045. 

[0028] The communication device 1000 has an RF trans 
ceiver 200 coupled to one or more antennas 100. An RF 
interface 300 is coupled to the radio transceiver 200. A 
spectrum analysis engine (SAGE) 400 is coupled to the 
radio transceiver 200. The SAGE 400 is a hardWare periph 
eral that generates real-time spectrum activity information. 
The output of the SAGE 400 is the raW information used in 
the classi?cation process. The SAGE 400 Will be generally 
described hereinafter With reference to FIG. 4. It should be 
understood that any device capable of detecting signals in 
the frequency band and supplying raW information about 
those signals can be used in a classi?cation process as 
described herein. 

[0029] Though not speci?cally shoWn, the SAGE 400 may 
reside in a baseband section of a communication device in 
a VLSI implementation. Aprocessor 600 executes a classi 
?cation softWare program, called the classi?cation engine 
500, stored in a processor readable memory 620. Informa 
tion used by the classi?cation engine 500 to classify signals 
may be stored locally in a device ?ngerprint database 610 
(also referred to as a pro?le or reference database). The 
concept of a ?ngerprint Will be described hereinafter. In 
addition, neW and updated device ?ngerprints may be doWn 
loaded to the communication device 1000 from another 
communication device 2060 that stores a more comprehen 
sive and updated database 2070 of ?ngerprint de?nitions. 
The processor 600 executing the classi?cation engine 500 
may be an on-chip processor in the baseband section, or may 
be a host processor external to the baseband section, but in 
the communication device 1000 itself. Alternatively, the 
classi?cation engine 500 may be executed on another device 
entirely separate from communication device 1000, in Which 
case communication device 1000 Would transmit raW spec 
trum information generated by the SAGE 400 via a Wireless 
or Wired link to the other device. For example, the classi 
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?cation engine could be executed on a server computer that 
communicates by Wire or Wirelessly to communication 
device 1000. Alternatively, if the communication device 
1000 is a WLAN station, it may transmit the raW classi? 
cation information to WLAN device 2045 Which may be an 
access point With greater processing poWer and capable of 
overseeing communications in the WLAN. Data output by 
the SAGE 400 is stored in a memory 620 that the processor 
600 accesses When performing the classi?cation operations. 
The memory 620 may contain the ?ngerprint database 610 
as Well. 

[0030] The communication device 1000 samples the RF 
spectrum in Which it is operating via the radio transceiver 
200. The SAGE 400 receives and processes the RF infor 
mation from the radio transceiver 200 to output ?rst level 
spectrum information, described hereinafter. The classi?ca 
tion engine 500 processes the ?rst level spectrum informa 
tion With the use of device ?ngerprints to output information 
characteriZing the activity in the RF spectrum and Which 
classi?eds/identi?es devices operating in the spectrum. 
When a signal is “classi?ed,” data that describes the spectral 
parameters of the signal are determined sufficient to knoW 
generally What type of signal it is. The parameters may 
include the bandWidth, center frequency, frequency hopping 
rate (if it hops), pulse duration, time betWeen pulses, etc. A 
signal that is classi?ed can also be “identi?ed” such as by the 
brand of the chipset that transmits its signal, or perhaps so 
speci?c as to identify the brand and model of the device that 
transmits the signal. 

[0031] FIGS. 2 and 3 illustrate some examples of the 
spectral usage of tWo unlicensed frequency bands in the 
United States. FIG. 2 shoWs the spectral pro?les of exem 
plary devices that operate in the 2.4 GHZ unlicensed fre 
quency band such as for frequency hopper devices, cordless 
phones, IEEE 802.11b WLAN communication devices, 
infant monitor devices and microWave ovens. A frequency 
hopping device Will occupy a predictable or random fre 
quency sub-band at any given time, and therefore, over time, 
may span the entire frequency band. Acordless phone, of the 
non-frequency hopping variety, may occupy one of several 
frequency sub-bands (channels) at any given time. An IEEE 
802.11b device Will occupy one of several channels in the 
2.4 GHZ band at any given time, and an infant monitor is 
similar. A microWave oven Will emit a burst of energy that 
may span a signi?cant portion of the unlicensed band. 

[0032] FIG. 3 shoWs a similar set of circumstances for the 
5 GHZ unlicensed bands. There are actually three unlicensed 
frequency bands at 5 GHZ in the United States. TWo of these 
are contiguous (and are meant to be represented by the 
diagram in FIG. 3) and the third is not contiguous With the 
other tWo (Which for simplicity is not considered in FIG. 3). 
In the 5 GHZ unlicensed bands, currently there are IEEE 
802.11a WLAN devices operating in one of 8 different 
frequency sub-bands (channels), direct sequence spread 
spectrum (DSS) cordless phones, and various radar devices. 
At the time of this Writing, the 5 GHZ unlicensed band is 
relatively neW, and not as Widely used. HoWever, as history 
has proven With the 2.4 GHZ unlicensed band, greater use of 
the 5 GHZ band is fully expected. 

[0033] In an unlicensed band, it is inevitable that tWo or 
more of these devices Will be transmitting at the same time. 
There is, therefore, a high likelihood that they Will interfere 
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With each other. When interference occurs, a signal from one 
device to another may not be received properly, causing the 
sending device to retransmit (and therefore reduce through 
put), or possibly entirely destroying the communication link 
betWeen tWo communication devices. Therefore, being able 
to classify or identify signals is an important prerequisite to 
intelligently managing the use of a shared frequency band. 

[0034] With reference to FIG. 4, the SAGE 400 comprises 
a spectrum analyZer 410, a signal detector 420, a snapshot 
buffer 430 and a universal signal synchroniZer 440. The 
outputs of these components are coupled to the memory 610 
(FIG. 1). The processor 600 accesses the output of the 
SAGE 400 via the memory 610 and controls the SAGE 400 
by Writing con?guration information to the control registers 
450 that con?gures operation of the SAGE components. 
More details on the SAGE 400 are disclosed in co-pending 
commonly assigned referred to above. As described in that 
application, the signal detector 420 comprises a peak detec 
tor 422 and one or more con?gurable pulse detectors 424 
coupled to the peak detector. The processor 600 (or another 
processor coupled to the processor 600, not shoWn) con?g 
ures the one or more pulse detectors to detect signal pulses 
that fall Within ranges of bandWidth, poWer, center fre 
quency, duration, etc., to detect signal pulses of certain types 
of signals. If a pulse detector detects a pulse that meets the 
con?gured criteria, it outputs signal pulse data for that pulse. 
The spectrum analyZer 410 outputs duty cycle statistics such 
as the percentage of time of energy at each frequency in a 
frequency band and the average poWer and maximum poWer 
at each frequency (for example, at each of the 256 PET 
frequency bins processed by the spectrum analyZer 410). A 
pulse detector 424 in the signal detector 420 can also be 
con?gured by the processor 600 to trigger the snapshot 
buffer to store raW analog-to-digital (ADC) samples of the 
received signal When a pulse of a particular type is detected. 
Other devices or processes may be used to generate raW 
spectrum information useful by a signal classi?cation pro 
cess. 

[0035] Consequently, the ?rst level spectrum information 
may include one or more of: 

[0036] 1. Signal pulse data (called pulse events): a 
list of pulse center frequencies, bandWidths, poWer, 
duration and time betWeen pulses, for pulses 
detected by each of the pulse detectors. 

[0037] 2. Duty cycle statistics. 

[0038] 3. Average poWer and maximum poWer at 
each frequency. 

[0039] 4. RaW analog-to-digital samples of the 
received signal. 

[0040] With reference to the How chart of FIG. 5, the 
signal classi?cation process 3000 executed by the classi? 
cation engine 500 Will be generally described. In step 3010, 
the classi?cation engine captures raW spectrum information, 
such as signal pulse data, duty cycle and other spectrum 
statistics, and raW snapshot samples (if any). In step 3020, 
the classi?cation engine 500 accumulates signal pulse and 
other data from the raW spectrum information. The accu 
mulated data may take the form of histograms, examples of 
Which Will be described hereinafter. In steps 3030 through 
3050, the accumulated data is compared against ?ngerprints 
(pro?les or reference data) for knoWn signals. 
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[0041] The classi?cation engine 500 uses device ?nger 
print de?nitions from a ?ngerprint database to compare With 
accumulated signal pulse data. A ?ngerprint de?nition 
includes signal descriptive information that identi?es a 
device or a class of devices. A ?ngerprint de?nition may 
include: 

[0042] 1. Characteristics of a signal pulse: center 
frequency, pulse duration, bandWidth, time betWeen 
pulses, etc. 

[0043] 2. Pulse timing signature template: de?nition 
of recurring pulse patterns, commonly related to a 
particular communication protocol or standard. 

[0044] 3. Iterative test de?nitions: iteratively search 
for speci?c signal characteristics. 

[0045] 4. Custom algorithms: speci?c algorithms 
Which examine statistics and pulses looking for a 
speci?c device. These are usually communication 
protocol-speci?c programs. 

[0046] 5. “Expert” system analysis: more “intelli 
gent” program to process historical statistics and 
pulse events over longer periods of time. 

[0047] 6. Techniques for analyZing snapshot samples 
for a speci?c preamble/codeWord pattern. 

[0048] In step 3030, the classi?cation engine 500 com 
pares the accumulated signal pulse data With reference data 
of known signals in the ?ngerprint database 610 and tries to 
classify the pulse(s). If the pulses can be classi?ed by this 
comparison step, the process may jump to step 3060 and 
generate a signal identi?cation alert. If the pulses cannot be 
classi?ed based on the accumulated data alone, or if addi 
tional con?rmation is desired, the process continues to step 
3040, Where pulse timing signatures derived from the pulse 
events are compared With pulse timing signature templates 
in the ?ngerprint database 610. If a match can be determined 
in step 3040, then the process jumps to step 3060, otherWise, 
the process continues to step 3050. In step 3050, additional 
algorithms or iterative tests can be performed that are 
designed to classify otherWise hard to match pulse types. For 
example, in some cases, ?ngerprinting may be enhanced by 
detecting the leading sync-Word of a pulse. RaW ADC 
samples of the frequency spectrum are analyZed for matches 
With sync-Word formats or patterns in the ?ngerprint data 
base. An algorithm running on a standard microprocessor 
can classify most sync-Words expected to be detected in the 
unlicensed frequency band. In step 3060, an identi?cation/ 
classi?cation alert is generated for each signal that either 
classi?es the signal or speci?cally identi?es it. In addition, 
the poWer, duty cycle and center frequency (channel) infor 
mation for each detected and/or identi?ed pulse (referred to 
as general spectrum utiliZation descriptions) is output, as 
Well as information generated by the spectrum analyZer (SA 
statistics) and the signal detector in the SAGE 400. An 
identi?cation/classi?cation alert may contain center fre 
quency information (When relevant), a signal identi?cation/ 
classi?cation (described above), a probability indicator, as a 
Well as poWer and duty cycle information for the signal. The 
signal identi?cation/classi?cation information may indicate 
Whether the signal is a microWave oven, frequency hopping 
signal (BluetoothTM SCO or BluetoothTM ACL, for 
example), cordless telephone, IEEE 802.11 signal, IEEE 
80215.3 device, or one of various radar types. 










