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(57) ABSTRACT 
A ?y-by-Wire (FBW) system (104) is coupled to cockpit 
controls (102) of an aircraft for controlling the aircraft, and 
an automatic ?ight control system (AF CS) (108) is coupled 
to the FBW system for maintaining the aircraft in stable 
?ight. An unauthorized-?ight detector (110) is coupled to the 
FBW system and coupled to the AFCS, and is arranged to 
carry out (306) a transfer of control of the FBW system from 
the cockpit controls to the AF CS, in response to a predeter 
mined event. 
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METHOD AND APPARATUS FOR PREVENTING 
AN UNAUTHORIZED FLIGHT OF AN AIRCRAFT 

TECHNICAL FIELD 

[0001] This invention relates in general to aircraft ?ight 
control systems, and more speci?cally to a method and 
apparatus for preventing an unauthorized ?ight of an air 
craft. 

BACKGROUND 

[0002] While the modern aircraft is a Wonderful machine 
for quickly transporting people and freight, recent events 
have demonstrated that the modern aircraft can all too easily 
be taken over by suicide murderers and turned into a 
machine of death and destruction. Although much has been 
done since the ?rst such attack to make it more dif?cult for 
hijackers to board and take over a commercial airliner, 
vulnerabilities still exist. 

[0003] Accordingly, it is desirable to provide a method and 
apparatus for preventing an unauthoriZed ?ight of an air 
craft. To the eXtent possible, the method and apparatus, once 
activated, preferably should be impossible to override by 
anyone on the aircraft once activated in accordance With the 
present invention. Furthermore, other desirable features and 
characteristics of the present invention Will become apparent 
from the subsequent detailed description and the appended 
claims, taken in conjunction With the accompanying draW 
ings and the foregoing technical ?eld and background. 

BRIEF SUMMARY 

[0004] A method of preventing an unauthoriZed ?ight of 
an aircraft having a ?y-by-Wire (FBW) system coupled to 
cockpit controls of the aircraft for controlling the aircraft, 
and having an automatic ?ight control system (AF CS) 
capable of maintaining the aircraft in stable ?ight. The 
method comprises equipping the aircraft With an unautho 
riZed-?ight detector coupled to the FBW system and coupled 
to the AFCS; and carrying out, by the unauthoriZed-?ight 
detector, a transfer of control of the FBW system from the 
cockpit controls to the AF CS, in response to a predetermined 
event. 

[0005] Another aspect of the present invention is an appa 
ratus for preventing an unauthoriZed ?ight of an aircraft. The 
apparatus comprises a ?y-by-Wire (FBW) system coupled to 
cockpit controls of the aircraft for controlling the aircraft, 
and an automatic ?ight control system (AFCS) coupled to 
the FBW system for maintaining the aircraft in stable ?ight. 
The apparatus further comprises an unauthoriZed-?ight 
detector coupled to the FBW system and coupled to the 
AF CS; the unauthoriZed-?ight detector arranged to carry out 
a transfer of control of the FBW system from the cockpit 
controls to the AF CS, in response to a predetermined event. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0006] The accompanying ?gures, Where like reference 
numerals refer to identical or functionally similar elements 
throughout the separate vieWs and Which together With the 
detailed description beloW are incorporated in and form part 
of the speci?cation, serve to further illustrate various 
embodiments and to eXplain various principles and advan 
tages all in accordance With the present invention. 
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[0007] FIG. 1 is an electrical block diagram of an eXem 
plary ?rst embodiment of an apparatus for preventing an 
unauthoriZed ?ight of an aircraft. 

[0008] FIG. 2 is an electrical block diagram of an eXem 
plary unauthoriZed-?ight detector. 

[0009] FIG. 3 is a ?oW diagram depicting operation of the 
?rst embodiment. 

[0010] FIG. 4 is an electrical block diagram of an eXem 
plary second embodiment of an apparatus for preventing an 
unauthoriZed ?ight of an aircraft. 

[0011] FIG. 5 is a ?oW diagram depicting operation of the 
second embodiment. 

[0012] FIG. 6 is an electrical block diagram of an eXem 
plary third embodiment of an apparatus for preventing an 
unauthoriZed ?ight of an aircraft. 

[0013] FIG. 7 is a ?oW diagram depicting operation of the 
third embodiment. 

DETAILED DESCRIPTION 

[0014] In overvieW form, the present disclosure concerns 
?ight control systems for aircraft. More particularly, various 
inventive concepts and principles embodied as a method and 
apparatus for preventing an unauthoriZed ?ight of an aircraft 
Will be discussed and disclosed. The aircraft of particular 
interest are large aircraft being deployed and developed for 
commercial passenger and freight transportation, although 
the concepts and principles have application in other aircraft 
types and in other transportation vehicles. 

[0015] The instant disclosure is provided to further eXplain 
in an enabling fashion the best modes of making and using 
various embodiments in accordance With the present inven 
tion. The disclosure is further offered to enhance an under 
standing and appreciation for the inventive principles and 
advantages thereof, rather than to limit the invention in any 
manner. The invention is de?ned solely by the appended 
claims including any amendments made during the tendency 
of this application and all equivalents of those claims as 
issued. 

[0016] It is further understood that the use of relational 
terms, if any, such as ?rst and second, top and bottom, and 
the like are used solely to distinguish one from another entity 
or action Without necessarily requiring or implying any 
actual such relationship or order betWeen such entities or 
actions. Much of the inventive functionality and many of the 
inventive principles are best implemented With or in one or 
more conventional digital signal processors (DSPs) or con 
ventional microprocessors, or With integrated circuits (ICs) 
such as custom or application-speci?c ICs. It is eXpected that 
one of ordinary skill, notWithstanding possibly signi?cant 
effort and many design choices motivated by, for eXample, 
available time, current technology, and economic consider 
ations, When guided by the concepts and principles disclosed 
herein Will be readily capable of programming such proces 
sors, or generating such ICs With minimal experimentation. 
Therefore, in the interest of brevity and minimiZation of any 
risk of obscuring the principles and concepts according to 
the present invention, further discussion of such processors 
and ICs, if any, Will be limited to the essentials With respect 
to the principles and concepts employed by the preferred 
embodiments. 
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[0017] Modern aircraft are increasingly equipped With 
?y-by-Wire (FBW) systems. Such systems typically employ 
a digital processor, Which accepts control inputs from the 
cockpit controls and translates the control inputs into digital 
control signals for actuators that physically move the engine 
throttles and ?ight control surfaces, e.g., the rudder, elevator, 
and ailerons, of the aircraft. In addition, most modern 
aircraft are equipped With an automatic ?ight control system 
(AFCS), often referred to as an “autopilot,” Which cooper 
ates With the inertial and air data systems of the aircraft to 
maintain the aircraft in stable ?ight Without pilot assistance. 
More sophisticated aircraft in use today utiliZe an AF CS that 
not only can keep the Wings level, but also can maintain the 
heading, altitude, and airspeed of the aircraft. 

[0018] In addition, the most sophisticated aircraft today 
include a ?ight management system (FMS) that can navi 
gating the aircraft along a selected one of a plurality of 
pre-programmed routes from an origination point to a pre 
determined destination and can cooperate With an automatic 
landing and rollout system (ALRS) at the predetermined 
destination to safely land the aircraft, With no intervention 
required from the pilot, once the FMS is programmed and 
activated. 

[0019] In the past, the AFCS, and the FMS have been 
considered primarily to be pilot-responsive load-reducing 
aids. These systems have been arranged to obey the explicit 
instructions of the pilot of the aircraft, Who can take over full 
control of the aircraft from these systems at any time. Even 
the FBW system, Which in some cases is arranged to “?lter” 
the control signals of the pilot to improve stability and 
smoothness of control, ultimately alloWs the aircraft to do 
essentially Whatever the pilot commands. 

[0020] Recent World events have indicated that there can 
be situations in Which such responsiveness to the pilot’s 
commands may not be desirable. A clear case in Which it 
seems preferable that the aircraft ?y itself automatically (at 
least temporarily) rather than respond to the cockpit con 
trols, is after the aircraft has been hijacked, for example, by 
someone intending to turn the aircraft into a destructive 
missile. Another case is When the pilot appears to be 
attempting to deliberately crash the aircraft, such as by 
?ying the aircraft into the ground in a steep dive. Several 
embodiments in accordance With the present invention are 
disclosed herein beloW that are intended to prevent such 
unauthoriZed ?ight of the aircraft. 

[0021] Brie?y, several levels of protection are disclosed 
herein. Preferably all embodiments Will be fully integrated 
systems to maximiZe security. The ?rst level of protection is 
not to alloW the aircraft to descend beloW a predetermined 
altitude above the ground (per the Air-Data systems of the 
aircraft). The intent is for protection from typical ground 
object haZards such as mountains. This requires the basic 
sensors for FBW, Auto-Throttle, Air-Data and rate/accelera 
tion/attitude from an inertial reference subsystem is avail 
able. Optionally, a simple auto-pilot or AFCS Would be 
helpful for keeping the Wings level. PoWer and interlocks for 
continued operation of the FBW, the Air-Data and the 
inertial reference subsystem preferably are merged. 

[0022] The second level of protection is to require the 
aircraft to land When a coupling to conventional glide-slope 
and localiZer landing reference signals is achieved. This 
Would require the aircraft to be able to descend to a (still 
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safe) altitude to capture the landing reference signals. The 
addition of a more sophisticated AF CS is required for this. 
Once on the ground and rolling at approximately 60 knots 
the pilot is required to safely stop the aircraft to prevent 
damage to the aircraft and airport infrastructure. Optionally, 
additional elements can be added to stop the aircraft When on 
the ground. The third level of protection is to include the 
FMS system to navigate to an airport, couple to the landing 
reference signals, and land. This Would bring into the 
integrated system the FMC subsystem. 

[0023] Referring to FIG. 1, an electrical block diagram 
depicts an exemplary ?rst embodiment 100 of an apparatus 
for preventing an unauthoriZed ?ight of an aircraft. The ?rst 
embodiment comprises conventional cockpit controls 102 
for use With a ?y-by-Wire (FBW) system. The cockpit 
controls 102 preferably comprise such items as a control 
yoke, rudder pedals, engine throttles, a trim adjustment 
control, and Wing ?ap control, to name a feW. The cockpit 
controls 102 are coupled to a conventional FBW system 104, 
modi?ed such that control of the FBW system 104 can be 
transferred from the cockpit controls 102 to a conventional 
automatic ?ight control system (AFCS) 108 by a command 
from an unauthoriZed-?ight detector (UFD) 110 in accor 
dance With the present invention. The FBW system 104 is 
coupled to conventional actuators 106 for controlling the 
engine throttles and ?ight control surfaces of the aircraft 
through Well-knoWn techniques. 

[0024] The ?rst embodiment 100 further comprises the 
UFD 110 coupled to the FBW system 104. The UFD 110 
includes an operator control 116 that preferably serves as a 
manual trigger, or “panic button,” through Which the pilot 
can activate a transfer of control of the FBW system from the 
cockpit controls to the AF CS 108, in response to an 
attempted hijacking. Further details of the unauthoriZed 
?ight detector 110 are disclosed herein beloW. The ?rst 
embodiment 100 also includes the AF CS 108 coupled to the 
UFD 110 and coupled to the FBW system 104 for control 
ling the FBW system 104 When directed to do so by the UFD 
110. The ?rst embodiment 100 further comprises a conven 
tional ground-control communication link 112 coupled to 
the UFD 110 for providing communications and control 
signals betWeen ground controllers and the UFD 110. For 
example, the UFD 110 can send an alarm through the 
ground-control communication link 112 to alert ground 
controllers after a transfer of control has occurred. In addi 
tion, ground control can send a special signal to the UFD 110 
through the ground-control communication link 112 to 
restore cockpit control When deemed appropriate. It Will be 
appreciated that the ground-control communication link 112 
can also be used to reverse the restoration of cockpit control 
as Well. 

[0025] The ?rst embodiment 100 also includes an unin 
terruptible poWer supply 114, coupled to the UFD 110 and 
coupled to other elements required for controlling the air 
craft, such as portions of the FBW system 104, the AFCS 
108 and the ground control communication link 112. (To 
reduce draWing complexity, couplings betWeen the uninter 
ruptible poWer supply 114 and all other elements required 
for controlling the aircraft are not shoWn in FIG. 1.) To 
harden the apparatus against intrusion, it is preferred that, to 
the extent possible, the UFD 110, the AFCS 108, the 
uninterruptible poWer supply 114, and the FBW system 104 
be combined into a single integrated system. It Will be 
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appreciated that in the most rudimentary embodiments, the 
functions of the AFCS 108 can be minimized or even 
eliminated. The latter embodiment Would require that the 
pilot maintain general control of the aircraft, While the UFD 
110 and the FBW system 104 Would merely prevent the 
aircraft from descending beloW a predetermined minimum 
altitude above ground. 

[0026] Referring to FIG. 2, an electrical block diagram 
depicts further details of the exemplary UFD 110. The UFD 
110 comprises a conventional processor 204 for controlling 
the UFD 110. The operator control 116 is coupled to the 
processor 204 for commanding the UFD 110 to transfer 
control of the aircraft from the cockpit controls 102 to the 
AFCS 108. In one embodiment, the operator control 116 is 
a simple push-button sWitch, preferably mechanically 
guarded to prevent accidental operation. Alternatively, the 
operator control 116 can comprise more than one sWitch. 
The UFD 110 further comprises a conventional memory 212 
coupled to the processor 204 for storing operating softWare 
214 for programming the processor 204 in accordance With 
the present invention. The UFD 110 also includes a FBW 
interface 206 coupled to the processor 204 for providing 
communication betWeen the UFD 110 and the FBW system 
104 through Well-knoWn computer-to-computer communi 
cation techniques. Similarly, the UFD 110 includes an AF CS 
interface 208 coupled to the processor 204 for providing 
communication betWeen the UFD 110 and the AFCS 108 
through Well-knoWn computer-to-computer communication 
techniques. In addition, the UFD 110 includes a ground 
control interface 202 coupled to the processor 204 for 
providing communication betWeen the UFD 110 and ground 
control equipment through conventional techniques. 

[0027] Referring to FIG. 3, a ?oW diagram 300 depicts 
operation of the ?rst embodiment 100 of the apparatus for 
preventing an unauthoriZed ?ight of an aircraft. The ?oW 
begins When the UFD 110 senses 302 a manual trigger 
through the operator control 116. At this point, the uninter 
ruptible poWer supply 114 supplies 304 uninterruptible 
poWer to the UFD 110 and other elements, such as the FBW 
system 104 and the AF CS 108, required for controlling the 
aircraft. “Uninterruptible poWer” as used herein is de?ned as 
poWer that is not routed through a circuit breaker or sWitch 
in the cockpit. To the extent possible, it is preferable that the 
poWer cannot be easily interrupted from anyWhere inside the 
aircraft While it is in ?ight. 

[0028] In response to the manual trigger, the UFD 110 
communicates With the FBW system 104 and the AF CS 108 
to carry out 306 a transfer of control of the FBW system 104 
from the cockpit controls 102 to the AF CS 108. It is Worth 
noting here that the transfer of control can be either complete 
or partial, depending upon What is deemed to be prudent. In 
the case of a transfer of complete control to the AF CS 108, 
all cockpit controls Will cease to function, and the aircraft 
Will be controlled exclusively by the AF CS 108, maintain 
ing, for example, the current heading, airspeed, and altitude 
of the aircraft. While this might seem to be a sure Way to foil 
a Would-be-terrorist, it could have disastrous results if the 
aircraft Were, for example, ?ying at a loW altitude and 
heading toWard a high mountain. An alternative, perhaps 
more prudent, approach Would be to transfer partial control 
of the aircraft to the AFCS 108. For example, the cockpit 
controls might be alloWed to initiate gentle turns, but not 
alloWed to cause the aircraft to descend. As a further 
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alternative, the AF CS 108 could be programmed to cause the 
aircraft to change to a predetermined altitude. Yet another 
alternative Would be to alloW the aircraft to descend only 
When coupled With an automatic landing system of an 
airport. Because the AF CS 108 and the UFD 110 are 
controlled by processors and softWare, the degrees of the 
transfer of control are virtually unlimited and thus preferably 
are programmable through Well-knoWn techniques, so that 
future changes and improvements can be implemented eas 
ily. 

[0029] The UFD 110 next checks 310 Whether an appro 
priate control signal has been received from ground control 
over the ground-control communication link. If so, the UFD 
110 restores 312 full control of the FBW system 104 to the 
cockpit controls 102. Preferably, the appropriate control 
signal is sent from ground control only When there is great 
certainty that either an attempted hijacking never occurred 
(accidental triggering of the UFD 110), or that the hijackers 
have been subdued. It also is preferred that the control signal 
be highly secure and virtually impossible for a potential 
terrorist to replicate. 

[0030] Referring to FIG. 4, an electrical block diagram 
depicts an exemplary second embodiment 400 of an appa 
ratus for preventing an unauthoriZed ?ight of an aircraft. The 
second embodiment 400 is similar to the ?rst embodiment 
100, the essential difference being the addition of a conven 
tional ?ight management system (FMS) 402 coupled to the 
AFCS 108, and modi?ed slightly in accordance With the 
present invention. In response to a command from the UFD 
110, the FMS 402 is preferably arranged and programmed to 
cooperate With the AFCS 108 to navigate the aircraft to a 
predetermined destination airport and to cooperate With an 
automatic landing and rollout system (ALRS) to safely land 
the aircraft. The FMS 402 is preferably also coupled to the 
landing gear and brakes 404 of the aircraft so that at the 
appropriate points it can loWer the landing gear and apply 
the brakes to stop the aircraft. As in the ?rst embodiment 
100, it is preferred that a high level of integration be 
employed among the essential elements (104, 108, 110, 114, 
and 402) of the apparatus to help prevent intervention. 

[0031] Referring to FIG. 5, a ?oW diagram 500 depicts 
operation of the second embodiment 400. The ?oW begins 
When the UFD 110 senses 502 a manual trigger through the 
operator control 116. At this point, the uninterruptible poWer 
supply 114 supplies 504 uninterruptible poWer to the UFD 
110 and other elements, such as the FBW system 104, the 
AFCS 108, and the FMS 402, required for controlling the 
aircraft. “Uninterruptible poWer” as used herein is de?ned as 
poWer that is not routed through a circuit breaker or sWitch 
in the cockpit. To the extent possible, it is preferable that the 
poWer cannot be easily interrupted from anyWhere inside the 
aircraft While it is in ?ight. 

[0032] In response to the manual trigger, the UFD 110 
communicates With the FBW system 104, the AFCS 108, 
and the FMS 402 to carry out 506 a transfer of full control 
of the FBW system 104 from the cockpit controls 102 to the 
AF CS 108 and the FMS 402. The AF CS 108 and the FMS 
402 then cooperate to navigate the aircraft to the predeter 
mined destination airport and eventually to safely land the 
aircraft While cooperating further With a conventional auto 
matic landing and rollout system (ALRS) at the predeter 
mined destination airport. While en route to the destination 
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airport, the UFD 110 checks 508 Whether an appropriate 
signal has been received from ground control through the 
ground-control communication link 112. If so, the UFD 110 
restores 510 control of the aircraft to the cockpit controls. If 
not, the FMS 402 checks 512 Whether it is appropriate at this 
point to extend, or loWer, the landing gear. If so, the FMS 
402 loWers 514 the landing gear (or, alternatively, the AF CS 
loWers the landing gear, if such an automatic process is in 
place—otherWise this remains a pilot responsibility), and 
then checks 516 Whether it is time to apply the brakes. If so, 
the FMS 402 applies 518 the brakes (or, alternatively, the 
AF CS applies the brakes, if such an automatic process is in 
place—otherWise this remains a pilot responsibility) to stop 
the aircraft. If in steps 512 and 516 it is not time to loWer the 
gear or apply the brakes, the ?oW returns to step 508 to 
continue checking. 

[0033] The capability of the second embodiment 400 to 
navigate the aircraft to the predetermined destination airport 
and safely land Without human intervention advantageously 
provides a poWerful deterrent to aircraft hijacking. A further 
advantage of the second embodiment 400 is that it seems to 
provide a high probability of passenger survival of an 
attempted hijacking. 

[0034] Referring to FIG. 6, an electrical block diagram 
depicts an exemplary third embodiment 600 of an apparatus 
for preventing an unauthoriZed ?ight of an aircraft. The third 
embodiment 600 is similar to the ?rst embodiment 100, the 
essential difference being that the UFD 602 comprises a 
position detector 604, a restricted airspace database 606, and 
a comparator 608, Which replace the operator control 116 of 
the UFD 110 of the ?rst embodiment 100. In addition, the 
ground-control communication link 112 is optional in the 
third embodiment 600. The position detector 604 preferably 
comprises a conventional Global Positioning System (GPS) 
receiver for determining position parameters including the 
geographic coordinates corresponding to the instantaneous 
position of the aircraft, along With ground speed and direc 
tion of travel. The position detector 604 preferably also 
receives ground clearance information from conventional 
detectors on the aircraft. 

[0035] The restricted airspace database 606 preferably 
comprises a memory element, e.g., a magnetic disk drive, 
pre-programmed With a database including geographic 
boundaries and altitudes beloW Which ?ight is restricted 
When ?ying Within the geographic boundaries. For example, 
the database could describe the boundaries of large cities up 
to an altitude of 4000 feet (305 meters) as restricted airspace. 
Other potential terrorist targets, e.g., nuclear poWer plants, 
stadiums, and oil re?neries, preferably Would also be 
included in the restricted airspace database 606. The com 
parator 608 preferably comprises softWare for programming 
the processor 204 to compare through Well-knoWn tech 
niques the position parameters including the instantaneous 
position, speed, direction, and ground clearance of the 
aircraft With information in the restricted airspace database 
606 to control the UFD 602 to prevent the aircraft from 
entering the restricted airspace. In addition, the comparator 
608 preferably is arranged and programmed to prevent 
dangerous ?ight maneuvers, such as attempting to ?y the 
aircraft into the ground. As before, a high level of integration 
of the UFD 602, the AF CS 108, the FBW system 104, and 
the uninterruptible poWer supply 114 is preferred to prevent 
unauthoriZed intervention. 
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[0036] Referring to FIG. 7, a ?oW diagram 700 depicts 
operation of the third embodiment 600. The ?oW begins With 
uninterruptible poWer being supplied 702 to the UFD 602. 
This is necessary, because the third embodiment 600 oper 
ates continuously in the background, monitoring the ?ight of 
the aircraft to ensure that the aircraft does not enter restricted 
airspace. The UFD 602 continuously checks 704, 706 from 
the position parameters of the position detector 604 Whether 
the aircraft is about to enter a restricted airspace (or perform 
a dangerous maneuver). If not, the ?oW returns to 702 to 
continue. 

[0037] If, on the other hand, the aircraft is about to enter 
a restricted airspace (or perform a dangerous maneuver), the 
UFD 602 carries out 708 a transfer of control of the FBW 
system 104 from the cockpit controls to the AF CS 108 and 
cooperates With the AF CS 108 to control the aircraft to avoid 
the restricted airspace. Avoiding the restricted airspace can 
include causing the aircraft to climb to a different altitude, 
changing the direction of ?ight, or both. (When the UFD 602 
has determined that the aircraft may be about to enter a 
restricted airspace, it is preferred that the UFD 602 cause an 
audible and/or visible Warning to be issued in the cockpit 
before carrying out the transfer of control, so that the pilot 
has an opportunity to take corrective action in the case of 
inadvertency.) At 710 the UFD 602 checks Whether the 
position parameters noW indicate that the aircraft is Well 
clear of the restricted airspace. If so, the UFD 602 restores 
712 control of the FBW system 104 to the cockpit controls, 
and the ?oW then returns to 702 to continue. If not, the ?oW 
returns to 708 to continue controlling the aircraft to avoid the 
restricted airspace. 

[0038] The third embodiment 600 operates in background 
at all times and thus advantageously does not require the 
pilot to trigger its operation. The “alWays on” nature of the 
third embodiment 600 alloWs the third embodiment 600 to 
protect the aircraft When the authoriZed pilot is attacked by 
surprise and even When the authoriZed pilot himself attempts 
a dangerous maneuver that could potentially cause the 
aircraft to crash. 

[0039] Thus, it should be clear from the preceding disclo 
sure that the present invention provides a method and 
apparatus for preventing an unauthoriZed ?ight of an air 
craft. The method and apparatus once activated, advanta 
geously is virtually impossible to override by anyone on the 
aircraft-including a trained pilot. One of ordinary skill in the 
art Will recogniZe the technique disclosed herein is general 
and can be implemented With many degrees of freedom. For 
example, various aspects of the ?rst, second, and third 
embodiments 100, 400, 600 are not mutually exclusive and 
can be combined and used together on the same aircraft. This 
disclosure is intended to explain hoW to fashion and use 
various embodiments in accordance With the invention 
rather than to limit the true, intended, and fair scope and 
spirit thereof. The foregoing description is not intended to be 
exhaustive or to limit the invention to the precise form 
disclosed. Modi?cations or variations are possible in light of 
the above teachings. The embodiments Were chosen and 
described to provide the best illustration of the principles of 
the invention and its practical application, and to enable one 
of ordinary skill in the art to utiliZe the invention in various 
embodiments and With various modi?cations as are suited to 
the particular use contemplated. All such modi?cations and 
variations are Within the scope of the invention as deter 
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mined by the appended claims, as may be amended during 
the pendency of this application for patent, and all equiva 
lents thereof, When interpreted in accordance With the 
breadth to Which they are fairly, legally, and equitably 
entitled. 

1. A method of preventing an unauthorized ?ight of an 
aircraft having a ?y-by-Wire (PBW) system coupled to 
cockpit controls of the aircraft for controlling the aircraft, 
having an automatic ?ight control system (AF CS) capable of 
maintaining the aircraft in stable ?ight and having an 
unauthoriZed-?ight detector coupled to the FBW system and 
coupled to the AF CS, the method comprising: 

carrying out, by the unauthoriZed-?ight detector, at least 
a partial transfer of control of the FBW system from the 
cockpit controls to the AF CS, in response to a manual 
trigger of the unauthoriZed-?ight detector through an 
operator control; and 

ascending to a set altitude sufficient to avoid collision With 
any structure or terrain factor upon transfer of control 
of the FBW system to the AFCS. 

2. Cancelled. 
3. The method of claim 1, Wherein the aircraft further 

includes a ground-control communication link, and Wherein 
the method further comprises, after carrying out the transfer 
of control, restoring cockpit control in response to receiving 
an appropriate signal over the ground-control communica 
tion link. 

4. The method of claim 1, Wherein the aircraft also 
includes an uninterruptible poWer system that is not routed 
through a circuit breaker or sWitch in the cockpit, and 
Wherein the method ?ier comprises supplying poWer from 
the uninterruptible poWer system to the unauthoriZed-?ight 
detector, and to other elements required for controlling the 
aircraft While preventing the unauthoriZed ?ight. 

5. The method of claim 1, Wherein the aircraft also 
includes a ?ight management system (FMS) capable of 
navigating the aircraft to a predetermined destination and 
cooperating With an automatic landing and rollout system 
(ALRS) at the predetermined destination to safely land the 
aircraft, and Wherein carrying out the transfer of control 
comprises effecting cooperation betWeen the FMS and the 
AF CS to navigate the aircraft to, and safely land the aircraft 
at, the predetermined destination. 

6. The method of claim 5, Farther comprising loWering 
landing gear of the aircraft at an appropriate point before 
landing. 

7. The method of claim 5, further comprising applying 
brakes at an appropriate point after landing to stop the 
aircraft. 

8. The method of claim 1, Wherein the unauthoriZed-?ight 
detector includes a position detector arranged to determine 
position parameters of the aircraft, and further includes a 
pre-programmed database of restricted airspaces, and 
Wherein the method further comprises comparing the posi 
tion parameters of the aircraft With the pre-programmed 
database, and Wherein carrying out the transfer of control 
occurs in response to the position parameters indicating that 
the aircraft is about to enter one of the restricted airspaces. 

9. The method of claim 8, Wherein carrying out the 
transfer of control comprises changing at least one of an 
altitude and a direction of ?ight of the aircraft, such that the 
aircraft avoids the one of the restricted airspaces. 

Nov. 4, 2004 

10. The method of claim 8, Wherein carrying out the 
transfer of control comprises automatically restoring cockpit 
control using the unauthoriZed-?ight detector after the air 
craft has successfully avoided the one of the restricted 
airspaces. 

11. An apparatus for preventing an unauthoriZed ?ight of 
an aircraft, the apparatus comprising: 

a ?y-by-Wire (FBW) system coupled to cockpit controls 
of the aircraft for controlling the aircraft; 

an automatic ?ight control system (AF CS) coupled to the 
FBW system for maintaining the aircraft in stable 
?ight; 

an unauthoriZed-?ight detector coupled to the FBW sys 
tem and coupled to the AF CS; the unauthoriZed-?ight 
detector arranged to carry out at least a partial transfer 
of control of the FBW system from the cockpit controls 
to the AF CS, in response to a receiving a manual trigger 
of an operator control for tee unauthoriZed-?ight detec 
tor; and 

Wherein the AFCS is operable to cause the aircraft to 
ascend to an altitude sufficient to avoid structure or 
terrain features upon the transfer of control of the FBW 
system from the cockpit control to the AF CS. 

12. Cancelled. 
13. The apparatus of claim 11, further comprising a 

ground-control communication link coupled to the unautho 
riZed-?ight detector, and Wherein, after carrying out the 
transfer of control, the unauthoriZed-?ight detector is further 
arranged to restore cockpit control in response to receiving 
an appropriate signal over the ground-control communica 
tion link. 

14. The apparatus of claim 11, further comprising an 
uninterruptible poWer system that is not routed through a 
circuit breaker or sWitch in the cockpit coupled to the 
unauthoriZed-?ight detector, for supplying poWer to the 
unauthoriZed-?ight detector and to other elements required 
for controlling the aircraft While preventing the unauthoriZed 
?ight. 

15. The apparatus of claim 11, further arranged to alloW 
the aircraft to descend only When coupled With an automatic 
landing system of an airport. 

16. The apparatus of claim 11, further comprising a ?ight 
management system (FMS) capable of navigating the air 
craft to a predetermined destination and cooperating With an 
automatic landing and rollout system (ALRS) at the prede 
termined destination to safely land the aircraft and Wherein 
the unauthoriZed-?ight detector is further arranged to carry 
out the transfer of control by effecting cooperation betWeen 
the FMS and the AF CS to navigate the aircraft to, and safely 
land the aircraft at, the predetermined destination. 

17. The apparatus of claim 16, further arranged to loWer 
landing gear of the aircraft at an appropriate point before 
landing. 

18. The apparatus of claim 16, further arranged to apply 
brakes at an appropriate point after landing to stop the 
aircraft. 

19. The apparatus of claim 11, Wherein the unauthoriZed 
?ight detector comprises: 

a position detector arranged to determine position param 
eters of the aircraft; and 

a pre-programmed database of restricted airspaces; and 
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a comparator coupled to the position detector and to the 
pre-programmed database for comparing the position 
parameters of the aircraft With the pre-programmed 
database, and Wherein the unauthoriZed-?ight detector 
is further arranged to carry out the transfer of control in 
response to the position parameters indicating that the 
aircraft is about to enter one of the restricted airspaces. 

20. The apparatus of claim 19, Wherein the unauthoriZed 
?ight detector is further arranged to change at least one of an 
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altitude and a direction of ?ight of the aircraft, such that the 
aircraft avoids the one of the restricted airspaces. 

21. The apparatus of claim 19, Wherein the unauthoriZed 
?ight detector is further arranged to automatically restore 
cockpit control after the aircraft has successfully avoided the 
one of the restricted airspaces Without intervention from 
outside the aircraft. 


