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SYSTEM, METHOD, AND COMPUTER PROGRAM 
PRODUCT FOR IN-PLACE, LIGHTWEIGHT ACK 

PROMOTION IN A CABLE MODEM 
ENVIRONMENT 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Application 60/464,956, entitled “System and Method 
for In-Place, Lightweight Ack Packet Promotion,” ?led Apr. 
24, 2003, Which is incorporated by reference herein in its 
entirety. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention is related to improving the 
performance of Transmission Control Protocol (TCP) based 
applications on Data Over Cable Service Interface Speci? 
cation (DOCSIS) channels. 

[0004] 2. Related Art 

[0005] The importance to the modem economy of rapid 
data access and eXchange cannot be overstated. This 
explains the exponentially increasing popularity of the data 
access and eXchange via cable netWorks (including coaXial 
cable or Hybrid ?ber coaXial cable), the Internet, intranets, 
Wireless netWorks, satellites and so forth (i.e., communica 
tion mediums). Rapid data access and eXchange is partly 
dependent upon hoW efficiently bandWidth is allocated to a 
data provider in order for the data provider to transfer the 
requested data to a user via one of the communication 
mediums mentioned above. 

[0006] One very desirable solution for rapid data access 
and eXchange is via cable netWorks and cable modems. 
Cable modems provide communications on cable netWorks. 
In general, a user connects a cable modem to the TV outlet 
for his or her cable TV, and the cable TV operator connects 
a cable modem termination system (CMTS) in the operator 
headend. The CMTS is a central device for connecting the 
cable netWork to a data netWork like the Internet. The CMTS 
is a central distribution point for a cable system. Data ?oWs 
doWnstream from the CMTS to the cable modem (i.e., 
doWnstream communication). Alternatively, data ?oWs 
upstream from the cable modem to the CMTS (i.e., upstream 
communication). 
[0007] A common cable modem standard today is the 
CableLabs® Certi?edTM Cable Modem project, also knoWn 
as DOCSIS® (Data Over Cable Service Interface Speci? 
cation), Which de?nes interface requirements for cable 
modems involved in high-speed data distribution over cable 
television system netWorks. The DOCSIS speci?cations 
de?ne technical requirements for both cable modems and 
CMTS. 

[0008] The performance of Transmission Control Protocol 
(TCP) based applications (such as File Transfer Protocol 
(FTP) and HyperTeXt Transfer Protocol (HTTP)) is severely 
limited on DOCSIS channels due to the eXtreme asymmetry 
betWeen the speed of the upstream and doWnstream paths, as 
Well as due to the high latency of the upstream path relative 
to the loWer latency of the doWnstream path. These issues 
also apply to numerous other physical link types (satellite, 
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DSL, etc). One of the approaches to alleviating the bottle 
necks is called Ack Filtering, Where the customer premises 
equipment (“CPE”) device (such as, a cable modem or 
router) looks for TCP Ack packets being queued to be 
transmitted upstream, and removes “older” Ack packets in 
favor of sending the neWer Ack packet. The older Ack packet 
is removed only if the packet contains no data. If there is 
data in the older Ack packet, then it cannot be removed 
Without discarding the data. HoWever, the neWer Ack num 
ber can be promoted to the older packet. A TCP Ack is any 
TCP packet that has the Ack bit set in the ?ags portion of the 
TCP header, and the AcknoWledgement Number value indi 
cates the Sequence Number being acknoWledged. 

[0009] There are several issues related to Ack Filtering 
that can make the implementation difficult and inefficient, 
especially When taking into account DOCSIS features like 
piggyback requests and concatenation. 

SUMMARY OF THE INVENTION 

[0010] A method, system, and computer program product 
for in-place, lightWeight Ack packet promotion is provided. 
The method includes receiving a neW Ack packet; searching 
through a transmit queue for an old Ack packet that corre 
sponds to the neW Ack packet; and replacing the data in a 
number ?eld, a checksum ?eld, a WindoW siZe ?eld, and/or 
a timestamp options (TSO) ?eld of the old Ack packet With 
data in a number ?eld, a checksum ?eld, a WindoW siZe ?eld, 
and/or a TSO ?eld of the neW Ack packet. 

BRIEF DESCRIPTION OF THE FIGURES 

[0011] The present invention Will be described With ref 
erence to the accompanying draWings, Wherein: 

[0012] FIG. 1 is a block diagram representing an eXample 
operating environment of the present invention according to 
an embodiment. 

[0013] FIG. 2 represents a TCP Ack packet according to 
an embodiment of the present invention. 

[0014] FIG. 3 illustrates the high level operation of the 
invention. 

[0015] FIG. 4 represents a TCP Ack packet according to 
another embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

A. OvervieW of the Invention 

[0016] As mentioned above, there are several issues 
related to Ack Filtering that can make the implementation 
dif?cult and inef?cient, especially When taking into account 
DOCSIS features like piggyback requests and concatena 
tion. Ack Filtering involves removing “unnecessary” TCP 
Ack packets from the outbound or transmit queue(s). 
Because TCP Acks are cumulative, it is not necessary to 
transmit all of them. For eXample, if a client tries to send 
three Ack packets, and Ack 3 arrives before Ack 1 has been 
transmitted, it is possible to discard Acks 1 and 2 and only 
send Ack 3. This is because Ack 3 includes the acknoWl 
edgement for data that Would have been provided by Ack 1 
and Ack 2. 
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[0017] One issue With many hardware direct memory 
access (“DMA”) engines is that once a packet is queued for 
transmission, the hardWare Will fetch the buffer (or buffer 
descriptors), making it impossible to remove that packet 
from the queue Without signi?cantly interrupting the trans 
mission service. Additionally, it may not be possible to knoW 
Whether or not the packet at the front of the queue is 
currently being transmitted. Here, removing the packet 
While it is being transmitted may cause a number of prob 
lems, including but not limited to, packet corruption, loss of 
hardWare state synchroniZation, etc. One solution to this is 
to do Ack Filtering only on packets beyond the one at the 
head of the queue. HoWever, this introduces latency to the 
system that should be avoided. 

[0018] In order to provide optimal operation, and to ensure 
that the most recent Ack is transmitted as soon as possible, 
the present invention provides in-place, lightWeight Ack 
promotion. Rather than removing the old Ack packet from 
the queue and putting the neW packet in the queue, the 
present invention copies only the necessary ?elds from the 
neW Ack to the buffer containing the old Ack. The present 
invention then discards the packet containing the neW Ack. 
This essentially promotes the old Ack to contain the 
acknowledgement information from the neW Ack, making 
the neW Ack packet unnecessary. This Will be described 
further beloW With reference to FIGS. 1-3. 

[0019] For illustration purposes, the present invention is 
described in terms of being utiliZed With a cable netWork and 
DOCSIS. It should be understood that the present invention 
is independent of the actual physical layer of transmission 
utiliZed by DOCSIS (e.g., TDMA, SCDMA, etc.). It should 
also be understood that the present invention is not limited 
to use With a cable netWork and/or DOCSIS. In fact, the 
present invention may be used With any communication 
medium, including but not limited to, Ethernet-based net 
Works (e.g., IEEE 802.3), ?ber optic netWorks, Wireless 
netWorks and satellite-based netWorks. 

B. System Architecture OvervieW 

[0020] FIG. 1 is a block diagram representing an eXample 
operating environment of the present invention. It should be 
understood that the eXample operating environment in FIG. 
1 is shoWn for illustrative purposes only and does not limit 
the invention. Other implementations of the operating envi 
ronment described herein Will be apparent to persons skilled 
in the relevant art(s) based on the teachings contained 
herein, and the invention is directed to such other imple 
mentations. Referring to FIG. 1, a CMTS 102, a cable 
modem 104, doWnstream communication 106 and upstream 
communication 108, are shoWn. CMTS 102 further includes 
a CMTS scheduler 110. Cable modem 104 includes cable 
modem Media Access Controller (MAC) 114 and one or 
more transmit queues 112. It is noted that communication 
lines 106 and 108 may be the same line or separate lines. 
Each of the components in FIG. 1 Will be brie?y described 
neXt. 

[0021] In general, cable modem 104 forWards or provides 
data via communications on cable netWorks. Cable modem 
104 receives data from a user that needs to be transferred via 
a cable netWork. In order to do this, cable modem 104 
requests that CMTS 102 grant to it the necessary bandWidth 
via a request packet. It is noted that only one cable modem 
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104 is shoWn. HoWever, it is contemplated that there may be 
doZens, or hundreds, or thousands of cable modems in a 
system. 

[0022] As mentioned, cable modem 104 receives data 
from a user to be transferred via a cable netWork. In addition, 
CMTS 102 receives data from the netWork to be transferred 
to cable modem 104. 

[0023] Cable modem MAC 114 is coupled to cable 
modem 104. In general, cable modem MAC 114 is respon 
sible for multiplexing the internal traf?c, (i.e., requesting the 
necessary bandWidth that cable modem 104 needs to transfer 
its current types of data). Cable modem MAC 114 sends 
bandWidth requests to CMTS 102 via upstream communi 
cation 108. At a high level, each bandWidth request may 
include tWo ?elds. The tWo ?elds include a data service 
identi?er (SID) and the amount of required bandWidth. 

[0024] Transmit queue(s) 112 is used by cable modem 104 
to queue packets to be transmitted via upstream communi 
cation 108. One type of packet stored in transmit queue(s) 
112 is TCP Ack packets. TCP Ack packets are described 
further beloW With reference to FIG. 2 and FIG. 4. 

[0025] CMTS 102 is a central device for connecting the 
cable netWork to a data netWork. CMTS scheduler 110 is a 
bandWidth manager. CMTS scheduler 110, as a bandWidth 
manager, decides hoW to grant available bandWidth accord 
ing to the current bandWidth requests. This grant is done via 
a packet sent onto doWnstream communication 106 to cable 
modem 104. It is important to note that this request/grant 
negotiation betWeen cable modem 104 and CMTS 102 is 
one of the reasons Why the upstream latency is high. 

[0026] Another reason for the high latency is the MAP 
lead time. CMTS 102 sends bandWidth grants doWnstream 
to cable modem 104 a certain amount of time before the 
bandWidth is to be used. This ensures that the grants Will not 
arrive too late for cable modem 104 to make use of them. 
The amount of lead time is often con?gurable, and can range 
from less than one millisecond to more than ten millisec 
onds. 

[0027] Another reason for latency is the doWnstream inter 
leaver depth. The interleaver provides some protection 
against errors on the doWnstream 106. There eXists a direct 
correlation betWeen interleaver depth and the degree of 
protection and/or latency. If more depth is provided, greater 
protection and higher latency can be achieved. The param 
eter for interleaver depth is also con?gurable. Valid depths 
are speci?ed in the DOCSIS RFI speci?cations. The present 
invention overcomes all of these forms of latency in a 
DOCSIS-compliant system. 

[0028] TCP Ack packets are described further With refer 
ence to FIG. 2. Note that a TCP Ack packet is any TCP 
packet With the Ack bit set. FIG. 2 illustrates an eXample 
TCP Ack packet 202. Among other ?elds, packet 202 
includes a TCP header ?eld 204. Header ?eld 204 includes 
a 32-bit Ack number ?eld 206 and a 16-bit TCP checksum 
?eld 208. ACK number ?eld 206 is located 8 bytes from the 
start of header ?eld 204. TCP checksum ?eld 208 is located 
16 bytes from the start of header ?eld 204. 

[0029] FIG. 4 illustrates another eXample of TCP Ack 
packet 202, Which shoWs an entire packet. An LLC header 
402, an IP header 404, payload 406, and CRC ?eld 408 are 
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included. TCP header ?eld 204 includes information for 
handling the WindoW siZe and timestamp options (TSO) in 
additions to ?elds for ACK number and checksum. Other 
?elds can be included With packet 202 as described in the 
TCP DARPA Internet Program Protocol Speci?cation (RFC 
793), Which is incorporated herein by reference. 

[0030] As stated above, the present invention ensures that 
the most recent Ack packet is transmitted as soon as possible 
by implementing in-place, lightWeight Ack promotion. 
Rather than removing the old Ack packet from transmit 
queue(s) 112 and putting the neW packet in transmit queue(s) 
112, the present invention copies only the necessary ?elds 
from the neW Ack packet to the buffer containing the old Ack 
packet. The present invention then discards the Ack packet 
containing the neW Ack. This essentially promotes the old 
Ack packet to contain the acknowledgment information 
from the neW Ack packet, making the neW Ack packet 
unnecessary. These necessary ?elds include Ack number 
?eld 206 and TCP checksum ?eld 208, as shoWn in FIG. 2, 
as Well as the WindoW siZe ?eld and T50 ?eld, as shoWn in 
FIG. 4. 

[0031] Note that using in-place, lightWeight Ack promo 
tion ensures that the most recent Ack packet Will be trans 
mitted. In addition, because the Ack number ?eld 206 and 
checksum ?eld 208 (as Well as the WindoW siZe ?eld and 
T50 ?eld, if included) are near the end of the packet 202, the 
present invention can even promote Ack packets While they 
are being transmitted. 

[0032] This approach also has a bene?t related to rate 
shaping. Cable modems are required to implement rate 
shaping to limit the amount of bandWidth that they use over 
a period of time. This delays packets that Would eXceed the 
rate limit. Because the in-place Ack promotion code causes 
the neW Ack packet to be discarded, it does not count against 
rate limits, and thus alloWs more packets to be sent sooner. 

C. Operation of the Present Invention 

[0033] FIG. 3 is a ?oWchart that illustrates the operation 
of the present invention. FIG. 3 starts at step 302, Where 
cable modem 104 receives a neW Ack packet. 

[0034] In step 304, cable modem 104 searches through 
transmit queue(s) 112 to determine Whether queue(s) 112 
contains an old Ack packet that corresponds to the neW Ack 
packet. The present invention must ensure that it replaces 
data in an old Ack packet that corresponds to the same Ack 
stream as the neW Ack packet. 

[0035] Each client (eg a PC) can communicate With 
multiple TCP streams, and there may be multiple clients 
attached to cable modem 104. Each of the streams is 
identi?ed by the tuple (source IP address, destination IP 
address, source port number, destination port number). If the 
present invention Were to replace the Ack packet informa 
tion for stream 1 With an Ack packet for stream 2, it Would 
cause the remote host for stream 1 to receive incorrect Ack 
information, possibly causing the transfer to fail, or causing 
unexpected retransmission. Additionally, the remote host for 
stream 2 Would not receive an Ack packet at all, Which 
Would cause a pause in the data How or retransmission of 
data. 

[0036] Even Within a single Ack stream, a neW Ack packet 
can only replace the information from a nearly identical old 
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Ack packet. The Ack packets can be used to carry other 
information (TCP options, payload, etc), and the present 
invention cannot alloW a neW Ack packet to cause this 
additional information to be changed, corrupted, or lost. In 
the same vein, the present invention cannot alloW eXtra 
information carried by the neW Ack packet to be lost. As a 
result, When searching through the queue of packets in 
transmit queue(s) 112, cable modem 104 must only select an 
old Ack packet for replacement if it matches the neW Ack 
packet in every Way eXcept for data in the acknowledgment 
number ?eld (i.e., Ack number ?eld 206), WindoW siZe ?eld, 
and T50 ?eld. This presents a performance problem because 
of the amount of data that must be compared (28 bytes or 
more) in order to ensure that the old and neW Ack packets 
belong to the same stream and that the old and neW Ack 
packets are nearly identical. In many cases, the present 
invention is attempting to promote the neW Ack information 
to the buffer that is at the head of transmit queue(s) 112. The 
present invention needs to be able to identify the similar Ack 
packets quickly so that the promotion can occur before the 
old Ack packet is transmitted. 

[0037] The present invention hashes the information from 
the old and neW Ack packets doWn to a reasonably unique 
and small piece of information (such as a 32-bit stream id 
number that can be compared in a single CPU cycle) that is 
used to quickly identify Whether or not the old and neW Ack 
packets belong to the same stream, and Whether or not there 
is additional data present that Would prevent the neW Ack 
packet from being promoted. In particular, the present 
invention utiliZes the TCP checksum ?eld 208 (FIG. 2 or 
FIG. 4) to act as a hash algorithm. The TCP checksum ?eld 
208 includes not only the entire TCP header and payload 
data, but also a pseudo-header that contains the IP addresses, 
IP protocol type, and the length of the TCP data. Other 
information and requirements are described in the TCP 
DARPA Internet Program Protocol Speci?cation (RFC 793). 
Thus the present invention only needs to remove the 
acknoWledgment number, WindoW siZe, and T50 from the 
checksum, and the remaining value Will be identical for Ack 
packets that differ only by the ack number. 

[0038] Note, hoWever, that the 16-bit checksum is not a 
perfect hash algorithm; for any tWo arbitrary packets, there 
is a 1 in 65,535 chance that they Will produce the same 
checksum value. In order to make the hash value more 
robust, the present invention combines the modi?ed check 
sum With the 16-bit source port number from the TCP 
header, giving a 1 in 4.29 billion chance that the hash Will 
be the same. The source port number is chosen uniquely for 
every socket Within a client that is communicating With a 
server, and it is very unlikely that tWo different clients Will 
choose the same source port number at the same time. But, 
even if they did, the tWo clients must have different IP 
addresses, Which Will make the checksum produce a differ 
ent value. 

[0039] When the neW Ack packet is received from the 
client, cable modem 104 calculates this 32-bit stream id, and 
stores it along With the Ack packet as it is queued to be 
transmitted. Thus, the present invention only calculates the 
stream id once per Ack packet. When a neW Ack packet 
arrives, the present invention calculates the stream id and 
uses it to search the list of queued packets in transmit 
queue(s) 112, comparing the stream ids. If a match is found, 
the present invention promotes the Ack packet. 
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[0040] Thus, in step 306, if a corresponding old Ack 
packet is found, then cable modem 104 replaces the data in 
the Ack number ?eld, the checksum ?eld, WindoW siZe ?eld, 
and TSO ?eld in the buffer containing the old Ack packet 
With the data found in the same ?elds of the neW Ack packet. 
The neW Ack packet is then discarded. 

D. Robust Ack Transmission 

[0041] Because the present invention often attempts to do 
in-place Ack promotion on the Ack packet that is at the front 
of transmit queue(s) 112, there is a risk that the Ack packet 
might be transmitted before it is modi?ed. If the hardWare is 
reading the portion of the Ack packet that is before the Ack 
number ?eld, the present invention’s promotion Will Work 
and the neW Ack packet Will be sent. 

[0042] If the hardWare is reading the portion of the Ack 
packet that is after the TCP checksum ?eld 208, the present 
invention’s in-place modi?cation Will be ignored and an 
older Ack packet Will be sent. 

[0043] If the hardWare is reading the portion of the Ack 
packet betWeen the Ack number ?eld 206 and the checksum 
?eld 208, the Ack packet can be corrupted (the checksum 
Will not match the information that is in the header, and the 
remote system Will discard it). HoWever, in an embodiment 
of the present invention, a Data Cache is utiliZed to mini 
miZe the risk of this type of corruption. The Data Cache is 
built into the processor to store the updated information. 
After the neW Ack information has been completely copied 
to the Data Cache, it is then ?ushed to physical memory 
(e.g., RAM) so that a DMA controller can read it When the 
packet is transmitted. The data that is updated spans tWo 
cache lines, Which can take tWo bus cycles to ?ush. By 
comparison, directly modifying the buffer in RAM can take 
a doZen or more bus cycles. Although utiliZing a Data Cache 
signi?cantly reduces the odds that a corruption may occur, 
corruption can still occur. 

[0044] In order to overcome these problems, the present 
invention checks the status of the Ack packet after the 
present invention completes the modi?cations. If the Ack 
packet is still oWned by hardWare, it has not been transmit 
ted, and the modi?cations Were successful. If the Ack packet 
is oWned by softWare, it has been transmitted, and the 
present invention assumes that the packet Was corrupted or 
the modi?cations Were ignored. In this case, the present 
invention simply alloWs the neW Ack packet to be queued so 
that it Will be transmitted at the neXt opportunity. 

[0045] This is similar to What Would happen if there Was 
a gap in the Ack stream (Which happens frequently). Here, 
the present invention Would search the list of queued packets 
in transmit queue(s) 112 and ?nd that there are no matching 
Ack streams to replace, so the neW Ack packet must be 
queued. 

E. Piggyback Request Support 
[0046] A DOCSIS-compliant system uses a controlled 
access medium for upstream transmission. A cable modem 
sends a request to the CMTS telling it that it has data to send, 
and hoW much time (minislots) it needs to send the data. At 
some point in the future, the CMTS grants time to the cable 
modem so that it can transmit the packet. 

[0047] The request can be sent in a contention region, 
Which is used by all cable modems, or can be sent as a 
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piggyback request, essentially embedding the request in a 
packet that is currently being transmitted. As the number of 
cable modems on the cable plant increases, the odds that 
multiple cable modems Will transmit in the same contention 
region increases, Which causes the request to be lost and 
starts a request backoff mechanism that delays transmission 
of the packet. 

[0048] In order to avoid collisions, it is alWays best to try 
to use the piggyback request mechanism. Additionally, using 
piggyback requests Will often let the CMTS receive the 
request sooner and can let the cable modem transmit sooner, 
thus reducing latency. 

[0049] HoWever, if there is a single Ack stream (such as an 
FTP get from just one client), the Ack Filtering feature of the 
present invention Will ensure that only one packet is ever 
queued. To make use of a piggyback request, a second 
packet must be queued. 

[0050] Generally, hardWare Will not alloW arbitrary/pre 
dictive requests to be made in softWare. Also, the present 
invention cannot just queue a dummy Ack packet, since that 
Ack packet might be transmitted (if a neW Ack packet does 
not arrive soon enough). 

[0051] In order to overcome this and make use of piggy 
back requests, the present invention actually alloWs the neW 
Ack packet to be queued after performing in-place promo 
tion. When a neW Ack packet arrives, the invention searches 
the queue and does promotion as described above. Then, if 
the Ack packet that Was promoted into (the old Ack packet) 
is at the front of the queue, and if there are no other packets 
queued after it, the invention alloWs the neW Ack packet to 
be queued. When the packet at the front of the queue is 
?nally transmitted, the hardWare Will make a piggyback 
request for the Ack packet that is queued behind it. If no 
other Ack packets arrive, then this Ack packet is transmitted. 
Since it contains the same information as the Ack that Was 
previously transmitted, there is no harm. If neW Ack packets 
arrive, they Will be promoted into the Ack packet that is noW 
at the front of the transmit queue (noting that the neW Ack 
packet Will be queued as the neW second Ack packet for 
piggyback purposes). 
[0052] After tWo packets are queued, as neW Ack packets 
arrive and are promoted into the ?rst Ack packet, the 
invention must also promote them into the second Ack 
packet. This ensures that both packets contain identical 
information up to the point Where the ?rst packet is trans 
mitted. 

[0053] This causes feWer Ack packets to be dropped, since 
the present invention Will alWays try to keep tWo packets in 
the queue, but the reduced latency, improved request ef? 
ciency, and reduced chance of collisions makes this Worth 
While. 

[0054] This applies to cases Where there is a single Ack 
stream. If multiple Ack streams eXist (such as With typical 
Web sur?ng or multiple FTPs), there Will rarely be just one 
Ack packet in the queue, and the multiple Ack packets Will 
alloW piggybacking off of each other. 

F. Conclusion 

[0055] FIGS. 1-4 are conceptual illustrations alloWing an 
explanation of the present invention. It should be understood 
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that embodiments of the present invention could be imple 
mented in hardware, ?rmware, software, or a combination 
thereof. In such an embodiment, the various components and 
steps would be implemented in hardware, ?rmware, and/or 
software to perform the functions of the present invention. 
That is, the same piece of hardware, ?rmware, or module of 
software could perform one or more of the illustrated blocks 
(i.e., components or steps). 

[0056] In this document, the terms “computer program 
medium” and “computer usable medium” are used to gen 
erally refer to media such as a removable storage unit, a hard 
disk installed in hard disk drive, and signals (i.e., electronic, 
electromagnetic, optical, or other types of signals capable of 
being received by a communications interface). These com 
puter program products are means for providing software to 
a computer system. The invention, in an embodiment, is 
directed to such computer program products. 

[0057] In an embodiment where aspects of the present 
invention is implemented using software, the software can 
be stored in a computer program product and loaded into 
computer system using a removable storage drive, hard 
drive, or communications interface. The control logic (soft 
ware), when executed by a processor, causes the processor 
to perform the functions of the invention as described herein. 

[0058] In another embodiment, aspects of the present 
invention are implemented primarily in hardware using, for 
example, hardware components such as an application spe 
ci?c integrated circuits (ASIC), a ?eld programmable gate 
array (FPGA), or a similar device providing hardware assists 
to enable a software application to support the functions 
described herein. Implementation of the hardware state 
machine so as to perform the functions described herein will 
be apparent to one skilled in the relevant art(s). 

[0059] In yet another embodiment, the invention is imple 
mented using a combination of both hardware and software. 

[0060] While various embodiments of the present inven 
tion have been described above, it should be understood that 
they have been presented by way of example, and not 
limitation. It will be apparent to one skilled in the relevant 
art(s) that various changes in form and detail can be made 
therein without departing from the spirit and scope of the 
invention. Moreover, it should be understood that the 
method, system, and computer program product of the 
present invention could be implemented in any multi-nodal 
communications environment governed by centraliZed 
nodes. The nodes include, but are not limited to, cable 
modems, set-top boxes, and headends, as well as commu 
nication gateways, switches, routers, Internet access facili 
ties, servers, personal computers, enhanced telephones, per 
sonal digital assistants (PDA), televisions, or the like. Thus, 
the present invention should not be limited by any of the 
above-described exemplary embodiments, but should be 
de?ned only in accordance with the following claims and 
their equivalents. 

What is claimed is: 
1. A method for in-place, lightweight Ack packet promo 

tion, comprising: 

receiving a new Ack packet; 

searching through a transmit queue for an old Ack packet 
that corresponds to the new Ack packet; and 
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replacing the data in a number ?eld, a checksum ?eld, a 
window siZe ?eld, and/or a timestamp options ?eld of 
the old Ack packet with data in a number ?eld, a 
checksum ?eld, a window siZe ?eld, and/or a times 
tamp options ?eld of the new Ack packet. 

2. The method of claim 1, further comprising: 

discarding the new Ack packet. 
3. The method of claim 1, further comprising: 

queuing the new Ack packet for a piggyback request. 
4. The method of claim 1, further comprising: 

queuing the new Ack packet in response to detecting that 
the old Ack packet has been transmitted before said 
replacing step is completed. 

5. The method of claim 1, further comprising: 

determining whether a Transmission Control Protocol 
(TCP) stream associated with the old Ack packet and a 
TCP stream associated with the new Ack packet are 
from the same stream. 

6. The method of claim 5, wherein said determining step 
comprises identifying the old Ack packet TCP stream and 
the new Ack packet TCP stream from a tuple. 

7. The method of claim 6, wherein the tuple includes a 
source IP address, a destination IP address, a source port 
number, and a destination port number. 

8. The method of claim 5, further comprising: 

utiliZing a hash algorithm to execute said determining 
step, wherein the hash algorithm includes the checksum 
?elds of the old Ack packet and the new Ack packet. 

9. The method of claim 8, further comprising: 

utiliZing a source port number in the hash algorithm to 
execute said determining step, wherein the source port 
number identi?es a source of a corresponding TCP 
stream. 

10. The method of claim 1, further comprising: 

queuing the new Ack packet for transmission if a corre 
sponding old Ack packet is not found. 

11. A system for in-place Ack packet promotion, com 
prising: 

a cable modem in communications with a cable network 
and con?gured to receive one or more Ack packets for 
delivery over said cable network; and 

a transmit queue coupled to said cable modem, wherein 
said transmit queue is searchable to compare a new Ack 
packet with an older Ack packet that corresponds to 
said new Ack packet, wherein said cable modem oper 
ates to replace the data in a number ?eld, a checksum 
?eld, a window siZe ?eld, and/or a timestamp options 
?eld of said older Ack packet with data in a number 
?eld, a checksum ?eld, a window siZe ?eld, and/or a 
timestamp options ?eld of said new Ack packet. 

12. The system of claim 11, wherein a hash algorithm, 
when executed, determines whether a Transmission Control 
Protocol (TCP) stream associated with said older Ack packet 
and a TCP stream associated with said new Ack packet are 
from the same stream. 

13. A computer program product comprising a computer 
useable medium having a computer readable program code 
means embedded in said medium for causing a computer to 
manage a system for in-place Ack packet promotion, com 
prising: 
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?rst computer readable program code means for receiving 
a neW Ack packet; 

second computer readable program code means for 
searching through a transmit queue for an old Ack 
packet that corresponds to said neW Ack packet; and 

third computer readable program code means for replac 
ing the data in a number ?eld, a checksum ?eld, a 
WindoW siZe ?eld, and/or a timestamp options ?eld of 
said old Ack packet With data in a number ?eld, a 
checksum ?eld, a WindoW siZe ?eld, and/or a times 
tamp options ?eld of said neW Ack packet. 

14. The computer program product according to claim 13, 
further comprising: 

fourth computer readable program code means for dis 
carding said neW Ack packet. 

15. The computer program product according to claim 13, 
further comprising: 

fourth computer readable program code means for deter 
mining Whether a TCP stream associated With said old 
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Ack packet and a TCP stream associated With said neW 
Ack packet are from the same stream. 

16. The computer program product according to claim 15, 
Wherein a tuple is utiliZed to identify said old Ack packet 
TCP stream and said neW Ack packet TCP stream. 

17. The computer program product according to claim 16, 
Wherein said tuple includes a source IP address, a destination 
IP address, a source port number, and a destination port 
number. 

18. The computer program product according to claim 15, 
Wherein the checksum ?elds of the said Ack packet and said 
neW Ack packet are used as a hash algorithm. 

19. The computer program product according to claim 13, 
Wherein said ?rst computer readable program code means, 
said second computer readable program code means, and 
said third computer readable program code means operate 
Within a cable modem. 


