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(57) ABSTRACT 

Arnethod and system manages and controls the download of 
programming, i.e., code objects, to a set-top terminal con 
nected to a cable television system so as to prevent disrup 
tions to service that may arise if only some of the objects 
speci?ed are successfully downloaded and might, therefore, 
function improperly or con?ict with existing applications. 
When the message to download new or additional code 
objects lists two or more objects to be acquired, the set-top 
terminal will only enable and execute downloaded objects if 
all the listed objects are successfully acquired. If only some 
of the objects the terminal has been instructed to download 
are acquired, those downloaded objects may either be 
purged or stored in memory without being enabled and 
executed. The system operator may specify in the message 
instructing the terminal to acquire new objects, whether the 
listed objects must be implemented as a group or not at all. 
The system operator may similarly specify if objects from an 
incomplete download are to be purged from memory. 
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METHOD AND SYSTEM FOR DOWNLOADING 
AND MANAGING THE ENABLEMENT OF A LIST 

OF CODE OBJECTS 

FIELD OF THE INVENTION 

[0001] The present invention relates to the ?eld of pro 
gramming or re-programming a set-top terminal in a cable 
television system. More particularly, the present invention 
relates to the ?eld of controlling the doWnload of program 
ming, such as an operating system or native suite objects, for 
a set-top terminal over the cable netWork for initial or 
upgrade programming of the set-top terminal. 

BACKGROUND OF THE INVENTION 

[0002] In a typical cable television system, subscribers are 
provided With a set-top box or terminal. The set-top terminal 
is a box of electronic equipment that is used to connect the 
subscriber’s television, and potentially other electronic 
equipment, With the cable netWork. The set-top box is 
usually connected to the cable netWork through a co-axial 
Wall outlet. 

[0003] The set-top box is essentially a computer that is 
programmed to process the signals from the cable netWork 
so as to provide the subscriber With the cable services. These 
services from the cable television company typically include 
access to a number of television channels and, perhaps, an 
electronic programming guide (EPG). Additional premium 
channels may also be provided to subscribers for an addi 
tional fee. Pay-per-vieW events and video-on-demand ser 
vice may also be provided over the cable netWork. The 
set-top box is programmed to provide these services to the 
subscriber. 

[0004] HoWever, the services of the cable company need 
not be limited to providing television programming. Some 
cable companies are noW offering internet access and e-mail 
service over their cable netWorks at speeds much faster than 
are available over conventional telephone lines. It is antici 
pated in the future that more and more services Will be 
provided over the cable netWork, including perhaps even 
basic telephone service. Eventually, each home or office may 
have a single connection, via the cable netWork, to all 
electronic data services. 

[0005] As the cable netWork and the services provided 
evolve, the set-top terminal must also evolve so as to be able 
to provide subscribers With all the services available from 
the cable netWork that are of interest to those subscribers. 
This set-top box evolution Will primarily involve changes to 
the programming of the set-top box. By upgrading the 
softWare or ?rmWare of the set-top box, the box can be made 
to perform more ef?ciently or offer neW services as the cable 
netWork evolves. 

[0006] In order to upgrade the population of set-top boxes 
on a cable netWork, it is preferable to transmit the neW 
programming to the set-top boxes via the cable netWork 
itself. OtherWise, a technician must visit each subscriber to 
upgrade or re-program that subscriber’s set-top box. Such 
?eld upgrades Would obviously be at signi?cant expense. 

[0007] The headend is the facility from Which the cable 
netWork operator broadcasts television signals and provides 
other services over the cable netWork. Updated softWare that 
is provided to the population of set-top terminals is broad 
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cast from the headend over the cable netWork. The headend 
may also broadcast messages or instructions over the cable 
netWork to the set-top terminals. 

[0008] As used herein, a programming code object, or 
code object, refers to an individual program, i.e. a piece of 
softWare or ?rmWare, that can be doWnloaded to and 
executed by a set-top terminal. More broadly, a data object 
refers to any data structure, including a code object, message 
or instruction, that is transmitted by the headend over the 
cable netWork to one or more set-top terminals. 

[0009] Frequently, in order to provide neW services or to 
upgrade the programming in a set-top terminal, the set-top 
terminal must acquire several neW code objects, i.e., pieces 
of softWare or ?rmWare. These various pieces of program 
ming may frequently interact and require each other in order 
to function properly. Consequently, problems arise if the 
set-top terminal acquires some, but not all, of the code 
objects that are to be doWnloaded as part of the program 
ming upgrade. When the set-top terminal begins running the 
neWly-acquired code objects, those code objects may likely 
function improperly or not at all due to the absence of other 
interdependent code objects that the set-top terminal Was to 
have acquired and executed. 

[0010] Consequently, there is a need in the art for a 
method of controlling the doWnload of code objects by a 
set-top terminal in a cable television system so as to prevent 
the execution of neWly-acquired code objects that require 
the presence of other code objects Which the set-top terminal 
Was supposed to have acquired but Was unable, for Whatever 
reason, to doWnload. 

SUMMARY OF THE INVENTION 

[0011] It is an object of the present invention to meet the 
above-described needs and others. Speci?cally, it is an 
object of the present invention to provide a system and 
method of controlling the doWnload of code objects by a 
set-top terminal in a cable television system so as to prevent 
the execution of neWly-acquired code objects that require 
the presence of other code objects Which the set-top terminal 
Was supposed to have acquired but Was unable, for Whatever 
reason, to doWnload. 

[0012] Additional objects, advantages and novel features 
of the invention Will be set forth in the description Which 
folloWs or may be learned by those skilled in the art through 
reading these materials or practicing the invention. The 
objects and advantages of the invention may be achieved 
through the means recited in the attached claims. 

[0013] To achieve these stated and other objects, the 
present invention may be embodied and described as a 
method of managing and controlling a doWnload of pro 
gramming code objects to a set-top terminal connected to a 
cable television system so as to prevent disruptions to 
service by the set-top terminal that may arise if only some 
of a list of code objects speci?ed in a doWnload instruction 
message are successfully doWnloaded and might, therefore, 
function improperly or con?ict With existing applications. 
The method of the present invention primarily operates by 
conditionally preventing the set-top terminal from enabling 
and executing any code object doWnloaded in response to 
receipt of the doWnload instruction message unless all code 
objects listed for doWnload in the doWnload instruction 
message are acquired by the set-top terminal. 
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[0014] If all the code objects listed for download in the 
doWnload instruction message are acquired by the set-top 
terminal, the present invention alloWs the set-top terminal to 
proceed With enabling and executing the acquired code 
objects. Preferably, the enabling of all the listed code objects 
if performed at the same time. 

[0015] The step of conditionally preventing the set-top 
terminal from enabling and executing any code object 
doWnloaded in response to receipt by the set-top terminal of 
the doWnload instruction message, unless all code objects 
listed for doWnload in the doWnload instruction message are 
acquired by the set-top terminal, is preferably performed in 
response to a list-only enable ?ag contained in the doWnload 
instruction message. This alloWs the system operator to 
selectively prevent the set-top terminal for enabling and 
executing a portion of a list of code objects that the set-top 
terminal Was to acquire. In other Words, the set-top terminal 
Will proceed to enable and execute any code objects doWn 
loaded in response to receipt by the set-top terminal of the 
doWnload instruction message if the list-only enable ?ag in 
the doWnload instruction message is negative, even if not all 
the listed objects Were successfully acquired. 

[0016] If all code objects listed for doWnload in the 
doWnload instruction message are not received by the set 
top terminal, the method of the present invention may 
include purging from memory all the code objects that Were 
doWnloaded by the set-top terminal in response to receipt of 
the doWnload instruction message. 

[0017] The present invention also encompasses the system 
and hardWare for implementing the above-described 
method. For example, the present invention also encom 
passes a system for managing and controlling the doWnload 
of programming code objects to a set-top terminal connected 
to a cable television system so as to prevent disruptions to 
service by the set-top terminal that may arise if only some 
of a list of code objects speci?ed in a doWnload instruction 
message are successfully doWnloaded and might, therefore, 
function improperly or con?ict With existing applications. 
This system preferably includes: (1) at least one set-top 
terminal connected to the cable television system for receiv 
ing the data signal from the system headend; and (2) a 
system headend comprising a processor and transmitter for 
transmitting to the set-top terminal a doWnload instruction 
message instructing the set-top terminal to doWnload from 
the data signal a list of code objects. The set-top terminal 
typically includes a processor for executing programming, a 
memory for storing data and programming and a tuner for 
providing the data signal to the processor so that the set-top 
terminal can doWnload code objects from the data signal. 
According to the present invention, the set-top terminal 
conditionally does not enable or execute any code object 
doWnloaded in response to receipt of the doWnload instruc 
tion message unless all code objects listed for doWnload in 
the doWnload instruction message are acquired by the set 
top terminal. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0018] The accompanying draWings illustrate the present 
invention and are a part of the speci?cation. Together With 
the folloWing description, the draWings demonstrate and 
explain the principles of the present invention. 
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[0019] FIG. 1 is a ?oWchart shoWing the basic sequence 
in Which programming objects are acquired by the set-top 
terminal according to a related invention. 

[0020] FIG. 2 is a block diagram of the basic elements of 
a cable television system With Which the present invention is 
practiced. 

[0021] FIG. 3 is a ?oWchart shoWing a method of con 
trolling and enabling a list of doWnloaded code objects 
according to the present invention. 

[0022] FIG. 4 is a graphic illustration of a doWnload 
control message according to the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0023] A related patent application, U.S. Ser. No. 60/130, 
328 (incorporated herein by reference in its entirety) com 
prehensively describes a proprietary method and system for 
doWnloading programming objects to set-top terminals in a 
cable system. FIG. 1 is a ?oWchart that illustrates the basic 
sequence in Which programming objects are acquired by the 
set-top terminal over the cable system according to that 
method. FIG. 2 is a block diagram shoWing the basic 
elements of a cable television system Which operates using 
the present invention. 

[0024] With references to FIGS. 1 and 2, a set-top ter 
minal (202; FIG. 2) executes an automatic boot process 
immediately folloWing connection of poWer to the set-top 
terminal. As shoWn in FIG. 1, the boot process begins With 
the set-top terminal executing a piece of programming 
knoWn as the boot code (100). The boot code is a program 
ming object that is factory-loaded into the read-only 
memory (ROM) of the set-top terminal. As With all pro 
gramming executed by the set-top terminal (202), the boot 
code is stored in the memory unit (212; FIG. 2) and 
executed by the processor (211; FIG. 2) 

[0025] In another alternative, the set-top terminal (202) 
may not initiate the boot process shoW in FIG. 1 until both 
poWer and a data transport stream from the headend (201; 
FIG. 2) have been connected to the terminal (202). The 
set-top terminal may also execute the boot code (100) in 
response to a reset signal received, for example, from the 
headend (201), i.e., the system operator. 

[0026] When running, the boot code provides minimal 
programming for the set-top terminal (202) to alloW the 
terminal to bring itself up to full functionality. The boot code 
does not typically alloW the set-top terminal (202) to provide 
any services, but is designed only to acquire, if necessary, 
and load higher-level programming. The term “boot code” 
as used herein comprises the minimal code needed to 
accomplish this functionality. 

[0027] As shoWn in FIG. 1, the boot code Will ?rst acquire 
the base platform code (101-105). The boot code Will ?rst 
check the memory (212; FIG. 2) of the set-top terminal 
(202) to determine if the base platform code is stored there 
(101, 102). If the base platform code is in memory, the 
processor (211; FIG. 2) of the set-top terminal (202) running 
the boot code Will authenticate the base platform code (104) 
and, assuming the code passes the authentication process, 
Will begin executing the base platform code (105). 
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[0028] If the base platform code is not in memory (102), 
the set-top terminal (202) Will access the data transport 
stream from the headend (201; FIG. 2), locate a transmis 
sion of the base platform code Within the headend signal 
using the tuner (210; FIG. 2) and doWnload the base 
platform code (103). The base platform code is preferably 
transmitted to the set-top terminal on an out-of-band trans 
port stream for storage in a Flash memory portion of the 
memory unit (212). HoWever, the base platform code may be 
transmitted on an in-band control channel. 

[0029] The doWnloaded platform code is then authenti 
cated (104), as before, and executed. The boot code Will 
preferably re-authenticate the base platform code every time 
it launches the base platform object regardless of Whether 
the base platform code has been found in memory (212) or 
doWnloaded. 

[0030] Once the base platform code is launched, control of 
the terminal (202) passes to the base platform code from the 
boot code. When executing the base platform code, the 
set-top terminal (202) can provide minimal functionality to 
subscribers, for example, alloWing the subscriber to receive 
television programming from the cable system. HoWever, in 
order for the set-top terminal to attain full functionality, the 
base platform code must acquire an additional programming 
knoWn as the native suite. The native suite comprises an 
operating system object and, usually, additional application 
programs. These additional or “resident” applications are 
computer programs that run on the set-top terminal under the 
operating system. The resident applications provide the 
capabilities of the set-top terminal that are in addition to 
Watching television. 
[0031] As shoWn in FIG. 1, the base platform code, When 
?rst executed or reset by a signal from the headend, checks 
(106, 107) the memory unit (212) to determine if an oper 
ating system code object is already resident in the terminal 
(202). The operating system (0/5) is typically code from a 
third party (such as Microsoft’s WinCETM) that alloWs the 
set-top terminal (202) to run the various resident applica 
tions of the native suite. The operating system code typically 
uses an additional embedded code module provided by the 
manufacturer of the set-top terminal Which interfaces the 
operating system With the particular hardWare of that set-top 
terminal to enable the operating system to function With that 
speci?c set-top terminal. 
[0032] If the operating system code object is found in 
memory, the base platform code authoriZes and authenti 
cates the operating system code (109) from memory. If the 
operating system code is not in memory, the set-top terminal 
(202) running the base platform code, Will access the data 
transport stream from the headend (201), and locate and 
doWnload an appropriate operating system code object 
(108). The doWnloaded object is then authoriZed and authen 
ticated (109). 
[0033] Once authoriZed and authenticated, the operating 
system code is executed (110). When running the operating 
system code, the set-top terminal can also execute the 
additional code objects or applications of the native suite 
that provide any variety of services to subscribers. The base 
platform code can be con?gured to acquire all the elements 
of the native suite along With the operating system. Alter 
natively, as illustrated in FIG. 1, the operating system, When 
running, may be con?gured to acquire the other elements of 
the native suite. 
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[0034] Preferably, the processor (211) running the operat 
ing system code ?rst checks the memory unit (212) for the 
expected elements of the native suite (111). If the native 
suite applications are in memory (112), the operating system 
can authoriZe and authenticate those applications (114) and 
execute them (115). 

[0035] The processor (211) Will then determine if it has 
been instructed to acquire any additional objects (112), 
including native suite applications not found in memory. If 
not, the set-top terminal is at full functionality (116). If, 
hoWever, the processor (211) needs to acquire additional 
objects, those applications are doWnloaded from the cable 
netWork (113). The doWnloaded application objects are 
authoriZed and authenticated (117), and executed (118). 

[0036] Once the operating system and all other speci?ed 
applications are running, the set-top terminal has achieved 
full functionality (116). As Will be clear to those skilled in 
the art, the list of native suite applications may vary from 
set-top terminal to set-top terminal. A subscriber Who sub 
scribes to feWer services from the cable system may need 
feWer native suite applications than a subscriber Who pays 
for all the services available. Additionally, as neW services 
are added, applications may be added to the native suite to 
support the neW services. Thus, the list of applications, 
Which constitute the native suite, can vary With both time 
and subscriber needs and preferences. 

[0037] As noted above, the base platform code may 
acquire the native suite consisting of the operating system 
and resident applications during initialiZation of the set-top 
terminal or upon receipt of an instruction to do so from the 
system operator. Consequently, When the system operator 
desires to alter or upgrade the operating system or resident 
applications in the set-top terminal, the system operator may 
send an initialiZation message to the set-top terminal via the 
cable netWork Which instructs the base platform code to 
acquire or reacquire the operating system and resident 
applications then being broadcast over the cable netWork. 
Alternatively, the system operator can signal the operating 
system to acquire or re-acquire elements of the native suite. 
These messages from the headend (201) may also be, at the 
same time, altering the list of elements that de?ne the 
terminal’s native suite. 

[0038] While this arrangement alloWs the capabilities of 
the set-top terminal to be readily upgraded, altered or 
enhanced, interruptions to service for the set-top user may 
also result. For example, When the base platform code or 
operating system code receives an instruction to acquire neW 
code objects over the cable netWork, that instruction Will 
specify the code object or objects Which are to be acquired. 
If more than one object is to be acquired, a problem may 
result if only one of the objects is actually received by the 
set-top terminal (202). 

[0039] Speci?cally, the terminal (202) may receive and 
enable the ?rst code object Which it has been instructed to 
acquire. If then, for Whatever reason, the set-top terminal is 
unable to acquire the other code objects that it has been 
instructed to doWnload, the functions performed by those 
unreceived code objects Will be unavailable to the set-top 
terminal user. Moreover, code objects are frequently inter 
related. Consequently, the object that has been doWnloaded 
may not function properly Without the other objects that 
Were to have been doWnloaded, but Were not received. 
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Similarly, enablement and execution of the neW code object 
Which has been received may interfere With the execution of 
the software or ?rmware previously resident on the set-top 
terminal if the other objects speci?ed for doWnload are not 
acquired and executed as Well. 

[0040] Therefore, as noted above, there is a need in the art 
for a method of controlling the doWnload of code objects by 
a set-top terminal in a cable television system so as to 
prevent the execution of neWly-acquired code objects that 
require the presence of other code objects Which the set-top 
terminal Was supposed to have acquired but Was unable, for 
Whatever reason, to doWnload. The present invention over 
comes this possible problem, in the folloWing manner. 

[0041] The set-top terminal (202) running the base plat 
form or operating system code Will identify the list of objects 
it has been instructed to acquire. Typically, this list Will be 
a complete list of the objects in the native suite. HoWever, it 
is possible that the list of objects to be acquired may 
represent only a portion of the native suite. 

[0042] The list of objects to be acquired and the instruc 
tion to acquire them may come from either a message 
received from the system operator via the headend (201) or 
may be part of the terminal’s programming, either base 
platform or operating system code. In either case, the set-top 
terminal (202) Will begin acquiring the listed objects from 
the transport stream received over the cable system (203) 
from the headend (201). The terminal (202) Will not, hoW 
ever, enable or execute any of the received objects until all 
the objects listed to be acquired have been successfully 
received. The programming managing the doWnload, e.g., 
the base platform code or the operating system code, is 
modi?ed or recon?gured to require successful acquisition of 
all listed code objects before any of the objects are enabled 
and executed. In this Way, the set-top terminal (202) Will not 
end up With only a fraction of the objects it has been 
instructed to acquire and execute, or With an object that 
con?icts With programming already resident. 

[0043] A graphic illustration of a message instructing a 
set-top terminal to doWnload neW or additional code objects 
is presented in FIG. 4. As shoWn in FIG. 4, the message 
(401) may also contain a list-only enable ?ag (402) that Will 
instruct the set-top terminal (202) Whether it must enable 
only the entire list of objects being acquired or can accept, 
enable and execute object representing only a fraction of 
those listed as to be acquired. This list-only enable ?ag (402) 
need only be a single bit Within the message (401) and is, of 
course, either af?rmative (i.e., “present” or “on”) or negative 
(i.e., “not present” or “off”). In other Words, if the list-only 
enable ?ag is present, all of the objects received are enabled 
simultaneously or nearly simultaneously. Therefore, no 
objects Will be enabled until all the objects in the list have 
been properly received. The simultaneous enablement of all 
the received objects Will create the least possible disruption 
in service to the user of the set-top terminal. 

[0044] In addition to enabling and executing the received 
code objects only When all listed objects have been received, 
the set-top terminal (202) may be programmed to purge 
listed objects from memory that have been received if all 
program objects in the object group are not received. In 
other Words, if the set-top terminal (202) begins acquiring a 
list of objects that it has been instructed to acquire, and not 
all of the listed objects are eventually received, it may be 
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desirable to remove from memory any of the objects that 
Were acquired but Which Will not be used or enabled due to 
the failure to acquire all objects in the object group. Con 
sequently, as an option of the present invention, the set-top 
terminal (202) may be programmed to delete from memory 
any code objects Which have been acquired as a list of 
objects to be received in the event that not all listed objects 
are eventually received, enabled and used. 

[0045] The set-top uses the list identi?er and the list 
version to identify those objects that comprise the de?ned 
object suite (most recent list of objects from the doWnload 
message). If an object is added or removed from a list in a 
doWnload message, the set-top Will update its suite of 
objects in memory associated With that list by adding or 
removing those object(s). In addition, the list version can be 
used to force the upgrade of an object Where the object 
version identi?ed in the list of the doWnload message is 
different than the object version that the set-top has in 
memory. 

[0046] This function of purging different versions of 
objects in a list may also be governed by a ?ag (403), i.e. an 
auto purge ?ag, Within the message (401) from the headend. 
Again, the ?ag (403) need only be a single bit that represents 
that the ?ag is either present or not present Within the 
message. In this Way, the system operator has the option of 
clearing the set-top terminal’s memory (212) of all the listed 
objects of a different version than that speci?ed in the 
doWnload message. 

[0047] This process is outlined in FIG. 3. As shoWn in 
FIG. 3, the method of the present invention begins With the 
set-top terminal receiving a message instructing it to acquire 
neW or additional code objects from the cable system (301). 
The set-top terminal ?rst checks to see if the auto purge ?ag 
is present or positive in the message (306). If so, the terminal 
purges objects appropriately that are different versions of an 
object speci?ed for doWnload in the incoming message 
(309). After the purging, or if the auto purge ?ag is negative 
(306), the set-top attempts to doWnload the code objects 
listed in the message (302). 

[0048] When the doWnloading is complete or has other 
Wise been terminated, perhaps by a time-out counter, the 
terminal Will determine if all the objects it Was instructed to 
acquire Were successfully doWnloaded. (303). If the terminal 
failed to acquire all the speci?ed objects, the terminal may 
delete all the objects that Were acquired from memory (307). 

[0049] If, on the other hand, all the objects have been 
acquired, the set-top terminal can proceed to enable and 
execute the objects. The terminal ?rst check for the list-only 
enable ?ag (305). If the list enable ?ag is present or positive, 
the enablement of the doWnloaded objects is preferably 
performed simultaneously or nearly simultaneously, thereby 
treating the objects on the list as though they Were a single 
object (304). 
[0050] If the list enable ?ag is negative, but all objects 
have been received successfully, the set-top Will leave the 
acquired objects in memory, but Without enabling or execut 
ing them (308). If only some of the objects that Were to be 
acquired as successfully received, the set-top terminal Will 
delete all objects on the list (307). 

[0051] Objects may be identi?ed uniquely Within a system 
environment by an object identi?er and object version (i.e., 
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object_name and object_version). This object_name is 
unique Within the download transport stream(s) available to 
an individual set-top terminal (202). The message, Which 
instructs the set-top terminal (202) to acquire a list of 
objects, may identify both the object name/unique identi?er 
and the version of the object desired. If the set-top already 
has that particular object, but a different version, it may be 
desirable to remove the object currently resident in the 
set-top terminal, and acquire the version identi?ed in the 
instruction message. Preferably, the instruction message 
from the service provider Which initiates the acquisition of 
neW code objects also includes a ?ag in the message from 
the system operator Which instructs the set-top terminal 
Whether or not to automatically purge code objects already 
resident in the set-top terminal’s memory Which are identi 
?ed in the message’s object list by a transport unique object 
identi?er (i.e., object_name), but being a version other than 
that listed in the message’s object list (i.e., object_version). 
Both the auto purge ?ag and the enablement ?ag, Which 
requires reception of all listed code objects before any are 
enabled, need only be one bit long. 

[0052] Under the principles of the present invention, then, 
a native or operating suite Which consists of a number of 
code objects can be transmitted and used by the set-top 
terminals in a cable television system for all intents and 
purposes as though the suite Were a single code object. This 
feature of the present invention alloWs system operators to 
minimiZe disruptions to service and confusion Which might 
otherwise result When the set of code objects are only 
partially doWnloaded successfully. 

[0053] The preceding description has been presented only 
to illustrate and describe the invention. It is not intended to 
be exhaustive or to limit the invention to any precise form 
disclosed. Many modi?cations and variations are possible in 
light of the above teaching. 

[0054] The preferred embodiment Was chosen and 
described in order to best explain the principles of the 
invention and its practical application. The preceding 
description is intended to enable others skilled in the art to 
best utiliZe the invention in various embodiments and With 
various modi?cations as are suited to the particular use 
contemplated. 

1. A method of managing and controlling a doWnload of 
programming code objects to a set-top terminal connected to 
a cable television system so as to prevent disruptions to 
service by the set-top terminal that may arise said if only 
some of a list of code objects speci?ed in a doWnload 
instruction message are successfully doWnloaded and might, 
therefore, function improperly or con?ict With existing 
applications, the method comprising conditionally prevent 
ing said set-top terminal from enabling and executing any 
code object doWnloaded in response to receipt of said 
doWnload instruction message unless all code objects listed 
for doWnload in said doWnload instruction message are 
acquired by said set-top terminal. 

2. The method of claim 1, Wherein if all code objects listed 
for doWnload in said doWnload instruction message are 
acquired by said set-top terminal, said method further com 
prises enabling all said listed code objects at the same time. 

3. The method of claim 1, Wherein said step of preventing 
said set-top terminal from enabling and executing any code 
object doWnloaded in response to receipt by said set-top 
terminal of said doWnload instruction message, unless all 
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code objects listed for doWnload in said doWnload instruc 
tion message are acquired by said set-top terminal, is per 
formed in response to a list-only enable ?ag contained in 
said doWnload instruction message. 

4. The method of claim 3, further comprising enabling and 
executing any code objects doWnloaded in response to 
receipt by said set-top terminal of said doWnload instruction 
message if said list-only enable ?ag in said doWnload 
instruction message is positive. 

5. The method of claim 1, Wherein, if all code objects 
listed for doWnload in said doWnload instruction message 
are not received by said set-top terminal, said method further 
comprises purging from memory all code objects doWn 
loaded by said set-top terminal in response to receipt of said 
doWnload instruction message. 

6. The method of claim 5, Wherein said purging is only 
performed in response to an auto purge ?ag contained in said 
doWnload instruction message. 

7. A system for managing and controlling a doWnload of 
programming code objects to a set-top terminal connected to 
a cable television system so as to prevent disruptions to 
service by the set-top terminal that may arise said if only 
some of a list of code objects speci?ed in a doWnload 
instruction message are successfully doWnloaded and might, 
therefore, function improperly or con?ict With existing 
applications, the system comprising: 

means for receiving said doWnload instruction message in 
said set-top terminal; and 

means for conditionally preventing said set-top terminal 
from enabling and executing any code object doWn 
loaded in response to receipt of said doWnload instruc 
tion message unless all code objects listed for doWn 
load in said doWnload instruction message are acquired 
by said set-top terminal. 

8. The system of claim 7, Wherein if all code objects listed 
for doWnload in said doWnload instruction message are 
acquired by said set-top terminal, said set-top terminal 
enables all said listed code objects at the same time. 

9. The system of claim 7, Wherein said means for condi 
tionally preventing said set-top terminal from enabling and 
executing any code object doWnloaded in response to receipt 
by said set-top terminal of said doWnload instruction mes 
sage, unless all code objects listed for doWnload in said 
doWnload instruction message are acquired by said set-top 
terminal, further comprises means for reading a list-only 
enable ?ag contained in said doWnload instruction message, 
Wherein said means for conditionally preventing said set-top 
terminal from enabling and executing code objects operates 
in response to said list-only enable ?ag. 

10. The system of claim 9, further comprising means for 
enabling and executing any code objects doWnloaded in 
response to receipt by said set-top terminal of said doWnload 
instruction message if said list-only enable ?ag in said 
doWnload instruction message is negative. 

11. The system of claim 7, further comprising means for 
purging from memory all code objects doWnloaded by said 
set-top terminal in response to receipt of said doWnload 
instruction message if all code objects listed for doWnload in 
said doWnload instruction message are not received by said 
set-top terminal. 

12. The system of claim 11, further comprising means for 
reading an auto purge ?ag contained in said doWnloaded 
instruction message; Wherein said means for purging oper 
ates in response to said auto purge ?ag contained in said 
doWnload instruction message. 

13. Asystem for managing and controlling a doWnload of 
programming code objects to a set-top terminal connected to 
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a cable television system so as to prevent disruptions to 
service by the set-top terminal that may arise said if only 
some of a list of code objects speci?ed in a doWnload 
instruction message are successfully doWnloaded and might, 
therefore, function improperly or con?ict With existing 
applications, the system comprising: 

at least one set-top terminal connected to said cable 
television system for receiving a data signal from a 
system headend, said set-top terminal comprising a 
processor for executing programming, a memory for 
storing data and programming and a tuner for providing 
said data signal to said processor, Wherein said set-top 
terminal can doWnload code objects from said data 
signal; and 

said system headend comprising a processor and trans 
mitter for transmitting to said at least one set-top 
terminal a doWnload instruction message instructing 
said set-top terminal to doWnload from said data signal 
a list of code objects; 

Wherein said set-top terminal conditionally does not 
enable or execute any code object doWnloaded in 
response to receipt of said doWnload instruction mes 
sage unless all code objects listed for doWnload in said 
doWnload instruction message are acquired by said 
set-top terminal. 

14. The system of claim 13, Wherein said set-top terminal 
enables all doWnloaded code objects at the same time if all 
code objects listed for doWnload in said doWnload instruc 
tion message are acquired by said set-top terminal. 

15. The system of claim 13, Wherein: 

said doWnload instruction message comprises a list-only 
enable ?ag; and 

said set-top terminal responds to said list-only enable ?ag 
to determine Whether to enable and execute any code 
object doWnloaded in response to receipt by said set 
top terminal of said doWnload instruction message. 

16. The system of claim 15, Wherein said set-top terminal 
enables and executes any code objects doWnloaded in 
response to receipt by said set-top terminal of said doWnload 
instruction message if said list-only enable ?ag in said 
doWnload instruction message is negative. 

17. The system of claim 13, Wherein, if all code objects 
listed for doWnload in said doWnload instruction message 
are not received by said set-top terminal, said set-top ter 
minal purges from memory all code objects doWnloaded by 
said set-top terminal in response to receipt of said doWnload 
instruction message. 

18. (cancelled) 
19. A method of doWnloading programming code objects 

to a set-top terminal Where tWo or more code objects are 
speci?ed for doWnload in a doWnload instruction message 
received by said set-top terminal and Wherein, if all objects 
speci?ed in said doWnload instruction message are not 
successfully doWnloaded, other doWnloaded object might 
not function properly or con?ict With existing applications, 
the method comprising selectively executing said tWo or 
more code objects doWnloaded in response to receipt of said 
doWnload instruction message only if all code objects listed 
for doWnload in said doWnload instruction message are 
acquired by said set-top terminal. 

20. The method of claim 19, further comprising executing 
said tWo or more code objects at the same time. 

21. The method of claim 19, further comprising prevent 
ing said set-top terminal from executing any code object 
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doWnloaded in response to receipt by said set-top terminal of 
said doWnload instruction message, unless all code objects 
listed for doWnload in said doWnload instruction message 
are acquired by said set-top terminal. 

22. The method of claim 19, Wherein said selectively 
executing said tWo ore more code objects is performed in 
response to a list-only enable ?ag contained in said doWn 
load instruction message. 

23. The method of claim 19, Wherein, if all code objects 
listed for doWnload in said doWnload instruction message 
are not received by said set-top terminal, said method further 
comprises purging from memory all code objects doWn 
loaded by said set-top terminal in response to receipt of said 
doWnload instruction message. 

24. The method of claim 23, Wherein said purging is only 
performed in response to an auto purge ?ag contained in said 
doWnload instruction message. 

25. Amethod of managing and controlling a doWnload of 
programming code objects to a set-top terminal connected to 
a cable television system so as to prevent disruptions to 
service by the set-top terminal that may arise said if only 
some of a list of code objects speci?ed in a doWnload 
instruction message are successfully doWnloaded and might, 
therefore, function improperly or con?ict With existing 
applications, the method comprising: 

receiving a doWnload instruction message containing a 
list of code objects to be doWnloaded; 

attempting to doWnloading all said code objects from said 
list; and 

preventing said set-top terminal from enabling and 
executing any listed code object that has been doWn 
loaded unless all code objects listed for doWnload in 
said doWnload instruction message are successfully 
doWnloaded by said set-top terminal. 

26. The method of claim 25, Wherein if all code objects 
listed for doWnload in said doWnload instruction message 
are acquired by said set-top terminal, said method further 
comprises enabling all said listed code objects at the same 
time. 

27. The method of claim 25, Wherein said step of pre 
venting said set-top terminal from enabling and executing 
any code object doWnloaded in response to receipt by said 
set-top terminal of said doWnload instruction message, 
unless all code objects listed for doWnload in said doWnload 
instruction message are acquired by said set-top terminal, is 
performed in response to a list-only enable ?ag contained in 
said doWnload instruction message. 

28. The method of claim 27, further comprising enabling 
and executing any code objects doWnloaded in response to 
receipt by said set-top terminal of said doWnload instruction 
message if said list-only enable ?ag in said doWnload 
instruction message is positive. 

29. The method of claim 25, Wherein, if all code objects 
listed for doWnload in said doWnload instruction message 
are not received by said set-top terminal, said method further 
comprises purging from memory all code objects doWn 
loaded by said set-top terminal in response to receipt of said 
doWnload instruction message. 

30. The method of claim 29, Wherein said purging is only 
performed in response to an auto purge ?ag contained in said 
doWnload instruction message. 


