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DYNAMIC ROUTING ON NETWORKS 

RELATED APPLICATIONS 

[0001] This application is a continuation-in-part of the 
application having the application Ser. No. 10/180,181, ?led 
on Jun. 27, 2002, of Which the bene?t of the earlier ?ling 
date is hereby claimed under 35 U.S.C. § 120, and of Which 
is hereby incorporated by reference. 

FIELD OF THE INVENTION 

[0002] This invention relates generally to telecommunica 
tions netWorks. More particularly, the invention concerns 
systems and methods for dynamically routing packets on a 
netWork. 

BACKGROUND OF THE INVENTION 

[0003] Dynamic Routing is used on the Internet backbone 
(core and edge) routers. With the coming of Virtual Private 
Networks and overlay secure netWorks using VPN, seman 
tics of dynamic routing shall be affected. Current methods 
for dynamic routing Will lead to various issues and difficul 
ties as virtual private netWorks become more common. 
Issues related to running dynamic routing on virtual private 
netWorks need to be addressed. 

[0004] IPsec is the Internet Engineering Task Force 
(IETF) standards protocol for providing security over the 
Internet at the network (IP) level. It provides authentication 
and encryption With the help of manual or automatic key 
exchange via IKE protocol. IPsec can be implemented via 
transport or tunnel mode. For the application of virtual 
private netWorks and secure overlay netWorks, tunnel mode 
of IPsec is typically used. Many implementations implement 
IPsec tunnels as logical virtual interfaces overlaying the 
physical interfaces. These logical virtual interfaces can be 
used as With other interfaces to run dynamic protocols on top 
of them. In such a setup, the tunnel endpoints Will be 
considered as neighbors and the tunnel Will be considered as 
a point-to-point link. 

[0005] Running a dynamic protocol, such as Open Short 
est Path First (OSPF), Routing Information Protocol (RIP), 
or Border GateWay Protocol (BGP) on a tunnel interface 
Would mean that routing information like adjacency, dis 
tance vector, and link state of the nodes behind one tunnel 
end point are shipped to the remote tunnel endpoint. As such, 
the routes at one end (local and private) are learned by the 
remote tunnel endpoint. 

[0006] For example, FIG. 1 shoWs a tunnel link betWeen 
endpoints A and B via the Internet. 

[0007] After enabling a dynamic protocol on the tunnel 
link interfaces on A and B, the routes to hosts in protected 
netWork A shall be visible to B as Well as to hosts in 
protected netWork B. Similarly, the routes in protected 
netWork B shall be visible to A as Well as to hosts in 
protected netWork A. The routing information conveyed in 
the dynamic routing protocol shall go out encrypted from A 
to B and B to A. 

[0008] After the neW routes are learned, for traf?c from A 
or hosts in protected netWork A destined to B, or for hosts 
in protected netWork B, the tunnel interface can be chosen. 
As such, packets Will go through IPsec processing, thereby 
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coming out of the tunnel encrypted for destinations in B. 
Difficulties may arise, hoWever, such as dif?culties related to 
con?icts in routing betWeen the virtual nature of the link 
betWeen A and B and the physical links on Which it is 
overlaid. Other dif?culties may also arise, such as related to 
routing decisions betWeen virtual paths and physical paths, 
betWeen more than one virtual path, or betWeen IPsec 
processing and routing procedures. 

SUMMARY OF THE INVENTION 

[0009] The present invention overcomes many routing 
dif?culties that may arise in relation to dynamic routing and 
virtual paths. As such, the present invention provides meth 
ods for updating a routing table and routing packets on a 
netWork having virtual links overlaying physical links. One 
embodiment of the invention includes updating a routing 
table using interface information shared by a neighboring 
router. Other embodiments include making routing decisions 
based on interface information from a neighboring router. 
Further embodiments include making routing decisions 
based on priorities established according to interface infor 
mation. Yet other embodiments include making routing 
decisions based on local interface information. 

[0010] In one embodiment of the invention, a method of 
updating a routing table on a ?rst gateWay includes the steps 
of receiving data disclosing interface information on a 
neighboring second gateWay, and updating a routing table 
based on the interface information. The interface informa 
tion for the neighboring second gateWay includes identi? 
cation of communication interfaces on the second gateWay, 
a neighbor for each one of the interfaces, an interface type 
for each one of the interfaces, and a physical type interface 
on Which each virtual type interface is overlaid. 

[0011] In another embodiment of the invention, a gateWay 
is provided that routes packets based on data provided in an 
interface message from neighboring gateWays. The steps 
involved in routing a packet at the gateWay includes receiv 
ing the data packet, choosing a ?rst route based on a routing 
protocol, determining an interface on the second gateWay 
corresponding to a second neXt hop in the route, identifying 
a third gateWay based on the interface, and if the third 
gateWay matches the ?rst gateWay, choosing another route. 

[0012] In other embodiments of the invention, computer 
eXecutable instructions for implementing the disclosed 
methods are stored on computer-readable media. Other 
features and advantages of the invention Will become appar 
ent With reference to the folloWing detailed description and 
?gures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0013] The invention Will be described in detail in the 
folloWing description of preferred embodiments With refer 
ence to the folloWing ?gures Wherein: 

[0014] FIG. 1 shoWs an architecture that supports virtual 
connections betWeen gateWays in accordance With prior art; 

[0015] FIG. 2 shoWs an architecture that supports appa 
ratus and methods in accordance With embodiments of the 
invention; 
[0016] FIG. 3 shoWs a RIP Response Message and an 
Interface Message/Interface Table in accordance With one 
embodiment of the present invention according to the archi 
tecture of FIG. 2; 
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[0017] FIG. 4 shows a Link State Advertisement Message, 
an Interface Table, and entries from a Global Routing Table 
in accordance With another embodiment of the present 
invention according to the architecture of FIG. 2; 

[0018] FIG. 5 shoWs a router according to a further 
embodiment of the present invention; 

[0019] FIG. 6 shoWs a Radix Pre?x Tree based on a 
Global Routing Table according to another embodiment of 
the present invention based on the architecture of FIG. 2; 

[0020] FIG. 7 shoWs another architecture that supports 
apparatus and methods in accordance With embodiments of 
the invention; 

[0021] FIG. 8 shoWs a Radix Pre?x Tree based on a 
Global Routing Table according to another embodiment of 
the present invention based on the architecture of FIG. 7; 

[0022] FIG. 9 shoWs a Radix Pre?x Tree based on a 
Global Routing Table according to a further embodiment of 
the present invention based on the architecture of FIG. 7; 

[0023] FIG. 10 shoWs steps of a method in accordance 
With embodiments of the invention; 

[0024] FIG. 11 shoWs a distance vector response message 
in accordance With another embodiment of the present 
invention; 
[0025] FIG. 12 shoWs a Link State Advertisement mes 
sage in accordance With another embodiment of the present 
invention; 

[0026] FIG. 13 shoWs a routing entry in accordance With 
another embodiment of the invention; 

[0027] FIG. 14 shoWs a How chart of a method in accor 
dance With embodiments of the invention; 

[0028] FIG. 15 shoWs a Pre?x Tree based on a Global 
Routing Table according to another embodiment of the 
present invention; and 

[0029] FIG. 16 shoWs a block diagram of a one-legged 
virtual private netWork in accordance With embodiments of 
the present invention. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0030] Throughout the speci?cation and claims, the fol 
loWing terms take at least the meanings explicitly associated 
herein, unless the context clearly dictates otherWise. The 
meanings identi?ed beloW are not intended to limit the 
terms, but merely provide illustrative examples for the 
terms. The phrase “in one embodiment,” as used herein does 
not necessarily refer to the same embodiment, although it 
may. The meaning of “a ”“an,” and “the” includes plural 
reference, and the meaning of “in” includes “in” and “on.” 

[0031] The invention may be embodied in various forms. 
Referring noW to FIG. 2, a netWork architecture 10 is shoWn 
that supports systems and methods in accordance With 
embodiments of the invention. The architecture generally 
includes gateWays A, B, C, D, E, and F labeled 12, 14, 16, 
18, 20, and 22 respectively. A gateWay as used herein refers 
to any device capable of forWarding data packets, such as a 
personal computer or a router. That is, the term gateWay 
refers to any node in a netWork that can forWard data 
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packets, and can also refer to an entire netWork through 
Which data packets are forWarded. Architecture 10 is a 
simple example that does not differentiate betWeen hosts and 
routers, packet sWitches and terminals, subnets and links, 
etc. Each gateWay is identi?ed by its address, Which is 
simply represented here as A, B, C, D, E and F. Assume for 
simplicity sake that the links are symmetric. 

[0032] As shoWn, gateWay A is connected to neighbors C, 
E, and F via links 24 (L1), 26 and 28 respectively. LikeWise, 
gateWay D is connected to neighbors C and B via links 30 
(L2) and 32 respectively. The links may be point-to 
point links or broadcast links. A tunnel 34 acts as a virtual 
link betWeen gateWays A and B, Which have a security 
association therebetWeen. As such, gateWays A and B treat 
each other as neighbors, even though in reality tunnel 34 is 
overlaid on physical links L1, L2 and L3. From the per 
spective of gateWay A, gateWay E is in the netWork net2, 
gateWay B is the netWork net5, gateWay C is in the netWork 
net0, gateWay D is in the netWork net4, and gateWay F is in 
the netWork net1. 

[0033] An example gateWay according to one embodiment 
of the invention is shoWn in FIG. 5, Which includes a router 
100. The router 100 generally includes a processor 102 
connected to a memory 104 and a plurality of real interfaces 
106, 108, and 110. The real interfaces 106, 108, 110 accord 
ing to one embodiment include ethernet interfaces identi?ed 
as eth0, eth1 and eth2, Which correspond to real (physical) 
interfaces 110, 106 and 108 respectively. As an example, 
suppose that router 100 represents gateWay A. Accordingly, 
as represented in FIG. 2, interface eth0 is connected to 
netWork net0 With gateWay C as a next hop Within that 
netWork. In addition, eth1 is connected to netWork net1 With 
gateWay F as a next hop Within that netWork, and eth2 is 
connected to netWork net2 With gateWay E as a next hop 
Within that netWork. Further, based on a security association 
With another gateWay, virtual interface 120 (eg tun0 for 
gateWay C) may be established and stored in memory 104 
for forWarding packets via an associated tunnel, such as 
tunnel 34. Tun0 therefore is a virtual interface on gateWay A 
that is connected to netWork net3 With gateWay B as a 
neighbor (a virtual next hop) Within that netWork. 

[0034] Tun0, hoWever, is overlaid on eth0, Which is con 
nected to net0 With gateWay C as a neighbor. 

[0035] Stored in the memory 104 of router 100 are for 
Warding softWare 112 and a global routing table 116. As 
discussed later, a routing daemon 114 may also be stored in 
the memory 104, as Well as an interface table 118 for a 
neighboring router. Routing daemon 114 and forWarding 
softWare 112 are programs Written in a language such as the 
language knoWn as C. In one embodiment router 100 
operates on a UNIX® operating system, such as systems 
knoWn as Berkeley System Distribution Unix (BSD) or Free 
BSD. 

[0036] Referring back to FIG. 2, suppose that from the 
perspectives of A and C, based on a metric such as a 
throughput metric or a delay metric, that tunnel 34 has a cost 
equal to 5. Suppose also that L1 has a cost of 1, L2 has a cost 
of 1, and L3 has a cost of 10. This creates an inconsistency 
of costs for tunnel 34 versus the aggregate cost of physical 
links L1, L2 and L3 on Which tunnel 34 is overlaid. This 
inconsistency may be due to various reasons, such as the use 
of multiple metrics, inconsistent updates from gateWays, 
?aWs in computing metrics, or for other reasons. 
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[0037] Suppose now that a data packet (not shown) arrives 
at gateway A and that the data packet has a destination, for 
example a gateway (not shown) beyond gateway B. As such, 
gateway A may route the packet to gateway B through at 
least two routes. Assume that one route through tunnel 34 is 
a viable option and that another route through links L1, L2 
and L3 (i.e. unencrypted) is another option. Assume based 
on the lower cost of tunnel 34, gateway A selects the route 
with tunnel 34 and therefore performs IPSec processing and 
forwards the packet on tunnel 34 to gateway B. Because 
tunnel 34 overlays L1, the packet is forwarded to C with a 
destination address for B. Based on an aggregate cost of 6 
to forward the packet via L1 and tunnel 34 versus an 
aggregate cost of 11 to forward the packet via L2 and L3, 
gateway C forwards the packet to A. Gateway A repeats its 
evaluation and forwards the packet back to gateway C. 
Accordingly, the packet is continuously looped until its time 
to live expires, thereby never reaching gateway B. The 
continuous loop between A and C may be avoided by 
exchanging interface information between neighboring gate 
ways A and C and updating their routing tables accordingly. 

[0038] Referring now to FIGS. 2, 3, 5 and 10, a method 
for updating a routing table according to interface informa 
tion for a neighbor gateway in accordance with one embodi 
ment of the invention is shown. Inclusion of interface 
information of neighboring gateways in routing decisions 
avoids the loop problem discussed above. It further avoids 
other potential problems and provides advantages, such as 
greater ?exibility and improved accuracy in routing deci 
sions. Such routing decisions generally include the use of 
dynamic routing protocols. 

[0039] As an example, suppose that a dynamic routing 
protocol in operation on gatewayAand C includes a distance 
vector protocol such as Routing Information Protocol (RIP) 
version 1 (see IETF RFC 1058) or RIP version 2 (see IETF 
RFC 1388). In accordance with such protocols, gateways 
typically send routing messages to their neighbors that 
include routing information known by the sending gateway. 
Suppose that gateways A and C use RIP and that gateway A 
sends 80 to gateway C a routing message 34, which in this 
example is a RIP response message. 

[0040] As shown in FIG. 3, the RIP response message 34 
according to one embodiment of the invention includes an 
identi?cation 36 of each network connected to A (e.g. net0, 
net1, net2 and net3), the number of hops 38 to each network 
identi?ed, and a nexthop_link indicator 40 for each network. 
The nexthop_link indicator 40 in one embodiment includes 
information that discloses an interface.id 42 for one of the 
interfaces 106, 108, 110, 120 on A for the network repre 
sented by identi?cation 36. In other words, nexthop_link 
discloses the interface on A that a packet will take in being 
forwarded on A to the network with which the nexthop_link 
is associated. 

[0041] According to such an embodiment, gateway A also 
sends 82 an interface message 44 to gateway C. The 
interface message 44 may be sent along with the RIP 
response message 34 or it may be sent independently. The 
interface message 44 according to one embodiment includes 
an interface list 46 that discloses an interface_id 42 for each 
interface on gateway A. For each interface_id 42, interface 
message 44 discloses an interface type 48 for the corre 
sponding interface on A, a neighbor 50 (a gateway for a 
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point to point network or a network for a broadcast network) 
to which the corresponding interface is connected, and if the 
interface type 48 is virtual, the physical type interface 52 on 
which the virtual type interface is overlaid. 

[0042] Upon reception of the interface message 44, gate 
way C either creates 84 an interface table 54 for gateway A 
and stores it in memory 104, or updates an existing interface 
table 54 in memory 104, according to instructions stored in 
memory 104. The interface table 54 according to one 
embodiment includes interface list 46 from interface mes 
sage 44. Upon reception of RIP Response message 34, 
gateway C updates 86 entries 35 of a global routing table 
(not shown) to include the nexthop_link indicator 42 for 
each associated route that includes gatewayA as the nexthop 
in the route. The nexthop_link indicator 42 identi?es the 
interface_id for the nexthop from gateway A in the associ 
ated route. The nexthop_link indicator 42 further includes a 
pointer 56 pointing to an entry in interface table 54 corre 
sponding to the interface_id for the next hop. An example of 
global routing table entries that include nexthop_link indi 
cators is shown in FIG. 6 and is discussed along with 
another embodiment of the invention. 

[0043] Referring now to FIGS. 2, 4, 5 and 10, another 
embodiment of a method for updating a routing table 
according to the present invention is shown. This embodi 
ment coincides with the use of a link state protocol, such as 
Open Shortest Path First (OSPF), on gateways A and C. As 
such, this embodiment is generally the same as the previous 
RIP embodiment, except that only a link state advertisement 
message 60 is sent 80 from A to C, rather than an interface 
message 44. A conventional OSPF link state advertisement 
message includes an indication of link type 62 for each link 
connected to the gateway, as well as a link_id 64 for a 
neighbor gateway connected to that link. It also typically 
includes link data 66 identifying real interfaces on the 
gateway for each real link. It may include an interface_id 68 
for each interface on the gateway, but generally does not 
provide overlay information 70. In such an embodiment 
according to the present invention, the link state advertise 
ment message 60 is expanded to include overlay information 
70 for at least virtual link types. 

[0044] As an example, link state advertisement message 
60 includes link type information 62 for each interface on 
gateway A. The link_id 64 discloses each of A’s neighbors 
based on the link. For example, the virtual link from A to B 
is represented accurately as a virtual type link with the 
link_id equaling “B,” the neighbor through that link. It 
further includes link_data 66, which identi?es a physical 
interface for each link, or for each virtual link, identi?es a 
gateway (e. g. gateway A) as a host of the virtual link. It may 
further include interface_id 68, which identi?es an interface 
for each physical or virtual link. Accordingly, the interfa 
ce_id for the virtual link on gateway A identi?es tun0 as the 
interface for the virtual link to B. Overlay information 70 
identi?es physical interface “eth0” as being the real interface 
for the virtual link 34 to gateway B. 

[0045] Upon reception 80 of the link state advertisement 
message 60, in accordance with a further embodiment the 
present invention, an interface table 54 is created (or 
updated) 84 based on the information in the advertisement 
message 60. Further, entries 35 in the global routing table 
(not shown) for gateway C may also be updated 86 to 












