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MUSIC-CONTENT USING APPARATUS CAPABLE 
OF MANAGING COPYING OF MUSIC CONTENT, 

AND PROGRAM THEREFOR 

BACKGROUND OF THE INVENTION 

[0001] The present invention relates to music-content 
using apparatus and computer programs for using music 
content received via Wired or Wireless communication net 
Works, such as the Internet. More particularly, the present 
invention relates to an improved music-content using appa 
ratus and computer program Which are arranged to inhibit 
use of copied music content unless presence, Within a 
predetermined area, of corresponding original music content 
has been con?rmed. 

[0002] Music-content using apparatus have been knoWn, 
for eXample, from Japanese Patent No. 2639245, Which 
alloW any interested user to access a music content distri 

bution server (hereinafter referred to simply as a “server” 
via a Wired or Wireless communication netWork, typi?ed by 
the Internet, purchase desired music content from the 
accessed server and then use the purchased music content at 
any desired place at any desired time. Namely, the music 
content using apparatus can acquire, from the predetermined 
music content distribution server accessed via the commu 

nication netWork, desired original music content (hereinafter 
also referred to as original content), such as automatic 
performance data (e.g., MIDI data) to be used for an 
automatic performance of a music piece or musical score 
data to be used for visually displaying a musical score, so 
that the user, having duly acquired (purchased) the original 
content, can enjoy using the acquired original content, eg 
listening to the music piece, displaying the musical score or 
the like. 

[0003] In the conventionally-known music-content using 
apparatus, no user is alloWed to alter as desired the acquired 
original content With a vieW to protecting a copyright of the 
creator of the music content; instead, an interested user is 
alloWed to copy duly-acquired original content to generate 
copied content. For eXample, an interested user of the 
apparatus is alloWed to copy duly-acquired original content, 
only Within a scope of personal use not intended for re 
delivery to any other person, eg in cases Where the user 
Wants to copy the acquired original content and then store 
the copied content under a user-desired name, different that 
should facilitate subsequent identi?cation and sort or han 
dling of the content, Where the user Wants to edit part of the 
acquired original content (e.g., modify a tone color and/or 
volume balance of automatic performance data) and then 
store the edited content under a user-desired name. HoW 
ever, in each of these cases, the user is not alloWed to store 
the copied or edited content under the same name as the 
original content. Namely, With the conventional music 
content using apparatus, users can not only merely use 
duly-acquired original content but also produce and use a 
copy of the acquired original content. 

[0004] Further, When a copy of duly-acquired content is to 
be produced With the music-content using apparatus, it has 
been conventional for the apparatus to produce the copy 
With quality intentionally loWered, for eXample, by deleting 
a predetermined one or more of a plurality of performance 
parts, deteriorating a sound quality or otherWise, so as to 
prevent re-delivery, to any other person, of the music content 
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beyond a range of personal use by the user and thereby 
protect a copyright of the creator of the music content etc. 
HoWever, although loWering the quality of the copied music 
content as noted above may be suitable from the vieWpoint 
of the copyright protection, it tends to be inconvenient Where 
the user copies the music content only for personal use. 
Namely, because it has been conventional for the using 
apparatus to produce copied music content alWays With a 
loWered quality even When the copying is just for persona 
use by a duly-authoriZed user, there Would arise the incon 
venience that the copied music content can not be used 
satisfactorily even by the authoriZed user having duly 
acquired the music content. 

SUMMARY OF THE INVENTION 

[0005] In vieW of the foregoing, it is an object of the 
present invention to provide a music-content using apparatus 
and computer program Which alloW a user to use duly 
acquired music content satisfactorily Within a scope of 
personal use While still realiZing effective copyright protec 
tion of the music content, by inhibiting use of a copy of the 
acquired music content unless presence of the original music 
content has been con?rmed. 

[0006] According to one aspect of the present invention, 
there is provided an improved music-content using appara 
tus, Which comprises: an acquisition section that acquires 
original music content; a replicated content generation sec 
tion that generates neW music content on the basis of 
replication of the acquired original music content; and an 
additional information generation section that, When the 
replicated content generation section generates the neW 
music content, generates additional information including 
information indicating that the generated neW music content 
is based on replication and replication source information 
identifying a replicated-from source of the replicated con 
tent. Here, the additional information generated by the 
additional information generation section is added to the 
neW music content generated by the replicated content 
generation section. 

[0007] In the present invention, When original music con 
tent has been replicated to generate neW or replicated music 
content, additional information, including information indi 
cating that the neW music content is based on replication and 
replication source information identifying a replicated-from 
source of the generated neW content, is generated and added 
to the neW music content. Thus, use of the replicated music 
content (e. g., Whether the use of the replicated music content 
should be permitted or not) can be managed properly by 
ascertaining presence/absence and content of the additional 
information. For eXample, When the neW (i.e., replicated) 
music content is to be used, a search may be made for the 
original music content on the basis of the replication source 
information included in the additional information added to 
the neW music content, and the use of the neW music content 
may be permitted only When the original music content has 
been successfully found, i.e. When the presence of the 
original music content has been con?rmed. 

[0008] Namely, in the present invention, replication of 
content is managed through addition of the additional infor 
mation including the replication source information, unlike 
in the case of the conventionally-known plain copying. 
Thus, the present invention can prevent the use of the 
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replicated music content Without the presence of the original 
music content being con?rmed in the music-content using 
apparatus in question or peripheral equipment connected 
thereto. As a result, the present invention can alloW an 
authoriZed user to use replicated music content, generated 
through replication of duly-acquired original content, satis 
factorily in a similar manner to the original content While 
still realiZing effective copyright protection of the music 
content from infringement by unfair copying. 

[0009] According to another aspect of the present inven 
tion, there is provided an improved music-content using 
apparatus, Which comprises: an acquisition section that 
acquires music content including additional information 
added thereto, the additional information including infor 
mation indicating that the music content is based on repli 
cation and replication source information identifying a rep 
licated-from source of the music content; a search section 
that searches for the original music content on the basis of 
the source information included in the additional informa 
tion added to the acquired music content; and a use section 
that permits use of the acquired music content only When the 
original music content has been successfully found by the 
search section. Even if the replicated music content has been 
re-delivered unfairly, such inventive arrangements can 
effectively prevent a copyright of the content infringement 
from being infringed due to the unfair re-delivery, because 
the replicated music content can not be used unless presence 
of the replicated-from original music content is con?rmed. 
Namely, the inventive arrangements can reliably permit use, 
by a given person, of the replicated content only When the 
given person possesses the original music content. 

[0010] The present invention may be constructed and 
implemented not only as the apparatus invention as dis 
cussed above but also as a method invention. Also, the 
present invention may be arranged and implemented as a 
softWare program for execution by a processor such as a 
computer or DSP, as Well as a storage medium storing such 
a softWare program. Further, the processor used in the 
present invention may comprise a dedicated processor With 
dedicated logic built in hardWare, not to mention a computer 
or other general-purpose type processor capable of running 
a desired softWare program. 

[0011] The folloWing Will describe embodiments of the 
present invention, but it should be appreciated that the 
present invention is not limited to the described embodi 
ments and various modi?cations of the invention are pos 
sible Without departing from the basic principles. The scope 
of the present invention is therefore to be determined solely 
by the appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] For better understanding of the object and other 
features of the present invention, its preferred embodiments 
Will be described hereinbeloW in greater detail With refer 
ence to the accompanying draWings, in Which: 

[0013] FIG. 1 is a block diagram of a general hardWare 
setup of an electronic musical instrument to Which is applied 
a music-content using apparatus in accordance With an 
embodiment of the present invention; 

[0014] FIG. 2A is a conceptual diagram of a data format 
of original music content, and FIGS. 2B and 2C are 
conceptual diagrams shoWing examples of data formats of 
replicated music content; 
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[0015] FIG. 3 is a How chart shoWing an example of a 
music content acquisition process; and 

[0016] FIG. 4 is a How chart shoWing an example of a 
music-content using process. 

DETAILED DESCRIPTION OF THE 
EMBODIMENTS 

[0017] In this speci?cation, the term “replication” is used 
to refer to production of copied content by the music-content 
using apparatus of the invention, to distinguish from the 
term “copying” used to refer to production of copied content 
by ordinary computers or the like; namely, the content 
replication by the invention is different from the plain 
copying by the conventional computers or the like. 

[0018] FIG. 1 is a block diagram of a general hardWare 
setup of an electronic musical instrument to Which is applied 
the music-content using apparatus in accordance With an 
embodiment of the present invention. 

[0019] The electronic musical instrument of FIG. 1 is 
controlled by a microcomputer that comprises a micropro 
cessor unit (CPU) 1, a read-only memory (ROM) 2 and a 
random-access memory (RAM) 3. The CPU 1 controls all 
operations of the electronic musical instrument. To the CPU 
1 are connected, via a data and address bus 1D, the above 
mentioned ROM 2 and RAM 3, detection circuits 4 and 5, 
a display circuit 6, a tone generator (T.G.) circuit 7, an effect 
circuit 8, an external storage device 10, a MIDI interface 
(I/F) 11 and a communication interface 12. Also connected 
to the CPU 1 is a timer 1A for counting various time periods, 
for example, to signal interrupt timing for a timer interrupt 
process. For example, the timer 1A generates tempo clock 
pulses, Which are given to the CPU 1 as processing timing 
instructions or as interrupt instructions. The CPU 1 carries 
out various processes in accordance With such instructions. 

[0020] The ROM 2 has prestored therein various programs 
to be executed by the CPU 1 and various data. The RAM 3 
is provided for temporarily storing music content, such as 
automatic performance data or musical score data, received 
via a communication netWork X from a server computer 12A 
that distributes items of music content. The RAM 12 is also 
used as a Working memory for temporarily storing various 
data generated as the CPU 1 executes a predetermined 
program, as a memory for storing the currently-executed 
program and data related thereto, and for various other 
purposes. Predetermined address regions of the RAM 3 are 
allocated to various functions and used as registers, ?ags, 
tables, etc. Performance operator unit 4A comprises, for 
example, a keyboard including a plurality of keys for 
selecting a pitch of each tone to be generated, Which also 
includes a plurality of key sWitches provided in correspond 
ing relation to the keys. The performance operator unit 4A 
can be used not only as input means for tone performances, 
but also as input means for entering a pitch, rhythm, etc. of 
an automatic performance. The detection circuit 4 produces 
detection outputs by detecting depression and release of the 
keys on the performance operator unit 4A. 

[0021] Setting operator unit 5A includes sWitches for 
selecting desired music content to be acquired from the 
server computer 12A, sWitches for entering various infor 
mation pertaining, for example, to an automatic perfor 
mance, etc. Needless to say, the setting operator unit 5A may 
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also include various other operators to be used for selecting, 
setting and controlling a tone pitch, color, effect, etc., such 
as a numeric keypad for entering numerical value data, a 
keyboard for entering character and text data, a mouse for 
operating a predetermined pointing element displayed on a 
display 6A, and/or the like. The detection circuit 5 con 
stantly detects respective operational states of the individual 
operators on the setting operator unit 5A and outputs sWitch 
information, corresponding to the detected operational states 
of the operators, to the CPU 1 via the data and address bus 
1D. The display circuit 6 visually displays, on the display 6A 
in the form of a liquid crystal display (LCD), cathode ray 
tube (CRT) and/or the like, not only various information 
pertaining to a multiplicity of items of music content stored 
in the server computer 12A accessed by the electronic 
musical instrument, but also various information pertaining 
to acquired music content and automatic performance, con 
trolling states of the CPU 1, etc. 

[0022] The tone generator (T.G.) circuit 7, Which is 
capable of simultaneously generating tone signals in a 
plurality of channels, receives automatic performance data 
supplied thereto via the data and address bus 1D and 
generates tone signals on the basis of the received automatic 
performance data. Each of the tone signals thus generated by 
the tone generator circuit 7 is audibly reproduced or sounded 
by a sound system 9, including an ampli?er, speaker, etc., 
after imparted With an effect by the effect circuit 8. The effect 
circuit 8 includes a plurality of effect units that can impart 
different effects to tone signals output from the tone gen 
erator circuit 7. The tone generator circuit 7, effect circuit 8 
and sound system 9 may be constructed in any desired 
conventionally-knoWn manner. For example, any desired 
tone signal synthesis method may be used in the tone 
generator circuit 7, such as the FM, PCM, physical model or 
formant synthesis method. Further, the tone generator circuit 
7 may be implemented by either dedicated hardWare or 
softWare processing performed by the CPU 1. 

[0023] The external storage device 10, such as a hard disk, 
is provided for storing original music content received from 
the server computer 12A, content produced by replicating 
the received original music content, data relating to control 
of various programs executed by the CPU 1, etc. Details of 
the original music content and replicated content Will be 
discussed later in relation to FIG. 2. In a case Where a 
particular control program is not prestored in the ROM 2, the 
control program may be stored in the external storage device 
(e. g., hard disk device) 10, so that, by reading out the control 
program from the external storage device 10 into the RAM 
3, the CPU 1 is alloWed to operate in exactly the same Way 
as in the case Where the particular control program is stored 
in the ROM 2. This arrangement greatly facilitates version 
upgrade of the control program, addition of a neW control 
program, etc. The external storage device 10 may use any of 
various removable-type media other than the hard disk 
(HD), such as a ?exible disk (FD), compact disk (CD-ROM 
or CD-RAM), magneto-optical disk (MO) and digital ver 
satile disk (DVD). Alternatively, the external storage device 
10 may use a semiconductor memory. 

[0024] The MIDI interface (I/F) 11 is an interface pro 
vided for receiving or delivering automatic performance 
data of a MIDI format (MIDI data) from or to other MIDI 
equipment 11A or the like externally connected With the 
electronic musical instrument. The other MIDI equipment 
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11A may be one including an operator unit of a keyboard 
type, stringed instrument type, Wind instrument type, per 
cussion instrument type, body-attached type or any other 
desired structural or operating type as long as it can generate 
MIDI data in response to operation by the user. Note that the 
MIDI interface 11 may be a general-purpose interface rather 
than a dedicated MIDI interface, such as RS-232C, USB 
(Universal Serial Bus) or IEEE1394, in Which case other 
data than MIDI event data may be communicated at the 
same time. In the case Where any general-purpose interface 
as mentioned above is used as the MIDI interface 11, the 
other MIDI equipment 11A may be arranged to communi 
cate other data than MIDI event data. Of course, the auto 
matic performance data may be of any other data format than 
the MIDI format, in Which case the MIDI interface 11 and 
other MIDI equipment 11A are constructed in conformity to 
the data format. 

[0025] The communication interface 12 is connected to a 
Wired or Wireless communication netWork X, such as a LAN 
(Local Area NetWork), the Internet or telephone netWork, via 
Which it may be connected to a desired sever computer 12A 
so as to input desired music content, control program, 
various data etc. to the electronic musical instrument. 
Namely, the communication interface 12 is used not only to 
doWnload user-desired music content from the sever com 
puter 12A, but also to doWnload a particular control program 
and various data from the sever computer 12A in a case 
Where the particular control program and data are not 
contained in the ROM 2, external storage device (e.g., hard 
disk) 10 or other storage device of the electronic musical 
instrument. Such a communication interface 12 may be 
constructed to be capable of both Wired and Wireless com 
munication rather than either one of the Wired and Wireless 
communication. 

[0026] In the embodiment of the electronic musical instru 
ment, the performance operator unit 4A may be of any other 
type than a keyboard type, such as a stringed instrument 
type, Wind instrument type or percussion instrument type. 
Furthermore, the electronic musical instrument is not limited 
to the type Where the performance operator unit 4A, display 
device 6A, tone generator circuit 7, etc. are incorporated 
together Within the musical instrument; for example, the 
electronic musical instrument may be constructed in such a 
manner that the above-mentioned components are provided 
separately and interconnected via communication facilities 
such as a MIDI interface, various netWork and/or the like. 
Moreover, the music-content using apparatus of the present 
invention may be applied to any other apparatus than the 
electronic musical instrument, such as a portable commu 
nication terminal like a personal computer or portable 
phone, karaoke apparatus or game apparatus. In the case 
Where the music-content using apparatus is applied to a 
portable communication terminal, the predetermined func 
tions may be performed as a Whole system, comprising the 
terminal and a server, by causing the server to perform part 
of the functions, rather than causing the terminal performing 
all of the predetermined functions. 

[0027] Next, a description Will be given about data for 
mats of music content used in the music-content using 
apparatus of the present invention, With primary reference to 
FIGS. 2A to 2C. FIG. 2A is a conceptual diagram of a data 
format of original music content (hereinafter also referred to 
simply as original content) doWnloaded from the server 
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computer 12A to the electronic musical instrument, and 
FIGS. 2B and 2C are conceptual diagrams showing 
examples of data formats of replicated music content pro 
duced by replicating original content doWnloaded to the 
electronic musical instrument (or by replicating replicated 
content). 
[0028] As seen from FIG. 2A, the original content is of the 
data format including at least management data and music 
content substance data. The management data include infor 
mation necessary to manage and identify the original con 
tent, such as information indicating that the content is 
original content, a ?le name, eg in the form of a music piece 
name, assigned to the original content, a management num 
ber uniquely identifying the original content (hereinafter “ID 
management number”) and the like. The music-content 
substance data include substance data of the music content, 
such as MIDI data, audio data, musical score data, video 
data, image data and text data. The music content may 
comprise a plurality of types of data, in Which case a 
plurality of types of substance data are included as the 
music-content substance data. When delivery, from the 
server to the music-content using apparatus (electronic 
musical instrument), of original content is requested, the 
original content is delivered in a form encrypted With 
predetermined unique information (i.e., apparatus-speci?c 
information) allocated in advance to the music-content using 
apparatus, as Will be later described more fully in relation to 
FIG. 3. The music-content using apparatus decrypts the 
received encrypted original content in accordance With the 
apparatus-speci?c information previously allocated thereto 
and then stores the content in an external storage medium 
after re-encrypting the content on the basis of unique infor 
mation (i.e., medium-speci?c information) allocated to the 
external storage medium. 

[0029] As seen from FIG. 2B, one example of the repli 
cated content is of a data format including at least manage 
ment data and music-content substance data similarly to the 
original content, but these data are someWhat different from 
those of the original content. Namely, in the replicated 
content, the management data include additional informa 
tion necessary to manage and identify the replicated content, 
such as information indicating that the content is replicated 
content (i.e. content based on replication), replication source 
information identifying a replication (replicated-from) 
source from Which the content Was replicated (e.g., an ID 
management number of the replicated-from source), a ?le 
name assigned to the replicated content and an ID manage 
ment number uniquely identifying the replicated content. 
The music-content substance data, on the other hand, 
include substance data of the music content and may of 
course comprise a plurality of types of data, similarly to the 
original content. When replicated content is to be produced 
by replicating original content, encrypted original content 
stored in an external storage medium is decrypted in accor 
dance With the medium-speci?c information of the storage 
medium, the thus-decrypted content is replicated to provide 
the desired replicated content, and the resultant replicated 
content is then stored in the same or other external storage 
medium, as Will be later described in more detail in relation 
to FIG. 4. In the event that the replicated content has been 
edited after the production thereof, it is stored With a 
relevant portion of the music-content substance data varied 
accordingly. 
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[0030] As seen from FIG. 2C, another example of the 
replicated content may be of a data format including at least 
management data and music-content substance data having 
only edited substance data. Namely, in the replicated con 
tent, the management data include additional information 
necessary to manage and identify the replicated, similarly to 
the replicated content of FIG. 2B. The music-content sub 
stance data, on the other hand, include only substance data 
edited by the user from among those of the music content, 
such as MIDI data, audio data, musical score data, video 
data, image data and text data. For example, When a tone 
color change (re-voice) or tone volume balance change 
(mixer) has been made to MIDI data, only information 
related to the tone color or volume balance change, such as 
a place of the change and contents of the changed substance 
data, is included or stored in the music-content substance 
data; no other substance data than the edited ones are 
included or stored. Namely, unlike the replicated content of 
FIG. 2B, the replicated content of FIG. 2C does not include 
any information related to the non-edited substance data; for 
the non-edited substance data, reference is made, as neces 
sary, to the replicated-from original content (or replicated 
content) in accordance With the information identifying the 
replication source included in the management data. 

[0031] The music-content using apparatus of the present 
invention is intended to alloW the user to replicate original 
music content, doWnloaded or acquired from the server, to 
thereby enjoy the acquired music content Within a scope of 
personal use While preventing re-delivery of the music 
content from the user to another person (i.e., protecting the 
copyright of the music content). Therefore, various pro 
cesses performed by the music-content using apparatus 
(electronic musical instrument) for accomplishing the obj ec 
tives Will be explained hereinbeloW. First, With reference to 
FIG. 3, a description Will be given about a “music content 
acquisition process” for doWnloading original music content 
from the server to the music-content using apparatus. FIG. 
3 is a How chart shoWing an example of the music content 
acquisition process. The example of the music content 
acquisition process is shoWn as carried out by the music 
content using apparatus performing a music content pur 
chase process and the sever performing a music content 
delivery process. 
[0032] At step S1, the music-content using apparatus 
accesses the server storing a music site desired by the user 
of the using apparatus, and then transmits, to the server, a 
purchase request for a particular item of music content 
selected through user’s operation, such as one for searching 
through the music site for the particular music content, and 
apparatus-speci?c information allocated to that using appa 
ratus, such as a unique ID previously assigned to the using 
apparatus. Once the purchase request and apparatus-speci?c 
information have been received, the server identi?es the 
particular music content on the basis of the purchase request 
and carries out a billing operation for charging the user a 
price for acquisition of the identi?ed music content, at step 
S5. Then, at step S6, the identi?ed music content is 
encrypted on the basis of the received apparatus-speci?c 
information. At next step S7, the encrypted music content is 
delivered to the music-content using apparatus. Such 
encrypted music content to be delivered by the server is 
imparted With a unique ID management number generated in 
any suitable manner. Because the music content is encrypted 
on the basis of the apparatus-speci?c information, any other 
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person, Who has succeeded in illegally or unfairly acquiring 
the music content somewhere on a delivery path, can not 
decrypt the unfairly-acquired music content since such an 
other person is unable to acquire the apparatus-speci?c 
information; therefore, any other person having unfairly 
acquired the music content can not use the music content. 

[0033] Upon receipt of the encrypted music content from 
the server, the music-content using apparatus decrypts the 
received music content on the basis of the apparatus-speci?c 
information previously allocated thereto, at step S2. Then, at 
step S3, the music-content using apparatus again encrypts 
(re-encrypts) the decrypted music content on the basis of 
medium-speci?c information allocated to an external stor 
age medium Where the music content is to be stored, such as 
a medium ID assigned to a semiconductor memory. At next 
step S4, the re-encrypted music content is stored in the 
external storage medium. Namely, the original music con 
tent is stored in the external storage medium in the form 
re-encrypted on the basis of the medium-speci?c informa 
tion; thus, even When the original content has been read out 
from the external storage medium by being copied to 
another storage medium via a computer or the like, the 
thus-copied original content can not be decrypted since the 
medium-speci?c information used to re-encrypt the original 
content and medium-speci?c information of the copied-to 
storage medium do not match each other. In other Words, 
even When the original content stored in the external storage 
medium has been copied to an external storage medium or 
the like belonging to another computer, the copied original 
content can not be used. In this Way, the instant embodiment 
can reliably prevent unauthoriZed use of music content 
attempted by unfair copying, through a computer or the like, 
of the music content. Needless to say, in the instant embodi 
ment, arrangements are made such that any external storage 
medium having no medium-speci?c information allocated 
thereto can not store original content at all. 

[0034] Next, With reference to FIG. 4, a description Will 
be given about a “music-content using process” for using 
original or replicated music content stored in an external 
storage medium. FIG. 4 is a flow chart shoWing an example 
of the music-content using process. 

[0035] At step S11 of FIG. 4, the music-content using 
apparatus loads desired music content, stored in an external 
storage medium, into its internal memory. At step S12, the 
music content loaded into the internal memory is decrypted 
on the basis of the medium-speci?c information of the 
external storage medium. Because the music content stored 
in the external storage medium Was re-encrypted previously 
at the time of storage therein (see step S3 of FIG. 3), there 
is a need here to decrypt the content in accordance With the 
same medium-speci?c information as used at the time of the 
re-encryption, in order to permit use of the music content. At 
step S13, a determination is made as to Whether or not the 
music content has been decrypted successfully on the basis 
of the medium-speci?c information of the external storage 
medium. If the decryption has failed (NO determination of 
step S13), an “NG (No Good)” Warning is issued at step S14, 
after Which this music-content using process is brought to an 
end. If the music content is stored in a proper external 
storage medium (i.e. external storage medium of the same 
medium-speci?c information as used at the time of the 
re-encryption), then the medium-speci?c information used 
at the time of the re-encryption and the medium-speci?c 
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information of that external storage medium referred to in 
the above-mentioned decryption operation match each other, 
so that the music content can be decrypted successfully. If, 
on the other hand, the music content is stored in an improper 
external storage medium, other than the proper one, by being 
unfairly copied thereto, the medium-speci?c information 
used at the time of the re-encryption and the medium 
speci?c information of that external storage medium do not 
match, so that the decryption of the music content fails. In 
this case, the user of the apparatus is judged as having no due 
authoriZation to use the music content in question, and an 
NG Warning, such as one indicative of “Decryption Failed”, 
is issued to prevent the user from attempting to use the music 
content. 

[0036] If the music content is stored in the proper external 
storage medium and thus the decryption of the music content 
has succeeded (YES determination of step S13), it is further 
determined at step S15 Whether the decrypted music content 
is replicated content, by referring to the additional informa 
tion included in the management data of the music content. 
If it has been determined that the decrypted music content is 
original content, not replicated content (NO determination at 
step S15), the music-content using process jumps to step 
S18. Namely, if the successfully-decrypted music content is 
original content as determined at step S15, the user is 
alloWed to use the music content With no particular condi 
tion imposed. If, on the other hand, the successfully-de 
crypted music content is replicated content (YES determi 
nation at step S15), a search is made through the external 
storage medium for the replicated-from original content in 
accordance With the replication source information included 
in the additional information of the management data, at step 
S16. Area or range to be searched through the external 
storage medium may be either all directories in the medium 
or only directories under Which replicated content is stored. 
Alternatively, in a case Where a plurality of external storage 
media are attachable to the using apparatus, all of the 
attached external storage media may be searched. In still 
another alternative, the search may also be made through 
any other storage device externally connected to the music 
content using apparatus (personal computer), in addition to 
the external storage media. 

[0037] Then, at step S17, a determination is made as to 
Whether or not there has been found the replicated-from 
(replication-source) original content in the searched range, 
ie whether presence of the original content has been 
con?rmed in the searched range. If the replicated-from 
original content has not been found in the searched range 
(NO determination at step S17), an NG Warning, such as one 
indicative of “No Original Content”, is issued at step S14, 
after Which the process is brought to an end. Namely, such 
a situation Where there exists only replicated content With no 
corresponding original content occurs, for example, Where 
another external storage medium than one having the origi 
nal content stored therein is attached to the music-content 
using apparatus and replicated content is stored in the other 
external storage medium. In such a case, the replicated 
content is judged as a result of unfair copying and the person 
having copied the music content is judged to have no due 
authoriZation to use the replicated music content, so that a 
Warning is issued accordingly. If there has been found the 
replicated-from original content in the searched range (YES 
determination at step S17), then the replicated content is 
judged as fairly replicated content, and music-content using 
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operations are carried out as necessary at step S18. Further, 
music-content editing operations are carried out as necessary 
at step S19. The music-content using operations include, for 
example, a tone generation operation, musical score display 
operation, etc., and the music-content editing operations 
include, for example, re-voice and mixer operations, 
arrangement and other editing of lyrics and the like. 

[0038] At step S20, it is determined Whether or not the 
music content has been replicated or stored under another 
name than the name of the original music content. If 
ansWered in the affirmative at step S20, information identi 
fying the replicated-from source (i.e., replication source) is 
recorded as the management data, at step S21. Here, if the 
replication is from the original content, i.e. if the replication 
is “?rst-generation” replication, the original content is 
recorded as the replicated-from source. If, on the other hand, 
the replication is from other replicated content, i.e. if the 
replication is replication of second-, third- or subsequent 
generation, then only the replicated-from replicated content 
may be recorded as the replicated-from source; alternatively, 
the original content may be identi?ed by sequentially refer 
ring to the management data of every replicated-from rep 
licated content so that the thus-identi?ed original content is 
recorded as the replicated-from source. Note that, if the 
replication is second-, third- or subsequent-generation rep 
lication and if only the replicated-from replicated content 
has been recorded as the replicated-from source in the 
“replicated-from content search” operation (see step S16), 
there arises a need to identify the original content by 
referring to every replicated-from content in a stepWise 
fashion. Then, other management data are recorded. At step 
S22, all the substance data or only the substance data of only 
an edited portion are re-encrypted on the basis of the 
medium-speci?c information of the music content external 
storage medium Where the replicated content is to be stored. 
At next step S23, the thus re-encrypted music content is 
stored into the external storage medium. In the case Where 
only the music content substance data of the edited portion 
are stored as the replicated content (see FIG. 2C), and if 
only replication has been performed With no music content 
editing, no substance data is stored. Further, When the 
replicated content With only the music content substance 
data of the edited portion is to be used or edited in the 
above-described music-content using operations or editing 
operations (see steps S18 and S19), reference is made to the 
replicated-from music content so as to deprive all of the 
substance data. 

[0039] With the above-described arrangements, the instant 
embodiment can permit both satisfactory use, by an autho 
riZed user, of music content and protection of a copyright 
from unfair use of the music content by any unauthoriZed 
user. The folloWing paragraphs describe various advantages 
of the instant embodiment in relation to various possible 
cases. 

[0040] (A) In the Case Where Original Content is to be 
Used: 

[0041] When desired original content is to be doWnloaded 
from the server to the music-content using apparatus, the 
server encrypts the original content in accordance With the 
apparatus-speci?c information of the music-content using 
apparatus and thereby delivers the encrypted original con 
tent to the using apparatus. Thus, even When an improper or 
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unauthoriZed user has unfairly acquired the encrypted origi 
nal content during the delivery, the unauthoriZed user can 
not use the unfairly-acquired encrypted original content 
since the content can not be decrypted. Proper or authoriZed 
user, on the other hand, can decrypt and hence use the 
acquired original content, and the authoriZed user re-en 
crypts the once-decrypted original content in accordance 
With the medium-speci?c information of a desired external 
storage medium and stores the re-encrypted original content 
in the external storage medium. When the authoriZed user 
Wants to use the external storage medium, he or she can 
decrypt the original content on the basis of the medium 
speci?c information of that external storage medium and 
hence use the original content. 

[0042] Further, even another person, having borroWed the 
external storage medium from the authoriZed user, can use 
the original content read out from the borroWed external 
storage medium. HoWever, Where the other person Wants to 
copy the original content from the borroWed external storage 
medium to his or her oWn external storage medium by means 
of a computer or the like (as noted above, the “copying” 
performed via the computer or the like is plain copying that 
is different from the “replication” performed by the music 
content using apparatus of the invention), the other person 
can not use the copied original content since, in this case, the 
medium-speci?c information of the borroWed (i.e., copied 
from) external storage medium and the medium-speci?c 
information of the copied-to external storage medium of the 
other person does not match. 

[0043] (B) In the Case Where Replicated Content is to be 
Used: 

[0044] When an authoriZed user has replicated original 
content, read out from an external storage medium, to 
produce replicated content, the replicated content is 
encrypted on the basis of the medium-speci?c information 
of a desired external storage medium and then stored into the 
desired external storage medium in the encrypted form. 
When the authoriZed user uses the external storage medium, 
the user can use the replicated content read out from the 
medium since the read-out replicated content can be 
decrypted on the basis of the medium-speci?c information 
of the external storage medium. 

[0045] Further, even another person, having borroWed the 
external storage medium, can use the replicated content read 
out from the borroWed external storage medium since the 
replicated content read out from the external storage 
medium can be decrypted on the basis of the medium 
speci?c information of the external storage medium, in a 
similar manner to the original content. HoWever, in case the 
original content, Which is the source of the replicated 
content, is not stored together With the replicated content, 
the other person can not use the replicated content read out 
from the external storage medium. Further, Where the other 
person Wants to copy the replicated content from the exter 
nal storage medium to his or her oWn external storage 
medium by means of a computer or the like, the other 
person, having no original content of the replicated content, 
can not use the replicated content. Furthermore, even Where 
the other person has copied not only the replicated content 
but also the original content, the other person can not use the 
replicated content since the other person is unable to use the 
original content. 
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[0046] Where the replicated content is second- or subse 
quent-generation replicated content, and if the “replicated 
from content search operation” (see step S16 of FIG. 4) has 
found that only one replicated-from content just one gen 
eration before the replicated content in question is recorded 
as a replicated-from source, there arises a need to ultimately 
identify the original content by sequentially referring to 
every previous replicated-from content. 

[0047] When replicated content having only substance 
data of an edited portion (see FIG. 2C) is to be used, all of 
the substance data are obtained by referring to the repli 
cated-from music content, as necessary, in the above-de 
scribed “music-content using operations” and “music-con 
tent editing operations” (see steps S18 and S19 of FIG. 4). 

[0048] Whereas the embodiment has been described 
above in relation to the case Where original music content is 
?rst encrypted on the basis of the apparatus-speci?c infor 
mation of the music-content using apparatus and then re 
encrypted, after temporary decryption, on the basis of the 
medium-speci?c information of a desired external storage 
medium so that the original music content is stored in the 
desired external storage medium in the encrypted form. 
HoWever, the present invention is not so limited. For 
eXample, original music content may be encrypted on the 
basis of only the apparatus-speci?c information of the 
music-content using apparatus or the medium-speci?c infor 
mation of the eXternal storage medium. Alternatively, origi 
nal music content may be encrypted on the basis of any other 
suitable information than the above-mentioned. In any case, 
What is necessary is that original music content be arranged 
to prevent unfair use thereof by any unauthoriZed user. 

[0049] In the present invention, the destination to Which 
music content is to be stored (i.e., storage destination of 
music content” need not necessarily be an eXternal storage 
medium and may be a storage device or storage medium 
Within the music-content using apparatus; all or only some 
of items of content may be stored in the storage device or 
storage medium Within the music-content using apparatus. 
In such a case, the above-mentioned searched range of 
original content (see FIG. S16 of FIG. 4) may of course be 
eXtended to the storage device or storage medium Within the 
music-content using apparatus. 

[0050] The music-content using apparatus of the present 
invention may be applied to any other types of equipment 
than the electronic musical instrument, such as an automatic 
music performance sequencer, effector, personal computer, 
game machine and multimedia equipment. 

[0051] In summary, the present invention is characteriZed 
in that, When replicated music content is to be used, a search 
is made for corresponding original music content on the 
basis of information identifying a replicated-from source 
and use of the replicated music content is permitted only 
When the corresponding original music content has been 
successfully found Within a predetermined area or range. 
With such arrangements, the present invention can alloW the 
user to use the music content satisfactorily Within a scope of 
personal use While still realiZing effective copyright protec 
tion of the music content. 
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What is claimed is: 

1. A music-content using apparatus comprising: 

an acquisition section that acquires original music con 
tent; 

a replicated content generation section that generates neW 
music content on the basis of replication of the original 
music content acquired via said acquisition section; and 

an additional information generation section that, When 
said replicated content generation section generates the 
neW music content, generates additional information 
including information indicating that the generated neW 
music content is based on replication and replication 
source information identifying a replicated-from source 

of the replicated content, 

Wherein the additional information generated by said 
additional information generation section is added to 
the neW music content generated by said replicated 
content generation section. 

2. A music-content using apparatus as claimed in claim 1 
Wherein said replicated content generation section replicates 
the original music content and generates, as the neW music 
content, the replicated music content that comprises a rep 
lication of at least some of substance data of the original 
music content. 

3. A music-content using apparatus as claimed in claim 2 
Wherein the neW music content comprises a replication of all 
of the substance data of the original music content. 

4. A music-content using apparatus as claimed in claim 1 
Wherein said replicated content generation section replicates 
the original music content and performs editing to change at 
least some of substance data of the replicated music content, 
to thereby generate, as the neW music content, the replicated 
music content that includes at least the substance data 
changed by the editing. 

5. A music-content using apparatus as claimed in claim 4 
Wherein the neW music content includes, as its substance 
data, only the substance data changed by the editing. 

6. A music-content using apparatus as claimed in claim 4 
Wherein the neW music content does not include the sub 
stance data not changed by the editing, and a storage 
location of the neW music content is indicated by the 
replication source information included in the additional 
information added to the neW music content. 

7. A music-content using apparatus as claimed in claim 1 
Wherein the neW music content generated by said replicated 
content generation section includes a management data 
region and substance data region, and the additional infor 
mation generated by said additional information generation 
section is stored in the management data region. 

8. A music-content using apparatus as claimed in claim 1 
Which further comprises: 

a search section that, When the neW music content is to be 
used, searches for the acquired original music content 
on the basis of the replication source information 
included in the additional information; and 

a use section that permits use of the neW music content 
only When the original music content has been suc 
cessfully found by said search section. 
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9. A music-content using apparatus as claimed in claim 1 
Which further comprises: 

a storage medium that stores music content; and 

an encryption section that encrypts, With medium infor 
mation speci?c to said storage medium, music content 
to be stored in said storage medium and then storing the 
encrypted music content in said storage medium. 

10. A music-content using apparatus comprising: 

an acquisition section that acquires music content includ 
ing additional information added thereto, the additional 
information including information indicating that the 
music content is based on replication and replication 
source information identifying a replicated-from source 
of the music content; 

a search section that searches for original music content 
on the basis of the source information included in the 
additional information added to the music content 
acquired via said acquisition section; and 

a use section that permits use of the acquired music 
content only When the original music content has been 
successfully found by said search section. 

11. A music-content using apparatus as claimed in claim 
10 Wherein the music content acquired via said acquisition 
section includes a management data region and substance 
data region, and the additional information is stored in the 
management data region. 

12. A music-content using apparatus as claimed in claim 
11 Wherein, in the management data region, there are 
included substance data of the acquired music content that 
comprise a replication of at least some of substance data of 
the original music content. 

13. A music-content using apparatus as claimed in claim 
11 Wherein, in the management data region, there are 
included substance data of the acquired music content 
obtained by changing at least some of substance data of the 
original music content. 

14. A music-content using apparatus as claimed in claim 
13 Wherein, When use of the acquired music content is being 
permitted and if the at least some of substance data of the 
original music content are not included in the substance data 
region of the acquired music content, said use section 
acquires the at least some of substance data from the original 
music content found by said search section. 

15. A music-content using apparatus as claimed in claim 
10 Which further comprises: 

a storage medium that stores music content; and 

an encryption section that encrypts, With medium infor 
mation speci?c to said storage medium, music content 
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to be stored in said storage medium and then storing the 
encrypted music content in said storage medium. 

16. A program containing a group of instructions for 
causing a computer to perform a music-content using 
method, said music-content using method comprising: 

an acquisition step of acquiring original music content; 

a replicated content generation step of generating neW 
music content on the basis of replication of the original 
music content acquired via said acquisition step; and 

an additional information generation step of, When said 
replicated content generation step generates the neW 
music content, generating additional information 
including information indicating that the generated neW 
music content is based on replication and replication 
source information identifying a replicated-from source 
of the replicated content, 

Wherein the additional information generated by said 
additional information generation step is added to the 
neW music content generated by said replicated content 
generation step. 

17. A program as claimed in claim 16 Which further 
comprises: 

a search step of, When the neW music content is to be used, 
searching for the original music content on the basis of 
the replication source information included in the addi 
tional information; and 

a step of permitting use of the neW music content only 
When the original music content has been successfully 
found by said search step. 

18. A program containing a group of instructions for 
causing a computer to perform a music-content using 
method, said music-content using method comprising: 

an acquisition step of acquiring music content including 
additional information added thereto, the additional 
information including information indicating that the 
music content is based on replication and replication 
source information identifying a replicated-from source 
of the music content; 

a search step of searching for original music content of the 
acquired music content on the basis of the replication 
source information included in the additional informa 
tion added to the music content acquired via said 
acquisition step; and 

a step of permitting use of the acquired music content only 
When the original music content has been successfully 
found by said search step. 

* * * * * 


