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MACHINE INDEPENDENT DEBUGGER 

FIELD OF THE INVENTION 

[0001] This invention relates generally to source-code 
debuggers, and more particularly to the composition of 
symbol tables and management of breakpoints. 

COPYRIGHT NOTICE/PERMISSION 

[0002] Aportion of the disclosure of this patent document 
contains material Which is subject to copyright protection. 
The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure as it appears in the Patent and Trademark Of?ce 
patent ?le or records, but otherWise reserves all copyright 
rights Whatsoever. The folloWing notice applies to the soft 
Ware and data as described beloW and in the draWings 
hereto: Copyright © 1999, Microsoft Corporation, All 
Rights Reserved. 

BACKGROUND OF THE INVENTION 

[0003] Computer program debuggers are used by pro 
grammers to ?nd problems that occur during the execution 
of a program. Debuggers can be used to control the execu 
tion of a program using breakpoints to stop execution of the 
program at desired points. This alloWs the programmer to 
examine variables and a call stack during execution in such 
a manner that the user of the debugger can vieW snapshots 
of the execution of a program and determine if the program 
is behaving as expected. Users of debuggers can also broWse 
source ?les, set breakpoints, Watch variables, and examine 
data structures. 

[0004] Symbol tables, also knoWn as debugging tables, are 
used by program debuggers to provide detailed information 
during the execution of the program. A symbol table is 
generated or emitted by the compiler and linker When the 
program source code is compiled and linked. Symbol tables 
are associated With a ?le that contains the generated execut 
able code of the program. The symbol table maps source 
statements to byte addresses of executable instructions, 
Which provide guidance in setting breakpoints and examin 
ing data during execution. More speci?cally, debugger sym 
bol tables contain information describing the source code, 
such as line numbers, the types and scopes of variables, and 
function names, parameters, function scopes and name/ 
attribute bindings speci?ed by the declarations in a program. 
Debugger symbol tables also contain information describing 
the generated executable code. The symbol table enables the 
debuggers to map source-level variables and data structures 
to a speci?c location in the memory of the program being 
debugged. Debugger symbol tables are not the same as a 
symbol table that is used internally by the compiler during 
compilation. 
[0005] Conventionally, debuggers have been considered 
notoriously machine-dependent programs. Many conven 
tional debuggers, such as the GNU debugger, gdb, described 
in R. M. Stallman and R. H. Pesch, ‘Using GDB: A guide to 
the GNU source-level debugger, GDB version 4.0’, Tech 
nical Report, Free SoftWare Foundation, Cambridge, Mass., 
July 1991, do indeed depend heavily on a speci?c operating 
system or on a speci?c platform or compiler. In conventional 
debuggers, symbol tables are encoded ad-hoc, in Which the 
information in the symbol table is machine-dependent, in 
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Which at least a portion of the information in the symbol 
table is unique to, or characteristic of, a particular computer 
environment. More speci?cally, the machine-dependence 
pertains to machine architectures, operating systems, com 
pilers, and linkers, in Which speci?c or unique features of the 
computer environment that cannot be easily used, if at all, in 
a different environment. Beyond the direct consequence of 
a lack of portability of the symbol table betWeen platforms, 
a machine-dependent ad-hoc symbol table also has the 
consequence of the debugger being machine-dependent 
because the debugger must have the ability to parse and 
process the machine-dependent information in the symbol 
table, Which in turn requires that the debugger be revised or 
at least be re-compiled for each speci?c computer type. 
While most debuggers are notoriously machine-dependent, 
recent research prototypes have achieved varying degrees of 
machine-independence With novel designs, such as by 
embedding symbol tables and debugging code in the target 
program. HoWever, embedding symbol tables and debug 
ging code in the target program results in relatively sloW 
execution and a larger symbol table. 

[0006] TWo nearly machine-independent debuggers, ldb 
and cdb, are source-level debuggers for C. HoWever, neither 
ldb nor cdb are completely machine independent. Ldb is 
described in N. Ramsey and D. R. Hanson, ‘A retargetable 
debugger’, Proceedings of the SIGPLAN’92 Conference on 
Programming Language Design and Implementation, SIG 
PLAN Notices, 27(7), 22-31 (1992). Ldb is easier to port to 
a different architecture, but it uses its oWn symbol-table 
format and thus requires cooperation from compilers. Cdb is 
described in D. R. Hanson and M. Raghavachari, ‘A 
machine-independent debugger’, Software—Practice and 
Experience, 26(11), 1277-1299 (1996). Cdb explores per 
haps the extreme reaches of this design space: It is nearly 
completely independent of architectures and operating sys 
tems, but it achieves this independence by loading a small 
amount of code With the target program and by having the 
compiler emit a non-standard, but machine-independent, 
symbol table. Furthermore, cdb embeds symbol tables and 
debugging code in the target program. Cdb does illustrate 
hoW focusing on retargetability can simplify a debugger 
dramatically. 

[0007] Furthermore, conventional symbol tables are 
designed as ?le formats and symbol tables are documented 
in torturously detailed speci?cations. Symbol table ?le for 
mats are also dif?cult to change. For example, conventional 
debuggers can set breakpoints only on discrete lines of code, 
because the symbol-table format provides information only 
about lines even though the syntax of most languages is not 
line-oriented and includes operations that have embedded 
How of control. Java’s class ?les are described as a ?le 
format, and class ?les include metadata that map locations 
to line numbers as described in T. Lindholm and F. Yellin, 
The Java Virtual Machine Speci?cation, Addison Wesley, 
Reading, Mass., 1997. 

[0008] FIG. 1 shoWs a diagram of a debugger nub 110 in 
a conventional scheme. A nub 110 is the central feature of 
conventional designs. The nub 110 enables a debugger 130 
to debug a target program 120 that is being debugged and 
that is running on the same computer or another computer as 
the nub 110. The nub 110 is a small program that controls the 
target program 120, and is responsible for actions such as 
setting breakpoints and stepping through code. The nub 110 
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provides a layer between the main debugger application 130 
and the loW level system operations. The nub 110 also 
provides debugging primitives. The nub 110 provides facili 
ties for communicating With the debugger 130 and control 
ling the target 120. LoW-level operations of the debugger 
130 are performed by communicating With the nub 110 
Which is a small set of machine-dependent functions that are 
embedded in the target program 120 at compile-time. 

[0009] As depicted in FIG. 1, all communication betWeen 
the target program 120 and the debugger 130 goes through 
the nub 110. The nub 110 is a program loaded into memory 
With the target program 120. The debugger 130 can be either 
in the same memory address space as the target program 
120, or in a separate memory address space. The latter 
con?guration is a common one, because it protects the 
debugger 130 from corruption by the target program 120. 
Furthermore, the debugger 130 and the target program 120 
can execute in the same computer in Which the debugger 130 
and the target program 120 communicate through a system 
bus. The debugger 130 and the target program 120 can also 
execute in different computers in Which the debugger 130 
and the target program 120 communicate through a rela 
tively sloW communication link, such as a Remote Proce 
dure Call (RPC) channel. 

[0010] Furthermore, in a conventional debugger 130, the 
management of user breakpoint information is performed by 
the debugger 130. In implementations Where the debugger 
130 and the target program 120 are implemented as separate 
processes, the debugger 130 process and the target program 
120 process are burdened by communication overhead. 
More speci?cally, the target program 120 communicates to 
the debugger 130 Which statement is being executed at any 
given point in time, and the target program 120 cannot 
proceed With execution until the debugger 130 determines 
that the target program 120 can proceed based on Whether or 
not a breakpoint is set at that statement. 

[0011] Interaction With the nub 110 is de?ned by an 
interface summariZed beloW in Table 1. The interface is 
minimal because, While the interface itself is machine 
independent, an implementation of the interface is not 
machine-independent. Furthermore, an implementation for a 
speci?c platform is dependent on all aspects of the platform. 
For example, the nub 110 used With debugger 130 depends 
only on a compiler, such as lcc, and an operating system, 
such as Unix variants or WindoWs NT/95/98 and is a 
relatively small component. The lcc compiler is described in 
C W. Fraser and D. R. Hanson,A Retargetable C Compiler: 
Design and Implementation, Addison Wesley, Menlo Park, 
Calif., 1995. The nub 110 has been implemented With other 
debuggers for other languages, as described in D. R. Hanson 
and J. L. Korn, ‘A simple and extensible graphical debug 
ger’, Proceedings of the Winter USENIX Technical Confer 
ence, Anaheim, Calif., January 1997, pp. 173-184. 

TABLE 1 

Typedef struct { 
char ?le[32]; 
unsigned short x, y 

} NubicoordiT; 
typedef struct { 

char name[32]; 
NubicoordiT src; 
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TABLE l-continued 

char *fp; 
void *context, 

} NubistateiT; 
Typedef void (*NubicallbackiT) (NubistateiT state); 
Extern void iNubfiniKNubfcallbackfT startup, Nubicallbacki 
T fault); 
extern void iNubisrc(NubicoordiT src,void apply(int I, const Nubi 
coordiT *src, void *cl), void *cl); 
extern NubicallbackiTiNubiseKNubicoordiT src, Nubi 
callbackiT onbreak); 
extern NubicallbackiTiNubiremove(NubicoordiT src); 
extern int iNubifetch?nt space, const void *address, void *buf, int 
nbytes); 
extern int iNubistore?nt space, void *address, const void *buf, int 
nbytes); 
extern int iNubiframe?nt n, NubistateiT *state); 

[0012] The tWo data types Nub_coord_T and Nub_state_T 
and the seven functions _Nub_init0, _Nub_src0, _Nub_set0, 
_Nub_remove0, _Nub_fetch0, _Nub_store0, and _Nub 
_frame0 de?ned in Table 1 permit a debugger 130 to control 
a target program 120 and permit a debugger 130 to read and 
Write data from a target program 120. The nub 110 is mainly 
a conduit for opaque data. For example, the nub 110 has no 
information on speci?c symbol-table formats, but the nub 
110 does provide simple mechanisms for reading speci?c 
symbol-table formats. 

[0013] Function _Nub_init0 is called by the start-up code 
and initialiZes the nub 110. The arguments of function 
_Nub_init0 are pointers to callback functions that are called 
by the nub 110 to initialiZe the debugger 130 and to trap to 
the debugger 130 When a fault occurs. As disclosed beloW, 
the type Nub_state_T describes the state of a stopped target 
program 120, Which occurs at start-up, breakpoints, and 
faults. Functions _Nub_set0, _Nub_remove0, and _Nub 
_src0 collaborate to implement breakpoints. Stopping points 
de?ne program locations at Which breakpoints can be set in 
terms of ‘source coordinates’ speci?ed by the type Nub_co 
ord_T0. A coordinate consists of a ?le name, a line number 
(y) and a character number in that line The set of 
alloWable stopping points depends on the language and the 
compiler. Most embodiments of a conventional debugger 
130 limits breakpoints to lines, While cdb and lcc permit 
breakpoints to be set at any expression. Function _Nub_src0 
enumerates the stopping points, calling an apply0 function 
of the debugger 130 supplied for each point, function 
_Nub_set0 sets a breakpoint, and function _Nub_remove0 
removes a breakpoint. When a breakpoint occurs, a break 
point handler passed to function _Nub_set0 as onbreak. is 
called With a Nub_state_T value that describes the current 
state of the target program 120. Onbreak” is a formal 
parameter name—the name of the actual argument, Which is 
a pointer to a function that’s called When a breakpoint occurs 

[0014] Function _Nub_fetch0 and function _Nub_store0 
read and Write bytes from the address space of target 
program 120 and return the number of bytes actually read 
and Written. The target program 120 can have many abstract 
address spaces. For example, one abstract address space 
refers to the memory of target program 120, While other 
abstract address spaces refer to metadata about the target 
program 120, including its symbol table. The implementa 
tion of the compiler, the debugger 130, and the nub 110 
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de?ne the conventions about address spaces. The nub 110 
interface speci?es only a Way to access those spaces. 

[0015] Finally, function _Nub_frame0 traverses the call 
stack of the target program 120. The top stack frame is 
numbered 0 and increasing numbers identify frames higher 
up the call chain. Function _Nub_frame0 moves to frame n 
and ?lls the Nub_state_T value With the state information 
describing that frame. The ?elds fp and context in the 
Nub_state_T value are opaque pointers that describe the 
state of the target program 120. For example, the pointers are 
typically passed to function _Nub_fetch0 to fetch symbol 
table entries and the values of variables. 

[0016] The nub 110 interface does not require a machine 
independent implementation. It is possible, for example, to 
provide an implementation that is speci?c to one architec 
ture, operating system, and compilation environment. 

[0017] Conventionally, the debugger 130 and nub 110 
execute on the same computer, even When the target 120 is 
executing on a different computer, such as tWo different 
clients in a netWork. In this case, the nub 110 must com 
municate With the target 120 over signi?cantly sloWer com 
munication lines (not shoWn) than if all components Were 
communicating across a common bus. This results in sloW 
performance. 

SUMMARY OF THE INVENTION 

[0018] The above-mentioned shortcomings, disadvan 
tages and problems are addressed by the present invention, 
Which Will be understood by reading and studying the 
folloWing speci?cation. 

[0019] An abstract notation, such as a grammar, is used to 
specify a symbol table. Tools are used to generate computer 
readable code for constructing, reading, and Writing the 
symbol table from the abstract notation. More speci?cally, a 
?rst aspect of the present invention is directed to encoding 
a symbol table in an abstract notation, supported by an 
abstract notation interface component that generates code 
that constructs, reads and Writes symbol tables in some 
concrete representation. In one embodiment, the contents of 
the external symbol table are de?ned by, or encoded in, a 
machine-independent grammar. The symbol table is stored 
separately from the executable target The abstract notation 
interface component is used as an interface betWeen a nub 
and the symbol table. The nub provides an interface betWeen 
the debugger and the executable target and the abstract 
notation interface component. 

[0020] Using an abstract notation automates implementa 
tion of parts of the debugger. Furthermore, the abstract 
notation documents the symbol table concisely. Using a 
machine-independent grammar as an abstract notation also 
yields simpli?cations to the interface betWeen the debugger 
and the target program. Furthermore, machine-independent 
grammar emphasiZes that symbol tables are data structures, 
not ?le formats, and many of the pitfalls of Working With 
loW-level ?le formats are avoided by focusing instead on 
high-level data structures and automating the implementa 
tion details. Machine independent grammars provide debug 
gers and compilers that require less development time, use 
less storage space, and have faster performance and further 
provide symbol tables that use less storage space. 

[0021] A second aspect of the invention is directed to 
dividing the management of breakpoints. Divided manage 
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ment of breakpoints is accomplished by using a split nub, a 
nub client associated With the executable target and a nub 
server associated With the debugger. Debugging perfor 
mance is improved by storing the user breakpoint informa 
tion in the nub client, so that the debugger does not need to 
be invoked in the determination of Where to break execution. 
Divided management of breakpoints provides faster execu 
tion during debugging and is particularly valuable When 
communication betWeen the executable target and the 
debugger is relatively sloW, such as through a RPC channel. 

[0022] Systems, clients, servers, methods, and computer 
readable media of varying scope are described. In addition 
to the aspects and advantages of the present invention 
described in this summary, further aspects and advantages of 
the invention Will become apparent by reference to the 
draWings and by reading the detailed description that fol 
loWs. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0023] FIG. 1 shoWs a diagram of a nub in a conventional 
debugger 130 scheme. 

[0024] FIG. 2 shoWs a diagram of the hardWare and 
operating environment in conjunction With Which embodi 
ments of the invention may be practiced. 

[0025] FIG. 3 is a diagram illustrating a system-level 
overvieW of an exemplary embodiment of the invention. 

[0026] FIG. 4 is a ?oWchart of a method to be performed 
by a client according to an exemplary embodiment of the 
invention. 

[0027] FIG. 5 is a ?oWchart of a method to be performed 
by a client according to an exemplary embodiment of the 
invention. 

[0028] FIG. 6 is a ?oWchart of a method to be performed 
by a client according to an exemplary embodiment of the 
invention. 

[0029] FIG. 7 is a block diagram of an apparatus for 
managing a symbol table de?ned by a grammar according to 
an exemplary embodiment of the invention. 

[0030] FIG. 8 is a block diagram of an example of an 
external symbol table data structure according to an exem 
plary embodiment of an abstraction of a symbol table and 
stopping points. 
[0031] FIG. 9 is a diagram of a symbol-table tree data 
structure of the external symbol table of FIG. 8 according to 
an exemplary embodiment of an abstraction of a symbol 
table and stopping points. 

[0032] FIG. 10 is a block diagram of an example of the 
address table data structures emitted into the generated code 
of the external symbol table of FIG. 8 according to an 
exemplary embodiment of an abstraction of a symbol table 
and stopping points. 

[0033] FIG. 11 is a block diagram of a data structure of 
stopping point ?ags of the external symbol table of FIG. 8 
according to an exemplary embodiment of an abstraction of 
a symbol table and stopping points. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0034] In the folloWing detailed description of exemplary 
embodiments of the invention, reference is made to the 
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accompanying drawings, Which form a part hereof, and in 
Which is shown by Way of illustration speci?c exemplary 
embodiments in Which the invention may be practiced. 
These embodiments are described in suf?cient detail to 
enable those skilled in the art to practice the invention, and 
it is to be understood that other embodiments may be utiliZed 
and that logical, mechanical, electrical and other changes 
may be made Without departing from the spirit or scope of 
the present invention. The folloWing detailed description is, 
therefore, not to be taken in a limiting sense, and the scope 
of the present invention is de?ned only by the appended 
claims. 

[0035] The detailed description is divided into ?ve sec 
tions. In the ?rst section, the hardWare and the operating 
environment in conjunction With Which embodiments of the 
invention may be practiced are described. In the second 
section, a system level overvieW of the invention is pre 
sented. In the third section, methods for an exemplary 
embodiment of the invention are provided. In the fourth 
section, a particular Abstract Syntax Description Language 
(ASDL) implementation of the invention is described. 
Finally, in the ?fth section, a conclusion of the detailed 
description is provided. 

HardWare and Operating Environment 

[0036] FIG. 2 is a diagram of the hardWare and operating 
environment in conjunction With Which embodiments of the 
invention may be practiced. The description of FIG. 2 is 
intended to provide a brief, general description of suitable 
computer hardWare and a suitable computing environment in 
conjunction With Which the invention may be implemented. 
Although not required, the invention is described in the 
general context of computer-executable instructions, such as 
program modules, being executed by a computer, such as a 
personal computer. Generally, program modules include 
routines, programs, objects, components, data structures, 
etc. that perform particular tasks or implement particular 
abstract data types. 

[0037] Moreover, those skilled in the art Will appreciate 
that the invention may be practiced With other computer 
system con?gurations, including hand-held devices, multi 
processor systems, microprocessor-based or programmable 
consumer electronics, netWork PCs, minicomputers, main 
frame computers, and the like. The invention may also be 
practiced in distributed computing environments Where 
tasks are performed by remote processing devices that are 
linked through a communications netWork. In a distributed 
computing environment, program modules may be located 
in both local and remote memory storage devices. 

[0038] The exemplary hardWare and operating environ 
ment of FIG. 2 for implementing the invention includes a 
general purpose computing device in the form of a computer 
20, including a processing unit 21, a system memory 22, and 
a system bus 23 that operatively couples various system 
components include the system memory to the processing 
unit 21. There may be only one or there may be more than 
one processing unit 21, such that the processor of computer 
20 comprises a single central-processing unit (CPU), or a 
plurality of processing units, commonly referred to as a 
parallel processing environment. The computer 20 may be a 
conventional computer, a distributed computer, or any other 
type of computer; the invention is not so limited. 
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[0039] The system bus 23 may be any of several types of 
bus structures including a memory bus or memory control 
ler, a peripheral bus, and a local bus using any of a variety 
of bus architectures. The system memory may also be 
referred to as simply the memory, and includes read only 
memory (ROM) 24 and random access memory (RAM) 25. 
Abasic input/output system (BIOS) 26, containing the basic 
routines that help to transfer information betWeen elements 
Within the computer 20, such as during start-up, is stored in 
ROM 24. The computer 20 further includes a hard disk drive 
27 for reading from and Writing to a hard disk, not shoWn, 
a magnetic disk drive 28 for reading from or Writing to a 
removable magnetic disk 29, and an optical disk drive 30 for 
reading from or Writing to a removable optical disk 31 such 
as a CD ROM or other optical media. 

[0040] The hard disk drive 27, magnetic disk drive 28, and 
optical disk drive 30 are connected to the system bus 23 by 
a hard disk drive interface 32, a magnetic disk drive inter 
face 33, and an optical disk drive interface 34, respectively. 
The drives and their associated computer-readable media 
provide nonvolatile storage of computer-readable instruc 
tions, data structures, program modules and other data for 
the computer 20. It should be appreciated by those skilled in 
the art that any type of computer-readable media Which can 
store data that is accessible by a computer, such as magnetic 
cassettes, ?ash memory cards, digital video disks, Bernoulli 
cartridges, random access memories (RAMs), read only 
memories (ROMs), and the like, may be used in the exem 
plary operating environment. Further, carrier Waves or other 
forms of electromagnetic signals are computer readable 
medium Which may be used to transfer data. 

[0041] A number of program modules may be stored on 
the hard disk, magnetic disk 29, optical disk 31, ROM 24, or 
RAM 25, including an operating system 35, one or more 
application programs 36, other program modules 37, and 
program data 38. Auser may enter commands and informa 
tion into the personal computer 20 through input devices 
such as a keyboard 40 and pointing device 42. Other input 
devices (not shoWn) may include a microphone, joystick, 
game pad, satellite dish, scanner, or the like. These and other 
input devices are often connected to the processing unit 21 
through a serial port interface 46 that is coupled to the 
system bus, but may be connected by other interfaces, such 
as a parallel port, game port, or a universal serial bus (USB). 
A monitor 47 or other type of display device is also 
connected to the system bus 23 via an interface, such as a 
video adapter 48. In addition to the monitor, computers 
typically include other peripheral output devices (not 
shoWn), such as speakers and printers. 

[0042] The computer 20 may operate in a netWorked 
environment using logical connections to one or more 
remote computers, such as remote computer 49. These 
logical connections are achieved by a communication device 
coupled to or a part of the computer 20; the invention is not 
limited to a particular type of communications device. The 
remote computer 49 may be another computer, a server, a 
router, a netWork PC, a client, a peer device or other 
common netWork node, and typically includes many or all of 
the elements described above relative to the computer 20, 
although only a memory storage device 50 has been illus 
trated in FIG. 2. The logical connections depicted in FIG. 
2 include a local-area netWork 51 and a Wide-area 
netWork 52. Such netWorking environments are 
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commonplace in of?ces, enterprise-Wide computer net 
Works, intranets and the Internet. 

[0043] When used in a LAN-networking environment, the 
computer 20 is connected to the local netWork 51 through a 
netWork interface or adapter 53, Which is one type of 
communications device. When used in a WAN -netWorking 
environment, the computer 20 typically includes a modem 
54, a type of communications device, or any other type of 
communications device for establishing communications 
over the Wide area netWork 52, such as the Internet. The 
modem 54, Which may be internal or external, is connected 
to the system bus 23 via the serial port interface 46. In a 
netWorked environment, program modules depicted relative 
to the personal computer 20, or portions thereof, may be 
stored in the remote memory storage device. It is appreciated 
that the netWork connections shoWn are exemplary and other 
means of and communications devices for establishing a 
communications link betWeen the computers may be used. 

[0044] The hardWare and operating environment in con 
junction With Which embodiments of the invention may be 
practiced has been described. The computer in conjunction 
With Which embodiments of the invention may be practiced 
may be a conventional computer, a distributed computer, or 
any other type of computer; the invention is not so limited. 
Such a computer typically includes one or more processing 
units as its processor, and a computer-readable medium such 
as a memory. The computer may also include a communi 
cations device such as a netWork adapter or a modem, so that 
it is able to communicatively couple other computers. 

System Level OvervieW 

[0045] A system level overvieW of the operation of an 
exemplary embodiment of the invention is described by 
reference to FIG. 3. 

[0046] The system 300 includes a debugger 310 executing 
on a server or other computer that serves as a master. The 

debugger 310 communicates With a server nub 320 that in 
turn communicates With a symbol table 330 and a client nub 
340. The symbol table 310 in varying embodiments is 
located on the server or on the client. The nub server 340 

communicates With the target executable program 350 
through communication line 360. Communication line 360 
in varying embodiments is a system bus 23 in computer 20 
in FIG. 2, or a netWork communication line such as LAN 51 
or WAN 52 in FIG. 2 implementing RPC. One of the 
primary purposes of debuggers is to control the execution of 
a program using breakpoints to stop execution of the pro 
gram at desired points. In the present invention, the man 
agement of breakpoints in the execution of target executable 
program 350 is divided betWeen the client nub 340 and the 
server nub 320. Management includes determining Whether 
or not a particular line of executable code has a breakpoint 
set on it, and therefore, Whether or not to suspend execution 
of the target 350 in Wait of a command from the debugger 
310 or to proceed With execution of the line of executable 
code. Delegating a portion of the management of break 
points to the client nub 340 is more efficient than managing 
breakpoints from the server nub 320 because it reduces the 
breakpoint-associated communication traf?c on line 360, 
Which speeds up the management of breakpoints and also 
reduces traffic on communication line 360, thus freeing up 
bandWidth for other processes and resulting on over-all 
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improvement of performance of computer 20. The perfor 
mance improvements appreciate in reverse-correspondence 
to the speed of communication line 360. More speci?cally, 
the sloWer the communication line 360, the greater the 
performance improvement in the management of break 
points. 

[0047] In another aspect of the invention, the symbol table 
330 is de?ned by an abstract notation, such as a grammar. 
More speci?cally, a grammar is Written in a metalanguage, 
such as Abstract Syntax Description Language (ASDL). 
Furthermore, abstract notation tools generate code for con 
structing, reading, and Writing the symbol table from the 
abstract notation. 

[0048] The system level overvieW of the operation of an 
exemplary embodiment of the invention has been described 
in this section of the detailed description. While the inven 
tion is not limited to any particular debugger, symbol table, 
nub, server, client, communication line and grammar, for 
sake of clarity a simpli?ed debugger, symbol table, nub, 
server, client, communication line and grammar has been 
described. 

Methods of an Exemplary Embodiment of the 
Invention 

[0049] In the previous section, a system level overvieW of 
the operation of an exemplary embodiment of the invention 
Was described. In this section, the particular methods per 
formed by the server and the clients of such an exemplary 
embodiment are described by reference to a series of ?oW 
charts. The methods to be performed by the clients constitute 
computer programs made up of computer-executable 
instructions. Describing the methods by reference to a 
?oWchart enables one skilled in the art to develop such 
programs including such instructions to carry out the meth 
ods on suitable computeriZed clients (the processor of the 
clients executing the instructions from computer-readable 
media). Similarly, the methods to be performed by the server 
constitute computer programs also made up of computer 
executable instructions. Describing the methods by refer 
ence to ?oWcharts enables one skilled in the art to develop 
programs including instructions to carry out the methods on 
a suitable computeriZed server (the processor of the clients 
executing the instructions from computer-readable media). 

[0050] Referring next to FIG. 4, a ?oWchart of a method 
to be performed by a client according to an exemplary 
embodiment of the invention is shoWn. This method is 
inclusive of the acts required to be taken by a computer, such 
as computer 20 in FIG. 2. 

[0051] Method 400 illustrates a computeriZed method for 
managing a symbol table that begins With Writing a grammar 
that de?nes a symbol table 410. Subsequently, the method 
includes generating source code that constructs, reads and 
Writes a symbol table in a machine-independent grammar 
420. The source code is a kind of cryptic computer program 
containing a number of computer-readable instructions. In 
one embodiment the grammar is Written in the Abstract 
Syntax Description Language (ASDL). In another embodi 
ment, the symbol table is associated With, and used by, a 
debugger. 

[0052] NotWithstanding the abstract encoding of the sym 
bol table, the data, such as addresses, symbol names, types, 
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source-coordinate (stopping point),and addresses as abstract 
value are encoded in a machine-dependent notation because 
addresses in symbol tables are typically machine-dependent. 
Injected code is a portion of the symbol table that enables the 
debugger to derive absolute addresses from array indices 
identi?ed in the symbol table. The encoding of the symbol 
table in a grammar reduces the siZe, amount and storage 
space of the injected code because a signi?cant portion of 
information in the symbol table that is not injected code is 
represented by the grammar. Rather than emitting symbol 
tables as initialiZed data structures embedded in the target 
program, the present invention uses grammar tool-generated 
code to build the symbol table and Write it to an external ?le. 

[0053] The method 400 further includes integrating the 
generated source code into a component 430, such as a 
development tool. Examples of development tools are 
debuggers and compilers. More speci?cally, integrating the 
source code 4320 includes compiling the generated source 
code and linking the code With the component. The code is 
integrated into the component so that the component is able 
to construct, read, and Write the symbol table in the gram 
mar. Thereafter, the method 400 ends. 

[0054] The particular methods performed by a computer 
of an exemplary embodiment of the invention have been 
described. The method performed by a computer has been 
shoWn by reference to a ?oWchart including all the acts from 
generating code to be used by a debugger until integrating 
the code into the debugger. 

[0055] Referring next to FIG. 5, a ?oWchart of a method 
to be performed by a client according to an exemplary 
embodiment of the invention is shoWn. This method is 
inclusive of the acts required to be taken by a computer, such 
as computer 20 in FIG. 2. 

[0056] Method 500 is a computeriZed method for debug 
ging a target program in Which the target program is 
associated With a symbol table. Method 500 begins With 
generating the symbol table, the symbol table being speci 
?ed by the grammar 510. The symbol table is generated, or 
emitted, by a compiler More speci?cally, the compiler 
constructs the grammar-speci?ed data structures, initialiZes 
them, and Writes them to the symbol table. In alternative 
embodiments, the symbol table is stored in a separate ?le 
from the target program, as shoWn in FIG. 3, or the symbol 
table is stored in the same ?le With the target program. In one 
embodiment, the grammar is a machine-independent gram 
mar such as ASDL. The method also includes controlling 
execution of the target program in reference to the symbol 
table 520. More speci?cally, execution of the target program 
is controlled using information, such as breakpoint infor 
mation, in the symbol table. Controlling execution includes 
reading or receiving a debugging instruction or command, 
such as “set breakpoint at line 30,” accessing the symbol 
table to obtain the parameters for the command, such as the 
address of line 30, sending the command, and receiving a 
response. In one embodiment, the controlling also includes 
reading symbol table information from the symbol table 
using a grammar interface component (GIC), the GIC being 
created from code generated by a grammar tool. 

[0057] The particular methods performed by a computer 
of an exemplary embodiment of the invention have been 
described. The method 500 performed by a computer has 
been shoWn by reference to a ?oWchart including all the acts 
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from generating code to be used by a debugger until inte 
grating the code into the debugger. 

[0058] Referring next to FIG. 6, a ?oWchart of a method 
to be performed by a client according to an exemplary 
embodiment of the invention is shoWn. This method is 
inclusive of the acts required to be taken by a computer, such 
as computer 20 in FIG. 2. 

[0059] Method 600 is a computeriZed method for debug 
ging a target program that begin With sending one or more 
debugging commands 610 from a debugger executing on a 
server, such as debugger 310 in FIG. 3, directed to a target 
executable program on a client, such as target 350 in FIG. 
3. Thereafter, method 600 includes receiving the debugging 
commands 620 by a server nub, such a server nub 320 in 
FIG. 3, executing on the server. Subsequently, method 600 
includes sending breakpoint commands 630 from the server 
nub over a communication line such as communication line 
360 in FIG. 3, and receiving the breakpoint commands 640 
from the communication line at a client nub, such as client 
nub 340 in FIG. 3, executing on the client. The execution of 
the target executable program is controlled by the client nub 
650 using the breakpoint commands. 

[0060] Controlling the execution of the target executable 
program by the client nub 650 includes executing an execut 
able statement in the target executable program, determining 
Whether a breakpoint command set a breakpoint on the 
executable statement, and sending an indication of a break 
point if the client nub determines that a breakpoint is set on 
the executable statement, to the debugger. 

[0061] The particular methods performed by a computer 
of an exemplary embodiment of the invention have been 
described. The method performed by a computer has been 
shoWn by reference to a ?oWchart including all the acts from 
610 until 650w. 

ASDL Implementation 

[0062] In this section of the detailed description, a par 
ticular implementation of the invention is described in Which 
the grammar is Written in the Abstract Syntax Description 
Language (ASDL). This section includes ?ve sections: 
apparatus, ASDL, an exemplary abstraction of a symbol 
table and stopping points, symbol tables, breakpoints, and 
stack frames. 

[0063] Apparatus 
[0064] Referring next to FIG. 7, a block diagram of an 
apparatus 700 for managing a symbol table de?ned by a 
grammar according to an exemplary embodiment of the 
invention. 

[0065] System 700 is distinguished from the prior art, such 
as disclosed in conjunction With FIG. 1, in that the system 
includes a grammar interface component (GIC) 710. The 
GIC acts as an interface betWeen the debugger 720 and the 
nub 730. The GIC 710 has knoWledge of, or information 
describing, a grammar, With Which the debugger communi 
cates. As a result, the debugger 720 is not required to contain 
or access machine-dependent information, and therefore the 
debugger 720 is less complex in its design because the 
debugger 720 is more abstract in its information processing. 
Furthermore, the debugger 720 is machine-independent in 
architecture and design and is therefore and operable and 
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useful on numerous platforms. The GIC 710 is operatively 
coupled to the debugger 720 and the nub 730. The nub 730 
is operatively coupled to the symbol table 740. The symbol 
table is de?ned by a machine-independent grammar. Atarget 
program 750 is separate from the symbol table 740 and is 
operatively coupled to the nub 730. 

[0066] ASDL 

[0067] In an ASDL embodiment, the symbol table, such as 
symbol table 740 in FIG. 7, is de?ned by a 31-line grammar 
in the Abstract Syntax Description Language (ASDL). 
ASDL is a domain-speci?c language for specifying tree data 
structures. ASDL is a language developed as part of the 
Zephyr National Compiler Infrastructure project. ASDL 
combines an object-oriented type system, syntax-directed 
translation schemes and a target-language interface as 
described at http://WWW.cs.princeton.edu/Zephyr/ASDL/ 
and in “The Zephyr Abstract Syntax Description Language”, 
D. C. Wang, et al, USENIX Conference on Domain-Speci?c 
Languages, Santa Barbara, October, 1997. pp. 213-227. In 
one embodiment, GIC 710 in FIG. 7 is generated from code 
produced by the ASDL tool asdlGen, as described in detail 
beloW in this subsection. ASDL components accept an 
ASDL grammar and generate code to construct, read, and 
Write the data structures de?ned in the grammar. Using 
ASDL automates implementing parts of the debugger, such 
as debugger 720 in FIG. 7. Using a grammar documents the 
symbol table, such as symbol table 740 in FIG. 7, concisely. 
Using machine-independent grammar also yields simpli? 
cations to the interface betWeen the debugger, such as 
debugger 720 in FIG. 7, and the target program, such as 
target program 750 in FIG. 7. Furthermore, machine-inde 
pendent grammar emphasiZes that symbol tables are data 
structures, not ?le formats in Which many of the pitfalls of 
Working With loW-level ?le formats are avoided by focusing 
instead on high-level data structures and automating the 
implementation details. 

[0068] The entire ASDL grammar is listed beloW in Table 
2, Which illustrates ASDL grammar suitable for a symbol 
table. The line numbers in the left-hand column of the table 
are for explanatory purposes only. ASDL is a domain 
speci?c language for specifying tree data structures, and it’s 
simple enough that it can be described easily by examples. 
An ASDL grammar is signi?cantly similar to the de?nition 
of an algebraic data type. An ASDL grammar consists of a 
sequence of ASDL productions that de?ne an ASDL type by 
listing its constructor, the ?elds associated With each con 
structor, and the ?elds associated With all constructors for 
that type, Which are called attributes. For example, lines 
19-31 in table 2 de?ne 12 constructors for the ASDL type 
named ‘type’, and the integer attributes siZe and align, Which 
are common to all 12 constructors. The ASDL type “int” is 
a built-in type for integers. The ASDL type ‘type’ represents 
C data types. The ?rst four constructors (lines 19-22 in the 
folloWing table 2) de?ne simple constructors for the basic C 
types; these constructors have no constructor-speci?c ?elds, 
only the common attributes. A compiler of the present 
invention emits instances of these constructors for all of the 
C basic types. For example, on a 32-bit machine, the C type 
‘int’ is represented With an instance of INT With a siZe and 
align both equal to 4, and an INT With a siZe and align equal 
to 1 represents the C type ‘char’. The other basic C types are 
similarly represented as folloWs in table 2: 
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TABLE 2 

1 module sym { 
2 module = (identi?er ?le,int uname,int nuids, 
3 item" items,int globals,spoint* spoints) 
4 spoint = (coordinate src,int tail) 
5 item = Symbol (symbol symbol) 
6 | Type/(type type) 
7 attributes(int uid) 
8 coordinate = (identi?er ?le,int x,int y) 
9 symbol = STATIC(int index) 

10 | GLOBAL(int index) 
11 I TYPEDEF 
12 | LOCAL(int offset) 
13 | PARAM(int offset) 
14 | ENUMCONST(int value) 
15 attributes(identi?er id,int uid,int module, 
16 coordinate src,int type,int uplink) 
17 ?eld = (identi?er id,int type,int offset,int bitsize,int lsb) 
18 enum = (identi?er id,int value) 
19 type = INT 

20 I UNSIGNED 
21 I FLOAT 
22 | VOID 
23 | POINTER(int type) 
24 | ENUM(identi?er tag,enum* ids) 
25 | STRUCT (identi?er tag,?eld* ?elds) 
26 | UNION(identi?er tag,?eld* ?elds) 
27 | ARRAY(int type,int nelems) 
28 | FUNCTION(int type,int* formals) 
29 | CONST(int type) 
30 | VOLATILE(int type) 
31 attributes(int size,int align) 
32 } 

[0069] Line 23 in table 2 de?nes the constructor for C 
pointer types; it has one integer ?eld (type) that identi?es the 
referent type. ASDL grammars de?ne trees, not graphs, so 
instances of ASDL types that are used more than once must 
be referenced indirectly. As described beloW, this ASDL 
grammar associates integers With instances of ASDL types 
that represent C types and C symbols. The constructors for 
arrays (line 27 in table 2), functions (line 28 in table 2), and 
quali?ed types (lines 29 and 30 in table 2) also have integer 
?elds that identify their referent types. 

[0070] Line 24 in table 2 de?nes ENUM, a constructor for 
C enumeration types. The ?rst ?eld (tag) of ENUM is an 
identi?er, Which is a built-in ASDL type, for the enumera 
tion’s C type tag. The second ?eld (ids) in the de?nition of 
ENUM is a sequence of enum types; the asterisk denotes a 
sequence. Line 18 in table 2 de?nes ENUM as a record type 
With ?elds for the enumeration identi?er and its associated 
value. 

[0071] Structures and unions are de?ned similarly in lines 
25 and 26 in table 2. Both constructors in line 25 and line 26 
of table 2 carry the structure or union tag and a sequence of 
?eld records, Which give the name, type, location of each C 
structure or union ?eld. Bit ?elds are identi?ed by nonZero 
values for bitsiZe and lsb. Function types (as in line 28 in 
table 2) include a type for the return value (type) and a 
sequence of integers that identify the formal parameter 
types. 

[0072] AsdlGen generates all of the code necessary for 
constructing instances of the types de?ned in the grammar. 
To build an ASDL tree for a C type, a compiler of the present 
invention simply traverses its internal representation for the 
type and calls the appropriate generated functions. For 
example, given the C type declaration: 

enum color {RED=1, GREEN, BLUE}; 
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[0073] The present invention executes the equivalent of 
the following statement, assuming that enumeration types 
are implemented With 4-byte integers: 

type = symiENUM(4, 4, color, 
Seqiseq(symienum(RED, 1), 

symienum(GREEN, 2), symienum(BLUE, 3), NULL)); 

[0074] The code in a compiler of the present invention is 
nearly as simple as this example suggests. A single 75-line 
procedure handles all 12 constructors. 

[0075] AsdlGen generates code in C, C++, Java, ML, or 
Haskell, so clients can be Written in Whatever language best 
suits the application. 

[0076] An Exemplary Abstraction of a Symbol Table and 
Stopping Points 

[0077] The program beloW in table 3 contains a program 
that is used to illustrate a related external symbol table, a 
symbol-table tree data structure, address table data struc 
tures emitted into generated code, and a stopping point ?ags 
data structure, in folloWing ?gures. The program prints the 
sum of the ?rst N integers Where N is given as a program 
argument. 

TABLE 3 

return wsum; 

void main(int argc, char *argv[]) {11 
int n = 12atoi(argv[1]); 

int k; 
for (13k = 0; 14k <= n;15k++) 

16printf(“sum(%d) = %dtn”, k, sumof(k)); 
1 7} 

The italicized superscript numbers in the program source code of table 3 
indicate the stoping points. 

[0078] FIG. 8 is a block diagram of an example of an 
external symbol table data structure 800 according to an 
exemplary embodiment of an abstraction of a symbol table 
and stopping points of the program in table 3. FIG. 8 shoWs 
an external compiler symbol table 800 generated during the 
compilation of the program in table 3. Entry “module”810 
represents the ?le name “sum.c”. Entry “uname”820 repre 
sents the ‘unique name’, integer 495800308. The “item” 
?eld 830 items represents all types and symbols that appear 
in the program in table 3. The entry “nuids”840 indicates 
there are 18 unique identi?ers—uids for short—in the pro 
gram in table 3. The entry “globals”850 represents the uid, 
for example 8, for main, for the last global symbol from 
Which all other globals can be reached. Lastly, entry 
“spoints”860 represents a list of 18 stopping points. The 
italiciZed superscripts in the program above identify the 
locations of the stopping points. 
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[0079] FIG. 9 is a diagram of a symbol-table tree data 
structure 900 of the external symbol table of FIG. 8 accord 
ing to an exemplary embodiment of an abstraction of a 

symbol table and stopping points of the program in table 3. 
The symbol-table tree 900 indicates related uplink ?elds in 
the individual symbols. The parenthesiZed numbers in the 
tree 900 are the symbol’s uids associated With entry 840 in 
FIG. 8. 

[0080] FIG. 10 is a block diagram of an example of the 
address table data structures 1000 emitted into the generated 
code of the external symbol table of FIG. 8 according to an 
exemplary embodiment of an abstraction of a symbol table 
and stopping points. The array _module_V495800308 at 
1010 is the list of addresses of the global symbols. The name 
of the array 1010 is derived from the module’s unique name. 

[0081] FIG. 11 is a block diagram of a data structure of 
stopping point ?ags of the external symbol table of FIG. 8 
according to an exemplary embodiment of an abstraction of 
a symbol table and stopping points. _Nub_bp?ags is an array 
1100 of eighteen stopping point ?ags 1110, 1120, 1130, 
1140, one for each stopping point. The stopping point ?ags 
1110, 1120, 1130, 1140 initialized to 0. 

[0082] Symbol Tables 

[0083] A compiler of the present invention builds 
instances of the ASDL type symbol, lines 9-16 in table 2, for 
each visible identi?er. The constructors correspond to the 
different kinds of identi?ers that appear in C programs. All 
symbols include the attributes de?ned in lines 15 and 16 in 
table 2. The id ?eld holds the symbol name itself, the uid 
?eld gives the symbol’s unique identifying integer, uid for 
short, type holds the uid for the symbol’s type, and src gives 
the location in the source program Where the symbol is 
de?ned. As shoWn in line 8 of table 2, a coordinate is a 
record that holds a ?le name (?le), a line number (y), and a 
character number in that line 

[0084] The uplink ?eld holds the uid for the previous 
symbol in the current scope or the last symbol in the 
enclosing scope. These ?elds form an inverted tree. Given a 
symbol in the tree, that identi?er and its ancestors comprise 
the set of visible identi?ers in the compilation unit. 

[0085] Table 4 shoWs the declaration fragments of a target 
program, Wf.c in the upper portion of the table, and the 
corresponding tree of symbols in the loWer portion of the 
table. More speci?cally, table 4 is related to lines 9-16 of the 
symbol table in table 2. The arroWs represent the uplink 
?elds. For instance, if the target stops someWhere in the 
body of getWord, the debugger determines that the symbol 
for c identi?es the set of visible symbols, Which is given by 
folloWing the arroWs: 

TABLE 4 

c s buf Words main tprint getWord isletter 
static int isletter(int c) { . . . } 
static int getWord(char *buf) { char *s; int c; . . . } 
void tprint(struct node *tree) { . . . } 
static struct node *Words = NULL; 

int main(int argc, char *argv[]) {char buf[40]; . . . } 
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TABLE 4-continued 

isletter <— getWord 

W rds —> main—> tprint 

c buf tree argc<—ar 

[0086] The module attribute is a unique integer name for 
the compilation unit in Which the identi?er appears. Global 
and static variables (GLOBAL and STATIC, lines 9 and 10 
in table 2) include the indices in the array of addresses 
described beloW, locals and parameters (LOCAL and 
PARAM, lines 12 and 13 in table 2) include their offsets 
from the shadoW stack frame, and enumeration constants 
(ENUMCONST, line 14 in table 2) include the associate 
values. 

[0087] Acompiler of the present invention Wraps all of the 
symbol-table data into an instance of the ASDL type module 
de?ned in lines 2 and 3 in table 2. This record starts With 
?elds that give the ?le name of the compilation unit, such as 
“?le” and a unique integer name for the unit, such as 
“uname” generated by a compiler of the present invention. 
The integer name of the unit is also used to generate the 
name of the external symbol-table ?le to Which the compiler 
of the present invention Writes the module using the proce 
dure generated by asdlGen from the ASDL grammar. 

[0088] A module also includes a sequence of item 
instances Which associate a symbol or type With a uid, such 
as lines 5-7 in table 2, and the uid of the last global or static 
variable (the global ?eld). For example, the global ?eld in 
the module for the code in the upper portion of table 4 Would 
contain the uid for Words. The global ?elds are used for 
traversing all globals and statics in all compilation units 
during symbol-table searches. 

[0089] The external symbol table contains everything 
about program identi?ers except the addresses of globals 
(including functions), Which are unknoWn until link time. A 
compiler of the present invention emits into the target 
program an instance of the C type: 

struct module { 
unsigned int uname; 
void **addresses; 

[0090] Where uname is initialiZed to the integer name for 
the compilation unit and addresses is initialiZed to an array 
of addresses of the global identi?ers de?ned in the unit. For 
example, a compiler of the present invention emits into 
read-only memory the equivalent of the folloWing C frag 
ments for the program code in the loWer portion of table 4: 
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const struct moduleimoduleiV49499895 = { 

0x49499895; 
&L93; 

const void *L93[] = { &Words, main, tprint, getWord, isletter }; 

[0091] The variable _module_V494999f8 includes the 
module’s unique integer name. At link-time, a script scans 
all object ?les for names of this form and generates an 
initialiZed array of pointers to the module structures. For 
example, if Wf.c in the loWer portion of table 4 is compiled 
With lookup.c and the resulting object ?les are linked 
together, the linking script generates the folloWing code: 

extern struct moduleimoduleiV49499895, imoduleiV494999f8; 
const struct module *iNubimodulesu = { 

&imoduleiV49499895; 
&imoduleiV494999f8; 
O 

}; 
chariNubibp?ags[37]; 

[0092] The object ?le for the immediately preceding 
source code is compiled and loaded With the target program 
along With the nub. _Nub_modules gives the nub access to 
all of the module structures and thus to the ?les holding the 
symbol tables for all of the separately compiled C source 
?les. The debugger uses _Nub_fetch to read the module 
structures and the address arrays. _Nub_bp?ags is described 
in the next section. 

[0093] Breakpoints 
[0094] The last ?eld in a module, “spoints”, line 3 in table 
2, is a sequence of spoint records, line 4 in table 2, Which 
maps stopping points. The stopping point spoints, are the 
sequence element indices to source coordinates and indicate 
the uid for the symbol-table ‘tail’ for each stopping point. 
Stopping points are used to implement _Nub_set, _Nub_re 
move, and _Nub_src and to supply the uid for the appro 
priate symbol When a breakpoint occurs. A debugger of the 
present invention can set breakpoints at any individual 
expression and on the entry and exit points of compound 
statements. For example, the italiciZed superscripts in the 
folloWing example Written in C language identify the stop 
ping points in getWord: 

Static int getWord(char *buf) {8 
char *s; 
int c; 
While (9(c = getchar( != —1 &&10 isletter(c) == 0) 

11 . 

for (12s = buf; 13(c = isletter(c)) != O; 14c = getchar( 15*s++ = c; 

“*s = 0; 

if ("s > buf) 
return 181; 

return 190; 

[0095] The immediately preceding portion of C language 
program source code shoWs the stopping points in line 3 of 








