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(57) ABSTRACT 

A system and method are disclosed for detecting malicious 
computer applications. According to an embodiment of the 
present invention, it is determined Whether a communication 
is attempting to occur, Wherein the communication is asso 
ciated With a ?rst application. It is also determined Whether 
there is a second application associated With the ?rst appli 
cation; and also determined Whether the second application 
is trusted. 
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SYSTEM AND METHOD FOR DETECTING 
MALICIOUS APPLICATIONS 

FIELD OF THE INVENTION 

[0001] The present invention relates generally to computer 
security. More speci?cally, a system and method for detect 
ing a particular type of computer application is disclosed. 

BACKGROUND OF THE INVENTION 

[0002] Computer security is becoming a crucial issue in 
modem business. FireWalls are often used to protect a 
system or a netWork. A ?reWall is usually a set of related 
programs, located, for eXample, at a netWork gateWay server, 
that protects the resources of a private netWork from users of 
other netWorks. An enterprise With an intranet that alloWs its 
users access to the Wider Internet typically installs a ?reWall 
to prevent outsiders from accessing its oWn private data 
resources. Apotential problem is that there is a neW breed of 
applications, typically referenced to as leak applications, 
that leaks data out of a system Without the user realiZing it. 
These leak applications typically defeat ?reWalls. 

[0003] What is needed is a system and method for detect 
ing and stopping malicious applications. The present inven 
tion addresses such a need. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0004] The present invention Will be readily understood by 
the folloWing detailed description in conjunction With the 
accompanying draWings, Wherein like reference numerals 
designate like structural elements, and in Which: 

[0005] FIG. 1 is a block diagram of a general purpose 
computer system suitable for carrying out the processing in 
accordance With an embodiment of the present invention. 

[0006] FIGS. 2A-2C are How diagrams of a method 
according to an embodiment of the present invention for 
detecting a malicious application. 

[0007] FIG. 3 is a How diagram of an eXample a situation 
managed by a method for detecting malicious applications 
according to an embodiment of the present invention. 

[0008] FIG. 4 is another eXample of an application of a 
method for detecting malicious applications according to an 
embodiment of the present invention. 

[0009] FIG. 5 is another eXample of an application of a 
method for detecting malicious applications according to an 
embodiment of the present invention. 

[0010] FIG. 6 is yet another eXample of an application of 
a method for detecting malicious applications according to 
an embodiment of the present invention. 

DETAILED DESCRIPTION 

[0011] It should be appreciated that the present invention 
can be implemented in numerous Ways, including as a 
process, an apparatus, a system, or a computer readable 
medium such as a computer readable storage medium or a 
computer netWork Wherein program instructions are sent 
over optical or electronic communication links. It should be 
noted that the order of the steps of disclosed processes may 
be altered Within the scope of the invention. 
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[0012] A detailed description of one or more preferred 
embodiments of the invention is provided beloW along With 
accompanying ?gures that illustrate by Way of eXample the 
principles of the invention. While the invention is described 
in connection With such embodiments, it should be under 
stood that the invention is not limited to any embodiment. 
On the contrary, the scope of the invention is limited only by 
the appended claims and the invention encompasses numer 
ous alternatives, modi?cations and equivalents. For the 
purpose of example, numerous speci?c details are set forth 
in the folloWing description in order to provide a thorough 
understanding of the present invention. The present inven 
tion may be practiced according to the claims Without some 
or all of these speci?c details. For the purpose of clarity, 
technical material that is knoWn in the technical ?elds 
related to the invention has not been described in detail so 
that the present invention is not unnecessarily obscured. 

[0013] FIG. 1 is a block diagram of a general purpose 
computer system 100 suitable for carrying out the process 
ing in accordance With one embodiment of the present 
invention. FIG. 1 illustrates one embodiment of a general 
purpose computer system. Other computer system architec 
tures and con?gurations can be used for carrying out the 
processing of the present invention. Computer system 100, 
made up of various subsystems described beloW, includes at 
least one microprocessor subsystem (also referred to as a 
central processing unit, or CPU) 102. That is, CPU 102 can 
be implemented by a single-chip processor or by multiple 
processors. CPU 102 is a general purpose digital processor 
Which controls the operation of the computer system 100. 
Using instructions retrieved from memory 110, the CPU 102 
controls the reception and manipulation of input data, and 
the output and display of data on output devices. 

[0014] CPU 102 is coupled bi-directionally With memory 
110 Which can include a ?rst primary storage, typically a 
random access memory (RAM), and a second primary 
storage area, typically a read-only memory (ROM). As is 
Well knoWn in the art, primary storage can be used as a 
general storage area and as scratch-pad memory, and can 
also be used to store input data and processed data. It can 
also store programming instructions and data, in the form of 
data objects and teXt objects, in addition to other data and 
instructions for processes operating on CPU 102. Also as 
Well knoWn in the art, primary storage typically includes 
basic operating instructions, program code, data and objects 
used by the CPU 102 to perform its functions. Primary 
storage devices 110 may include any suitable computer 
readable storage media, described beloW, depending on 
Whether, for eXample, data access needs to be bi-directional 
or uni-directional. CPU 102 can also directly and very 
rapidly retrieve and store frequently needed data in a cache 
memory (not shoWn). 
[0015] A removable mass storage device 112 provides 
additional data storage capacity for the computer system 
100, and is coupled either bi-directionally or uni-direction 
ally to CPU 102. For eXample, a speci?c removable mass 
storage device commonly knoWn as a CD-ROM typically 
passes data uni-directionally to the CPU 102, Whereas a 
?oppy disk can pass data bi-directionally to the CPU 102. 
Storage 112 may also include computer-readable media such 
as magnetic tape, ?ash memory, signals embodied on a 
carrier Wave, PC-CARDS, portable mass storage devices, 
holographic storage devices, and other storage devices. A 
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?xed mass storage 120 can also provide additional data 
storage capacity. The most common example of mass stor 
age 120 is a hard disk drive. Mass storage 112, 120 generally 
store additional programming instructions, data, and the like 
that typically are not in active use by the CPU 102. It Will 
be appreciated that the information retained Within mass 
storage 112, 120 may be incorporated, if needed, in standard 
fashion as part of primary storage 110 (eg RAM) as virtual 
memory. 

[0016] In addition to providing CPU 102 access to storage 
subsystems, bus 114 can be used to provide access other 
subsystems and devices as Well. In the described embodi 
ment, these can include a display monitor 118, a netWork 
interface 116, a keyboard 104, and a pointing device 106, as 
Well as an auxiliary input/output device interface, a sound 
card, speakers, and other subsystems as needed. The point 
ing device 106 may be a mouse, stylus, track ball, or tablet, 
and is useful for interacting With a graphical user interface. 

[0017] The netWork interface 116 alloWs CPU 102 to be 
coupled to another computer, computer netWork, or tele 
communications netWork using a netWork connection as 
shoWn. Through the netWork interface 116, it is contem 
plated that the CPU 102 might receive information, e.g., data 
objects or program instructions, from another netWork, or 
might output information to another netWork in the course of 
performing the above-described method steps. Information, 
often represented as a sequence of instructions to be 
executed on a CPU, may be received from and outputted to 
another netWork, for example, in the form of a computer data 
signal embodied in a carrier Wave. An interface card or 
similar device and appropriate softWare implemented by 
CPU 102 can be used to connect the computer system 100 
to an external netWork and transfer data according to stan 
dard protocols. That is, method embodiments of the present 
invention may execute solely upon CPU 102, or may be 
performed across a netWork such as the Internet, intranet 
netWorks, or local area netWorks, in conjunction With a 
remote CPU that shares a portion of the processing. Addi 
tional mass storage devices (not shoWn) may also be con 
nected to CPU 102 through netWork interface 116. 

[0018] An auxiliary I/O device interface (not shoWn) can 
be used in conjunction With computer system 100. The 
auxiliary I/O device interface can include general and cus 
tomiZed interfaces that alloW the CPU 102 to send and, more 
typically, receive data from other devices such as micro 
phones, touch-sensitive displays, transducer card readers, 
tape readers, voice or handWriting recogniZers, biometrics 
readers, cameras, portable mass storage devices, and other 
computers. 

[0019] In addition, embodiments of the present invention 
further relate to computer storage products With a computer 
readable medium that contain program code for performing 
various computer-implemented operations. The computer 
readable medium is any data storage device that can store 
data Which can thereafter be read by a computer system. The 
media and program code may be those specially designed 
and constructed for the purposes of the present invention, or 
they may be of the kind Well knoWn to those of ordinary skill 
in the computer softWare arts. Examples of computer-read 
able media include, but are not limited to, all the media 
mentioned above: magnetic media such as hard disks, ?oppy 
disks, and magnetic tape; optical media such as CD-ROM 
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disks; magneto-optical media such as ?optical disks; and 
specially con?gured hardWare devices such as application 
speci?c integrated circuits (ASICs), programmable logic 
devices (PLDs), and ROM and RAM devices. The com 
puter-readable medium can also be distributed as a data 
signal embodied in a carrier Wave over a netWork of coupled 
computer systems so that the computer-readable code is 
stored and executed in a distributed fashion. Examples of 
program code include both machine code, as produced, for 
example, by a compiler, or ?les containing higher level code 
that may be executed using an interpreter. 

[0020] The computer system shoWn in FIG. 1 is but an 
example of a computer system suitable for use With the 
invention. Other computer systems suitable for use With the 
invention may include additional or feWer subsystems. In 
addition, bus 114 is illustrative of any interconnection 
scheme serving to link the subsystems. Other computer 
architectures having different con?gurations of subsystems 
may also be utiliZed. 

[0021] FIGS. 2A-2C are How diagrams of a method 
according to an embodiment of the present invention for 
detecting a malicious application. A leak application typi 
cally launches a trusted application, such as Microsoft 
Internet Explorer, and fools the ?reWall into sending data out 
to a Web site through the trusted application. The ?reWall 
typically alloWs the communication because it appears as 
though the trusted application is performing the communi 
cation. HoWever, the leak application is actually in control 
of the communication. 

[0022] In FIG. 2A, it is determined Whether the launch of 
an application is occurring (200). If a launch is occurring 
then a ?rst application is identi?ed as launching a second 
application, if that is the case (202). The second application 
is then identi?ed as a child of the ?rst application in a 
process tree (204). It is then determined Whether a commu 
nication is attempting to occur (206). If there is no commu 
nication attempting to occur, the system continues to moni 
tor Whether an application launch is occurring (200). 

[0023] The method shoWn in FIG. 2A can be performed 
in tWo separate threads of execution: one for monitoring 
communications and one for monitoring application 
launches. In this manner, application launches and commu 
nications can be monitored substantially concurrently. 

[0024] If a communication is attempting to occur, then it 
is determined Whether the communicating application is 
trusted (210). If the communicating application is trusted, it 
is determined Whether there is a parent to this application 
(212). If there is a parent to this application, then it is 
determined Whether the parent is a trusted launcher (214). If 
the parent application is a trusted launcher, then it is deter 
mined Whether there is a further parent to this parent 
application (212). If, hoWever, a parent application is not a 
trusted launcher (214), then the untrusted launcher is listed 
in a Warning to be presented to the user (216). It is then 
determined Whether there is a parent to the untrusted 
launcher (212). The untrusted launcher is also listed in the 
Warning (216) if it Was initially determined that the com 
municating application is not trusted (210). 

[0025] If it is determined that there is no parent to this 
application Which is being evaluated (212), then it is deter 
mined Whether there is an untrusted launcher Warning that 
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should be displayed (220 of FIG. 2C). If there is no 
untrusted launcher Warning that should be displayed (220), 
then the communication is alloWed (222). If, however, there 
is an untrusted launcher Warning to be displayed (220), then 
the Warning is displayed to the user (224). It is then 
determined Whether the user permits the communication 
(226). If the user does not permit it, then the communication 
is blocked (230). If, hoWever, the user permits the commu 
nication (226), then the application is added to the list of 
trusted launchers (228), and the communication is alloWed 
(232). 
[0026] FIG. 3 is a How diagram of an eXample a situation 
managed by a method according to an embodiment of the 
present invention. In this example, a ?rst application 
launches a second application (300). The second application 
then starts a netWork communication (302). The ?reWall 
then checks the second application and determines that the 
second application is a permissible application (304). A 
search for the ?rst application ?nds that the ?rst application 
is on the list of trusted launchers (306). In this situation, the 
communication is alloWed (308). 

[0027] FIG. 4 is another eXample of an application of a 
method according to an embodiment of the present inven 
tion. In this example, a ?rst application launches a second 
application (400). The second application starts a netWork 
communication (402). The ?reWall checks the second appli 
cation and determines that the second application is a 
permissible application (404). A search for the ?rst appli 
cation fails to ?nd the ?rst application on the list of launch 
ers (406). In this case, a Warning alerts the user (408). It is 
then determined Whether the user alloWs the communication 
(410). If the user does not alloW the communication, the 
communication is blocked (412). If, hoWever, the user 
alloWs the communication then the ?rst application is then 
added to the list of trusted launchers (414), and the com 
munication is alloWed (416). 

[0028] FIG. 5 is another eXample of an application of a 
method according to an embodiment of the present inven 
tion. In this eXample, the ?rst application launches a second 
application (500). The second application starts a netWork 
communication (502). The ?reWall checks the second appli 
cation and fails to ?nd any rules regarding it (504). The ?rst 
application is then found on the list of trusted launchers 
(506). A Warning then alerts the user regarding the second 
application (508). It is then determined Whether the user 
alloWs the communication (510). If not, then the commu 
nication is blocked (512). If, hoWever, the user alloWs the 
communication, then the second application is added to the 
list of trusted applications (514), and the communication is 
alloWed (516). 

[0029] FIG. 6 is yet another eXample of an application of 
a method according to an embodiment of the present inven 
tion. In this eXample, the ?rst application launches a second 
application (600), the second application then launches a 
third application (602), etc., until eventually application 
(N-1) launches application N (604). Application N starts a 
netWork communication (606). All applications are found to 
be on the list of trusted launches eXcept for application X, 
Where X is greater or equal to 1 and less then or equal to N 

(608). 
[0030] A Warning alerts the user regarding application X 
(610). It is then determined Whether the user alloWs the 
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communication (612). If the user does not alloW the com 
munication, then the communication is blocked (614). If, 
hoWever, the user alloWs the communication, then applica 
tion X is added to the list of trusted launchers (616), and the 
communication is then alloWed (618). 

[0031] Although the foregoing invention has been 
described in some detail for purposes of clarity of under 
standing, it Will be apparent that certain changes and modi 
?cations may be practiced Within the scope of the appended 
claims. It should be noted that there are many alternative 
Ways of implementing both the process and apparatus of the 
present invention. Accordingly, the present embodiments are 
to be considered as illustrative and not restrictive, and the 
invention is not to be limited to the details given herein, but 
may be modi?ed Within the scope and equivalents of the 
appended claims. 

What is claimed is: 
1. A method for detecting malicious applications com 

prising: 
determining Whether a communication is attempting to 

occur, Wherein the communication is associated With a 
?rst application; 

determining Whether there is a second application asso 
ciated With the ?rst application; and 

determining Whether the second application is trusted. 
2. The method of claim 1, further comprising identifying 

the second application as launching the ?rst application. 
3. The method of claim 2, further comprising associating 

the ?rst application With the second application in a process 
tree. 

4. The method of claim 1, further comprising determining 
Whether the ?rst application is a trusted launcher. 

5. The method of claim 1, further comprising listing the 
second application in a Warning if it is determined that the 
second application is not trusted. 

6. The method of claim 1, further comprising determining 
Whether there is an untrusted launcher Warning. 

7. The method of claim 1, further comprising alloWing the 
communication if there is no Warning. 

8. The method of claim 1, further comprising alloWing the 
communication if the ?rst application and second applica 
tion are trusted. 

9. The method of claim 1, further comprising alloWing the 
communication if a user permits the communication. 

10. The method of claim 9, further comprising adding the 
second application to a list of trusted launcher if the user 
permits the communication. 

11. A system for detecting malicious applications com 
prising: 

a processor con?gured to determine Whether a commu 
nication is attempting to occur, Wherein the communi 
cation is associated With a ?rst application; determine 
Whether there is a second application associated With 
the ?rst application; and determine Whether the second 
application is trusted; and 

a memory coupled With the processor, Wherein the 
memory provides instructions to the processor. 

12. The system of claim 11, Wherein the second applica 
tion launched the ?rst application. 
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15. The system of claim 11, wherein the processor is 
further con?gured to determine Whether the ?rst application 
is a trusted launcher. 

16. The system of claim 11, Wherein the processor is 
further con?gured to list the second application in a Warning 
if it is determined that the second application is not trusted. 

17. The system of claim 11, Wherein the processor is 
further con?gured to determine Whether there is an untrusted 
launcher Warning. 

18. The system of claim 11, Wherein the processor is 
further con?gured to alloW the communication if a user 
permits the communication. 

19. The system of claim 18, Wherein the processor is 
further con?gured to add the second application to a list of 
trusted launcher if the user permits the communication. 
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20. A computer program product for detecting malicious 
applications, the computer program product being embodied 
in a computer readable medium and comprising computer 
instructions for: 

determining Whether a communication is attempting to 
occur, Wherein the communication is associated With a 
?rst application; 

determining Whether there is a second application asso 
ciated With the ?rst application; and 

determining Whether the second application is trusted. 


