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(57) ABSTRACT 

A network management system and method is disclosed for 
providing an intelligent decision support system for assist 
ing human operators monitor, maintain, and diagnose and 
solve problems with a network. According to one embodi 
ment, a system and method is provided that uses a partial 
order planner and a knowledge base to implement intelligent 
decision support using knowledge stored as plan and goal 
graphs, concept graphs, and/or scripts. 
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METHOD AND SYSTEM FOR PROVIDING 
INTELLIGENT NETWORK MANAGEMENT 

COPYRIGHT NOTICE 

[0001] Aportion of the disclosure of this patent document 
contains material that is subject to copyright protection. The 
copyright oWner has no objection to the facsimile reproduc 
tion by anyone of the patent disclosure, as it appears in the 
Patent and Trademark Office patent ?les or records, but 
otherWise reserves all copyright rights Whatsoever. 

FIELD OF THE INVENTION 

[0002] The present invention relates to the monitoring and 
management of voice, video and data netWorks, and more 
particularly, to the use of decision support systems to assist 
operators in managing netWork devices and netWork inter 
connections. The present invention provides an intelligent 
decision support system for management of distributed data 
and voice netWorks using a partial order planner. 

BACKGROUND INFORMATION 

[0003] Communication (voice, data, and video) netWorks 
are increasingly becoming mission critical components of 
businesses. As companies become more dependent on their 
netWorks, the cost of netWork outages increases tremen 
dously in lost revenue and lost productivity. 

[0004] Today, various netWork management packages 
such as HeWlett-Packard OpenVieWTM and LeCroy Vigilant 
NetWorksTM provide tools to monitor computer netWorks, 
alerting operators When problems are detected. Most of the 
available systems use the Simple NetWork Management 
Protocol (SNMP) to monitor various netWork devices, peri 
odically polling the devices by pinging the devices or by 
sending out a SNMP request. If a device fails to respond, 
then the system noti?es an operator and the device is 
identi?ed as unreachable on the netWork management con 
sole. 

[0005] Vigilant NetWorksTM provides some added features 
that help to identify certain netWork problems such as 
netWork congestion and netWork errors. This system is 
superior to previous netWork management systems in that it 
is able to monitor additional information that may identify 
problems that are sloWing doWn a computer netWork regard 
less of Whether a failure occurs. Basically, the Vigilant 
NetWorksTM system Works by providing additional netWork 
information and statistics related to the physical netWork 
layer to the management console. 

[0006] As netWorks become larger and more complex, 
operators are increasingly deluged With unmanageable 
amounts of data. At the same time, netWork quality of 
service goals require rapid response to any degradation or 
hostile netWork traf?c. There is a great desire for an intel 
ligent netWork management solution that assist netWork 
operators in monitoring and managing large complex net 
Works. 

[0007] As communication netWorks increase in siZe, so to 
does the complexity of netWork management. It Was once 
easy to visualiZe the components of a netWork so that a 
single operator could quickly determine a likely point of 
failure of a device and ?x the problem. Today, netWorks are 
becoming too large for operators to ponder all of the 
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interrelations betWeen thousands of netWork components to 
determine the cause of a problem. There is a desire for a 
system and method that can assist a user in narroWing doWn 
the possible causes of a performance problem and suggest or 
implement potential solutions beyond mere fault detection. 

[0008] Modern netWorks are often critical to the success 
ful operation of a business or industrial process. When 
degradation or malfunctions Within netWork devices have 
been diagnosed, it is often necessary to recon?gure the 
netWork devices and their data as rapidly as possible so that 
quality of service can be maintained. There is a desire for an 
intelligent netWork management solution that assists in 
performing netWork recon?gurations in order to rapidly 
carry out a planned netWork response to a disturbance. 

[0009] Additionally, using such services as the Simple 
NetWork Management Protocol (SNMP), operators can 
monitor large amounts of data from a central console. As 
netWorks groW, the amount of data becomes unWieldy. Data 
only becomes information to a user by virture of its rel 
evance to the user’s active goals and methods for achieving 
them. The modern netWork operator ?nds himself data rich, 
but information poor. There is a desire to provide a system 
and method for assisting a human operator by displaying the 
information most pertinent to the operator’s goals or plans. 

[0010] The large siZe, complexity, and distributed nature 
of netWorks often result in the need to employ many human 
netWork technicians, Who are simultaneously interacting 
With different netWork devices at remote locations and With 
different intentions. These activities can produce unexpected 
netWork degradation and outages due to unexpected inter 
actions betWeen the separate technical activities. There is a 
need for an intelligent netWork management solution that 
can detect potential degrading interactions betWeen netWork 
operations and activities before they occur. 

[0011] Finally, there is a desire to provide a netWork 
management console that interprets the intentions of a 
human operator and adjusts the information displayed on the 
netWork management console based on the user’s intention. 

[0012] Several patents disclosing netWork management 
systems have been issued by the United States Patent and 
Trademark Of?ce. For example, US. Pat. No. 5,359,649 
issued to Rosu et al. (the ’649 patent) discloses a system for 
optimiZing the traf?c capacity of a telecommunications 
netWork by receiving traf?c data from each exchange in the 
netWork and dynamically ?ne tuning the congestion condi 
tion. The ’649 patent does not disclose an intelligent deci 
sion support system that can determine the intention of the 
user and adjust a display console based on that intent. In 
addition, it describes hoW to tune for traffic capacity but not 
for revenue, Which is a completely different need for modern 
netWork managers. 

[0013] Additionally, US. Pat. No. 5,905,715 issued to 
AZarmi et al. (the ’715 patent) discloses a netWork manage 
ment application that receives data from a netWork, analyZes 
it, and acts on it by issuing reports and control outputs 
appropriately. This system does not provide for active, 
goal-directed planning nor con?ict detection across multiple 
independent actors as does the present invention. 

[0014] Finally, US. Pat. No. 5,963,447 issued to Kohn et 
al. (the ’447 patent) discloses a system of distributed agents 
Working together in a netWork to control complex distrib 
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uted processes. This system shoWs one Way in Which a 
collection of intelligent agents can interact and cooperate to 
achieve goals; hoWever, the ’447 patent discloses using the 
technology to build control systems and not an intelligent 
decision support system that assists multiple human netWork 
controllers and operators such as that provided by the 
present invention. 

[0015] There is a need for an intelligent decision support 
system that improves on the prior art by providing user 
intent inferencing so that system can update displays and 
make suggestions based on the current intent of a user. There 
is a need for a system that is able to detect con?icts betWeen 
the intentions and operational plans of multiple netWork 
operators. There is also a need for a system that uses a 
partial-order planner to provide real-time intelligent deci 
sion support to a user across very large netWork systems. 

SUMMARY OF THE INVENTION 

[0016] In accordance With the invention, a method for 
providing intelligent decision support in a netWork manage 
ment system is provided. The method includes monitoring 
actions received by a netWork management console. The 
actions received are used to interpret the intent of a human 
operator. Finally, the method includes updating the netWork 
management console display based on the determined intent 
of the human operator. More speci?c embodiments include 
monitoring for one or more key presses, mouse clicks, and 
mouse movements to assist in determining the intentions of 
a netWork operator. A more speci?c embodiment also 
includes determining a plan for carrying out a determined 
intention. In some embodiments, the plan is created using an 
inference engine Which can include a non-monotonic truth 
maintenance system, and a partial-order planner. Finally, a 
more speci?c embodiment includes monitoring communi 
cations netWorks used to transport data communications, 
voice communications, and video communications. 

[0017] According to another aspect of the present inven 
tion, an intelligent decision support system is provided for 
managing a communications netWork. The system includes 
a knoWledge base encoding eXpert knowledge about com 
munication netWorks, an inference engine, a netWork man 
agement system, and a graphical user interface. The infer 
ence engine is coupled to the knoWledge base and is used to 
determine the intent of a netWork operator. The netWork 
management system is used to collect data from a plurality 
of netWork devices, and the graphical user interface displays 
information regarding the communications netWork. The 
intelligent decision support system modi?es the information 
displayed by the graphical user interface based on the 
determined intent of the netWork operator. 

[0018] Further, more speci?c embodiments of the present 
invention represent knoWledge as plan and goal graphs, 
concept graphs, and/or scripts comprising sequences of 
partially-speci?ed primitive netWork control actions. Some 
embodiments use an inference engine including a partial 
order planner, and/or a non-monotonic truth maintenance 
system. 

[0019] Embodiments of the present invention can be used 
to manage communications netWorks transporting data com 
munications, voice communications, and video communi 
cations. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] The present invention is further described in the 
detailed description Which folloWs, by reference to a plu 
rality of draWings by Way of non-limiting examples of 
illustrated embodiments of the present invention, in Which 
like reference numerals represent similar parts throughout 
the several draWings, and Wherein: 

[0021] FIG. 1 is a schematic diagram illustrating a rep 
resentative computer netWork that is managed by an 
embodiment of the present invention; 

[0022] FIG. 2 depicts a block diagram shoWing the soft 
Ware components of one embodiment of the present inven 
tion; 

[0023] FIG. 3 illustrates an inference engine according to 
one embodiment of the present invention; 

[0024] FIG. 4 is a block diagram shoWing a distributed, 
intelligent agent system in Which a ?reWall intelligent agent 
and a netWork management console intelligent agent per 
formed distributed situation assessment; 

[0025] FIG. 5 is a block diagramming describing the life 
cycle of a plan maintained by a planner according to one 
embodiment of the present invention; 

[0026] FIG. 6 illustrates a portion of a concept graph 
according to one embodiment of the present invention; 

[0027] FIG. 7 illustrates a portion of a plan-goal graph 
(PGG) according to one embodiment of the present inven 
tion; 

[0028] FIG. 8 describes a goal instance created by an 
intent interpreter according to one embodiment of the 
present invention; and 

[0029] FIG. 9 depicts a portion of a plan-goal graph 
(PGG) illustrating the operation of a planner according to 
one embodiment of the present invention. 

GLOSSARY 

[0030] Concept Graph: a knoWledge representation of the 
dependencies betWeen observable data values and higher 
level computations and assertions made about the data. A 
concept graph can be implemented as a directed acyclic 
graph of concept nodes that is a particular type of augmented 
transition netWork (ATN). 

[0031] Expert System: a computer program that uses a 
knoWledge base to assist in solving problems. Most eXpert 
systems use an inference engine to derive neW facts and 
beliefs using a knoWledge base. 

[0032] Full-Order Planner: (also called a total-order plan 
ner) a process that computes a fully-ordered list of primitive 
steps or actions to reach a goal, in Which each step or action 
is fully de?nitiZed at the completion of the planning process. 

[0033] Inference Engine: a computer program that infers 
neW facts or beliefs from knoWn facts or beliefs using a 
knoWledge base and a set of logical operations. 

[0034] Intent Interpreter: an eXpert system that uses a 
knoWledge base to determine the present intention of a user 
or a system. 
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[0035] Knowledge Base: a collection of knowledge (e.g., 
objects, concepts, relationships, facts, rules, etc.) expressed 
in a manner such that it can be used by an inference engine. 
For example, a knowledge base may include rules and facts 
or assertions as in traditional expert systems. 

[0036] Least Commitment Planner: a process that gener 
ates a plan that avoids making a choice between two or more 
alternative courses of action unless it is necessary to do so. 
A least commitment planner avoids de?nitiZing any particu 
lar sub-element of a plan beyond the minimum necessary to 
determine likely success. Final de?nitiZation of the primitive 
steps is deferred until just prior to the execution of each plan 
sub-element by a plan execution agent. 

[0037] Primitive step. a representation of an activity that is 
not further decomposed by a planner. Also called a primitive 
action. 

[0038] Partial-Order Planner: a process that generates a 
partially ordered set of activities at the completion of the 
planning process. 

[0039] Plan. a abstract representation of a set of activities 
to be performed from the present into the future. Aplan may 
be decomposable into plan sub-elements that de?ne more 
detailed activities. The lowest level of decomposition of a 
plan is a primitive step or action. 

[0040] Plan Execution Agent. a process that directly oper 
ates on the environment by performing activities represented 
by a plan. 

[0041] Plan-Goal Graph (PGG): a knowledge representa 
tion for expressing causal relationships in an operational 
domain as well as the intentions of a user. A PGG can be 

expressed as an acyclic, directed graph where plans are 
decomposed into subgoals or primitive actions. 

[0042] Planner: a computer program that determines a 
sequence of operations or actions to be taken to reach one or 
more goals. 

[0043] Non-Monotonic Truth Maintenance: a system for 
maintaining the consistency of beliefs, assumptions, justi? 
cations and/or assertions in a knowledge base wherein 
knowledge can be retracted when an inconsistency is 
detected. 

DETAILED DESCRIPTION OF THE 
ILLUSTRATED EMBODIMENTS 

[0044] The present invention includes methods and sys 
tems for providing intelligent decision support services to a 
network operator. FIG. 1 depicts a computer network that is 
representative of networks managed according to various 
illustrative embodiments of the present invention. This com 
puter network is an Ethernet-based network given by way of 
example only. One of ordinary skill in the art will understand 
that the present invention can be used with many network 
topologies and architectures. For example, the present 
invention can be used with Asynchronous Transfer Mode 
(ATM) switches, Token Ring networks, Fiber Channel net 
works, or any other networks now available or available in 
the future. Additionally, one of ordinary skill in the art will 
readily appreciate that the present invention can be used on 
any other communications network including, but not lim 
ited to the following: public or private voice networks, such 
as the Public Switch Telephone Network (PSTN) or Private 
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Branch Exchanges (PBXs); public or private data networks, 
such as intranets, AOLTM, or wireless networks; and public 
or private video networks. 

[0045] The various embodiments of the present invention 
improve on traditional arti?cial techniques. One of ordinary 
skill in the art may ?nd the following references helpful in 
providing appropriate background understanding in the 
design and construction of inference engines, knowledge 
bases, and various knowledge representations used by the 
present invention: (1) Schank, R. C. and Abelson, R., 
Scripts, Plans Goals and Understanding, Hillsdale, N.J.: 
Lawrence Erlbaum Associates (1977); (2) Schank, R. C. and 
Riesbeck, C. K., Inside Computer Understanding. Hillsdale, 
N.J.: Lawrence Erlbaum Associates (1981); (3) Sacerdoti, E. 
D., AStructure for Plans and Behaviors, New York: Elsevier 
(1978); (4) Rinnooy Kan, A. H. G., Machine Scheduling 
Problems. The Hague: Martinus Nijhoff (1976); and (5) 
Charniak, E, Riesbeck, C. K. and McDermott, D., Arti?cial 
Intelligence Programming. Hillsdale, N.J.: Lawrence 
Erlbaum Associates (1980). 

[0046] The simpli?ed network topology shown in FIG. 1 
is an example of an architecture that could be used by a 
company to provide services to remote customers. Servers 
101 include web servers, mail servers, news servers, etc. for 
providing public communications and electronic commerce 
services for a company. These public servers are required to 
provide some access to machines on the Internet, beyond the 
control of the company. Because of the nature of these 
servers, there is an inherent security risk. For this reason, 
servers 101 are placed on a separate network with increased 
security commonly called a demilitariZed Zone (DMZ). FIG. 
2 depicts DMZ 102 behind a ?rewall 103 to provide isola 
tion from the company’s internal network 107 and to pro 
vide protection from unauthoriZed access from the Internet 
104. 

[0047] The company’s internal network 107 includes one 
or more internal hosts 108 that are used by company 
employees for day to day business needs, such as planning, 
design, development, and operations. It is imperative that 
this network operates reliably and continuously so that the 
company’s automation and communication activities are not 
interrupted. 

[0048] External hosts such as customer workstations 105 
and work-at-home users 106 access the company’s network 
through the Internet 104. For example, customers 105 may 
view information, send electronic mail, conduct electronic 
commerce, etc. using the company’s web servers or other 
public servers 101. An employee working at home may 
access the company’s internal network 107 to assist in 
performing required tasks. 

[0049] It is imperative for the company to maintain a fully 
functional network architecture, therefore a network man 
agement console 109 is used to monitor the various network 
devices such as hubs, routers, switches, ?rewalls, servers, 
hosts, workstations, etc. 

[0050] The ?rst embodiment of the present invention is an 
intelligent decision support system for managing a computer 
network as shown in FIG. 2. The system is embodied as a 
network management console 109 on an IntelTM-based com 
puter system running Microsoft Windows ZOOOTM operating 
system. The network management console 109 connects to 
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the internal network 107 using a conventional network 
interface device. In other embodiments, the netWork man 
agement console 109 includes a plurality of netWork inter 
face devices to provide increased redundancy and to 
decrease the amount of netWork management traffic that 
must be sent from one segment of a netWork to another. In 
this embodiment, With a plurality of netWork consoles and 
operators, the intelligent netWork management system 
detects potential con?icting activities betWeen netWork 
operators and advises the operators of the nature of the 
potential con?icts. 

[0051] The netWork management console 109 is embodied 
as a Web-based application. The primary interface to end 
users is a Web server application such as the Microsoft 
Internet Information ServerTM (IIS). The present embodi 
ment is implemented using JavaTM and Active Server 
PagesTM (ASPs) served by an IIS server running on netWork 
management console 109. Thus, a netWork operator can 
access the system by running a Web broWser such as Internet 
ExplorerTM or Netscape CommunicatorTM on the netWork 
management console 109, or on another host connected to 
internal netWork 107. 

[0052] Next, We turn to the softWare con?guration of the 
netWork management console 109 as shoWn in FIG. 2. 
Inference engine 202 is coupled to knoWledge base 203 to 
perform various tasks such as determining the intent of a 
netWork operator, determining goals that the human operator 
needs or desires to meet, determining the state of the 
netWork and its operational condition, determining plans to 
meet these goals, and to determine What information needs 
to be displayed to the netWork operator. The knoWledge base 
203 includes expert knoWledge about communication net 
Works. This knoWledge is encoded using traditional knoWl 
edge engineering techniques knoWn to those of ordinary 
skill in the art. 

[0053] Coupled to inference engine 202 is the operator 
monitor 205 component. The operator monitor 205 monitors 
and records When a user presses a key, moves the mouse, or 
presses a mouse button. The information collected can then 
be used by inference engine 202 to determine the present 
intention of a human operator. The intentions of the human 
operators are monitored by the operator monitor 205 to 
detect any con?icts in intended activities betWeen a plurality 
of operators. 

[0054] Inference engine 202 is also coupled to the netWork 
management collector 204. This component monitors the 
communications netWork using conventional technology 
such as by sending pings or SNMP requests to netWork 
devices. The data collected is incorporated into knoWledge 
base 203 in order to assist the inference engine 202 in 
performing its functions. 

[0055] Finally, inference engine 202 is coupled to a 
graphical user interface 201 component that facilitates input 
and output With a netWork operator. The graphical user 
interface 201 output is dependent on the current state of the 
system as determined by the inference engine 202. 

[0056] We noW describe the operation of a system accord 
ing to one embodiment of the present invention With refer 
ence to the computer netWork architecture shoWn in FIG. 1. 
In this embodiment, We use a simpli?ed model of netWork 
operator intent consisting of three activities: (1) nominal 
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netWork operations (all clear), (2) respond to security event 
(security incident), and (3) respond to netWork fault (net 
Work outage). The information needed by the netWork 
operator differs for each of the three system technical 
activities. 

[0057] The system begins in the all clear state, With the 
operator activity being nominal netWork operations. For this 
activity, the system displays a netWork diagram similar to 
conventional netWork management systems. The monitored 
netWork devices are shoWn in a color indicative of the 
devices’ status. For example, a device is displayed in green 
if it is fully functional, in yelloW if there are Warning 
messages or other informational messages available, and in 
red if the device is doWn or there has been a critical event 
detected. 

[0058] The system remains in the all clear state until the 
netWork management collector 204 detects a change in the 
status of a device, or until the inference engine 202 detects 
a neW intention of the netWork operator. For example, if the 
netWork operator begins vieWing the ?reWall 103 log ?les 
and logs on to public servers 101, the inference engine may 
determine that the operator’s activity has changed from 
nominal netWork operations to respond to security event. In 
that case, the graphical user interface 201 changes the 
display to shoW information that may help the netWork 
operator diagnose and resolve security problems. In this 
case, the graphical user interface 201 displays the log?les 
from the public servers 101 as Well as the ?reWall 103 
log?le. 

[0059] As another example, a customer calls and com 
plains that she cannot access the server. The netWork opera 
tor needs to determine Whether the problem is With the 
company’s netWork devices or With the Internet access 
provided by a third party. To resolve the problem, the 
netWork manager begins tracing packets betWeen the DMZ 
102 and hosts on the Internet 104. The inference engine 202 
detects the change in the netWork operator’s intent and 
updates the display accordingly. In this example, if the 
operator’s change in activity to trace packets as a part of the 
response to a netWork malfunction creates a con?ict With 
another operator’s intent to respond to a security event in 
another part of the netWork, the con?ict is detected and both 
operators are advised of the con?ict situation so that they can 
coordinate their activities. 

[0060] One of ordinary skill in the art Will appreciate that 
many additional modi?cations of this embodiment may be 
made Without departing from the present invention. For 
example, the system can be made to automatically correct 
some common errors that occur. For example, if the Web 
server softWare occasionally experiences problems requiring 
that the softWare be restarted, knoWledge about detecting the 
problem and resolving the problem can be encoded in the 
knoWledge base 203. Then, the system can automatically 
correct the problem Whenever it occurs. 

[0061] Additionally, the system can be integrated into an 
advanced noti?cation system alloWing messages to be sent 
using electronic mail, an integrated voice response (IVR) 
system, a paging system, or any other communications 
means. 

[0062] One of ordinary skill in the art Will appreciate that 
there are many variations of the softWare and hardWare 
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con?guration that We have just discussed. For example, the 
network management console 109 can be embodied as on a 

UnixTM platform using Hewlett PackardTM, Sun Microsys 
temsTM, or IntelTM-based computers. 

[0063] One embodiment of the present invention is imple 
mented using an inference engine 301 such as the one 
described in FIG. 3 including one or more planners 302, an 
intent interpreter 303, an information manager 304, a script 
performer 305, a knoWledge base 306, and a situation 
assessor 307. Each of these components is described in more 
detail beloW. In addition, the folloWing publications describ 
ing various exemplary implementations of the constituent 
components of an inference engine are hereby incorporated 
by reference: (1) Hoshstrasser, Belinda Hardman and Nor 
man D. Geddes. Proceedings of the International Joint 
Conferences on Arti?cial Intelligence 1989 Workshop on 
Integrated Human-Machine Intelligence in Aerospace Sys 
tems. OPAL: Operator Intent Inferencing for Intelligent 
Operator Support Systems. (Aug. 21, 1989); (2) Geddes, 
Norman D., et al. Fostering Collaboration in System of 
Systems; (3) Rouse, William B., et al. An Architecture for 
Intelligent Interfaces: Outline of an Approach to Supporting 
Operators of Complex Systems. Human-Computer Interac 
tion, vol. 3, pp. 87-122 (1987); (4) Geddes, Norman D. and 
Mark A. Hoffman. Supervising Unmanned Roving Vehicles 
Through an Intelligent Interface; (5) Geddes, Norman D., et 
al. Automated Acquisition of Information Requirements for 
an Intelligent Display; (6) Miller, Christopher A., et al. 
Plan-Based Information Requirements: Automated KnoWl 
edge Acquisition to Support Information Management in an 
Intelligent Pilot-Vehicle Interface. Digital Avionics Systems 
Conference (Seattle, Wash., Oct. 5-9, 1992); (7) Geddes, 
Norman D., Large Scale Models of Cooperative and Hostile 
Intentions. IEEE Computer Society, International Confer 
ence and Workshop on Engineering of Computer Based 
Systems (ECBS’97) (Monterey, Calif., Mar. 27-28, 1997); 
(8) Webb, Barry W., Norman D. Geddes, and Leslie O. 
Neste. Information Management with a Hierarchical Dis 
play Generator; (9) Rouse, W. B., N. D. Geddes, and J. M. 
Hammer. Computer-aided ?ghter pilots. IEEE Spectrum. pp. 
38-41 (March 1990); (10) Geddes, N. D. and R. J. Lee. 
Intelligent Control for Automated Vehicles: A Decision 
Aiding Method for Coordination of Multiple Uninhabited 
Tactical Aircraft.Association for Unmanned Vehicle Systems 
International AUVSI’98 25th Annual Symposium and Exhi 
bition. (Huntsville, Ala., Jun. 8-12, 1998); (11) Geddes, N. 
D., R. J. Lee, and J. L. BroWn. A Portable LightWeight 
Associate for Urban Helicopter Pilotage. Submitted to IEEE 
(Sep. 25, 1997); and (13) Geddes, N. D. “Associate Systems: 
A frameWork for human-computer cooperation.” 7th Inter 
national Conference of Human-Computer Interaction. (San 
Francisco, Calif., Aug. 24-29, 1997). 

[0064] First, We discuss the one or more planners 302. Any 
conventional planner can be used With the present invention; 
hoWever, the preferred embodiment uses a real-time, partial 
order planner. Such a planner is able to effectively manage 
real-time operation in a changing World. During the netWork 
management process, the current state of the system is 
constantly changing. For example, hosts are losing and 
gaining netWork access, users are logging on to the ?reWall, 
customers are accessing various servers, etc. A system that 
only plans as far as necessary for given constraints con 
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serves resources by preventing excessive planning in a 
dynamic environment Where preferences, goals, and inten 
tions are alWays changing. 

[0065] In one embodiment of the present invention, the 
partial order, least commitment planner uses an abstract 
decomposition of the netWork management objectives. This 
decomposition is represented as a plan and goal graph 
(PGG), an acyclic, directed graph that represents the hier 
archy of possible goals that may be pursued to achieve an 
intention and the methods (or plans) that can be used to 
satisfy each goal. Broad, general plans are represented by 
plan nodes of the PGG that are higher in the directed acyclic 
graph structure, While loWer-level plan sub-elements pro 
vide increasing levels of detail in the loWer levels of the 
PGG. Apartial order planning system using a plan and goal 
graph (PGG) is described by N. D. Geddes and R. J. Lee in 
a paper entitled “Intelligent Control for Automated Vehicles: 
A Decision Aiding Method for Coordination of Multiple 
Uninhabited Tactical Aircraft” published June 1998. 

[0066] Traditional netWork management systems either 
have no planner at all or use a full-order planner. A planner 
determines a sequence of activities that can be taken to 
achieve as many desired states or goals as possible given 
available resources and domain constraints. A full order 
planner determines the “optimal” sequence of activities to be 
taken. Because this process requires searching all combina 
tions of activities to determine the best combination, it is 
order n-cubed or Worse in the number of activities. Partial 
order planners compute less than the “optimal” sequence of 
activities to be taken. For example, one type of partial order 
planner is a least commitment planner that operates by 
committing to as little as possible, thus reducing exponential 
groWth of the search space resulting in increased planning 
speed. Since all plans are not necessarily considered, a 
partial order planner may not ?nd the optimal sequence of 
activities for reaching one or more goals; hoWever, a plan 
that satis?es domain and resource constraints Will be quickly 
provided and the resulting plan can be recalculated as 
changes occur. 

[0067] In one embodiment of the present invention, the 
planner 302 is a partial order planner and manages its level 
of commitment to the activities in the plan by using a state 
transition method to set the life cycle states of plan sub 
elements. By providing graded levels of commitment, the 
planner 302 can continue to plan about alternative activities 
Without having to make a commitment to the selection of a 
speci?c activity until later. One embodiment of the plan life 
cycle state transitions is shoWn in FIG. 6. As a plan 
sub-element moves through its life cycle states from candi 
date toWards the active state, the partial order planner is 
increasing its commitment to that plan sub-element. The 
partial order planner may also reduce its commitment by 
changing the plan sub-element state to rejected state or 
revoked state and ultimately to a terminated state. This 
mechanism provides a non-monotonic, graded level of com 
mitment for each plan sub-element. 

[0068] In one embodiment of the present invention, state 
transitions of the plan sub-elements are performed by the 
planner 302 in response to event signals received from the 
situation assessor 307. When the planner 302 moves a plan 
sub-element to a neW life cycle state, the planner 302 
requests the activation of speci?c monitors Within situation 
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assessor 307. In one embodiment of the present invention, 
the monitors represent the conditions under Which a plan 
sub-element should be transitioned to a different one of its 
plurality of life cycle states. The situation assessor 307 
periodically evaluates the speci?c monitors that have been 
activated, and provides an event signal to the planner 302 for 
each speci?c monitor Whose conditions are satis?ed. 

[0069] The intent interpreter 303 is an important compo 
nent of the intelligent netWork management system in some 
embodiments. One embodiment of the present invention 
uses an intent interpreter similar to that described by B. H. 
Hoshstrasser and N. D. Geddes in a paper entitled “OPAL: 
Operater Intent Inferencing for Intelligent Operator Support 
Systems” published July 1989. In this embodiment, to create 
an intelligent interface, the system monitors a netWork 
operator’s actions to determine What the operator is trying to 
accomplish. The intent interpreter does this using a task 
analytic decomposition of the purposes of netWork operators 
Within the communications netWork domain. This decom 
position is represented as a plan and goal graph (PGG), an 
acyclic, directed graph that represents the hierarchy of 
possible goals that may be pursued to achieve an intention 
and the methods (or plans) that can be used to satisfy each 
goal. Additionally, intent interpreter 303 uses knoWledge 
represented as scripts. These scripts are sequences of primi 
tive actions Whose execution may be dependent on the state 
of the execution context. Other embodiments may use 
scripts that may include non-primitive actions (e.g., recur 
sive script calls or additional script calls). Scripts represent 
standard procedures or processes that are routinely used to 
perform speci?c netWork activities described by plan sub 
elements. Such standard operational procedures may include 
standard responses to both normal and abnormal events and 
operating conditions Within a netWork. The intent interpreter 
303 uses reasoning on the PGG to represent problem solving 
behaviors that are necessary When existing netWork man 
agement procedures de?ned by scripts are not appropriate 
for the situation. Using assertions made by the other com 
ponents of the system together With domain knoWledge 
stored in knoWledge base 206, the intent interpreter deter 
mines the most likely intent of a netWork operator. This 
determined intent is then used to update the information 
being displayed to the netWork operator and to generate one 
or more plans to satisfy the interpreted goals of the operator. 

[0070] Script performer 305 can be used to execute mul 
tiple parallel situated scripts that are stored in knoWledge 
base 306. As discussed above, these scripts are sequences of 
partially speci?ed primitive actions Whose execution is 
context sensitive. This components is a valuable tool to 
increase the ef?ciency of the system by supporting real-time 
monitoring, information display, and netWork modi?cations. 
The scripts can be thought of as a knowledge representation 
optimiZed for procedure execution; just as softWare 
executables can be vieWed as optimiZed representations of 
source code. 

[0071] The information manager 304 component of this 
embodiment of the present invention provides automatic 
information management features for the user interface. The 
information manager 304 uses knoWledge stored in knoWl 
edge base 306 including the present intent of the netWork 
operator as determined by intent interpreter 303 to decide 
What information should be displayed to the netWork opera 
tor. Information needed by a user changes as the user’s tasks 
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and intentions change. This embodiment of the present 
invention uses a model to determine the information needed 
based on the current knoWledge base. One embodiment of 
the present invention uses an information manager 304 
similar to that described in an article by B. W. Webb, N. D. 
Geddes, and L. O. Neste entitled “Information Management 
With a Hierarchical Display Generator.” This article 
describes an implementation of a system that selects and 
tailors the format of displayed information to the tasks being 
performed by a user. 

[0072] Finally, knoWledge base 306 stores all knoWledge 
patterns and instances used in the system to conduct rea 
soning including plans, scripts, assertions, relationships, 
frames, etc. Situation assessor 307 maintains the consistency 
of the instances Within the knoWledge base 306 by identi 
fying and resolving any inconsistent or outdated beliefs. In 
one embodiment of the present invention, the situation 
assessor uses a concept graph to update data values and 
beliefs. Aconcept graph is a knoWledge representation of the 
dependencies betWeen observable data values and higher 
level computations and assertions made about the data. 

[0073] In one embodiment of the present invention, the 
concept graph includes one or more means for calculating 
the degree of belief that the situation assessor 307 has in the 
values of each concept. One such means for calculating 
belief is Bayes Formula. When the situation assessor 307 
receives neW data, concepts that depend on that data are 
updated and their belief values are also updated. As a result 
of the updated belief values, the situation assessor 307 may 
reduce its belief in a concept, providing for non-monotonic 
truth maintenance for the situation assessor 307. 

[0074] The next embodiment of the present invention uses 
a netWork management console similar to those embodi 
ments describe above; hoWever, this embodiment also 
includes intelligent agents installed on netWork devices to 
increase the functionality and performance of the system. 

[0075] Each intelligent agent includes an inference engine 
as shoWn in FIG. 3 and discussed above. For example, in 
this embodiment, ?reWall 103 includes an intelligent agent 
that performs the same functions as the netWork manage 
ment console inference engine shoWn in FIG. 3. One of 
ordinary skill Will appreciate that the intelligent agent can be 
implemented on ?reWall 103 by encoding the necessary 
expert knoWledge using conventional techniques. 

[0076] FIG. 4 shoWs a block diagram of a ?reWall 401 
With embedded intelligent agents 402 connected to a net 
Work management console 403 including an intelligent 
agent 404. In this manner, the situation assessor 307 of the 
?reWall and of the netWork management console share 
information from the knoWledge base to create a shared, 
distributed situation assessment. 

[0077] The folloWing is a simpli?ed illustrative embodi 
ment shoWing the interactions betWeen the various compo 
nents of the inference engine. Consider an intelligent deci 
sion support system to assist a team of humans in 
collaborative netWork management across several indepen 
dently oWned netWork stages. 

[0078] The starting point for the planning cycle is the 
posting of a high-level goal instance from a plan-goal graph 
(PGG). The posting of a goal triggers a planning cycle that 
involves decomposing and specialiZing high-level goals into 
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loW-level actions that can be executed to achieve that goal. 
Each goal in the PGG has one or more child plans, some of 
Which can be decomposed into actions Which can be 
executed directly and some that must be recursively decom 
posed into sub-goals and sub-plans and specialized until the 
primitive steps (actions) are reached. Because the planner is 
a least commitment planner, commitment to a specialiZation 
created during decomposition is limited to only those 
aspects of the plan for Which commitment cannot be 
deferred. If the system has been con?gured to interact 
closely With a human, candidate plans that are successfully 
decomposed and specialiZed may be proposed to the opera 
tor. 

[0079] In addition to creating the decomposition of a plan 
into its sub-elements, the planner manages the speci?c life 
cycle states of each sub-element of a plan. The life cycle 
states, depicted in FIG. 5, provide the mechanism for 
managing the commitment of the system to the each of the 
plan sub-elements. Each of the life cycle states of a plan 
sub-element has speci?c monitoring knoWledge associated 
With it, serving to focus the processing of the situation 
assessor and providing for an event-based control of the 
planner. 
[0080] Throughout the life cycle of a PGG plan or goal, 
the dynamic planner maintains the parameters of the plan or 
goal and monitors for its success or failure. As a result, the 
planner can dynamically adjust plan parameters that mediate 
its execution and dynamically reselect and specialiZe chil 
dren of a node as required. 

[0081] The operation of the system begins in the situation 
assessor 307. In the simplest embodiments, this component 
monitors and reads inputs to the system. The situation 
assessor 307 uses the inputs it receives to add data to the 
knoWledge base regarding the current state of the system. 
For example, in the present embodiment, the system moni 
tors a user’s key presses and mouse clicks to add facts or 
observations to the knoWledge base 306. It may also collect 
data from sWitching systems and ?nancial systems to update 
the situation of importance to netWork management. 

[0082] FIG. 6 shoWs a concept graph according to one 
embodiment of the present invention. The situation assessor 
307 stores knowledge about the situations of possible inter 
est in the knoWledge base 306 in the form of a concept graph 
such as the one shoWn in FIG. 6. The concept graph 
speci?es the relationships betWeen loWer level data and 
higher level concepts. The situation assessor 307 creates 
concept instances Which represent speci?c data and conclu 
sions that it determines based on its data inputs. The 
concepts may represent highly aggregated and abstract con 
clusions about the situation of the netWork and its business 
operations. Each concept is capable of having monitors 
de?ned for it that can be activated by the planner 302 as the 
life cycle states of plans and goals change over time. For 
example, in FIG. 6, the concept graph shoWs the relation 
ship betWeen the concept of Routing Cost and the concepts 
of Link Cost and the Transmission Route. 

[0083] Amonitor is a data input that can be de?ned by the 
system. Instead of monitoring all possible inputs at one time, 
embodiments of the present invention provide a mechanism 
for identifying What data is actually needed. A monitor 
corresponding to the needed data is then activated so that the 
needed data can be collected and used in the decision 
support process. 
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[0084] In this embodiment, the situation assessor 307 can 
also send and receive copies of concept patterns and 
instances by communicating With other netWork manage 
ment systems also containing a situation assessor 307 and a 
knoWledge base 306. The communication may be achieved 
by a plurality of methods including local netWorks, direct 
connection and Wide area netWorks such as the Internet. 

[0085] Whenever a neW fact is added to the knoWledge 
base 306, the situation assessor 307 processes any monitors 
related to the neW fact. If a monitor is found to be satis?ed, 
an event is generated to the planner 302 that causes the 
planner to update its planning. 

[0086] Whenever a neW fact is added to the knoWledge 
base 306 that represents the execution of a primitive action 
by the user, the intent interpreter 303 processes the neW 
assertion to update a model of the current intent of the user. 
The intent interpreter uses a PGG model of user intentions 
such as the portion of the one shoWn in FIG. 7. 

[0087] FIG. 7 shoWs a portion of a PGG model of user 
intentions. For example, the top-level plan is NetWork 
Operations. This plan can be decomposed into three goals: 

[0088] (1) Have Access, (2) Have NetWork, and (3) 
Have Revenue. These goals can, in turn, be decom 
posed into further plans and so on. Aplan may also 
have a script for completing a plan associated With it 
or a goal may be fully decomposed into one or more 
primitive actions. 

[0089] The intent interpreter 303 searches through the 
system’s PGG models of user intention to determine the 
possible and likely intentions of the current user. The intent 
interpreter 303 then instantiates one or more goals based on 
the current perceived intentions of the user. 

[0090] In FIG. 8, a user Within the NetWork Operations 
Center (NOC) of Company A performs a primitive step or 
action at the user interface by placing a link request (1) With 
a speci?c netWork company to carry a load of traf?c over a 
particular link from a source to a destination. The intent 
interpreter 303 searches for an explanation of this action, 
and ?nds in the knoWledge base that the netWork company 
has a spot traf?c carrying agreement With the requesting 
Company A. The intent interpreter 303 tentatively hypoth 
esiZes that the user plans to use a short-term, spot-priced link 
as the plan (2) for satisfying the goal to select a link (3) as 
a part of some service routing plan. The intent interpreter 
303 then searches for a higher level plan Within the knoWl 
edge base 306 that explains the goal, and ?nds that there is 
an active plan for performing a rerouting of traf?c to 
improve the quality of service (QOS) Hence, the intent 
interpreter 303 instantiates the plan (2) and the goal (3) 
Within the knoWledge base 306. The posting of the neW goal 
starts the planner 302 to consider if there are more effective 
alternative plans for the goal, such as using an oWned or is 
leased link as a part of the service route. 

[0091] The intent interpreter 303 uses non-monotonic rea 
soning in its search through the PGG knoWledge in the 
knoWledge base 306. If it is unable to ?nd a complete path 
in the PGG from a hypothesiZed node to one knoWn to be 
active, it can back up, retract its earlier assumptions and 
explore other paths. 

[0092] In this embodiment, the intent interpreter 303 also 
sends and receives copies of plan and goal patterns and 



US 2004/0205182 A1 

instances by communicating with other network manage 
ment systems that contain an intent interpreter 303 and a 
knowledge base 306. The communication may be achieved 
by a plurality of methods, including local network, direct 
connection, and wide area networking such as the Internet. 

[0093] Whenever a goal changes, or whenever a monitor 
event is received from the situation assessor 307, the planner 
302 determines if any further planning needs to take place. 
For example, if the intent interpreter 303 instantiates a new 
goal, then the planner 302 needs to create a plan for 
achieving that goal. In the preferred embodiment, the plan 
ner 302 is a least commitment planner that performs a search 
of the PGGs stored in knowledge base 306 to determine 
subgoals and actions that need to be taken. 

[0094] When goal instances and plan instances change life 
cycle state, the planner 302 uses knowledge in the knowl 
edge base 306 to determine if any of the newly changed or 
updated goal or plan instances are in con?ict with any other 
goal or plan instances. If a con?ict is detected, the planner 
302 sends a noti?cation to the user interface. 

[0095] In FIG. 9, a user at the NOC for CompanyAenters 
data de?ning the goal to route data service from a source to 
a destination (1) in response to an order. The planner 302 
uses knowledge in the knowledge base 306 to determine that 
the appropriate plan for the service route should meet both 
cost and Q05 limits This plan has multiple subgoal 
instances, all of the same goal class, Link Selected The 
planner 302 uses knowledge in the knowledge base 306 to 
determine the link selection order. After the route is active, 
a monitor is satis?ed reporting that a spot price for a link has 
dropped below the current price of a selected link in use. The 
planner 302 then explores the plan to reroute to reduce costs 
(2) as a solution of the route service goal. The planner 302 
determines that a spot link use (4) will be more effective than 
either a leased or owned link and proposes this solution, 
leading to action 

[0096] One optimiZation that is made in the present 
embodiment is the use of script performer 305. In a particu 
lar domain, many plans are commonly encountered and 
constitute a body of accepted methods known to practitio 
ners within the domain. These plans can be implemented as 
scripts that represent partially speci?ed procedures that can 
be executed without the need for extensive planning. The 
script performer 305 is a component of the present embodi 
ment that facilitates the execution of scripts. These scripts 
are represented in the system’s PGGs that are a part of the 
knowledge base 306. The script performer 305 can perform 
many and possibly all of the primitive actions that could be 
performed by a human user, but the script performer 305 is 
limited by a set of permissions provided by the human 
operator. 

[0097] As an example, consider the goal of selecting a link 
in a network service route, and its child plans for setting up 
a leased link, an owned link or a spot use link. Because the 
processes of setting up any of these types of network links 
is a well-de?ned and frequently recurring sequence of 
primitive actions, it can be represented as a script. The 
representation of the goal, its child plan, the script, and the 
relationship between the plan and the script are all a part of 
the knowledge base 306. 

[0098] When a speci?c instance of the goal of selecting a 
link, such as the goal for selecting the link from Atlanta to 
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Dallas as a part of routing between Athens, Ga. and Abilene, 
Tex., the planner 302 can create the instance of the plan to 
use a spot link (purchased over the spot market at the 
moment). If the script performer 305 has been given per 
mission, it can execute the script and automatically send the 
requests to the necessary involved network elements. 

[0099] The components described above provide a mecha 
nism for assessing the current situation or state of system, 
planning one or more responses and executing the course of 
action. The information manager 304 is used to display 
information to a user or to update the user’s display based on 
the current intentions or plans that have been identi?ed by 
the planner 302 and the intent interpreter 303 using the 
knowledge base 306, the script performer 305, and the 
situation assessor 307. 

[0100] For example, the knowledge base 306 contains a 
representation of the information that a human user would 
need to access if he was involved in a plan to reroute service 
to improve QOS. One type of information relevant to a plan 
of this kind might be the speci?c link quality conditions over 
alternate links between the source and the destination of the 
route. When an instance of such a plan is created, such as 
QOS Reroute from Atlanta to Dallas for a speci?c time 
interval, the information manager 304 uses the attributes of 
the plan and the knowledge base 306 to determine that the 
link QOS between Atlanta and Chattanooga and Chatta 
nooga and Dallas is of interest to the human. The informa 
tion manager 304 then commands the display presentations 
to show the appropriate QOS forecast map for the correct 
region and time period. 

[0101] Embodiments of the present invention have now 
been fully detailed. It will be appreciated that these 
examples are merely illustrative of the present invention. 
Many variations and modi?cations will be apparent to those 
of ordinary skill in the art. 

1-23. (canceled) 
24. A method for providing decision support in a network, 

the method comprising: 

monitoring actions received by a network management 
console from a plurality of network operators; 

using the actions to determine an intent of a human 
network operator using an inference engine coupled to 
a knowledge base; and 

updating a network management console display based on 
the determined intent by using active, goal-directed 
planning. 

25. The method of claim 24 wherein updating is further 
based on con?ict detection in intentions between the plu 
rality of network operators. 

26. The method of claim 24, wherein monitoring com 
prises monitoring at least one of: key presses; mouse clicks; 
and mouse movements. 

27. The method of claim 24, further comprising: deter 
mining a plan for carrying out a determined intention. 

28. The method of claim 27, wherein determining a plan 
is performed using the inference engine. 

29. The method of claim 28, wherein the inference engine 
comprises at least one of: 

a non-monotonic truth maintenance system; and 

a partial-order planner. 
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30. The method of claim 24, wherein the network man 
agement console monitors a communications network, the 
communications network performing at least one of: data 
communications, voice communications, and video commu 
nications. 

31. A decision support system for managing a communi 
cations network, the system comprising: 

a knowledge base including eXpert knowledge about 
communication networks; 

an inference engine coupled to the knowledge base, the 
inference engine determining the intent of at least one 
network operator; 

a network management system that monitors a commu 
nications network, collecting data from a plurality of 
network devices and network operators; and 

a graphical user interface system that displays information 
regarding the communications network; 

wherein the information displayed by the graphical user 
interface system is modi?ed: 

based on the determined intent of the network operator; 
and 

by displaying information deemed most pertinent to a 
network operator’s goals and plans. 

32. The decision support system of claim 31, further 
displaying noti?cation of detected potential con?icts 
between one or more of the plurality of network operators. 

33. The system of claim 31, wherein the knowledge base 
comprises one or more plan and goal graphs. 

34. The system of claim 31, wherein the knowledge base 
comprises one or more concept graphs. 

35. The system of claim 31, wherein the knowledge base 
comprises one or more scripts, each script comprising a 
weakly-ordered, partially speci?ed sequence of actions. 

36. The system of claim 31, wherein the inference engine 
comprises a partial order planner. 

37. The system of claim 31, wherein the inference engine 
detects potential con?icts in intentions between a plurality of 
network operators and provides noti?cation of the detected 
potential con?icts to one or more of the plurality of network 
operators. 

38. The system of claim 31, wherein the inference engine 
comprises a non-monotonic truth maintenance system. 

39. The system of claim 31, wherein the communications 
network performs at least one of: data communications, 
voice communications, and video communications. 

40. The system of claim 36, wherein the inference engine 
creates one or more plan instances. 
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41. The system of claim 40, wherein the inference engine 
manages life cycle states of the plan instances according to 
a commitment level of the partial order planner. 

42. The system of claim 41, wherein the inference engine 
manages monitoring of actions received by the network 
management system using the concept graphs according to 
the life cycle states of the plan instances. 

43. The system of claim 42, wherein the inference engine 
determines what further processing is needed by the partial 
order planner based on the monitoring of actions received by 
the network management system. 

44. A network management system comprising: 

a plurality of intelligent agents, each of the agents includ 
ing: 

a knowledge base including eXpert knowledge about 
communication networks; 

an inference engine coupled to the knowledge base, the 
inference engine including a partial order planner; 

a network management system that monitors a commu 
nications network, collecting data from and distributing 
data to a plurality of network devices and network 
operators; and 

a graphical user interface system that displays information 
regarding the communications network; 

wherein the information displayed by the graphical user 
interface system is modi?ed: 

based on a determined intent of a network operator; and 

by displaying information most pertinent to network 
operator’s goals and plans. 

45. The system of claim 44 wherein the information 
displayed is further modi?ed by displaying noti?cation of 
detected potential con?icts between one or more of the 
network operators. 

46. The system of claim 44, wherein the knowledge base 
includes one or more concept graphs. 

47. The system of claim 46, wherein each agent of the 
plurality of intelligent agents determines at least one inten 
tion of at least one user and wherein the data management 
system of a ?rst agent of the plurality of intelligent agents 
shares data with a second agent of the plurality of intelligent 
agents representing the at least one determined intention of 
the at least one user to facilitate collaboration. 

48. The system of claim 47, wherein the system uses the 
shared data to detect con?icts between a plurality of users. 


