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(57) ABSTRACT 

A system for pushing information content from an informa 
tion source to a mobile communication device over a 

network includes a transcoding system and a ?rst network 
device. The transcoding system includes a plurality of 
transcoders, each transcoder operable to transcode the infor 
mation content from a respective input content type into a 
respective output content type. The ?rst netWork device is in 
communication With the transcoding system, and includes a 
push module. The push module is operable to receive a 
connection request from the information source. The con 
nection request includes an identi?er associated With the 
mobile communication device. The push module is further 
operable to select a corresponding connection handler that is 
operable to select one or more transcoders from the plurality 
of transcoders to transcode the information content. 
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SYSTEM AND METHOD FOR PUSHING DATA 
FROM AN INFORMATION SOURCE TO A 

MOBILE COMMUNICATION DEVICE INCLUDING 
TRANSCODING OF THE DATA 

[0001] This application claims bene?t of the following 
US. Provisional Applications: Serial No. 60/305,044, 
entitled “System And Method For Providing Remote Data 
Access For A Mobile Communication Device” and ?led on 
Jul. 12, 2001; Serial No. 60/327,752, entitled “System and 
Method For Providing Remote Data Access To A Mobile 
Communication Device” and ?led Oct. 9, 2001; Serial No. 
60/330,604, entitled “System And Method For Providing 
Remote Data Access And Transcoding For A Mobile Com 
munication Device” and ?led Oct. 25, 2001; and Serial No. 
60/340,839, entitled “System And Method For Pushing Data 
From An Information Source To A Mobile Communication 
Device” and ?led Dec. 19, 2001. The complete disclosures 
of all of the above-identi?ed provisional applications are 
hereby incorporated into this application by reference. 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0002] This application is also related to the folloWing 
co-pending Non-Provisional Applications: Ser. No. , 
entitled “System And Method For Providing Remote Data 
Access For A Mobile Communication Device” and ?led 
on , 2002; and Ser. No. , entitled “System 
And Method For Providing Remote Data Access And 
Transcoding For A Mobile Communication Device” and 
?led on , 2002, the complete disclosures of Which are 
hereby incorporated into this application by reference. 

BACKGROUND 

[0003] 1. Field of the Invention 

[0004] This invention relates generally to mobile commu 
nications, and in particular to pushing information to mobile 
communication devices. 

[0005] 2. Description of the State of the Art 

[0006] KnoWn solutions for providing information to 
mobile communication devices tend to be relatively limited. 
For example, Wireless Application Protocol broWs 
ers for mobile devices typically provide access only to 
information associated With WAP-compliant sources and 
When such information is requested by a user. Although 
other knoWn and similar products may alloW a mobile 
device user to access further information sources, such 
products generally do not make efficient use of mobile 
communication netWork resources, particularly Wireless 
communication links, since some sort of information request 
must be must generally be made before every transfer of 
information. 

[0007] Furthermore, most knoWn data access systems and 
methods are not suited to provide truly secure access to 
con?dential information stored on private netWorks, such as 
corporate information located on a data store behind a 
security ?reWall. 

[0008] Therefore, there remains a need for a system and 
method for pushing information from an information source 
to a mobile communication device. 
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SUMMARY 

[0009] The instant application describes a system and 
method for pushing information from an information source 
to mobile communication devices. 

[0010] The systems and methods described herein provide 
for pushing of any of a plurality of types and formats of 
information to mobile communication devices. Particular 
information translation operations may be selected by a 
mobile communication device, an information source or an 
intermediate data server system and performed on an infor 
mation source side of a mobile communication system. This 
not only reduces the complexity of device processing opera 
tions and any device hardWare and softWare components 
associated With such operations, but also provides for cus 
tomiZed device information formats. 

[0011] In one embodiment, a system for pushing informa 
tion content from an information source to a mobile com 

munication device over a netWork includes a transcoding 
system and a ?rst netWork device. The transcoding system 
includes a plurality of transcoders, each transcoder operable 
to transcode the information content from a respective input 
content type into a respective output content type. The ?rst 
netWork device is in communication With the transcoding 
system, and includes a push module. The push module is 
operable to receive a connection request from the informa 
tion source. The connection request includes an identi?er 
associated With the mobile communication device. The push 
module is further operable to select a corresponding con 
nection handler that is operable to select one or more 
transcoders from the plurality of transcoders to transcode the 
information content. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] FIG. 1 is a general block diagram of a communi 
cation system that provides for pushing data from an infor 
mation source to a mobile communication device. 

[0013] FIG. 2 is a more detailed block diagram of the 
system shoWn in FIG. 1. 

[0014] FIG. 3 is a How chart representing general con 
nection handler-related operations in an IP system. 

[0015] FIG. 4 is a How chart of connection handler data 
processing operations. 

[0016] FIG. 5 is a signal ?oW diagram of an example 
information push operation. 

[0017] FIG. 6 is a signal ?oW diagram shoWing multiple 
or “chained” transcoding operations for an HTTP-based 
push operation. 

[0018] FIG. 7 is a signal ?oW diagram of an example of 
push server-controlled transcoder selection for an HTTP 
based push operation. 

[0019] FIG. 8 is a general block diagram of a communi 
cation system With an external transcoder system. 

[0020] FIG. 9 is a signal ?oW diagram illustrating an 
HTTP-based push operation With an external transcoder 
system such as shoWn in FIG. 8. 

[0021] FIG. 10 shoWs a further signal ?oW diagram for an 
external transcoder system. 
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[0022] FIG. 11 is a block diagram showing an IP Proxy 
system implemented in a secure network. 

[0023] FIG. 12 is a signal ?oW diagram illustrating a 
corporate data push operation. 

DETAILED DESCRIPTION 

[0024] General System Description 

[0025] FIG. 1 is a general block diagram of a communi 
cation system that provides for pushing of information from 
a remote information source 20 to a Wireless mobile com 

munication device 12. In FIG. 1, the system 10 includes the 
mobile device 12, a Wireless netWork 14, a Wireless netWork 
gateWay 15, a Wide area netWork 16, an Internet 
Protocol (IP) Proxy system 18, and an information source 
20. Although an IP Proxy system 18 is shoWn in the 
illustrative example system of FIG. 1, proxy systems for 
protocols other than IP may be implemented in accordance 
With the present invention. Protocols at other levels Within 
the Open Systems Interconnection (OSI) model can also be 
proxied using this system. Such other protocols include but 
are not limited to HTTP and TCP. 

[0026] The mobile device 12 may be any mobile commu 
nication device adapted to operate Within a Wireless com 
munication netWork 14, and is preferably a tWo-Way com 
munication device. The mobile device 12 may also have 
voice and data communication capabilities. Depending on 
the functionality provided by the mobile device 12, the 
mobile device 12 may be referred to as a data messaging 
device, a tWo-Way pager, a cellular telephone With data 
messaging capabilities, a Wireless Internet appliance or a 
data communication device (With or Without telephony 
capabilities), but is referred to herein primarily as a “mobile 
device”. As Will be apparent to those skilled in the ?eld of 
communications, the particular design of a communication 
subsystem Within the mobile device 12 Will be dependent 
upon the communication netWork 14 in Which the mobile 
device 12 is intended to operate. For example, a mobile 
device 12 destined for a North American market may 
include a communication subsystem designed to operate 
Within the MobitexTM mobile communication system or 
DataTACTM mobile communication system, Whereas a 
mobile device 12 intended for use in Europe may incorpo 
rate a General Packet Radio Service (GPRS) communication 
subsystem. Those skilled in the art Will also appreciate that 
other types of mobile devices and netWorks are also con 
templated. The inventive systems and methods described 
herein may be implemented in conjunction With virtually 
any Wireless netWork 14. 

[0027] The gateWay 15 shoWn in FIG. 1 provides an 
interface betWeen the Wireless netWork 14 and a WAN 16, 
Which may, for example, be the Internet. Such functions as 
mobile device addressing, conversion of data betWeen WAN 
protocols and Wireless netWork protocols, storing and for 
Warding data to and from the mobile device 12, and other 
interface functions may be performed by the gateWay 15. 

[0028] It is also possible that an IP Proxy system 18 could 
be hosted by a netWork carrier/operator associated With the 
Wireless netWork 14. In this case, the connection betWeen 
the IP Proxy system 18 and the gateWay 15 Would use a 
private netWork of the carrier instead of the WAN 16. The 
WAN 16 could then be used to communicate betWeen the IP 
Proxy system 18 and the information source 20. 
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[0029] The IP Proxy system 18 is a system that effectively 
provides the information source 20 With access to the mobile 
device 12, and is described in further detail beloW. Through 
the IP Proxy system 18, any information source 20, such as 
an Internet or Web server, that can communicate With the IP 
Proxy system 18 may push information to a mobile device 
12. The information source 20 therefore requires no special 
applications or protocol support for Wireless netWork com 
munications, since it communicates With the IP Proxy sys 
tem 18 and not directly With the mobile device 12. Although 
shoWn in FIG. 1 as a direct connection, the IP Proxy system 
18 and information source 20 may possibly communicate 
through a netWork such as a local area netWork (LAN) or 
WAN, including the Internet. 

[0030] Wireless netWorks and the Internet use similar 
addressing schemes, in Which recipients, such as mobile 
devices in a Wireless netWork or Internet-connected com 
puters, are identi?ed by numerical addresses. For example, 
mobile devices are identi?ed in the Mobitex netWork using 
a Mobitex Access Number (MAN), and public Internet 
nodes are identi?ed using an IP address scheme. HoWever, 
differences betWeen Wireless netWork and Internet transport 
mechanisms prevent direct communication betWeen infor 
mation sources 20, the vast majority of Which are Internet 
based, and mobile devices such as 12. Furthermore, infor 
mation source content is largely targeted to desktop or other 
computer systems With relatively poWerful processors and 
may require that processor-intensive operations such as 
information parsing be performed by a recipient. Since 
mobile devices tend to have less poWerful processors, these 
operations take more time on such mobile devices than on 
computer systems and can consume signi?cant amounts of 
poWer from normally limited-poWer sources. The IP Proxy 
system 18 bridges the gap betWeen Internet-based and 
possibly other information sources 20 and a Wireless net 
Work 14 With associated mobile devices 12. These services 
may include address mapping, content transformation and 
veri?cation, and protocol mapping and optimisation, for 
example. 

[0031] Detailed Description of the IP Proxy System 

[0032] FIG. 2 is a more detailed block diagram of the IP 
Proxy system 18 shoWn in FIG. 1. The IP Proxy system 18 
may include a dispatcher 22, a Transmission Control Pro 
tocol (TCP) handler 24, a Hypertext Transfer Protocol 
(HTTP) handler 26, a transcoding system 28, one or more 
push services generally designated 30, a state persistence 
element 34, a monitoring system 36, and a logging system 
38. FIG. 2 also shoWs a push server 42, a Web server 46, a 
Web broWser 48, and a ?le system 40, With Which the IP 
Proxy system 18 may interact from time to time. Many of the 
components shoWn in FIG. 2 may be implemented primarily 
as computer softWare modules. Elements Within the IP 
Proxy system 18 Will typically be running on the same 
computer, Whereas components external to the IP Proxy 
system 18 are normally resident on separate computers. In 
an alternative embodiment, the elements of an IP Proxy 
system 18 may instead be distributed among a group of 
computers distributed over a netWork. 

[0033] Dispatcher 22 manages data ?oWs and the connec 
tion to the gateWay 15. Depending on the type of connection 
or the type of data being transferred or data transaction being 
performed for example, the dispatcher 22 interacts With the 
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TCP handler 24 or the HTTP handler 26. The transcoding 
system 28 comprises one or more data ?lters, each of Which 
converts data or other information from one format into a 
format that can be processed by a mobile device 12. 

[0034] Push services 30 provide for pushing to a mobile 
device, or transfer of “unsolicited” information from an 
information source such as push server 42, Which may for 
example be a Web server or a softWare application, to a 
mobile device 12 through the IP Proxy system 18. The push 
services component 30 alloWs the push server 42 to address 
the mobile device using for example the email address of the 
mobile device oWner or some other convenient label. 
Accordingly, the push server 42 need not knoW the address 
of the mobile device 12 in the Wireless netWork 14. 

[0035] The state persistence element 34, in conjunction 
With a data ?le system 40 or a database, enables manage 
ment of cookies, passWords and possibly other state infor 
mation associated With Web servers 46 to Which the IP Proxy 
system 18 may connect. It preferably stores state informa 
tion about a connection that persists betWeen discrete net 
Work packets, such as an HTTP request/response pair. 

[0036] The monitoring system 36 alloWs remote monitor 
ing of the performance, ef?ciency, usage and health of an IP 
Proxy system 18 by an administrator. This monitoring may 
be accomplished for example through a local interface With 
the IP Proxy system 18 or possibly remotely through an 
interface such as a Web broWser 48. As its name implies, the 
logging system 38 may be con?gured to store usage, con 
nection, user statistics and the like to the ?le system 40 or 
some other secondary storage. 

[0037] Connections and Handlers 

[0038] The IP Proxy system 18 can preferably handle and 
process content from various information sources 20, 
including Internet-based sources. This functionality is pro 
vided by connection handlers, Which are intermediate 
objects that have the ability to process content from inbound 
and outbound connections to an IP Proxy system 18. In the 
IP Proxy system 18 shoWn in FIG. 2, tWo such handlers, the 
TCP handler 24 and the HTTP handler 26, are shoWn. These 
handlers can preferably be replaced and customiZed or 
additional handlers can preferably be added to an IP Proxy 
system as needed. The connection handlers can optimise not 
just the content but also the protocol. For example, some 
requests that Would normally be sent to the mobile device 12 
(such as a request for a passWord) may be resolved by the 
connection handler, Where required information is available 
through the state persistence element 34 and the ?le system 
40, for example. This instance of a protocol optimisation can 
adapt so-called “chatty” protocols to be more Wireless 
friendly by reducing the amount of traf?c sent over a 
Wireless netWork to a mobile device 12, thereby reducing the 
effects of Wireless netWork bandWidth constraints and 
latency. 

[0039] Outbound connections Would be made from mobile 
devices 12 in order to send data to and receive data from 
Internet nodes for example. The IP Proxy system 18 pref 
erably receives connection requests from mobile devices 12 
using a particular protocol, such as a proprietary protocol 
called IP Proxy Protocol or IPPP developed by the assignee 
of the present application, although other protocols might 
also be used. The IP Proxy system 18 then establishes an 
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Internet connection, according to routing information pro 
vided by the mobile device 12, and translates and maps that 
connection to start forWarding data in both directions. A 
?ltration or transcoding process is invoked Whenever nec 
essary, based for example on the type of content being 
passed over the connection, or on a particular transcoding 
process speci?ed in the connection request from the mobile 
device. 

[0040] Inbound connections are used, for example, to 
implement a data push model in accordance With one 
embodiment. In this embodiment, a mobile device 12 may 
be sent information Without having issued requests to fetch 
the information, as is the case With outbound connections. 
As described brie?y above, mobile devices 12 may exist on 
a different netWork domain than Internet nodes. The IP 
Proxy system 18 is responsible for bridging the Internet and 
Wireless netWork domains. Thus, the IP Proxy system 18 
requires certain routing information to route the traffic to a 
particular mobile device 12. In a push operation, at least 
some of this routing information must be provided by the 
Internet node, such as the push server 42, that issues the 
request to establish an inbound connection. The IP Proxy 
system 18 may convert commonly knoWn addressing 
schemes such as email or IP numbers into the appropriate 
Wireless netWork address of an intended recipient mobile 
device 12. A transcoding process for pushed content may 
also be selected and speci?ed by a push server 42 or 
information source 20. 

[0041] Connection handlers in an IP Proxy system 18 are 
stream-based objects. When an outbound or inbound con 
nection is requested, a virtual piped stream is established 
betWeen a mobile device 12 and the appropriate connection 
handler. The connection handler Will be instantiated and 
started to process the content for the established connection. 
Loading the connection handler is based on a connection 
request, Which preferably contains a reference to appropriate 
handler name that normally implies the type of the traf?c 
that Would go through the virtual piped stream and the 
location of the handler that must be loaded if it is not already 
loaded. The functions of connection handlers include map 
ping Internet or other information source-side connections 
and mobile device 12 connections, forWarding traf?c 
betWeen these connections, and loading and invoking the 
appropriate transcoders on information destined for a mobile 
device 12. 

[0042] Every connection is preferably associated With an 
instance of a connection handler. This is true even for a 
connection that does not require that content be processed by 
the IP Proxy system 18, such as a pure TCP connection 
betWeen a mobile device and a server. This type of connec 
tion handler forWards content back and forWard Without 
making any sort of modi?cation to the content, although it 
may make modi?cations to the protocol. For clarity, those 
skilled in the art Will appreciate the distinction betWeen the 
data or content (What the mobile device requested or is being 
sent) and the protocol (the “Wrappers” and conversions 
required to deliver the data). 

[0043] Connection handlers are also responsible for load 
ing the appropriate content ?lters or transcoders. A connec 
tion handler such as the HTTP connection handler 26 may 
use a particular transcoder in the transcoder system 28 
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selected by the IP Proxy system 18 or speci?ed by either the 
mobile device 12 or an information source such as push 
server 42 or Web server 46. 

[0044] FIG. 3 is a How chart representing general con 
nection handler-related operations in an IP Proxy system 18. 
At step 50, the IP Proxy system 18 receives a connection 
request, Which as described above may relate to an inbound 
connection or an outbound connection. When the connection 
is associated With a particular handler, such as an HTTP 
connection that requires HTTP connection handler 26, the 
appropriate handler is loaded and executed at step 54 and the 
connection is established, as indicated at step 58. If the 
request is outbound (from the mobile device 12), then the 
dispatcher 22 examines the protocol type associated With the 
request and delegates the connection to the appropriate 
handler. Data may then be exchanged betWeen a mobile 
device and an Internet service, push server 42, Web server 46 
or other information source 20. 

[0045] If certain connection handlers are used for a con 
nection, such as for a pure TCP connection as described 
above, then the data may pass through the IP Proxy system 
18 unchanged. In some IP Proxy systems hoWever, content 
sent over a TCP handler may be modi?ed. When other 
connection handlers are used hoWever, data destined for a 
mobile device 12 may need to converted into a suitable 
format. FIG. 4 is a How chart of connection handler data 
processing operations. At step 62, data destined for a mobile 
device 12 is received. Although labelled as a response from 
a connection, folloWing an information request from a 
mobile device 12 for example, it should be understood that 
data received by the connection handler may instead be 
information to be pushed to the mobile device 12 from a 
push server such 42 via a push service 30. The connection 
handler determines at step 64 if transcoding is required. If 
not, then the information is sent to the mobile device 12 at 
step 70. OtherWise, the appropriate transcoder is loaded and 
executed in step 66. The data is transcoded into an accept 
able format ion step 68 before being sent to the mobile 
device 12 at step 70. The entity that initiates the communi 
cation, the mobile device 12 for fetched data or the push 
server 42 for pushed data, can preferably specify a particular 
transcoder to do the transcoding of the fetched or pushed 
data. Transcoder selection may also be made by a connection 
handler or IP Proxy system 18 dependent on destination 
mobile device 12 information available to the IP Proxy 
system 18 or possibly inferable by an IP Proxy system 18 or 
components thereof based on previous information transfer 
operations involving the destination mobile device 12. For 
example, a transcoder may be invoked to transcode infor 
mation into the same format that Was previously transferred 
to a destination mobile device 12 the last time information 
Was sent to the mobile device 12. 

[0046] A connection handler may be implemented in com 
puter softWare as a JavaTM class ?le, placed in a certain 
directory in a ?le system such that an IP Proxy system Java 
Virtual Machine (VM) may locate and load the ?le When 
needed or requested. As those skilled in the art Will appre 
ciate, Java uses CLASSPATH environment variable as a 
guide to Where it should perform a lookup for user de?ned 
classes. In one embodiment, paths to connection handlers 
are to be among the ?rst listed paths in the CLASSPAT H so 
that they Would be loaded relatively quickly When requested. 
The connection direction (inbound or outbound) and the 
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name associated With a connection handler may also play a 
role in de?ning the full class name of a handler. Those 
skilled in the art Will appreciate that the same schemes could 
be implemented using dynamic linked libraries (DLLs) or 
dynamic shared objects (DSOs) depending on the target 
operating system. 

[0047] Connection handlers can be associated With a name 
that represents a protocol at the application layer. For 
example, if a mobile device 12 is enabled With a Web 
broWser and may therefore request to open connection to an 
Internet server such as 46, it Would be appropriate to have 
HTTP as a name for that connection handler, as shoWn With 
connection handler 26. The handler name may adhere to the 
knoWn rules of naming packages in Java language. Prefer 
ably, the handler name is in loWer case; hoWever, from an IP 
Proxy system point of vieW, it does not matter as long as the 
Java VM can load that connection handler. Any Connection 
Handler may also have its class name as Handler.class. An 
example of a valid full class name that represents a connec 
tion handler is as folloWs: 

[0048] net.rim.protocol.iplayer.connection.handler. 
<connection direction> .<connecton handler 
name>.Handler.class 

[0049] Where connection direction can be either device, 
Which implies outbound connection, or server, Which 
implies inbound connection. Connection handler name is the 
name associated With the handler, for instance, http, ftp, etc. 

[0050] There are at least tWo Ways that an information 
source such as an Internet node can establish a connection to 

a mobile device 12 through the example IP Proxy system 18 
shoWn in FIG. 2: (1) using a transportation layer protocol 
directly, such as TCP, to open a direct connection to the IP 
Proxy system 18, or (2) using a datagram protocol at the 
application layer, such as HTTP. The IP Proxy system 18 
includes tWo corresponding connection handlers, Which 
may, for example, represent a basic IP Proxy system 18 
Which can process tWo of the most common types of 
connection. The ?rst is the TCP connection handler 24, 
associated for example With the name tcp. The second is the 
HTTP connection handler 26, Which may similarly be asso 
ciated With the name http, as described above. In addition to 
supporting common connection types, these connection han 
dlers also satisfy requirements for Mobile Information 
Device Pro?le (MIDP) implementation at the mobile device. 
HoWever, the IP Proxy system 18 and the mobile device 12 
can be extended to support any other types of connections. 
In the IP Proxy system 18, connection handlers may possibly 
be added by providing an application programming interface 
(API) in the IP Proxy system 18 and developing neW 
connection handlers that adhere to the API, for example. 

[0051] In one embodiment, connection handlers in the IP 
Proxy 18 are loaded from a local storage medium, for 
example a disk drive associated With a computer on Which 
IP Proxy system softWare is running. HoWever, in another 
embodiment, connection handler storage may also or instead 
be remote from the IP Proxy system 18, such as in a storage 
medium accessible by the IP Proxy system 18 through a 
local area netWork connection or even a WAN like 

the Internet. This embodiment alloWs sharing of a single 
directory of connection handlers among all IP Proxy systems 
18 that can communicate With the connection handler store. 
It Would also be possible to have third parties extend the 
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connection handler set by embedding the URL Where the 
connection handler java class can be found. 

[0052] If connected to the Internet, a connection handler 
directory could potentially be accessed and thus shared by 
all Internet-connected IP Proxy systems 18. Public Internet 
connected connection handler directories Would preferably 
receive connection handler requests from IP Proxy systems 
18 and in response transmit any requested connection han 
dlers to the requesting IP Proxy system 18. A neW connec 
tion handler may be required by an IP Proxy system 18 When 
a mobile device 12 Which communicates With the IP Proxy 
system 18 doWnloads a neW softWare application or invokes 
a neW mobile device feature Which uses a neW connection 

scheme or a connection method that Was not previously used 
by the mobile device 12. A mobile device user or the neW 
application or feature may then send a control message to the 
IP Proxy system 18, indicating, for example, the name of the 
required connection handler, perhaps the mobile device 
application that requires the neW connection handler, and an 
address associated With a connection handler directory from 
Which the neW connection handler may be requested. The IP 
Proxy system 18 Would then preferably request the neW 
connection handler from the directory. A connection handler 
directory could be implemented for example as a Web server 
accessible to an IP Proxy system 18 using HTTP requests. 

[0053] When a connection handler is loaded from a remote 
source, the IP Proxy system 18 preferably stores the handler 
in a local store in order to provide for faster loading of the 
handler for subsequent operations involving the correspond 
ing type of connection for either the mobile device 12 for 
Which the connection handler Was initially loaded from the 
directory or a different mobile device 12 supported by the IP 
Proxy system 18. Depending upon the memory resources 
available to an IP Proxy system, doWnloaded connection 
handlers may be stored inde?nitely or for a particular period 
of time. Alternatively, a least recently used or LRU replace 
ment scheme could be used to provide for more ef?cient use 
of available memory by overWriting relatively less fre 
quently used connection handlers When neW handlers are 
doWnloaded. Other memory management techniques could 
also be used to optimiZe local IP Proxy system connection 
handler storage arrangements. 
[0054] Transcoding 
[0055] Relative to computer netWorks such as the Internet, 
Wireless communication netWorks are sloW. Any program 
that bridges the tWo, as an IP Proxy system does, may have 
to transform Internet data so that it is formatted appropri 
ately for a Wireless netWork and mobile device. This process 
is referred to herein as ?ltering or transcoding, and usually 
involves such operations as compressing data from the 
Internet into a more compact format appropriate for Wireless 
transmission and display on a relatively small mobile device 
display screen. 

[0056] In the folloWing description, transcoding opera 
tions are illustrated primarily in the context of the above 
example of an HTTP handler 26 and HTTP connection. The 
HTTP connection and handler example is particularly useful 
in that HTTP alloWs content tags in the form of Multipur 
pose Internet Mail Extension (MIME) types, Which may be 
used in some embodiments to determine an appropriate 
transcoder for received information. 

[0057] In an IP Proxy system 18, there may be a single 
con?guration ?le for each type of connection handler. In the 
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IP Proxy system 18 for example, a single con?guration ?le 
associated With the HTTP connection handler 26 may 
include information for all HTTP content transcoders. This 
con?guration ?le is used to map transcoders to certain keys. 
The IP Proxy system 18 may consult this ?le to determine 
Which content transcoders are available to manipulate any 
received content destined for a mobile device. 

[0058] In the con?guration ?le, general rules are prefer 
ably speci?ed for hoW to de?ne the mapping betWeen 
content types and transcoders. One example of a possible 
con?guration ?le entry is as folloWs: 

[0059] Entry ={[default] . {RSV | <Transcoder 
name>}}|{[[ InputType]| < ->OutputType> ] : [ 
Transcoder name]} 

[0060] Where 

[0061] default indicates to the IP Proxy system Which 
transcoder should be loaded in case there is no one 
transcoder associated With a received content type or 
connection request; 

[0062] RSV is a set of reserved keyWords that is used 
in con?guration ?le, such as pass (i.e. forWard data 
to the mobile device Without transcoding) or discard 
(i.e. do not transcode or forWard data to the mobile 

device); 
[0063] Transcoder name is the name of the mapped 

transcoder; 

[0064] InputType indicates the input content type that 
the mapped transcoder can accept, Which for an 
HTTP transcoder con?guration ?le may be a MIME 
type; and 

[0065] OutputType indicates the output type, such as a 
MIME type for an HTTP transcoder that the transcoder can 
produce. 

[0066] By using a content transcoder con?guration ?le, 
neW transcoders may be added for use by an IP Proxy system 
18. Therefore, as neW transcoders are developed and become 
available, they can be added to the con?guration ?le for any 
appropriate connection handlers and can thereafter be loaded 
by a connection handler When required, and Without affect 
ing other components of the IP Proxy system 18. For 
example, con?guration ?le entries may be added Without 
shutting doWn the entire IP Proxy system 18, thus alloWing 
dynamic expansion of data that can be converted for trans 
mission to mobile devices 12. 

[0067] In another embodiment, a common con?guration 
?le format for all connection handlers is used, and thus a 
only single con?guration ?le entry need be prepared and can 
be added to the con?guration ?le for any connection handler. 
The concept of a common con?guration ?le format for all 
connection handlers can be further extended to providing a 
single con?guration ?le for an IP Proxy system 18. Such a 
con?guration ?le could then be used by all connection 
handlers in the IP Proxy system 18 to determine Which 
content transcoders are available and to select a particular 
transcoder for received content. HoWever, it should be 
understood that a common con?guration ?le format is in no 
Way required. Some connection handlers may share a con 
?guration ?le entry format or even a single con?guration 
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?le, Whereas others supported by the same IP Proxy system 
18 may have different con?guration ?les and entry formats. 

[0068] The IP Proxy system preferably loads and executes 
a transcoder based on either the type of information to be 
sent to a mobile device 12, or a transcoder name speci?ed by 
a mobile device 12 or an information source 20 to transcode 

data being sent to a mobile device. 

[0069] A transcoder may instead be selected based upon 
information other than content types, including information 
in a header portion or other portion of a connection request 
from a mobile device, a response to an information request, 
or a communication from an information source including 
information to be pushed to a mobile device. For example, 
an IP Proxy system 18 may be con?gured to determine a 
type of the mobile device 12 to Which data is to be sent. 
Transcoder selection by the IP Proxy system 18 could 
similarly be based on a netWork address or other identi?er of 
the mobile device 12. Mobile device- or device type-depen 
dent transcoder selection schemes may be supported by 
providing a device or device type mapping table accessible 
to the IP Proxy system 18, Which maps devices or device 
types to transcoders. Alternatively, a con?guration ?le may 
be adapted to include device or device type identi?ers to 
thereby associate particular transcoders With devices or 
device types. 

[0070] In a similar manner, transcoders may be selected 
based on an address (such as a URL) or other identi?er of an 
information source, to enable information source-speci?c 
transcoding. A mapping table or a con?guration ?le acces 
sible to an IP Proxy system such as 18, may be used to 
enable transcoder selection based on information source. 
This type of transcoder selection may be useful, for 
example, When a particular transcoder is to be used to 
transcode any content that originates from a speci?c Website 
and is destined for a mobile device. 

[0071] Although content type-based and speci?ed 
transcoder selection are the primary types of transcoder 
selection scheme described beloW, any of these alternative 
schemes may be used instead of content type-based 
transcoder selection. The alternative schemes may also be 
used to select a transcoder, for example, When a transcoder 
indicated by a primary transcoder selection scheme is not 
available, such as When a transcoder system does not include 
a transcoder con?gured to transcode a received content type 
into a content type that the mobile device is con?gured to 
accept. 

[0072] Pushing Information From an Information Source 
to a Mobile Device 

[0073] As described above, an IP Proxy system 18 may 
support both outbound and inbound connections. HoWever, 
this application relates primarily relates to pushing informa 
tion to a mobile device via inbound connections. 

[0074] Aserver or information push operation differs from 
information request/response operations, such as those nor 
mally associated With Web broWsing for example, in that an 
information source 20 sends content to a recipient Without 
receiving a request to do so. Amobile device 12 may register 
for service With a particular push service by establishing 
such settings as the particular information that should be 
pushed to the mobile device 12, a push period or frequency 
With Which information should be pushed to the mobile 
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device 12, a content type or transcoder that should be used 
for information destined for the mobile device 12, and 
possibly other settings related to information push opera 
tions. These settings may be established using the mobile 
device 12 itself or some other interface to a push server 42, 
such as a Web page for example. It should also be appreci 
ated that an IP Proxy system 18 preferably exercises some 
level of access control. Each push server 42 may be required 
to register With an IP Proxy system 18 in order to commu 
nicate With mobile devices 12. Control settings could be 
established at an IP Proxy system 18 by an IP Proxy system 
oWner or operator or possibly remotely by a mobile device 
user to restrict push operations to particular registered IP 
Proxy systems 18. Access controls may be customiZed on a 
per-device, device group or IP Proxy system-Wide basis. 

[0075] FIG. 5 is a signal ?oW diagram of an example 
information push operation. FIG. 5 shoWs only those com 
ponents of the IP Proxy system 18 directly involved in an 
HTTP-based push operation, in order to avoid congestion in 
the draWing. 

[0076] In the example of FIG. 5, content is sent from the 
push server 42 to the IP Proxy system 18 in a connection 
request. For an HTTP-based operation, the push may be an 
HTTP post operation, in Which the push server 42 submits 
an HTTP post request to the IP Proxy system 18. The post 
request encloses header ?elds Which specify a resource 
associated With the IP Proxy system 18, as a Uniform 
Resource Identi?er (URI) for example, and preferably 
include an indication of the type of content, such as a MIME 
type of Wireless Markup Language (WML) in FIG. 5. In an 
HTTP connection request, the MIME type of WML may be 
speci?ed in a Content-Type ?eld of an HTTP request header. 

[0077] The URI in the connection request from the push 
server 42 preferably speci?es a resource that the IP Proxy 
system 18 associates With a particular destination mobile 
device 12 or group of mobile devices 12. For example, the 
IP Proxy system 18 may establish a resource for each mobile 
device 12 that has been con?gured for operation With the 
particular IP Proxy system 18. Such device-speci?c 
resources may for example be identi?ed using a mobile 
device identi?cation number that the IP Proxy system 18 can 
map to an address of the mobile device 12 in the Wireless 
netWork 14. Any information posted to a resource by a push 
server 42 is then forWarded to the corresponding mobile 
device 12, as Will be described in further detail beloW. 
Alternatively, an IP Proxy system 18 may manage a single 
resource to Which information to be pushed to any mobile 
devices 12 con?gured for operation With the IP Proxy 
system 18 may be posted. In such embodiments, a post 
request Would provide additional information to identify any 
mobile device(s) 12 to Which the posted information is to be 
sent. 

[0078] The connection request from the push server 42 is 
received by the push service module 30. In the example of 
FIG. 5, the push operation is HTTP-based, and the push 
services module 30 therefore invokes the HTTP handler 26. 
It should be appreciated that different push services may be 
associated With respective handlers in an IP Proxy system 
18, and that a single IP Proxy system 18 may provide several 
different push services. It is also contemplated that multiple 
push service modules may be associated With a single 
connection handler. Alternatively, a single push services 
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module may be functionally similar to the dispatcher 22 and 
provide an interface between a push server 42 and any 
handler in an IP Proxy system 18. For the purposes of clarity 
hoWever, only a single push service module 30 associated 
With the HTTP handler 26 is shoWn in FIG. 5. 

[0079] Although the connection request from the push 
server 42 in FIG. 5 is described as an HTTP request, it 
should also be appreciated that the connection request may 
possibly conform to some other protocol used for commu 
nications betWeen the IP Proxy system 18 and a push server 
42. A connection request may conform to a ?rst protocol, 
possibly a proprietary protocol, for example, but could 
specify that a particular connection handler for a second 
protocol should be used to handle the connection, such that 
the connection request is interpreted as a connection request 
according to the second protocol. Therefore, references 
herein to HTTP connection requests include connection 
requests that conform to other protocols but are interpreted 
as HTTP connection requests. 

[0080] The HTTP handler 26 determines if the informa 
tion in the post request from the push server 42 should be 
transcoded before it is sent to the mobile device 12. This 
may be accomplished, for example, by establishing a pre 
ferred content type for information destined for a mobile 
device 12. In FIG. 5, this content type is shoWn as a 
tokeniZed, compressed version of WML Which is generally 
referred to Compiled WML or simply WMLC. The HTTP 
handler 26 then uses the received content type (WML) to 
perform a lookup in the con?guration ?le 72, shoWn in the 
transcoding system 28 in FIG. 5. It Will be appreciated by 
those skilled in the art hoWever, that the con?guration ?le 72 
might instead be external to the transcoding system 28, part 
of the HTTP handler 26, or even external to the IP Proxy 
system 18, provided that the HTTP handler 26 can access the 
?le. In one embodiment, the con?guration ?le Will be stored 
in a data store accessible by the IP Proxy system 18, 
typically on the same computer system on Which the IP 
Proxy 18 is running. In another embodiment, the transcoder 
selection may instead be controlled by the push server 42 by 
specifying in the request a content type or transcoder to be 
used for transfer to the mobile device 12, as described in 
further detail beloW. 

[0081] The HTTP handler 26 searches the con?guration 
?le 72 to determine Which if any of its associated transcoders 
can transcode the received content type, WML, into WMLC 
for transmission to the mobile device 12. In one embodi 
ment, a lookup table Which maps input content types to 
output content types for all con?gured transcoders is con 
structed When transcoders are ?rst loaded to the IP Proxy 
system 18. In FIG. 5, the con?guration ?le 72 or alterna 
tively a lookup table, includes entries for tWo transcoders, 
one for converting from WML to WMLC and the other for 
converting from Hypertext Markup Language (HTML) to 
WMLC. The HTTP handler 26, having found the con?gu 
ration ?le entry for the WML->WMLC transcoder, then 
loads the WML->WMLC transcoder 74 from a local store 
for example, and executes the transcoder to convert the 
received WML content in the post request into WMLC. The 
WMLC content is then forWarded to the mobile device 12, 
through the dispatcher 22. Although FIG. 5 shoWs the 
dispatcher 22 handling the communication of the WMLC 
content to the mobile device 12, similar protocol translation 
or conversion betWeen HTTP used by the handler 26 and a 
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communication protocol used by the mobile device 12 may 
instead be performed by the HTTP handler 26 or another IP 
Proxy protocol translation/conversion module. 

[0082] If the information in a connection request from a 
push server 42 is already in the preferred content type, then 
no transcoding may be required. In FIG. 5, if the HTTP post 
request from the push server 42 included WMLC content, 
then the HTTP handler 26 Would preferably forWard the 
WMLC content to the mobile device 12 Without transcod 
mg. 

[0083] Transcoding of pushed information is in no Way 
restricted to single-transcoder operations. In the example of 
FIG. 5, each transcoder converts directly from one format 
into WMLC. HoWever, it is contemplated that multiple 
transcoders may be used to convert received content into a 
format or type that the mobile device 12 is con?gured to 
accept. 

[0084] FIG. 6 is a signal ?oW diagram shoWing multiple 
or “chained” transcoding operations for an HTTP-based 
push operation. As in FIG. 5, FIG. 6 shoWs only those 
components of the IP Proxy system 18 directly involved in 
an HTTP-based push operation in order to avoid congestion 
in the draWings. The components shoWn in FIG. 6 are 
substantially the same as those shoWn in FIG. 5 and operate 
similarly thereto. The push server, con?guration ?le 78 and 
transcoders shoWn in FIG. 6 are labelled differently than in 
FIG. 5 to indicate that information or content types that 
these components generate or process may be different. The 
components themselves may otherWise be the same. For 
example, push server 80 may be similar to push server 42 
except that push server 80 generates HTML content. It 
should also be appreciated that push server 80 could actually 
be the same server as push server 42 if push server 42 is 
con?gured to generate both WML and HTML content. 
Similarly, the con?guration ?le 78 may store entries having 
the same format as those in con?guration ?le 72, but is 
labelled differently since different entries are shoWn. 
Transcoders 82 may also be implemented in the same 
manner as transcoder 74, but the example transcoders 82 
process different content types than the transcoder 74. 

[0085] An HTTP post request is sent from the push server 
80 to the IP Proxy system 18, possibly through one or more 
intervening netWorks and interface components. In FIG. 6, 
the post request from the push server 80 includes informa 
tion of HTML content type, speci?ed in a request header 
?eld for example as a MIME type of HTML. As described 
above, the push service module 30 recogniZes the request as 
an HTTP request and loads the HTTP handler 26. Although 
FIG. 6 shoWs the same push service module 30 as FIG. 5, 
a connection request for the push server 80 could be handled 
by a different push service. The HTTP handler 26 then 
consults the con?guration ?le 78, searching not only for 
transcoders that output WMLC, but also for transcoders that 
output content types that may be input to any transcoder that 
outputs WMLC. In FIG. 6, the HTTP handler 26, perhaps in 
a ?rst search pass through the con?guration ?le 78, ?nds the 
WML->WMLC transcoder entry. The HTTP handler 26 may 
then repeat the con?guration ?le search for any transcoders 
such as the HTML->WML transcoder that convert content 
into WML, Which it can convert into WMLC content type. 
If a content type other than WML and HTML Were provided 
in the post request from the push server 80, then the 
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con?guration ?le search may be further repeated by the 
HTTP handler 26, depending for example on acceptable 
delays in post request processing. 

[0086] In order to avoid the delays and demand on pro 
cessing resources associated With such multiple search 
passes through a con?guration ?le, a transcoder content type 
lookup table may be used. When transcoders are ?rst 
installed in an IP Proxy system 18, a comprehensive map 
ping table is preferably constructed to map received content 
types to possible output content types. For example, in FIG. 
6, a lookup table entry for WMLC content Would indicate 
that either WML or HTML can be converted into WMLC. 
Such a table Would also preferably indicate that HTML to 
WMLC transcoding involves tWo stages of transcoding. The 
table might instead be organiZed into single- and chained 
transcoding sections, Whereby if only a single transcoding 
operation is preferred, the single-transcoder part of the table 
including an entry for the WML->WMLC transcoder Would 
be accessed. If further transcoding operations and the asso 
ciated processing operations and time delays are acceptable, 
then the HTTP handler 26 may perform a lookup of a 
received content type or possibly an input type for a previ 
ously identi?ed transcoder in a chained-transcoder section of 
the table. Preferably, the format of the transcoding con?gu 
ration ?le may be changed to represent just such a lookup 
table in order to speed up the search. This may be accom 
plished, for example, by specifying a path betWeen content 
types involving multiple transcoders. 

[0087] It is also feasible for a chain of transcoders to 
include both local and remote transcoding services. These 
remote transcoding services could be transcoder ?les that an 
IP Proxy system 18 discovers, doWnloads and executes or 
they could be Web based transcoding services Which receive 
data in one format and return it in another, as described in 
further detail beloW. 

[0088] The determination regarding Whether or not mul 
tiple transcoding operations Will be permitted may be made 
by the HTTP handler 26 either before or after the table or 
con?guration ?le lookup operation is performed. In the 
example of FIG. 6, it should be apparent that multiple 
transcoders may be invoked to convert received content into 
WMLC. 

[0089] Once the con?guration ?le entries for the HTML 
>WML and WML->WMLC transcoders are found in the 
con?guration ?le 78 by the HTTP handler 26, the HTTP 
handler 26 ?rst loads and executes the HTML->WML 
transcoder to transcode the received HTML content into 
WML. The HTTP handler then loads and executes the 
WML->WMLC transcoder on the WML result of the ?rst 
transcoding operation. The resultant WMLC content is then 
forWarded to the dispatcher 22 and then to the mobile device 
12. When WMLC content is returned by the push server 80, 
the HTTP handler 26 forWards the content to the dispatcher 
22 Without transcoding, Whereas if WML content is 
returned, the WML->WMLC transcoder Would be invoked, 
as described above. 

[0090] The determination as to Whether or not multiple 
transcoding operations are alloWed may also be made depen 
dent upon predetermined criteria such as maximum HTTP 
request processing time or maximum content transcoding 
time or processor time for example. This determination 
might also take mobile device user- or push server-speci?ed 
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priority into account. If high time priority (loW time delay) 
is assigned by a mobile device 12 user for information 
destined for the user’s mobile device 12, then single 
transcoder operations may be selected. Alternatively, if a 
high data priority is associated With information to be sent 
to a mobile device 12, then any number of chained 
transcoder operations may be alloWed in order to get the 
information to the mobile device 12 in an acceptable format. 
User settings could be applicable to all pushed information, 
certain types of pushed information, or information origi 
nating from certain speci?c push servers. Transcoding could 
also or instead be controlled by a push server, as described 
in further detail beloW. 

[0091] Other criteria Which may be applied by a connec 
tion handler include but are in no Way limited to alloWing 
chained transcoders only for relatively small amounts of 
received content, only at certain times of day, under speci?c 
current traf?c conditions, or only When the con?guration ?le 
or lookup table is stored in a local ?le system. Further 
criteria Will be apparent to those skilled in the art and as such 
remain Within the scope of the present application. 

[0092] It is also possible that more than one multiple 
transcoder chain may be available to convert betWeen any 
tWo content types. In such situations, there may be some 
priority, based for example on transcoding cost or ?delity, 
that an IP Proxy system 18 uses to select betWeen several 
available chains. 

[0093] In the above examples of push operations, the push 
server 42 or 80 indicates the content type of information in 
the connection request to the IP Proxy system 18. HoWever, 
if a push server pushes data content but does not specify a 
content type, then the default transcoder is preferably used. 
If the default transcoder discards received content or outputs 
a content type that cannot be accepted by the mobile device, 
12 an error message is preferably returned to the push server, 
Which may then re-send the data to the mobile device 12. 
The error message further preferably indicates to the server 
a reason for any delivery failure, such that the push server 
may attempt to remedy the delivery problem if possible 
before the data is re-sent. Where the data could not be 
delivered to the mobile device 12 because no content type 
Was speci?ed and the default transcoder could not transcode 
the data into an acceptable content type, for example, then 
the push server may re-send the data With an appropriate 
content type. 

[0094] The above illustrative examples also assume that 
the IP Proxy system 18 knoWs that the mobile device 12 can 
accept WMLC content, or at least that WMLC is a preferred 
content type for mobile device-destined information. If the 
IP Proxy system 18 does not knoW Which content type(s) 
that the mobile device 12 can accept, then the default 
transcoder is preferably used. Alternately, the active con 
nection handler, the HTTP handler 26 in FIGS. 5 and 6, may 
instead consult the transcoder con?guration ?le 72, 78 or 
lookup table to determine if a transcoder that accepts the 
returned content type as input is available. If an available 
transcoder is found, then it is loaded and used to transcode 
the received content. If more than one such transcoder is 
found, then one of them, for example the transcoder having 
the ?rst entry in the con?guration ?le or the transcoder that 
Was used most recently to transcode data for the particular 
mobile device 12 to Which the content is destined, may be 


























