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(57) ABSTRACT 

Amicropayment system and method is presented for a payor 
U to establish payment to payee M for a transaction T, Which 
typically has a very loW value TV. The micropayment 
scheme minimizes the bank’s processing costs, While at the 
same time eliminating the need for users and merchants to 
interact in order to determine Whether a given micropayment 
should be selected for payment. In one embodiment, the 
micropayment scheme includes time constraints, Which 
require that an electronic check C for the transaction T be 
presented to a bank B for payment Within a predetermined 
time/date interval. In another embodiment, the micropay 
ment scheme includes a selective deposit protocol, Which 
guarantees that a user is never charged in excess of What he 
actually spends, even Within a probabilistic framework. In 
another embodiment, the micropayment scheme includes a 
deferred selection protocol, Which provides the bank With 
control and ?exibility over the payment selection process. 
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METHOD AND SYSTEM FOR MICROPAYMENT 
TRANSACTIONS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application claims bene?t of priority to: 1) 
US. Provisional Application Serial No. 60/287,251, entitled 
“Method and System For Micropayment Transactions” and 
?led on Apr. 27, 2001; 2) US. Provisional Application Serial 
No. 60/306,257, entitled “Method and System for Micro 
payment Transactions” and ?led on Jul. 18, 2001; and 3) 
US. Provisional Application Serial No. 60/344,205, entitled 
“Method and System for Micropayment Transactions” and 
?led on Dec. 26, 2001; all of Which are incorporated by 
reference herein in their entireties, as if fully set forth beloW. 

BACKGROUND 

[0002] The groWth in electronic commerce systems has 
led to a rapid groWth in the number of ?nancial transactions 
taking place across electronic netWorks. Micropayments 
enable neW forms of electronic commerce transactions, by 
providing a convenient method for ?nancing on-line loW 
value services such as information retrieval services. Micro 
payments may have very loW value—in some cases fractions 
of a penny—but may be eXecuted in very high volumes. By 
Way of eXample, information service providers may Wish to 
charge for their services in small increments. Micropay 
ments may be used to pay for each Web page visited or for 
each minute of music or video streamed to the user. 

[0003] A simple form of an electronic payment scheme is 
an electronic check. An electronic check consists of a check 
that is digitally signed, rather than hand-signed. A digital 
signature alloWs the receiver of the check to verify both the 
authenticity of the signing party, and the integrity of the 
contents of the check (e.g., the date and amount of the 
check). The literature on public key cryptography provides 
many methods for implementing digital signatures, such as 
the RSA method described in “A method for obtaining 
digital signatures and public-key cryptosystems,” Rivest, R. 
L., Shamir, A., and Adleman, L. A., Communications of the 
ACM, Vol. 21, No. 2, 1978, S. 120-126. As is Well knoWn, 
each party in a public key cryptosystem uses a unique pair 
of keys. Each pair includes a public key and a corresponding 
private (or secret) key. While the public key is made 
available to the public, the corresponding private key is 
knoWn and accessible only to the oWner, Who safeguards it 
and keeps it secret. It is not computationally feasible to 
derive the private key from the knoWledge or discovery of 
the corresponding public key. Therefore, making a public 
key available to the public does not endanger the security of 
the matching private key. Because a private key is never 
accessible to anyone but its oWner, public key cryptosystems 
enjoy an increased security, as compared to systems in 
Which secret keys are shared among different parties. 

[0004] In a public key cryptosystem, a sender Who Wishes 
to secretly send a message obtains the receiver’s public key 
and uses it to encrypt the message. Upon receiving the 
encrypted message, the receiver uses his matching private 
key to decrypt it and read the original message. Without 
access to the matching private key, it is computationally 
infeasible to decrypt the encrypted message. 

[0005] In a public key digital signature scheme, a signer of 
a message creates his digital signature by applying his 
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private key to the message. The resulting digital signature is 
thus unique to both the message and to the particular private 
key used to create the digital signature. Anyone in posses 
sion of the message and the digital signature can verify the 
authenticity of the digital signature using the signer’s public 
key. 
[0006] A hash function is also used in many public key 
digital signature schemes. A hash function is an algorithm 
Which, When applied to a message, creates a digital “?nger 
print” of the message, in the form of a “hash value” that 
typically has a ?Xed length. A “one-Way collision-resistant” 
(or secure) hash function is a hash function for Which it is 
computationally infeasible to derive the original message 
from its hash value, or even to ?nd tWo messages having the 
same hash value. The hash of a message thus Works Well as 
an identifying “?ngerprint” for the message, since if one 
makes any change, even the slightest change, to a message, 
one invariably obtains a message With a different hash value. 

[0007] It is common to use hash functions in digital 
signature schemes in a “hash and sign” manner. To create a 
digital signature in this Way, the sender of a message applies 
a hash function to the message, thus computing a message 
digest or hash value for the message. The sender then applies 
his private key to the hash value to obtain his digital 
signature for that message. 
[0008] The authenticity of the digital signature, as Well as 
the integrity of the contents of the message, can be veri?ed 
using the sender’s public key and the hash function that Was 
used to create the signature. The receiver can verify that the 
message Was indeed signed by the sender by recomputing 
the hash value for the message, and then applying a veri? 
cation procedure that takes as inputs this hash value and the 
sender’s public key. The veri?cation procedure might say, 
for eXample, to use the sender’s public key as a decryption 
key and to accept the signature as valid if the decryption 
yields the recomputed hash value of the message. If veri? 
cation succeeds, the receiver may be con?dent that the 
sender actually signed the message and that the message Was 
not altered since it Was signed. 

[0009] In a typical electronic check payment scheme, a 
user pays a merchant for a transaction by providing a digital 
signature to a piece of data that identi?es the transaction. 
The data may identify, among other things, the user, the 
user’s bank account number, the merchant, the amount to be 
paid, the time of the transaction, and/or the information, 
services, or merchandise that has been purchased. Typically, 
the merchant deposits the electronic check that he receives 
from the user by sending the check to the bank. 

[0010] The digital signature capabilities in an electronic 
check scheme may be supported by digital certi?cates. A 
digital certi?cate is most commonly an electronic document 
that asserts that a particular individual holds the private key 
corresponding to the public key given in the certi?cate. In 
other Words, the certi?cate correlates a key pair With a 
particular party. Since the certi?cate is itself digitally signed 
by a trusted authority, a digital certi?cate is normally trusted 
as proof that the named party indeed oWns the public key 
listed in the certi?cate and that the named party exclusively 
controls the corresponding private key. Digital certi?cates 
may also assert that the party is authoriZed to sign electronic 
payments or perform other speci?ed actions. 

[0011] After verifying the digital signature on an elec 
tronic check, the bank may credit the merchant With an 
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appropriate amount, and may debit the user With an appro 
priate amount. The bank may also charge discretionary 
transaction fees or other fees. 

[0012] Electronic payment systems, and in particular 
micropayment systems, face many challenges. Afundamen 
tal problem With micropayments lies in a bank’s processing 
costs for the micropayments. Frequently, the cost to the bank 
of handling a micropayment transaction Will be many times 
larger than the value of the micropayment itself. For 
eXample, processing a credit card transaction usually costs 
about 25 cents, While a typical micropayment may be Worth 
about 1 cent or less. Exceptional ef?ciency is therefore 
required in order to support micropayments; otherWise the 
cost of the payment mechanism Will much eXceed the value 
of the payments. 

[0013] Micropayment schemes therefore attempt to reduce 
the bank’s processing costs by aggregating many small 
payments into feWer, larger payments. A variety of aggre 
gation strategies are available. Some micropayment schemes 
have session-level aggregation: all payments betWeen a user 
and a merchant during a given “session” are aggregated into 
a single larger payment. Another strategy is global aggre 
gation: payments are aggregated across all user/merchant 
pairs. Global aggregation can provide greater ?exibility and 
greater cost savings. 

[0014] A number of micropayment schemes are knoWn in 
the art, and surveys can be found in the literature, for 
eXample in “Digital Cash: Commerce on the Net,” Peter 
Wayner, Academic Press, 1996. Micropayment schemes that 
are currently knoWn include “PayWord” (described in “Pay 
Word and MicroMint: TWo simple micropayment schemes,” 
Ronald L. Rivest and Adi Shamir, Fourth Cambridge Work 
shop on Security Protocols, Springer Verlag April 1996), and 
the “electronic lottery scheme” (described in “Electronic 
Lottery Tickets as Micropayments,” Ronald L. Rivest, in 
Proceedings of Financial Cryptography ’97, vol. 1318 of 
Lecture Notes in Computer Science, pp. 307-314, Springer 
1997). Other knoWn micropayment schemes include, but are 
not limited to, “Millicent” by Manasse et al., “MicroMint” 
by Rivest and Shamir, “NetCard” by Anderson, “PayTree” 
by Jutla and Yung, “MicroiKP” by Hauser et al., the proba 
bilistic polling scheme by J arecki and OdlyZko, a proposal 
for “transactions using bets” by Wheeler, a similar proposal 
by Pedersen, and a related proposal for micropayments by 
ef?cient coin-?ipping, by Lipton and Ostrovsky. The 
J arecki/OdlyZko probabilistic polling scheme is disclosed in 
US. Pat. No. 5,999,919, entitled “Efficient Micropayment 
System,” and issued to StanislaW Jarecki and AndreW M. 
OdlyZko on Dec. 7, 1999. 

[0015] PayWord is a micropayment system based on pub 
lic key digital signature schemes and one-Way hash-func 
tions. In the PayWord system, a user receives from a bank 
a digital certi?cate, Which authoriZes the user to make chains 
of hash values, or “payWords” Wi. These payWords can be 
monetarily redeemed from the bank by the merchant. The 
i-th payWord is related to the i+1-th payWord by the relation: 

[0016] Where h is a one-Way hash function. Thus it is 
computationally infeasible to derive Wi+1 from h(Wi+1). The 
i+1-st payWord Wi+1 can be veri?ed by the merchant using 
the i-th payWord Wi, by performing the hash operation h on 
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Wi+1. In the PayWord scheme, the user computes a chain of 
hash values, W0, W1, . . . , Wn, and commits to the entire chain 

by sending his digital signature of the root WO to the 
merchant. AfterWards, the user makes each successive pay 
ment to the merchant by revealing the payWords consecu 
tively in turn (W1, W2, . . . , Wi, . . . Each consecutive value 

in the chain can be veri?ed by the merchant, by performing 
the hash function on that value in order to check that it 
hashed to the previous value in the payWord chain. 

[0017] PayWord alloWs the merchant to conveniently 
aggregate the buyer’s payments. After k micropayments 
have been made, if the merchant feels that, taken together, 
the k micropayments constitute a siZable enough macropay 
ment, the merchant makes a single deposit in the bank for k 
cents (or other appropriate monetary units that represents 
each micropayment). The vendor reports to the bank only 
tWo values, Wk, and the user’s signature of WO. The bank 
veri?es the user’s signature of W0, and iterates the hash 
function k times on Wk, to verify that this operation does 
indeed yield W0. After veri?cation, the bank pays k cents into 
vendor’s account, and charges the user’s account k cents, 
and charge other transaction fees at its discretion. 

[0018] PayWord suffers from the disadvantage that the 
merchant cannot aggregate micropayments of different 
users. This is because in PayWord, each user must establish 
his oWn hash-value chain With the merchant, and because 
different hash-value chains cannot be merged. Many other 
micropayment proposals, such as Millicent, also suffer from 
this problem of not being able to aggregate micropayments 
across different user/merchant pairs. That is, PayWord only 
provides session-level aggregation, not global aggregation. 

[0019] The electronic lottery scheme by Rivest provides 
another method for aggregating micropayments, so as to 
reduce transaction costs. This scheme is based on a selection 
rate or selection probability s (0<s<1) for each micropay 
ment: on average, only one out of every 1/s micropayments 
is selected for actual payment. The selection rate s is knoWn, 
predictable, and ?Xed. For each micropayment presented to 
the merchant, the merchant ?rst veri?es the user’s signature 
on the root WO of the PayWord chain and veri?es that the 
provided hash value Wk indeed yields WO When iteratively 
hashed k times. If so, the merchant accepts the micropay 
ment from the user. The merchant then goes through a 
predetermined interaction protocol With the user, in order to 
determine Whether or not the micropayment should be 
selected for deposit at the bank. A non-selected check can 
not be deposited and is thus Worthless to the merchant; it is 
thus discarded by the merchant. Only a micropayment that 
is selected (through the interaction protocol) is actually 
presented to the bank by the merchant, in order to receive 
payment. In this Way, the bank does not have to process each 
and every micropayment, but only processes, on average, 
one out of 1/s micropayments. The bank’s processing costs 
are thereby greatly reduced. To make this process fair to the 
merchant, for each selected micropayment, the merchant 
gets paid an amount 1/s times greater than the originally 
speci?ed micropayment amount. In other Words, the bank 
pays to the merchant an amount that is “scaled” to a value 
1/s times the face value of the micropayment. 

[0020] Despite its advantages, the electronic lottery 
scheme suffers from the draWback that the user and the 
merchant must interact for each micropayment, in order to 
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determine Whether a particular micropayment should be 
selected for deposit. This requirement considerably sloWs 
doWn the electronic payment system, and in some cases 
renders the scheme impracticable. 

[0021] For the foregoing reasons, there is a need for a 
non-interactive micropayment method and system, Which 
alloW global aggregation of micropayments to minimiZe 
bank processing costs, but Which at the same time do not 
require user-merchant interaction in the micropayment 
selection process. 

[0022] In addition, it is desirable to incorporate time 
constraints into a micropayment system. For example, it 
Would be advantageous to include in a micropayment system 
time constraints that require the merchant to deposit any 
payable check (i.e. a micropayment that is properly selected 
for deposit) in the bank Within a reasonable time period, in 
order to receive payment from the bank. In this Way, the user 
Would not be charged too late, ie when a possible expen 
diture for the transaction is no longer in his budget. This type 
of constraint Would also give an extra incentive to the 
merchant to verify that the time information on a check C is 
accurate, thereby enhancing the security of the system. 

[0023] Another problem inherent in probabilistic micro 
payment schemes, besides the inef?ciency caused by user 
merchant interaction in the selection process, is the risk to 
the user of being charged in excess of What he actually 
spends. Auser in a probabilistic micropayment scheme must 
deal With the probability (albeit small) that in some cases, by 
bad luck, he may have to pay more than What he actually 
spent. Such occurrences may be rare, and the relative impact 
of such a rare occurrence may decrease dramatically With 
the number of micropayments made. Nonetheless, the pos 
sibility, hoWever slim, of being excessively charged may 
constitute a strong obstacle to a Widespread acceptance of 
the scheme. This is because ordinary users are generally not 
accustomed to managing risk. 

[0024] For the foregoing reasons, there is a need for a 
micropayment method and system, Which not only mini 
miZes bank processing costs, but also guarantee that the user 
is never charged in excess of What he actually spends. 

[0025] Finally, micropayment systems Which attempt to 
increase their ef?ciency generally call the bank into action 
only With respect to those payments that have been selected 
for payment by the merchant, and that generally constitute 
only a small fraction of the total number of payments. Such 
micropayment systems, hoWever, do not provide the bank 
With any ?exibility or control over the payment selection 
process. Such control may be advantageous to the bank in 
managing its risk. 

[0026] It is therefore desirable that a micropayment 
scheme be available Which not only eliminates the need for 
user-merchant interaction in the selection process, and shifts 
the risk of excessive payment aWay from the user to the bank 
or the merchant, but also provides the bank With some 
?exibility and control over the payment selection process. 

SUMMARY OF THE INVENTION 

[0027] The present invention relates to probabilistic 
micropayment schemes, Which alloW a user U (or other 
payor, henceforth referred to as “U” or “user”) to establish 
payment to a merchant (or other payee, henceforth referred 
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to as “M” or “merchant”) for at least one transaction T. 
Typically, T has a very loW value TV, although the scheme 
featured in the present invention is applicable to any value 
of TV. The micropayment schemes featured in the present 
invention minimiZes the costs necessary for processing such 
micropayments, thereby signi?cantly increasing the ef? 
ciency of the system. Anumber of additional advantages are 
also offered, as described beloW. 

[0028] In a ?rst embodiment of the invention, a micro 
payment protocol is presented Which alloWs the merchant to 
determine, immediately upon receipt of a check and Without 
interacting With the user, Whether or not the check should be 
selected for payment. Unlike prior art probabilistic micro 
payment schemes, the micropayment protocol in this 
embodiment does not require that the payability determina 
tion be deferred until an interactive selection protocol takes 
place betWeen the merchant and the user. 

[0029] In a second embodiment of the invention, the 
micropayment scheme of the present invention incorporates 
time constraints into the system and uses them in a special 
Way. These time constraints require that information regard 
ing the time and/or date of the transaction be provided on a 
check, and that the time information on the check satisfy 
predetermined criteria, in order for the check to be selected 
for payment. 

[0030] In a third embodiment of the invention, a selective 
deposit protocol is presented, Which eliminates any risk to 
the user of being charged in excess of What he actually 
spends. 

[0031] Finally, a fourth embodiment of the invention fea 
tures a deferred selection protocol, Which provides the bank 
(or other third party or broker, henceforth referred to as 
“bank”) control and ?exibility over the payment process. 

[0032] In a micropayment scheme in accordance With the 
?rst embodiment of the present invention, a user U uses the 
records relating to the transaction T, in order to create a data 
string C related to T. C may be an electronic check signed 
by creating a digital signature for T, using a secret key of the 
user. The user causes the merchant to receive the check C. 
Upon receipt of C, the merchant associates With C an item 
V that is substantially unpredictable by the user. The mer 
chant may use secret information SI, knoWn only to the 
merchant, in order to associate V With C. By Way of 
example, V may be the merchant’s digital signature for C, 
denoted by SIGM(C), and created by the merchant using the 
merchant’s secret signing key in a public key digital signa 
ture scheme. 

[0033] The merchant then determines Whether V satis?es 
a property P. In a preferred form, the property P may be 
related to the probability s that a given check C be selected 
for payment (0<s<1). If the merchant determines that the 
item V derived from the electronic check C does not satisfy 
the property P, the merchant simply discards the check C, 
and the bank never sees the check C. If the merchant 
determines that the item V (for example, SIGM(C)) does 
satisfy the property P, the merchant causes the bank to 
receive information I that enables the bank to also verify 
Whether V satis?es P. For example, I may be (or may 
include) the merchant’s public key for the merchant’s digital 
signature scheme, corresponding to the merchant’s secret 
key used to create V. Upon receipt of L the bank undertakes 
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to independently verify Whether V satis?es the property P. If 
the bank veri?es that V does indeed satisfy the property P, 
the bank causes the merchant, or a fourth party other than the 
merchant, the user, or the bank, to receive an amount of 
money A. The amount A is typically greater than TV, and in 
one form, may be related to the product of TV and the 
multiplicative inverse of the probability s. The amount A 
may be given by A=[Tv*1/s]. 

[0034] Asystem for establishing payment for a transaction 
T, in accordance With the ?rst embodiment of the present 
invention, includes a communications channel for transmit 
ting electronic data betWeen a ?rst party (user or other 
party), a second party (merchant or other party), a third party 
(bank or other party), and a fourth party. The system 
includes means operative by the ?rst party for inputting and 
storing a data string C derived from T. The system further 
includes means operative by the second party and responsive 
to C, for inputting and storing an item V associated With at 
least a portion of C and substantially unpredictable by the 
?rst party. The system includes means operative by the 
second party, for determining Whether V satis?es a property 
P. The system further includes means, selectively operative 
by the second party When V satis?es P, for causing a third 
party to receive information I enabling the third party to 
verify that V satis?es P. The system further includes means, 
selectively operative by the third party When V satis?es P, 
for causing a fourth party to receive an amount A. 

[0035] In a second embodiment of the present invention, 
time constraints are incorporated into the non-interactive 
micropayment protocol described above. In this embodi 
ment, a user can establish payment to a merchant for a 
transaction T that is characteriZed in part by a time t. 
Typically, the time t indicates the time and/or date at Which 
the transaction T takes place. The user creates a data string 
C that is related to Té In this embodiment, C must contain 
information regarding the time t of T. The user causes the 
merchant to receive C, or at least a portion of C that includes 
information on t. The merchant associates With C (or With 
the portion of C that he received) an item V that is substan 
tially unpredictable by the user. The item V is a function of 
the time information on C, for eXample the merchant’s 
digital signature (created using the merchant’s secret key) of 
at least a portion of C that includes the time information. V 
may also be a digital signature of G(C), Where G(C) denotes 
a function of C, or an algorithm using C. For eXample, G(C) 
may be a function that returns time/date information of C 
(e.g, the exactly same time/date information of C, or that 
time/date information “rounded up”), or time/date informa 
tion of the transaction T to Which C refers. The merchant 
then determines Whether V satis?es a property P. If V does 
satisfy P, the merchant at time t‘ causes the bank to receive 
information I (Which may include for eXample the mer 
chant’s public key corresponding to the merchant’s secret 
key used to create V) enabling the bank to verify Whether V 
satis?es P. 

[0036] In the second embodiment of the invention, in 
order for the bank to cause a fourth party to receive an 
amount A, t‘—t must be less than a predetermined time 
interval. This is another requirement, in addition to the 
requirement that V satisfy P. In other Words, the bank Will 
credit the merchant’s account only if the merchant presents 
a payable check that contains information regarding a time 
t (at Which the transaction T occurred), Which is Within 

Oct. 7, 2004 

prescribed time limits. For eXample, if the transaction T 
occurred on a day i, then the merchant may be required to 
deposit the corresponding check C Within the end of the day 
i, or by day i+1, or by day i+n, Where n is a predetermined 
integer. The time constraints in the protocol thus requires a 
timely deposit. Requiring timely deposits provides bene?ts 
by ensuring that the user is not charged too late; it also 
alloWs the bank to control other forms of risk, such as those 
arising from back-dated checks. 

[0037] In a third embodiment of the present invention, a 
selective deposit protocol is presented Which guarantees that 
a user is never charged more than What he actually spends. 
For each of one or more transactions Ti (i=1, . . . , n), the user 

derives a check/micropayment Ci having a face value TVi 
(possibly Worth only a fraction of the costs necessary for the 
bank to process a transaction such as Ti), according to an 
underlying probabilistic payment scheme. 

[0038] In the third embodiment of the invention, each 
check Ci includes a progressive serial number Si) preferably 
starting from 1. The serial number Si is preferably represen 
tative of the position of the check Ci relative to other checks, 
in a time-ordered succession of checks derived by the user. 
In the third embodiment, the aggregate debit amount for a 
user is guaranteed to never be greater than the aggregate 
amount actually spent by the user, denoted by TVagg for 
convenience. Typically, When the user Writes his i-th check, 
the aggregate amount TVagg is given by the aggregate 
amount of his checks, namely: 

[0039] For instance, the micropayment scheme featured in 
the third embodiment of the present invention forces Di to be 
no greater than TVagg=TV1+TV2+ . . . +TVi, if Ci is the ?rst 
check that is found to be payable, and Di is the correspond 
ing debit amount. This guarantee is accomplished through a 
protocol in Which the bank keeps track of the serial numbers 
of the checks it receives from the merchant. Before debiting 
the user, the bank must determine the serial number SrnaX on 
the last check, among the ordered succession of checks, 
upon Which payment Was made. In an illustrative case, all of 
the transactions are Worth an equal value TV. In this case, if 
Ci is the neXt payable check, then the bank causes the user 
to be debited by an amount Di=(Si—SmaX)*TV. The amount 
Di thus only depends only on the number of checks the user 
has Written since the last payment Was made, and the 
aggregate debit amount is guaranteed to be no greater than 

Si*TV. 
[0040] Finally, in a fourth embodiment of the present 
invention, a deferred selection protocol is presented, Which 
provides the bank With greater control and ?exibility over 
the payment process. As in previous embodiments of the 
invention, the user derives a data string or “chec ” Ci for 
each of one or more transactions Ti (i=1, . . . , n), each having 

a value TVi, and causes the merchant to receive Ci. 

[0041] In the fourth embodiment of the invention, the 
merchant uniquely associates groups of the checks Ci that he 
has received into m lists Lk, Where k=1, . . . , In Each list 

Lk includes data strings Ckl, . . . , Cklk, Where lk represents 
the total number of checks in a given list Lk. Thus, if n is the 
total number of checks in all m lists, Zmk=1lk=n 

[0042] The merchant commits to the m lists Lk (k=1, . . . 
, m), by computing a commitment CMk for each L1‘. The 
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commitment CMk is preferably a hash value H(Lk), Where H 
is a one-Way hash function. The merchant causes the bank to 
receive the commitments CMk (k=1, . . . , 

[0043] Upon receipt of CMk (k=1, . . . , m), the bank 
implements the deferred selection protocol featured in the 
fourth embodiment of the present invention, by selecting 
one or more integer indices i1, i2, . . . ir. The value of r is 
arbitrary, and up to the bank. The bank causes the merchant 
to receive the selected indices i1, i2, . . . i 

[0044] In response to receipt of the selected indices i1, i2, 
. . . ir, the merchant de-commits CMil, CMi2 . . . CM”, 

thereby revealing Lil, . . . , Lir to the third party (e. g., a bank). 
A?fth party (Which may be the bank, or an entity other than 
the bank) causes a fourth party (Which may be the merchant, 
or an entity other than the merchant) to receive a credit 
amount CR. The ?fth party causes the user to be debited by 
a debit amount D. 

[0045] Preferably, the credit amount CR is related to V1‘, 
Where Vk represents the aggregate value of all the checks 
contained in a given list Lk, i.e. 

Vk=TVk1+ . . . +TVklk_ 

[0046] The credit amount CR may be given by the aggre 
gate value of all the checks contained in all of the m lists, i.e. 

cR=v1+. . . +v“+. . . vm=2mk:1v“. 

[0047] In this case, commitments to the values Vi may 
have been provided to the bank When the commitments CMi 
to the lists Were provided; then all the values Vi are decom 
mitted after the bank selects some of the lists by specifying 
their indices. 

[0048] Alternatively, the credit amount CR may be related 
to the aggregate value of all the checks contained in just 
those lists Whose indices Were selected by the bank. This 
credit amount CR may be related to the just-mentioned 
aggregate value by a scale factor such as m/r (Where the 
integers m and r are referenced above), in order to re?ect the 
fact that the bank is only seeing a fraction r/m of the checks. 

[0049] The corresponding debit amount D may be derived 
in one of several Ways; the choice of method for deriving D 
may or may not be related to the method for computing CR. 
For eXample, the value D may be related to the aggregate 
value 

Vi1+Vi2+ . . . +ViI, 

[0050] of all the checks contained in those lists Whose 
indices match the indices selected by the bank and for 
Warded to the merchant; for eXample it might be the value 
of this sum scaled by a factor such as m/r. Or, the value D 
might be derived from the credit amount CR; for eXample, 
it could be equal to the credit amount CR. Or, the value D 
could be derived from the serial numbers on the checks 
contained in the selected lists, in the manner previously 
described. In most applications there Will be a number of 
distinct users, and the amount each user is charged Will 
depend in one Way or another on just those checks Written 
by that user in the selected lists. A preferred method of 
computing the debit amount DU for each user U Would be to 
use a method based on the serial numbers of the checks 
Written by user U. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0051] The invention can be more fully understood by 
referring to the folloWing detailed description taken in 
conjunction With the accompanying draWings, in Which: 
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[0052] FIG. 1 provides, in schematic ?oW-chart form, an 
overvieW of a method for micropayment transactions, in 
accordance With a ?rst embodiment of the present invention. 

[0053] FIG. 2 provides a schematic block diagram illus 
trating the components of a micropayment system for estab 
lishing payment for a transaction, in accordance With the 
?rst embodiment of the present invention. 

[0054] FIG. 3 provides, in ?oW-chart form, an overvieW 
of a method for micropayment transactions in accordance 
With a second embodiment of the present invention 

[0055] FIG. 4 provides, in ?oW-chart form, an overvieW 
of a method for micropayment transactions in accordance 
With a third embodiment of the present invention, Which 
includes a selective deposit protocol that eliminates the risk 
to the user of being charged in eXcess of What he actually 
spent. 

[0056] FIG. 5 provides a schematic block diagram illus 
trating the components of a micropayment system for estab 
lishing payment for a transaction, in accordance With the 
third embodiment of the present invention. 

[0057] FIG. 6 provides, in ?oW-chart form, an overvieW 
of a method for micropayment transactions in accordance 
With a fourth embodiment of the present invention. 

[0058] FIG. 7 provides a schematic block diagram illus 
trating the components of a micropayment system for estab 
lishing payment for a transaction, in accordance With the 
fourth embodiment of the present invention. 

DETAILED DESCRIPTION 

[0059] In the present invention, methods and systems are 
presented, Which increase the ef?ciency and ?exibility of 
micropayment schemes. 

[0060] In the present invention, a micropayment system 
involves at least a ?rst party, a second party, and a third 
party. In one form of the invention, the ?rst party may 
represent a payor, for eXample a buyer or a user. The second 
party may represent a payee, for eXample a merchant of 
goods or a vendor of services. The third party may represent 
a broker or a bank. Additional parties may also be involved. 
In some situations, a single entity may play the roles of more 
than one party: for instance, the roles of both the second 
party and the third party. An eXample Would be the situation 
in Which a user Wishes to make micropayments to his oWn 
bank. Alternatively, a single entity may play the roles of both 
the second party and the fourth party. 

[0061] For ease of reference, in the sequel We may use the 
term “user” to refer to the “?rst party”, the term “merchant” 
to refer to the “second party” and the term “bank” to refer 
to the third party broker, respectively. It is to be understood, 
hoWever, that the ?rst party need not be a user, nor the 
second party a merchant, nor the third party a broker or a 
bank 

[0062] Finally, additional parties may also be involved in 
micropayment schemes in accordance With the present 
invention. For instance, the third party may cause a fourth 
party (possibly cooperating With the second party) to receive 
payment. For eXample the ?rst party may be the paying 
device of a motorist passing through a toll booth, the second 
party a device at the toll booth, the third party the motorist’s 
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bank, and the fourth party an entity collecting tolls. In this 
case, the motorist may present a micropayment at the toll 
booth device, and if the proper conditions arise a payment 
may be made by the motorist’s bank to the toll-collecting 
entity. As another example, a ?fth party may be involved: the 
third party may cause the ?fth party to make an actual 
payment to the fourth or second party. For example, elabo 
rating on the previous example, the third party could be the 
manufacturer of or an entity controlling or renting the 
paying device, and the ?fth party may be the motorist’s 
bank, Which may ultimately pay the fourth party. The same 
?fth party, or the third party or another sixth party, may 
actually debit the ?rst party or another party on his behalf. 

[0063] 
[0064] In a ?rst embodiment of the invention, a micro 
payment scheme is presented Which eliminates the need for 
a merchant to interact With the user, in order to determine 
Whether or not a given payment should be selected. In this 
embodiment, When a user Wishes to make a payment, the 
user creates an electronic document or “check,” and causes 

the merchant to receive the check. In this embodiment, the 
merchant can determine, immediately upon receipt of the 
check, Whether or not the check should be selected for 
presentation to the bank, so that an appropriate debiting of 
the user’s account and a crediting of merchant’s account can 
occur. The merchant is able to make such a determination 
Without interacting With the user. Unlike in the case of prior 
art electronic lottery micropayment schemes, there is no 
need to defer such a determination until an interactive 
selection protocol takes place betWeen the user and the 
merchant. In this Way, the ef?ciency of the micropayment 
process is signi?cantly enhanced. 

[0065] In the ?rst embodiment of the invention, the user 
typically needs to pay the merchant because of a transaction 
T, or a series of such transactions T. The transaction is 
typically characteriZed by a transaction value TV Which may 
be very loW, for example one cent or a fraction of a cent. The 
bank Would therefore incur processing costs much higher 
than the transaction value itself, if the bank Were to process 
payments for every single transaction. 

[0066] FIG. 1 provides, in schematic ?oW-chart form, an 
overvieW of a method for micropayment transactions, in 
accordance With the ?rst embodiment of the present inven 
tion. When a user Wishes to make a payment in a micro 
payment scheme in accordance With the present invention, 
the user creates a data string or “electronic check” C, and 
sends C to the merchant, or otherWise causes the merchant 
to receive C. The check C is typically derived from a record 
T of the transaction. For example, the check C may be 
generated by creating a digital signature for the transaction, 
SIGU(T), using a secret key of the user; this signature by the 
user is veri?ed by the merchant. The user’s signature 
SIGU(T) may include, or may be accompanied by, suf?cient 
information about T to enable this veri?cation to proceed. 
The user may also cause the merchant to receive, or may 
incorporate in C, the digital certi?cate enabling veri?cation 
of his digital signature—e.g., the digital certi?cate specify 
ing the public key of U to be used to verify U’s digital 
signature. Each check C may have a probability or selection 
rate s (0<s<1) of being selected for payment. 

I. Non-Interactive Micropayment Scheme 

[0067] The merchant associates With the check C an item 
V that is substantially unpredictable by the user, for example 
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a digital signature for C, created using a secret key of the 
merchant. The merchant then determines Whether V satis?es 
a certain property P. In a preferred embodiment of the 
invention, the probability that V satis?es P is equal to the 
selection rate s. If merchant ?nds that V does indeed satisfy 
P, the merchant causes the bank to receive the information 
I that enables the bank to also verify Whether V satisfy P. 
OtherWise, the merchant discards the check C. Upon receipt 
of I, the bank may verify the user’s signature on the check 
C, if present, and discard the check if the signature does not 
verify. The bank may perform other tests, for example those 
relating to the status of the user’s account at the bank, such 
as determining if the account is still in good standing (e.g., 
Whether the relevant user’s digital certi?cate has been 
revoked); the bank may choose not to honor a check if such 
tests are not passed. The bank then veri?es that V does 
indeed satisfy P, and causes the merchant to receive a sum 
of money only if V satis?es P. 

[0068] Referring noW in more detail to each element of the 
micropayment scheme featured in the present invention, the 
“transaction” that causes the payment in the present inven 
tion covers a broad range of possible situations in Which a 
user may have to pay a merchant. For example, the user may 
pay the merchant in order to purchase services, or informa 
tion, or physical goods. Alternatively, the user may just be 
paying the merchant Without making any purchases, for 
example in order to make a donation to the merchant. 
Examples of typical transactions T include, but are not 
limited to, the user visiting an informational Website, Web 
page by Web page (each visited Web page representing a 
single transaction T), or audio/video material being 
streamed to the user, minute by minute (each minute of 
streamed audio/video material representing a single trans 
action T). 

[0069] The record T of the transaction may be a data string 
that includes the descriptive details of the transaction. For 
example, the record T may specify one or more of the 
folloWing: the amount being paid; the description of the 
goods to be purchased, if any; the identities of the user 
and/or the merchant; the public keys of the user and/or 
merchant; digital certi?cates for the user and/or merchant; 
the date and time of the transaction; the identi?cation of any 
relevant third parties, such as the bank or the ?nancial 
services provider, and any additional information needed to 
identify the user’s account. The transaction Will hereinafter 
be referred to in terms of the record T that represents the 
transaction, namely the phrase “the transaction T” Will be 
used to refer to the record T that represents the transaction. 

[0070] The data string C derived by the user typically 
represents an electronic check (sometimes also called a 
payment order), Which includes a commitment by the user to 
pay a given amount for the transaction. Typically, the 
nominal face value of the check C is the transaction value TV 
for the transaction T. Other information may also be 
included in the check C. For example, C may include the 
transaction T, or at least a portion of the transaction T, or an 
indication of the transaction T. In a preferred embodiment of 
the invention, the data string or electronic check C, or at 
least a portion of C, is authenticated. Authentication may be 
obtained by a variety of methods, as knoWn in the prior art. 
For example, the check C may be authenticated via a digital 
signature, or via a message authentication code, or by virtue 
of being sent Within an authenticated session. The check C 
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may be authenticated by a party other than the user, for 
example upon request of the user, or on behalf the user. This 
method of authentication Would be particularly useful in the 
context in Which the user Wishes to make an anonymous 
purchase. Any other authentication scheme knoWn in the art 
is also Within the scope of this invention. 

[0071] The user may use secret information, knoWn to 
user but not knoWn to the merchant, When creating the check 
C. Typically, for someone Who does not knoW this secret 
information, it is computationally infeasible to create the 
check C. In a preferred embodiment of the invention, the 
process of creating the check C involves the creation of a 
digital signature by the user in a public key digital signature 
system, and the secret information used by user to create C 
is his secret signing key in this system. In this embodiment, 
the data string C includes the user’s digital signature of the 
transaction T in this system, conveniently denoted as 
SIGU(T). SIGU(T) is created by user using the user’s secret 
key. The user may use any one of the digital signature 
schemes knoWn in the art, in order to create his digital 
signature. In particular, the user’s digital signature schemes 
may include, but are not limited to the folloWing: a deter 
ministic signature scheme; a randomiZed signature scheme; 
an identity-based signature scheme, as proposed by Shamir; 
an on-line signature scheme; an off-line signature scheme; 
and a designated veri?er scheme. The string C may also 
include other information, such as information about the 
transaction T. 

[0072] Having created the electronic check C, the user 
causes the merchant to receive C. There are a variety of Ways 
in Which the user may cause the merchant to receive C. The 
user may simply send the check C to the merchant. Alter 
natively, the user may ask another party to send the check C 
to the merchant. The user may cause the merchant to receive 
or access the check C in different portions, at distinct times. 
For instance, the user may cause the merchant to receive or 
access the user’s public key at an earlier time, before any 
transaction T takes place. The user may then cause the 
merchant to receive or access the user’s digital signature of 
C, or a portion of C, or a quantity related to T (or a portion 
thereof) at a later time. 

[0073] The merchant may determine Whether or not a 
check C is acceptable, i.e. Whether or not the check C is in 
fact signed by user, and Whether or not the contents of the 
check C are unadulterated and integral. To accomplish this, 
the merchant may revieW public veri?cation information 
that is speci?c to the user Who created the check C. This 
user-speci?c public veri?cation information may be, for 
example, the user’s public key that corresponds to the secret 
key that the user used in order to create C, or more generally 
a digital certi?cate proving that the user is authoriZed to 
make micropayments, and thus that his micropayments Will 
be honored. The same digital certi?cate can be used for both 
purposes, that is indicate that the user is authoriZed to make 
micropayments and that a given public key should be used 
to verify his digital signature in a micropayment check. The 
merchant may use the user’s public key, in order to verify 
that the digital signature on the check C is authentic, i.e. 
indeed created by user. If the user utiliZed an identity-based 
digital signature scheme, the public veri?cation information 
may include a speci?cation of the user’s identity. Such 
user-speci?c public veri?cation information may be 
obtained by the merchant directly from the user. Alternately, 
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such public veri?cation information may be obtained by the 
merchant from a digital certi?cate, or from publicly avail 
able information regarding the user (for example a published 
directory of public keys), or from information transmitted by 
the user in association With the check C or as part of the 
check C. The “user-speci?c public veri?cation information” 
need not be available to the general public; it need only be 
available to the merchant(s) and the bank. 

[0074] The merchant may take steps to check the authen 
ticity of the user-speci?c public veri?cation information that 
he obtained. These steps may include, but are not limited to: 
verifying digital signatures or other authentication informa 
tion concerning the user-speci?c public veri?cation infor 
mation; verifying the signature on a digital certi?cate; 
checking the expiration date of a digital certi?cate; and 
determining Whether a digital certi?cate has been revoked. 
The merchant may also con?rm from the digital certi?cate 
that the user is indeed authoriZed to Write the electronic 
check C; this may involve, for example, further checks on 
the amount, account number, serial number or other infor 
mation in the check C. 

[0075] The merchant associates With every check C that he 
receives an item V that is substantially unpredictable by the 
user. For example, the item V may be substantially unpre 
dictable by the user because it Would not be computationally 
feasible for the user to derive V from C, i.e., the user Would 
need to perform an impractical amount of computation, in 
order to derive the value of the item V. In one embodiment 
of the invention, the item V can only be feasibly derived 
from C using secret information SI knoWn to the merchant, 
but not knoWn to the user. In one embodiment, the secret 
information SI may be merchant’s secret key in a public key 
digital signature scheme. 

[0076] In one form, the item V associated With C by the 
merchant may be the merchant’s digital signature for C, 
denoted by SIGM(C) for convenience, and created by the 
merchant using a secret key of the merchant in a public key 
digital signature scheme. The digital signature scheme used 
by merchant does not necessarily have to be the same as the 
signature scheme used by the user to create C, and is likely 
to be a signature scheme that is different from the user’s 
signature scheme. In this situation, if C is equal to, or 
includes, SIGU(T), then the item V may be given by: 
V=SIGM(C). Accordingly, SIGM(C) is a quantity unpredict 
able to the user, because the user can never knoW the 
merchant’s secret signing key. Therefore, even if the user 
may control the check C in any Way he Wants, for example 
by choosing a particular transaction T, SIGM(C) Will essen 
tially be ‘random’, as far as the user is concerned. In another 
form of the invention, V may be a MAC (message authen 
tication code) value, computed by the merchant using a 
secret MAC key; this MAC key may be knoWn to the 
merchant and the bank but not to the user. In some forms of 
the invention, the merchant’s signature of C may be con 
strued to include the merchant’s signature or MAC of only 
a portion of C (such as the date or time in C, a random string 
included in C, or the serial number contained in C), or of a 
quantity related to C. 

[0077] The step of computing the item V need not neces 
sarily folloW in time the step of receiving C from the user. 
For instance, the item V may be the merchant’s digital 
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signature of the date information relating to the transaction 
T. The merchant may already have computed this digital 
signature before receiving C. 

[0078] In the present embodiment, the merchant uses a 
selection procedure to determine Which of the checks it has 
received should be “selected” for payment. The merchant 
transmits only the “selected” checks to the bank, and does 
not transmit any unselected checks to the bank. It is not 
computationally feasible for the user to determine, at the 
time the user creates a check, Whether or not the check Will 
be selected by the merchant or not. In fact, the user may or 
may not even be aWare that the merchant uses a selection 
process and transmits only a fraction of the user’s checks to 
the bank, although it may be more likely than not that the 
user eventually learns about such a selection procedure. 

[0079] As part of the selection procedure, the merchant 
determines Whether the item V associated With C satis?es a 
property P. In a preferred embodiment of the invention, the 
determination as to Whether or not a check C is selected for 
payment hinges upon Whether or not V satis?es P. 

[0080] In a preferred form, the selection procedure used by 
the merchant is such that it is possible to estimate, for each 
selected check, its selection rate or “probability” of being 
selected for payment. In particular, the selection procedure 
may be one that is estimated to select a ?xed fraction of all 
the checks. In this case, the property P may be related to a 
constant s, Where 0<s<1, and Where s is the probability that 
a given micropayment be selected for actual payment, and 
Where this probability s is ?xed and knoWn. Alternatively, V 
may satisfy P With a probability that can be determined from 
the data string C or from a portion thereof, or from the record 
T or portion thereof, or from a combination of the data string 
C and the record T. In other Words, the fraction of checks 
that are selected may depend upon parameters supplied by 
the user in the check C. For example, it may depend on the 
amount of the check. Alternatively, the value s may be 
speci?ed Within the user’s digital certi?cate that binds the 
user’s public key to the user. Alternatively, the property P 
may be guaranteed to hold for a constant fraction of the 
values of the item V. Alternatively, the property P may be 
guaranteed to hold for a certain fraction F of V, Where the 
fraction F may be determined from the data string C, from 
the record T, from portions of C and T, or from a combi 
nation of C and T. Alternatively, the merchant may obtain 
information from the bank that can be used to determine s 
and/or the property P. 

[0081] The property P may be speci?ed beforehand, i.e. 
before the transaction T occurs and a check C is derived 
from T. An example of such a property P Would be: “the last 
ten bits of V corresponds to a number less than X, Where X 
is a constant number.” Alternatively, the property P may be 
speci?ed Within, or obtainable from, the transaction T, or the 
check C, or a combination thereof. An example of such a 
property P Would be: “the last 10 bits of V corresponds to a 
number less than the number corresponding to the last ten 
bits of C.” The Way in Which the selection rate s is deter 
mined may involve a combination of the above approaches, 
or variations thereof that Would be obvious to one skilled in 
the art. 

[0082] In one form, the merchant may use the secret 
information SI knoWn only to the merchant, in order to 
determine Whether V satis?es P. Such secret information SI 
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may include, for example, the merchant’s secret key in a 
public-key digital signature scheme, or the merchant’s secret 
key in a public-key cryptosystem, or the merchant’s secret 
key in a public-key digital encryption scheme. Preferably, 
the merchant’s digital signature algorithm should be deter 
ministic. 

[0083] In one embodiment of the invention, the property P 
may take the folloWing form: 

[0084] Where represents a public function that takes an 
arbitrary bit string as an input, and returns as output a 
number betWeen 0 and 1, and s is a constant greater than 0 
and less than 1 and represents (or at least determines) the 
selection rate for the micropayment scheme, i.e. the prob 
ability that a given check C be selected for payment. As one 
example, F might operate on a binary input string V by 
pre-pending a Zero and a point, and interpreting the result as 
a binary number. In this example, if V Were the input string 
“011,” F Would operate on V to yield “0.011,” Which Would 
be interpreted as the decimal fraction 3/8. Since SIGM(C) is 
essentially a random (unpredictable) number, as explained 
above, then F(SIGM(C)) is also a random and long enough 
number betWeen 0 and 1. Therefore, F(SIGM(C)) Would be 
less than the rate s, and therefore the property P satis?ed, 
essentially for a fraction s of all the checks C Which the user 
causes the merchant to receive. In another embodiment, the 
function F Would ?rst apply a hash function or other 
deterministic function to its input, and then proceed as 
before by pre-pending a Zero and point, and interpreting the 
result as a binary number. In another embodiment, the 
property P may take the folloWing form: 

[0085] Where G( ) represents a function that is applied to 
the check to produce a data string. For instance, the function 
G may just return the serial number of the check C. 

[0086] It should be emphasiZed that the merchant need not 
interact With the user, in order to determine Whether a check 
should be selected for payment. In a case in Which the 
property P is determined according to equation (1), it is 
easily seen that merchant can immediately verify Whether a 
check C is payable: the merchant can easily evaluate 
F(SIGM(C)) using his oWn secret signing key, and compare 
F(SIGM(C)) to the selection rate s. It is crucial that 
F(SIGM(C)) be substantially unpredictable to the user; it 
should also be a number of suf?cient precision. For a 
selection rate that is practically reasonable, for example 1/128 
or 1/1024, it Would be suf?cient for SIGM(C) and F(SIGM(C)) 
to be 10-bits long. A typical digital signature is, instead, 
hundreds of bits long, and therefore represents an overkill. 

[0087] In this embodiment of the invention, the merchant 
causes the bank to access information I, Which enables the 
bank to also verify Whether V satis?es P, once the merchant 
himself has determined that the item V (for example 
SIGM(C)) does satisfy the property P. In an exemplary 
embodiment of the invention, the information I may include 
the merchant’s public key corresponding to the secret key 
that Was used to create SIGM(C), or the merchant’s certi? 
cate for that public key. The information I may also include 
the merchant’s digital signature of C, namely V or SIGM(C). 
The merchant may cause part of the information I to be 
accessed by the bank before check C is even generated. For 
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instance, the merchant may have given the bank in the past 
its oWn certi?cate, and the bank may have stored it. If the 
merchant determines that the item V derived from the 
electronic check C does not satisfy the property P, the 
merchant simply discards the check C. The bank never sees 
the check C. However, if the check Were properly made, 
even though not selected for payment, the merchant Would 
still normally provide the user With the goods/services that 
the check intended to buy. Only those checks C for Which V 
(associated With C) satis?es the property P are selected for 
payment by the merchant, and forWarded to the bank. The 
bank is thus called into action only for a fraction of the 
micropayments made by user. 

[0088] Because the bank is only seeing a fraction s of the 
checks created by the user and received by the merchant, an 
adjustment in the payment amounts needs to be made to 
account for (at least approximately) the value of the “miss 
ing” (unselected) checks. In one approach to making such an 
adjustment, each check forWarded to the bank for deposit 
results in a “macropayment” that has a value of 1/s times the 
nominal face value TV of the check C. When s is variable, 
the applicable s is the s related to the procedure used to select 
C. For eXample, if s Were 1/1000, and the transaction value TV 
Were 1 cent, then on the average, only 1 out of 1000 
micropayments Would be selected for payment, and 999 out 
of 1000 micropayments Would be discarded. A payment of 
1000 cents, or $10, Would be made for the selected micro 
payment. In this Way, only a single processing cost Would be 
incurred for each 1000 micropayments, on the average, 
resulting in a large savings in processing cost. 

[0089] The bank veri?es, for each check C received from 
the merchant, Whether the check C should indeed have been 
selected for payment, using information I such as merchant 
public key in merchant’s digital signature scheme. In other 
Words, for each check C received from the merchant, the 
bank also veri?es Whether V satisfy the property P, using 
information I. If the bank veri?es that V does indeed satisfy 
the property P, the bank causes the merchant, or a designated 
fourth party other than the merchant, the user, or the bank, 
to receive a sum of money corresponding to the value of the 
macropayment. The bank typically causes the payment to be 
made out of the user’s account, and into the merchant’s 
account or into some designated fourth party’s account. 

[0090] The bank at its discretion and/or according to its 
policies, may refuse to pay for a check under certain 
circumstances, such as When the user’s account is in arrears, 
When the user’s certi?cate is revoked, or When the merchant 
or user is suspected of attempted fraud of some sort. For 
eXample, the bank may take steps to ensure that if a 
merchant submits the same check tWice, then payment is 
made at most once. The bank may refuse to pay for a check 
that has been previously processed. The bank may also 
choose to hold a check for payment until the user has 
deposited suf?cient funds in his account to cover the check. 

[0091] The micropayment scheme featured in the ?rst 
embodiment of the present invention may involve four 
parties, a ?rst party, a second party, a third party, and a fourth 
party, Where all four parties are totally distinct. As an 
eXample, the ?rst party may be a user going through a 
tollbooth, the second party may be a device at the tollbooth, 
the third party may be the user’s bank, and the fourth party 
may be the highWay oWner. Alternatively, the ?rst party may 
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be a user doWnloading a song, the second party may be a 
provider of the song, the third party may be the user’s bank, 
and the fourth party may be a music distributor. Alterna 
tively, the third party may be the ?rst party (i.e. user)’s bank, 
and the fourth party may be the second party (i.e. mer 
chant)’s bank. In this case, the second party Would be 
causing the user’s bank to make the payment to the second 
party’s bank, for the second party’s bene?t. Additional 
parties, other than the ?rst, second, third, and fourth parties, 
may also be involved in the micropayment scheme of the 
present invention. For eXample, the ?rst party (user) may 
send a check C to a second party, Which is a device that 
forWards the item V (if the property P holds for V) to a third 
party Which is the user’s bank. The user’s bank (third party) 
pays the fourth party, Which is the bene?ciary’s bank, for the 
bene?t of the bene?ciary, Who is a ?fth party. 

[0092] The amount of the payment may depend on both 
the nominal face value (TV) of the check and the estimated 
probability s that such a check Would be selected for 
payment. The amount of the payment out of the user’s 
account, and into the merchant’s account, may be given by 
the nominal face value of the check, multiplied by the 
multiplicative inverse (1/s) of the estimated probability s 
that such a check Would be selected, adjusted by any 
applicable bank processing fee that the bank may charge the 
user and the merchant, respectively. 

[0093] As mentioned before, a micropayment scheme is 
very useful for enabling purchases of loW-value items, for 
eXample a Web article or a Web page. In the prior art, 
subscription methods have been Widely used, in order to 
enable users to purchase loW-value items. For instance, by 
subscribing to a Web service, the user essentially aggregates 
many future loW-value transactions into a single macropay 
ment. This practice, hoWever, may not be optimal for the 
user, because the price of a subscription could be more than 
the user is Willing to pay, if the user is currently interested 
in a speci?c item but is not sure that he Will Want or need to 
access future items. As a result, the vendor may lose some 
business, because the user may decide against buying a 
subscription (i.e. making a macropayment “in advance”), 
and may renounce his desired item. 

[0094] A probabilistic micropayment scheme, as featured 
in the ?rst embodiment of the present invention, may be 
eXtended in a manner that bridges subscriptions and indi 
vidual sales, as folloWs. A merchant may offer users tWo 
options: 1) a subscription that enables the users to obtain 
many items Within a given time interval (e.g., the subscrip 
tion may offer a buyer the access to all Web pages of the 
merchant, for one year), and 2) individual items a la carte. 
The user may decide to buy an individual item alone, 
according to its declared price, TV. The user Would pay the 
merchant With a probabilistic check having a face value of 
TV, and the merchant Would provide the user With the desired 
item. If the probabilistic check should be selected, hoWever, 
the check Will actually cause the merchant to receive a much 
higher monetary value, for instance A=TV*1/s, Where 
s=1/1ooo, in the case Where the probability that an individual 
check be selected for payment is 1/1000. The amount A, 
received by merchant, Would eXceed the cost of the mer 
chant’s subscription service. In this case, the user Would be 
reWarded by obtaining a subscription for free. If the cost of 
a subscription is higher than A, the user may be reWarded by 
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obtaining A as a credit towards the cost of purchasing a 
subscription from the merchant. 

[0095] The above-described method for bridging subscrip 
tions and individual sales offers several additional incentives 
to the user. Assume, for simplicity only, that all items have 
the same cost (e.g., one cent), that a subscription costs $10 
and that the probabilistic check has a face value of one cent 
but upon selection for payment, actually ends up costing the 
user $10, because the probability for selection in the under 
lying scheme is 1/1000. Then, the user Will see that, on 
average, only 1 out of 1000 of his checks becomes payable, 
and that, When he actually pays $10, he also gets a sub 
scription for free. Therefore, in some sense the user never 
has to decide Whether he should purchase a subscription, or 
Whether he should opt for a la carte items: the user may 
alWays go a la carte, because he Would alWays end up, either 
With obtaining an item for free, or pay for the item, but have 
a subscription throWn in for free, in return. In this Way, even 
if the user is hit With a $10 payment long before making 
1000 1-cent purchases, the micropayment scheme Would 
alWays appear fair and attractive to the user. The process 
Would also look attractive to the merchant, since he may 
otherWise lose customers that Would not consider buy a 
subscription anyWay. The merchant can also adjust the 
per-value TV upWard a bit to include a pro-rated cost of a 
subscription, if he feels that the user Was getting too good of 
a deal. 

[0096] FIG. 2 provides a schematic block diagram illus 
trating the components of a micropayment system 100 for 
establishing payment for a transaction T, in accordance With 
one embodiment of the present invention. The system 100 
includes communications means 110 that permit the user, the 
merchant, and the bank to transmit electronic data, and even 
payments, among themselves. The electronic data may 
include data strings that represent electronic checks, or 
strings that represent messages. In one embodiment, the 
communications means 110 may permit access to remote 
servers. The communications means 110 may include a 
modem, and one or more netWork interface devices knoWn 
in the art, including but not limited to netWork interface 
cards. The communication means 110 may include buses, 
for eXample address buses 114 and data buses 115, that 
permit transfer of data betWeen different netWork nodes. 

[0097] The system 100 also includes a ?rst processing 
means 105, and a second processing means 106. The ?rst 
and second processing means may be computer systems, for 
eXample digital computers running a DOS or WindoWs 
operating systems, and are connected to the address buses 
114 and the data buses 115. Each of the processing means 
105 and 106 typically include storage means 121 for storing 
data, input means 122 for inputting data, and a Central 
Processing Unit (“CPU”) 123 that implements the system 
commands. The storage means 121 may include a computer 
memory, and a data storage device such as hard disks, 
CD-ROMs, and the like. The input means 122 may be any 
input device knoWn in the art, for eXample a conventional 
keyboard. 

[0098] The ?rst processing means 105 is operative by a 
?rst party for deriving, inputting and storing a data string C 
related to the transaction T. The second processing means 
106 is operative by a second party and responsive to C, for 
associating an item V With at least a portion of C. The second 
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processing means 106 is also operative to determine Whether 
V satis?es a property P. For eXample, a set of instructions 
can be inputted into the CPU 123 of the second processing 
means 106, to cause the CPU to derive the item V associated 
With C (or a portion of C), and to cause the CPU 123 to 
determine Whether V satis?es a property P. This is a neces 
sary condition that must be satis?ed, in order for the neXt 
step to be eXecuted by the CPU 123, namely the ordering of 
the transfer to a third party (the bank) of information I 
enabling the third party to verify Whether V satis?es P. The 
CPU 123 can be programmed to be selectively operative 
When V satis?es P, to transmit the information I to the third 
party. 

[0099] The system 100 also includes means 140, selec 
tively operative by the third party When V satis?es P, for 
causing a fourth party to receive a sum of money. The means 
140 may also be a computer system, having a CPU that can 
be programmed to be selectively operative When V satis?es 
P, to order the transfer of a payment to a fourth party. 

[0100] In summary, the micropayment scheme featured in 
a ?rst embodiment of the present invention minimiZes 
processing costs, While eliminating the need for user-mer 
chant interactions, and While alloWing each party to pay or 
receive approximately the correct eXpected value, over a 
period of time during Which a relatively large number of 
micropayments take place. 

[0101] 
straints 

II. Micropayment System Including Time Con 

[0102] Different variants are possible Within the non 
interactive frameWork that is presented in the ?rst embodi 
ment described above. In particular, in a second embodiment 
of the invention, time constraints can be incorporated. The 
micropayment scheme, as described in the previous section, 
may alloW a merchant to deposit a payable check at any 
time. In many cases, hoWever, it is advantageous for the 
bank to have the capability to refuse to credit the merchant’s 
account unless the merchant presents a payable (i.e. properly 
selected) check Whose time information indicates that the 
check is being presented Within a predetermined time inter 
val from the time at Which the relevant transaction occurred. 

[0103] In the second embodiment of the invention, a 
micropayment scheme is presented Which alloWs the user to 
establish payment for a transaction T that is characteriZed in 
part by a time t. Typically, the time t represents the time 
and/or date on Which the transaction T occurred. FIG. 3 
provides, in ?oW-chart form, an overvieW of a method for 
micropayment transactions in accordance With a second 
embodiment of the present invention. The user derives from 
T a data string or electronic check C from the transaction T. 
In the second embodiment, the check C, or the transaction T 
to Which C refers, must contain information IN regarding the 
time t of the transaction T. 

[0104] The user causes the merchant to receive at least a 
portion of C that contains IN. The merchant, upon receipt of 
the portion of C, associates With C an item V that is 
substantially unpredictable by the user. In this embodiment 
of the invention, the substantially unpredictable item V is 
de?ned in terms of the time t of T. For eXample, V may be 
created using the merchant’s secret key in a public digital 
signature scheme and may be given by SIGM(C), ie the 
merchant’s digital signature for C or for the portion of C that 
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includes information on t. In the latter case, more precisely 
V=SIGM(G (C)), Where G is a function of C that returns time 
information about C. 

[0105] The parameter s and functions F and G may also be 
used in the micropayment scheme to determine the property 
P that V should satisfy. The manner in Which s and the 
function F and G are speci?ed, as Well as the manner in 
Which the property P is speci?ed, may vary, in Ways similar 
to the methods of specifying s, F, and P described in the 
previous section. For eXample, the check C (or the transac 
tion T to Which C refers) may directly specify the property 
P that should be used With the proper value V associated to 
C. For eXample, the function F may determine the property 
P, Where P is given by: 

[0106] Where s is a number betWeen 0 and 1, and repre 
sents the probability that a given check C be selected for 
payment in the scheme. 

[0107] In the second embodiment of the invention, the 
merchant’s signature may just apply to a function G of C, 
rather than applying to all of C. That is, the property P may 
be given by 

[0108] Again, function G may be speci?ed in one of 
several Ways. For eXample, it may be ?xed, or be speci?ed 
by C, or be speci?ed by the corresponding transaction T, or 
be speci?ed by a certi?cate (e.g., of the merchant or of the 
user), or be speci?ed in other information provided by the 
bank. 

[0109] A particularly useful function G may be the func 
tion that returns the time information IN of C. In this Way, 
the item V (substantially unpredictable by the user) is a 
function primarily of the time t of the transaction T, and 
therefore the property P depends primarily on the time t of 
the transaction T. Notice that the time information eXtracted 
by G may be related to but need not to coincide With t. For 
instance, t may specify the day, the hour, and the minute of 
T, While G may return a time indication With a different 
granularity: e.g., it may specify t itself, but just up to the day 
(or day and hour but not minute), or the neXt hour after t. In 
the second embodiment of the invention, the value G(C) 
being signed by the merchant should alWays be construed to 
include time information. 

[0110] After determining that V satis?es P (in the cases 
Where this is true), and that the check passes other tests (for 
eXample, Whether the user’s signature, if present, is valid, 
the merchant at time t‘ causes the bank to receive some or all 
of information IN regarding the time t of T. The merchant 
may present to the bank all of C, or at least a portion of the 
check C that contains IN. The merchant also causes the bank 
to receive information I enabling the bank to independently 
verify that V satis?es P. The merchant may cause the bank 
to receive part of I before V is even computed. After 
receiving the relevant portion of IN, the bank can determine 
Whether t‘ (i.e. the time at Which the merchant presented the 
check to the bank) is suf?ciently close to t. The bank may 
discard the check C if the elapsed time |t‘—t| is greater than 
a predetermined amount. The bank may also refuse or defer 
payment at its discretion or according to its policies if other 
conditions hold, such as When the user’s signature on the 
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check C does not verify, or the user’s account is in arrears, 
or the user and/or merchant are suspected of fraud, etc. 

[0111] Using I, the bank independently veri?es that V 
satis?es P. Only if V indeed satis?es P, and all other tests are 
passed (such as the test that |t‘—t| is less than a predetermined 
time interval) does the bank cause the merchant (or other 
fourth party) to receive a sum of money. The predetermined 
time interval may be one day, for eXample, or one Week, or 
even a given number of hours. 

[0112] As one eXample, if the transaction T to Which a 
check C refers to happened in day i, then the micropayment 
system may require that the merchant deposit the check by 
the end of day i, or by the end of day i+1, or by the end of 
day i+n, Where n is an integer number indicative of the 
number of days Within Which it makes business sense for the 
merchant to deposit. This type of requirement gives an eXtra 
incentive to the merchant to verify the time accuracy of the 
checks he receives, Which provides an added security bene?t 
to the merchant. 

[0113] In one form, if t1 represents the time at Which the 
user causes the merchant to receive a portion of C including 
IN, then the merchant may refuse to proceed if the time t1 
is not Within the prescribed time constraints. In such a case 
the merchant could refuse to provide the “merchandise” 
(goods, services, or information, for eXample) requested. 
Timely deposit also ensures that the user is not charged too 
late, i.e. When that possible expenditure is no longer in the 
user’s budget. 

[0114] Referring to G(C) in more detail, G(C) may be the 
function that returns the date and/or time information of C, 
or of the transaction T to Which C refers. For instance, if 
such a date is Jan. 01, 2001, then V may consist of 
SIGM(Jan. 01, 2001). This is substantially unpredictable to 
the user, if the merchant has never signed such a date before. 
In this case, the property P that V must satisfy includes 
comparing SIGM(Jan. 01, 2001) or F(SIGM(Jan. 01, 2001)) 
With C, a portion of C, some function of C, or a pre-speci?ed 
constant. For eXample, one such property P might be for 
mulated as: does a selected m-bit substring of SIGM(Jan. 01, 
2001) match a selected m-bit substring of C? 

[0115] It should be noted that the above-described method 
of associating V With C has a number of advantages. In 
particular, the merchant may compute SIGM(Jan. 01, 2001) 
before even receiving C from the user on Jan. 1st, 2001. 
Therefore, once C has been received that day, the merchant 
may much more quickly verify Whether P satis?es the 
needed property P. For instance, if P consists of F(SIGM(Jan. 
01, 2001))<s, for some ?Xed number s, then P depends on V 
alone, and not otherWise on the check. Thus the merchant 
can determine Whether P holds once and for all, and even 
before Jan. 1st, 2001. If P does hold, then the merchant can 
forWard (Without any further veri?cation) all the checks he 
receives that day to the bank, for payment. If P does not hold, 
he Will discard (Without any further veri?cation) all the 
checks he receives that day. In this Way, the number of 
signatures that the merchant has to perform is minimiZed. 

[0116] Alternatively, the property P may consist of 
Whether certain m-bits (say, 10-bits) of SIGM(Jan. 01, 2001) 
match a given 10-bit string that the user includes in C. In this 
case, even though the property depends on both V and the 
check C, determining Whether P holds is almost immediate. 
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In fact, even though the computation of a digital signature 
may be rather complex, the merchant needs to compute 
SIGM(Jan. 01, 2001) only once on or before Jan. 1st, 2001, 
and then store the signature (or any given m-bits thereof). In 
this Way, the merchant’s effort that is required per check 
Would only consist of a trivial comparison of tWo 10-bit 
strings. This enables the merchant to cause the bank to 
receive all of the information I enabling the bank to inde 
pendently verify that a given check is selected for payment 
before the check is even received. For instance, the merchant 
may send SIGM(Jan. 01, 2001) at the beginning of Jan. 1st, 
2001, or even before it, and then just send the bank all 
checks relative to Jan. 1st, 2001. Although convenient, this 
may not be prudent for the merchant, hoWever, since if a 
malicious user Were to gain possession of SIGM(Jan. 01, 
2001) during Jan. 1st, 2001, she could Write checks that day 
that Would never be selected for payment. There are many 
variations of this approach (such as using a time granularity 
of one hour rather than one day) that are obvious to one 
skilled in the relevant art. 

[0117] In one form, the second embodiment of the present 
invention alloWs the merchant to associate an item (substan 
tially unpredictable to the user), using the time/date infor 
mation on a check C, by deriving a sequence of values VLi. 
The merchant derives a sequence of values VLi associated 
With a sequence of times ti (i=1, . . . , n), at least one of Which 
is related in a given manner to the time t of the transaction 
T. For instance, at least one integer m greater than 1 and less 
than n, |t—tm| is less than a predetermined amount, for 
example one day. Alternatively, for at least one integer m 
betWeen 1 and n, t—trn (or tm—t) is both positive and no 
greater than a day. The user causes the merchant to receive 
at least a portion of C that includes information regarding the 
time t of the transaction T. 

[0118] The merchant then determines Whether a property 
P holds betWeen the portion of C, and the value VLm, or 
betWeen the portion of C and a quantity Q depending on the 
value VLrn associated With tm. If so, the merchant causes the 
bank to receive information I that enables the bank to verify 
that the property P is satis?ed, so that the bank can make 
appropriate credits and debits. 

[0119] In one form, the merchant may associate an item V 
(substantially unpredictable to the user) to each check C 
using the date information of C, by generating a chain of 
hash values. In this form, the merchant generates the chain 
of values: 

[0120] Where Wi=h(Wi+1) and h is a one-Way function, and 
puts WO in his public ?le, or digitally signs it, or otherWise 
makes it public. The merchant thus associates Wi+1 to the i-th 
date/time unit. The associated item Wi+1 is unpredictable, 
even if the merchant reveals all items associated to prior 
time units. Although the ?rst i such items may have been 
released by time unit i, Wi+1 is substantially unpredictable, 
because one cannot compute Wi+1 by just knoWing Wi=h(Wi+ 
1). The unpredictable item V that the merchant associates to 
a check C having time/date information i is Wi+1, i.e. the i-th 
hash inverse of the time/date information. The property P 
may then be formulated in a variety of Ways. As one 
example, the property P may be satis?ed if the ?rst 10 bits 
of Wi equal 10 selected bits of C. The merchant can enable 
the bank to verify Whether property P holds by simply 
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releasing the information I=Wi. The bank can verify Wi by 
hashing Wi i times and seeing Whether the result matches the 
merchant’s W0, and then verify Whether P holds. 

[0121] It should be noted that if the merchant uses an 
unpredictable item V associated With the date/time informa 
tion on the check, then it is better for the merchant to hide 
any information about those checks that he has discarded 
and those checks he has set aside for credit during a given 
day/time unit. Else, a malicious user may prematurely 
discover the values V, and use this information to his 
advantage, for example by generating checks that he knoWs 
Will not be selected. It is preferable for the merchant to set 
aside all “selected” payable checks of a given date/time unit, 
and then send all the selected checks to the bank at the end 
the date/time unit. In this Way, even a malicious bank cannot 
collude With a user so as to enable him to defraud the 
merchant. Security may also be enhanced by requiring users 
to utiliZe smart cards, cell phones, or other devices that make 
it dif?cult or impossible for a user to freely generate and test 
a variety of checks to determine Which checks Will turn out 
to be selected for payment. 

[0122] III. Micropayment System Including A Selective 
Deposit Protocol That Eliminates User Risk 

[0123] It is typical of probabilistic payment schemes that 
the user does not knoW in advance, and has no control over, 
Which of his checks Will be selected for payment. In the 
embodiments of the present invention, as described so far, it 
may happen that a user is debited by an amount that exceeds 
What he actually spent, i.e. by an amount that exceeds the 
sum of the values of the checks he has Written. In a 
traditional probabilistic payment scheme, if a check Ci is 
selected to be payable With a probability s, then the user is 
typically debited for more than the transaction value TVi: in 
many probabilistic schemes, he is debited by an amount 
(TVi*1/s), by Way of example. Thus, if each transaction Ti 
has the same value TVi=TV, and by bad luck tWo or more 
(rather than one) of the user’s ?rst 1/s checks become 
payable, then the user Would be debited by an amount that 
is at least tWice the actual amount that he spent. When s is 
large, this may be expected to happen for approximately 
one-quarter of the users. 

[0124] In a third embodiment of the present invention, a 
selective deposit protocol is featured, Which solves the 
problem of user risk, namely the possibility that a user by 
bad luck may be charged more than the total value of the 
checks that he has actually Written. The problem of user risk 
is inherent in probabilistic micropayment schemes, such as 
Rivest’s electronic lottery scheme, and the micropayment 
system disclosed in the previous section. For example, even 
though the selection rate s for a probabilistic scheme may be 
1/1000, it may happen that by bad luck ?ve, rather than one, 
of user’s ?rst 1000 payments are selected for payment. 
While the probability of excessively charging the user is 
small, and While the relative impact of user risk decreases 
dramatically With the number of micropayments made, user 
risk may constitute a strong obstacle to a Widespread accep 
tance of probabilistic micropayment schemes. This is 
because ordinary users are not accustomed to managing risk, 
unlike larger institutions such as banks. Accordingly, the 
inventive scheme of the third embodiment, described beloW, 
improves the underlying probabilistic payment scheme. 
[0125] FIG. 4 provides, in ?oW-chart form, an overvieW 
of the method for micropayment transactions in accordance 






































