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(57) ABSTRACT 

A system and method for securely transmitting, searching, 
and storing data. To ensure security on the client side of a 
communication network, the system and method double 
encrypt sensitive data and single encrypt non-sensitive data. 
The system and method also fuZZy searches for user infor 
mation. Thus, it is possible to ?nd the information for the 
user in a database knowing only a minimal amount of detail 
about that user. Privacy and security is provided Without 
impeding performance or compromising any of the standard 
database search functionality. Capitalizing on the difference 
in privacy requirements betWeen users, the number of keys 
required to access sensitive data is minimized by using a 
single key for each user (e.g., a patient) and tWo keys for 
other users (e.g., health care providers). 
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SYSTEM AND METHOD FOR PROVIDING 
SECURE TRANSMISSION, SEARCH, AND 

STORAGE OF DATA 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a divisional of US. patent 
application Ser. No. 09/388,025, ?led Aug. 31, 1999. 

FIELD OF THE INVENTION 

[0002] The present invention relates to computer and 
netWork security, and more particularly, a system and 
method for securely transmitting, searching, and storing 
data. 

BACKGROUND INFORMATION 

[0003] Advances in computer and communications tech 
nology have increased a free How of information Within 
netWorked computer systems. While a boon to many, such 
free How of information can be disastrous to those systems 
Which process sensitive data. In a typical netWorked com 
puter system, one or more clients are connected over a 

communication netWork to a server. 

[0004] The risk of a security breach is compounded When 
a pathWay is provided from a private netWork to a public 
netWork such as the Internet. The Internet is a loose con 
glomeration of netWorks connected to a standard netWork 
protocol. One of the bene?ts of accessing the Internet is that 
the vast amounts of information can be accessed by the user. 
HoWever, of such unobstructed access, the danger is that 
there are little or virtually no controls on What individuals 
can access and What they may do With such access. When 
data is stored or transmitted Which alloWs parties, to access 
such data even though they are not authoriZed to access it, 
it is necessary to take steps to insure the security of that 
stored data and to ensure the integrity of data transmitted 
from one computer to another (e.g., via the Internet). 

[0005] Anumber of measures, eg encryption procedures, 
have been used to reduce the vulnerability of the netWorked 
systems to unauthoriZed access. Conventional encryption 
procedures encode data to prevent the unauthoriZed access, 
especially during the transmission of the data. Encryption 
procedure is generally based on one or more keys, or codes, 
Which are essential for decoding, or reverting the data into 
a readable form. 

[0006] The traditional encryption techniques focus on the 
security of the transmission and ignore the security of 
storage. These techniques provide a protection against the 
?rst kind of attacks Which include intercepting the data as it 
is being transmitted. The encryption techniques not only 
alloW the authentication of the sender of a message, but also 
serve to verify the integrity of the message itself, thus 
proving that the message has not been altered during the 
transmission. Such techniques include the use of both sym 
metric and asymmetric keys, as Well as digital signatures and 
hash algorithms. 

[0007] The encryption algorithms or procedures are gen 
erally characteriZed in tWo categories: symmetric and asym 
metric. Symmetric algorithms use one key to encrypt and 
decrypt a message. An encryption key is a sequence of bits 
that can be used to encode or decode a message. These 

Sep. 30, 2004 

symmetric algorithms require that both the sender and the 
intended receiver of the message (and no one else) knoW the 
same key. On the other hand, asymmetric algorithms use tWo 
separate keys e.g., a public and a private key to encrypt 
and/or decrypt a message. The public keys are published, 
(i.e., in the sense that the public key is available from a 
particular service; such as a telephone directory) so that 
everyone knoWs everyone else’s public key. The private 
keys, on the other hand, are kept secret by the oWner. 

[0008] Thus, in a situation Where, for example, a patient 
Wanted to send an encrypted message to his or her doctor, 
the patient Would use the doctor’s public key to encrypt the 
message, and then send the encrypted message to the doctor. 
The doctor Would then use his private key to decrypt the 
message. 

[0009] The practice of using encryption protocols or pro 
cedures to authenticate message senders as Well as the 
integrity of messages is Well knoWn in the art (see e.g., 
Bruce Schneier, Applied Cryptography, Protocols, Algo 
rithms, And Source Code In C, 2d ed., John Wiley & Sons, 
Inc., 1996). 
[0010] Conventional systems and methods suffer from, 
e.g., at least four de?ciencies: 

[0011] 1. Restricted media and time: data manage 
ment security measures only apply to data transmis 
sion, thus exposing stored data to an unauthoriZed 
access or unauthoriZed data manipulation; 

[0012] 2. Exceeded user generality: data manage 
ment security measures ignore interaction patterns 
betWeen individuals or user groups; 

[0013] 3. Exceeded application scope: security mea 
sures ignore speci?c requirements of particular 
applications (e.g., medical use); and 

[0014] 4. Exceeded implementation demands: secu 
rity measures require n-1 keys for a group of n 
people. (as discussed in the publication by Schneier 
listed above). 

[0015] Accordingly, there is a need for a system and 
method Which elevates the security standards across all 
digital media and prevents compromising data (e.g., patient 
data) in case of an authoriZed access of the server. Moreover, 
there is a need for a system and method that combines 
security and privacy protection Without impeding data pro 
cessing performance or conventional query scope in a rela 
tional database. 

SUMMARY OF THE INVENTION 

[0016] The present invention is directed to a method and 
system that satis?es the need of securely transmitting, 
searching, and storing data. Such a system and method 
alloWs a user to transfer data securely to a private netWork 
by pre-encrypting sensitive data With an encryption key, 
encrypting both non-sensitive data and the pre-encrypted 
data With a different encryption key and sending this 
encrypted data to a private netWork. 

[0017] In an embodiment of the system and method, a 
server is con?gured to perform fuZZy searching. The proce 
dure for fuZZy searching include creating trigrams for each 
record in a record database, sorting the trigrams alphabeti 
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cally, computing signature vectors for each record in the 
record database, encrypting the signature vectors With an 
encryption key, and storing the encrypted signature vectors 
in an encrypted signature database. In addition, the above 
steps are performed to obtain an encrypted signature vector 
for a search query. Thereafter, the closest encrypted signa 
ture vector is obtained from an encrypted vector database 
(i.e., the encrypted signature vector that is closest to the 
search query encrypted signature vector is obtained). 

[0018] According to another embodiment of the present 
invention, the record database Which contains both non 
sensitive data and encrypted sensitive data is searched. This 
is accomplished by encrypting the search query With an 
encryption key. Then, one or more records satisfying the 
search query are found. 

[0019] Another embodiment of the present invention 
alloWs authoriZed users access to the encrypted sensitive 
data. First, the database Which contains information is 
checked to determine Which users are authoriZed to access 

certain data, and if the user is authoriZed to access such data, 
then the user is alloWed to access a master encryption key. 
With the master encryption key, a further encryption key is 
decrypted. This further encryption key provides access for 
the user to the sensitive data. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] FIG. 1a shoWs an exemplary embodiment of a 
system according to the present invention. 

[0021] FIG. 1b shoWs exemplary keys utiliZed for authen 
ticating the interface server in the system illustrated in FIG. 
1a. 

[0022] FIG. 1c shoWs exemplary keys utiliZed for trans 
mitting, receiving, and storing data in the system illustrated 
in FIG. 1a. 

[0023] FIG. 1a' shoWs exemplary keys utiliZed for fuZZy 
searching a database in the system illustrated in FIG. 1a. 

[0024] FIG. 16 shoWs exemplary keys utiliZed for rela 
tional database searching in the system illustrated in FIG. 
1a. 

[0025] FIG. 1f shoWs exemplary keys utiliZed for access 
ing sensitive data in the system illustrated in FIG. 1a. 

[0026] FIG. 1h shoWs an exemplary embodiment of a 
method in Which a user communicates With a private net 
Work. 

[0027] FIG. 2 shoWs another exemplary embodiment of a 
method according to the present invention for authenticating 
an interface server. 

[0028] FIG. 3 shoWs another exemplary embodiment of a 
method according to the present invention for securely 
transmitting and storing data. 

[0029] FIG. 4 shoWs another exemplary embodiment of a 
method according to the present invention for performing 
the searching operation. 

[0030] FIG. 5 shoWs another exemplary embodiment of a 
method according to the present invention for accessing 
sensitive data. 
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DETAILED DESCRIPTION 

[0031] OvervieW 
[0032] The system and method according to the present 
invention addresses the problems of conventional systems 
and methods as discussed above by, e.g.: (1) securely 
transferring and storing sensitive data in a performance 
enhancing manner by double encrypting preferably only the 
sensitive data; (2) performing fuZZy searching to alloW 
access to user information knoWing a limited amount of 
information about the user; (3) performing relational data 
base operations on a database that contains unencrypted 
non-sensitive information and, possibly, encrypted sensitive 
information; and (4) alloWing authoriZed users access to the 
sensitive information using a minimum number of keys. 

[0033] To reduce a performance overhead associated With 
an information protection process, only a subset of the stored 
data may be protected (e.g. only a subset of the stored data 
may be encrypted). Initially, the data is segmented into tWo 
basic data types using the sensitivity criteria. For example, 
in the healthcare industry, the time of the day in Which a 
procedure is scheduled is not sensitive information. Every 
patient ultimately needs to knoW When a particular doctor is 
available, and so, this information should be readily avail 
able. HoWever, the name of the patient involved is sensitive 
information Which should be protected. 

[0034] The system and method is suitable in a situation 
Where there are tWo interacting groups of users and tWo 
classes of records. The tWo interacting groups of users are a 
privileged user group and a non-privileged user group. A 
user can be generally de?ned as either a privileged user or 
a non-privileged user. For example, in the healthcare indus 
try, the tWo interacting groups of users Would be the patients 
(eg the non-privileged user group), and the healthcare 
providers such as doctors (eg the privileged user group). 
The tWo classes of records Would be, e.g.: (1) patient records 
(e.g., non-privileged user records) and (2) the doctor records 
(e.g., privileged user records). 
[0035] For example, the patients grant access privileges 
(to their records) to some doctors and deny access to all 
other patients and doctors. The doctors to Which privileges 
Were granted, in consultation and agreement With their 
patients, grant access privileges (to some of those patient 
records) to some doctors. The doctors also grant access 
privileges to their research to some other doctors and to 
some patients (see Table 1 beloW for a listing of the 
exemplary privileges Which may be granted). The system 
and method according to the present invention utiliZes the 
asymmetry of the privilege granting scheme to minimiZe the 
number of keys used by the participating users. 

TABLE 1 

Access Privilege Asymmetry 

Doctor research 
Patient records records 

Patient grants To some doctors No 
access 

Doctor grants To some doctors and 
access some patients 

To some doctors 

and some patients 

[0036] Thus, an asymmetric key protocol is used for 
alloWing a transmission of a client’s request to a private 
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network. Data is encrypted or decrypted using a public or 
private key. Algorithms for encrypting and decrypting data 
are known in the art and include Rivest-Shamir-Adleman 
encryption (“RSA”) and Directory System Agent encryption 
(“DSA”). 
[0037] FIG. 1a shoWs an exemplary embodiment of the 
system 10 according to the present invention. An asymmet 
ric key protocol is used for security purposes. A private 
netWork (arrangement) 150 includes, e.g., an application 
server 100, a record database 105, a key-store database 115, 
a fuZZy signature database 120, and a permission database 
125. 

[0038] Apublic netWork 135 can be a netWork in Which all 
users have access Without the need for bypassing security 
measures. An eXample of the public netWork 135 is the 
Internet. An interface server 130 is coupled betWeen the 
private netWork 150 and the public netWork 135 thus alloW 
ing users (e.g., physicians and patients) access to informa 
tion on the private netWork 150. Aclient 140 may include all 
of the users Who require access to information from the 
private netWork 150. When the present invention is used in 
the medical setting, the client 140 may be a physician or a 
patient. Averi?cation processor 145 performs a veri?cation 
function by comparing the tWo parts of a certi?cate trans 
mitted by the application server 100 to determine if these 
tWo parts match and if so, the interface server 130 is 
authenticated. The veri?cation processor 145 can be imple 
mented using either hardWare or softWare. 

[0039] The application server 100 controls the access and 
retrieval of data betWeen the various databases. The record 
database 105 is a database containing information such as, 
e.g., patient records (e.g., patient’s name, patient’s appoint 
ments, disease history, disease diagnosis, etc.) and doctor 
records (e.g., doctor’s research on various diseases). Some 
of this information, such as the patient’s name and disease 
history, is sensitive information and thus is encrypted using 
the patient’s public key. 

[0040] The key-store database 115 is a database containing 
the users’ private keys Which are encrypted using a key-store 
master symmetric key. The fuZZy signature database 120 is 
a database containing signature vectors for each of the users 
in the record database 105, With each signature vector being 
encrypted using the user’s public key. The permission data 
base 125 is a database containing information regarding 
Whether a speci?c user (such as a doctor or patient) has 
access to a speci?c ?le or record. 

[0041] The system and method according to the present 
invention uses an encryption procedure, e.g., at ?ve phases: 

[0042] 1. Selected sensitive information is encrypted 
at the source level. This information remains 
encrypted during storage. 

[0043] 2. All data that is to be transmitted is 
encrypted is encrypted using a key. 

[0044] 3. Private keys are encrypted and stored in the 
key-store database 115. All doctors may share a 
single key to decrypt keys in the key-store database 
115. 

[0045] 4. Sensitive query conditions are encrypted to 
enable standard SQL searching While preventing 
retrieval of similar but irrelevant sensitive data. 
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[0046] 5. FuZZy signature vectors for every user 
record in the record database 105 is encrypted With 
the user’s public key. Such encryption alloWs fuZZy 
search for data including speci?c sub-strings by 
encrypting the sub-strings With the user’s public key 
and searching the fuZZy signature database 120. 

[0047] FIGS. 1b to if shoWs eXemplary keys Which can be 
used for encrypting and decrypting data. In this exemplary 
embodiment, an asymmetric encryption algorithm may be 
employed using both public and private keys. Once data is 
encrypted using a public key, it can only be decrypted using 
the corresponding private key. Alternatively, if data is 
encrypted using a private key, it can only be decrypted using 
the corresponding public key. The public keys can be 
obtained by anyone from, for eXample, a service similar to 
a telephone directory. The private keys, hoWever, are kept 
secret. 

[0048] FIG. 1b shoWs the keys Which may be used to 
authenticate the interface server 130. The application server 
100 sends a certi?cate to the client 140. The certi?cate 
contains both an unencrypted teXt part and an encrypted part. 
The encrypted part of the certi?cate is encrypted using the 
private key of the veri?cation processor 152. Once the 
certi?cate is received by the client 140, the encrypted part of 
the certi?cate is decrypted using a public key of the veri? 
cation processor 154. 

[0049] FIG. 1c shoWs the keys Which may be used in 
transmitting, receiving, and storing data. For eXample, When 
the client 140 transmits data to the application server 100 in 
the private netWork 150, the client 140 pre-encrypts sensi 
tive data using the user’s public key 158 (i.e., the user Whose 
information is to be found from the record database 105). 
Then the client 140 encrypts both non-sensitive data and the 
sensitive data using an application server’s public key 160. 
After the application server 100 (in the private netWork 150) 
receives the encrypted data from the client 140, the appli 
cation server 100 decrypts both the sensitive data and the 
non-sensitive data using an application server’s private key 
161. HoWever, the sensitive data remains secure because that 
data is only accessible When it is again decrypted using a 
user’s private key 164. 

[0050] When the application server 100 transmits data to 
the client 140, it uses the user’s public key 158 to encrypt the 
requested data. The user’s public key 158, as de?ned herein, 
is the public key of the user, for eXample in the case of a 
database search, Whose data is to be retrieved from the 
record database 105. When the client 140 receives the 
encrypted data from the application server 100, it decrypts 
that data using the user’s private key 164. The user’s private 
key 164, as de?ned herein, is the private key of the user, for 
eXample in the case of a database search, Whose data is to be 
retrieved from the record database 105. 

[0051] FIG. 1a' shoWs the key Which may be used in a 
fuZZy search. The application server 100 encrypts all signa 
ture vectors corresponding to all records in the record 
database 105 using the user’s public key 158. In addition, the 
application server 100 encrypts the signature vector for a 
particular search query using the user’s public key 158. 

[0052] FIG. 16 shoWs the key Which may be used in a 
relational database search. If the search query relates to or 
utiliZes sensitive data, then the application server 100 
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encrypts the search query using the user’s (e.g. patient’s) 
public key 158. Because sensitive information is encrypted 
in the database Which is to be searched, the encryption of the 
search query allows standard relational database operations 
to be performed on encrypted data in such a database. 
Standard relational database operations include searching 
using, e.g., the SELECT and IF-THEN command. 

[0053] FIG. 1f shoWs the keys Which may be used for 
accessing sensitive data. The application server 100 uses 
?rst user’s (e.g., doctor’s) key-store master key 168 to 
decrypt the second user’s (e.g., patient’s) private key 164 
(Which is stored as an encrypted key in the key-store 
database 115). The application server 100 accesses the 
sensitive data in the record database 105 by decrypting the 
sensitive data using the second user’s private key 164. The 
user’s private key 164, as de?ned above, is the private key 
of the user, for example in the case of a database search, 
Whose data is to be retrieved from the record database 105. 

[0054] FIG. 1h shoWs exemplary steps of the method 
according to the present invention for alloWing a client 140 
to communicate With a private netWork 150. In step 20, the 
client 140 authenticates the interface server 130 by, e.g., 
requesting and checking the contents of a certi?cate. In step 
25, the client 140 determines if the interface server 130 is 
properly authenticated. If the interface server 130 is not 
properly authenticated then in step 27, the client 140 noti?es 
the user of this authentication failure. If the interface server 
130 is properly authenticated, then in step 30, the client 140 
transmits data to the application server 100. In step 40, the 
application server 100 performs the operation requested by 
the client 140 if the client 140 is authoriZed to perform that 
operation. If in step 50, the application server 100 deter 
mines that the client 140 is authoriZed to perform the 
operation, then in step 60, the application server 100 returns 
the requested information to the client 140. If, hoWever, the 
application server 100 determines in step 50 that the client 
140 is not authoriZed to perform the requested operation, 
then in step 70, it noti?es the client 140 of the denial. 

[0055] Authenticating the Interface Server 

[0056] FIG. 2 represents the process for authenticating the 
interface server 130. In step 200, the client 140 authenticates 
the interface server 130 by requesting a certi?cate from the 
interface server 130. The certi?cate contains tWo parts, e.g., 
an encrypted part Which is encrypted using the private key 
of the veri?cation processor 145 and a clear text part (an 
unencrypted part). The certi?cate also contains the applica 
tion server’s 100 public key. In step 205, the interface server 
130 sends a request for the certi?cate to the application 
server 100. In step 210, the application server 100 transmits 
the certi?cate to the client 140 and encrypts the encrypted 
portion of the certi?cate using the private key of the veri 
?cation processor 145. 

[0057] In step 215, the client 140 (after receiving the 
certi?cate from the application server 100) separates the 
certi?cate into tWo parts, i.e., the encrypted part and the clear 
text part. In step 220, the client 140 (using the public key of 
the veri?cation processor 154 Which Was sent With the 
certi?cate) decrypts the encrypted part of the certi?cate and 
in step 225, determines if the decrypted part matches the 
clear text part. If both parts match, then in step 235, the 
client 140 determines that the interface server 130 is prop 
erly authenticated. HoWever, if both parts do not match then, 
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in step 230, the client 140 displays an error message. This 
process for authenticating the interface server 130 is can be 
implemented using, e.g., Verisign in the Microsoft Internet 
Explorer® or Netscape broWsers. 

[0058] Transmission and Storage of Data 

[0059] FIG. 3 shoWs exemplary steps of the exemplary 
embodiment of the present invention Which may be used by 
the client 180 to transmit a secure request to the application 
server 100. In step 305, the client 140 retrieves the appli 
cation server’s public key 160 from the certi?cate. In step 
310, the client 140 pre-encrypts sensitive data in the mes 
sage using the user’s (e.g. patient’s) public key 158. In step 
315, the client 140 encrypts all of the message Which results 
in further encrypting the sensitive data With the application 
server’s public key 160. In step 320, the client 140 transmits 
the encrypted message to the interface server 130. In step 
325, the interface server 130 sends the encrypted message to 
the application server 100. In step 330, the application server 
100 decodes the message using its private key 166. In step 
335, the application server 100 stores the message in the 
record database 105. The sensitive data stored in the record 
database 105 remains encrypted With the user’s public key 
158. 

[0060] The above described method is advantageous 
because the prior art methods do not perform this double 
encryption, thus leaving the sensitive information unpro 
tected on the application server 100. (See e.g., Bruce 
Schneier, Applied Cryptography, Protocols, Algorithms, 
And Source Code In C, Pg. 28, 2d ed., John Wiley & Sons, 
Inc., 1996). With the above described method, the sensitive 
information remains encrypted, and thus protected on the 
application server 100. If a break-in of the private netWork 
occurs, the sensitive information remains protected because, 
e.g., only the user’s private key 164 can decrypt that 
sensitive information. 

[0061] The Search Operation 

[0062] In step 40 of FIG. 1h, the application server 100 
performs the operation requested by the client 140. This 
operation can be a search for a particular record, or an 
insertion or deletion of a record. For a search operation, 
FIG. 4 shoWs exemplary steps Which may be used to search 
for a particular record. In step 402, the application server 
100 obtains the search query that the client 140 previously 
transmitted. In step 404, the application server 100, deter 
mines if the search requires fuZZy searching. FuZZy search 
ing is required if the user sitting at the client 140 selects 
fuZZy searching rather than performing traditional searching 
Which requires an exact match of the search query With a 
term in the record. 

[0063] If the fuZZy searching is required, then in step 406, 
the application server 100 may create trigrams for every 
record in the record database 105. A trigram is a string of 
three letters. The set of all trigrams for any given portion of 
text characteriZes that text and may be used for its identi 
?cation in a limited siZe environment. For example, the 
Word “cryptography” has the folloWing trigrams: “cry”, 
“ryp”, “ypt”, “pto”, “tog”, “ogr”, “gra”, “rap”, “aph”, and 
“phy”. In step 408, the trigrams are sorted, e.g., alphabeti 
cally. Thus, for the above example, the trigrams Would be 
ordered as: “aph”, “cry”, “gra”, “ogr”, “phy”, “pto”, “rap”, 
“ryp”, “tog”, and “ypt”. 








