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METHOD AND SYSTEM FOR OPERATION OFA 
RESILIENT CLOSED COMMUNICATION 
NETWORK WITHOUT A DEDICATED 
PROTECTION NETWORK SEGMENT 

CROSS REFERENCE TO RELATED 
APPLICATION 

[0001] The present application is a divisional of US. Ser. 
No. 09/523,375, entitled Method And System For Operation 
Of A Resilient Closed Communication Network Without A 
Dedicated Protection NetWork Segment, ?led Mar. 10, 2000, 
the entire disclosure of Which is incorporated herein by 
reference. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to a method and 
system for operation of a resilient closed communication 
netWork Without a dedicated protection netWork segment. 
The invention uses a plurality of devices and softWare to 
provide a resilient closed communication netWork. 

[0004] 2. Discussion of the Related Art 

[0005] NeW transmission technologies and a Wide-scale 
deployment of WDM (Wavelength Division Multiplexing) 
system carrying many independent traffic channels over the 
same ?ber have resulted in a dramatic increase in traf?c 
capacities of ?ber optic netWork systems. For example, 
transmission links up to bit rates of 10 Gbps are in com 
mercial service and neW developments in multi-Wavelength 
component technologies are resulting in increased commer 
cial availability of 4-, 8-, 16-, 32-, and 40 channel WDM 
links. 

[0006] Fiber optic netWork systems have been used Widely 
in the area of communications. Their applications include: 
(1) a long-haul telecommunication systems on land and at 
see, such as ocean-spanning submarine cables and national 
backbone netWorks, to carry digitiZed signals simulta 
neously over a long distance; (2) interof?ce trunks that carry 
many telephone conversations simultaneously betWeen local 
and regional telephone sWitching facilities; (3) connections 
to Internet service providers; and (4) local-area netWorks. 

[0007] Fiber optic netWork systems are vulnerable to a 
failure due to a breaking of an optical ?ber. For example, 
?bers can be accidentally cut by operators not aWare of their 
presence. Aerial cables are broken by falling branches and 
errant cranes. Submarine cables are cut by ?shermen 
engaged in deep-sea ?shing activities or by anchors. 

[0008] Because the amount of information exchanged in a 
?ber optic netWork system is very high, a failure can have 
severe consequences in that a very high number of netWork 
users can be deprived of an information ?oW. In the past, 
some systems rerouted the traf?c to alternative communi 
cation systems, such as satellite communication systems, in 
case of a failure. HoWever, satellite communication systems 
cannot handle a large amount of traf?c handled by high 
capacity ?ber optic netWork systems. To deal With a netWork 
failure, some ?ber optic communication systems rely on a 
dedicated protection ring or netWork segment, to Which the 
traf?c is sWitched from a failed Working communication ring 
or netWork segment. 
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[0009] Protection rings or netWork segments provisioned 
for a dynamic restoration of service need provide a similar 
magnitude of capacity as Working rings or netWork segments 
to serve as an effective backup or spare links for ensuring 
netWork survivability. This means that as much as a half of 
an available netWork capacity need be set aside as a pro 
tection against a netWork failure. 

[0010] Besides high-capacity ?ber optic netWork systems, 
other netWork systems, such as those using Ti cables, often 
feature redundant connections to protect themselves from a 
failure. For example, they may use a dedicated protection 
ring or netWork segment. Alternatively, they may enforce 
connections betWeen nodes by adding alternatively routes or 
duplicate routes. These redundant connections, hoWever, 
increase a cost of building and maintaining netWork sys 
tems. 

[0011] Thus, there is a need for providing a resilient closed 
netWork capable of automatically handling a netWork failure 
Without using a protection ring or netWork segment and 
Without relying on alternative communication systems such 
as satellite communication systems or redundant connec 
tions. 

SUMMARY OF THE INVENTION 

[0012] Accordingly, the present invention is directed to a 
method and system for operation of a resilient closed 
communication netWork Without a dedicated protection net 
Work segment that substantially obviates one or more of the 
problems due to limitations and disadvantages of the related 
art. 

[0013] To achieve these and other advantages and in 
accordance With the purpose of the present invention, as 
embodied and broadly described, the method for operating 
a resilient closed communication netWork With at least one 
communication ring includes the step of receiving a data 
packet from a ?rst external netWork at a ?rst distributing 
station connected to the resilient closed communication 
netWork. The method also includes the step of identifying a 
second distributing station connected to the resilient closed 
communication netWork from Which the data packet is to be 
forWarded to a second external netWork and the step of 
determining functioning routes from the ?rst distributing 
station to the second distributing station. It further includes 
the step of selecting an optimal route among the functioning 
routes and the step of sending the data packet from the ?rst 
distributing station to the second distributing station using 
the optimal route. 

[0014] In another aspect, the invention includes a method 
of operating a resilient closed communication netWork, 
Which includes at least one communication ring and a ?rst 
and a second distributing stations. Both the ?rst and the 
second distributing stations are interconnected by the at least 
one communication ring and include a router and a packet 
distributor. The method includes the steps of receiving a data 
packet from a ?rst external netWork at a ?rst router in the 
?rst distributing station, forWarding the data packet from the 
?rst router to a ?rst packet distributor in the ?rst distributing 
station, and identifying a netWork address of a second router 
in the second distributing station from Which the data packet 
is to be forWarded to a second external netWork. In addition, 
the method includes the steps of determining an identi?ca 
tion number of a second packet distributor in the second 
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distributing station, appending the identi?cation number of 
the second packet distributor to the data packet, and deter 
mining functioning routes from the ?rst distributing station 
to the second distributing station. The method also includes 
the steps of selecting an optimal route among the function 
ing routes and sending the data packet from the ?rst dis 
tributing station to the second distributing station using the 
optimal route. 

[0015] In another aspect, the invention includes a resilient 
closed communication network, Which includes a ?rst com 
munication ring and at least tWo distributing stations inter 
connected by the ?rst communication ring. Each distributing 
station includes means for receiving a data packet from an 
external netWork or from another distributing station, means 
for identifying a destination distributing station for the data 
packet, means for appending the identi?cation number of the 
destination distributing station to the data packet, and means 
for determining functioning routes to the destination distrib 
uting station. The distributing station further includes means 
for selecting an optimal route among the functioning routes 
and means for forWarding the data packet to an external 
netWork after removing the identi?cation number from the 
data packet or to a next distributing station. 

[0016] In yet another aspect, the invention includes a 
resilient closed communication netWork, Which includes a 
?rst communication ring and at least tWo distributing sta 
tions interconnected by the ?rst communication ring. Each 
distributing station includes means for receiving a data 
packet from an external netWork or from another distributing 
station, means for identifying a destination distributing 
station for the data packet, means for appending the iden 
ti?cation number of the destination distributing station to the 
data packet, and means for determining functioning routes to 
the destination distributing station. The distributing station 
further includes means for selecting an optimal route among 
the functioning routes, means for appending a route segment 
data for the optimal route to the data packet, and means for 
forWarding the data packet to an external netWork after 
removing the identi?cation number and the route segment 
data from the data packet or to a next distributing station 
based on the route segment data. 

[0017] In a further aspect, the invention includes a resil 
ient closed communication netWork, Which includes a ?rst 
communication ring and at least tWo distributing stations 
interconnected by the ?rst communication ring. Each dis 
tributing station includes a router capable of receiving a data 
packet from an external netWork and forWarding a data 
packet to the external netWork. It also includes a packet 
distributor With means for receiving a data packet from the 
router or another distributing station, means for identifying 
a destination distributing station of the data packet, means 
for appending the-identi?cation number of the destination 
distributing station to the data packet, and means for deter 
mining functioning routes to the destination distributing 
station. The packet distributor further includes means for 
selecting an optimal route among the functioning routes and 
means for forWarding the data packet to the router or to 
another distributing station. 

[0018] Finally, in another aspect, the invention includes a 
resilient closed communication netWork With a ?rst com 
munication ring and at least tWo distributing stations inter 
connected by the ?rst communication ring. Each distributing 
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station includes a router capable of receiving a data packet 
from an external netWork and forWarding a data packet to the 
external netWork It also includes a packet distributor With 
means for receiving a data packet from the router or another 
distributing station, means for identifying a destination 
distributing station of the data packet, means for appending 
the identi?cation number of the destination distributing 
station to the data packet, and means for determining func 
tioning routes to the destination distributing station. The 
packet distributor further includes means for selecting an 
optimal route among the functioning routes, means for 
appending a route segment data for the optimal route to the 
data packet, and means for forWarding the data packet to the 
router or to another distributing station. 

[0019] Additional features and advantages of the inven 
tion Will be set forth in the description, Which folloWs, and 
in part Will be apparent from the description, or may be 
learned by practice of the invention. The objectives and 
other advantages of the invention Will be realiZed and 
attained by the structure particularly pointed out in the 
Written description and claims hereof as Well as the 
appended draWings 

[0020] It is to be understood that both the foregoing 
general description and the folloWing detailed description 
are exemplary and explanatory and are intended to provide 
further explanation of the invention as claimed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] The accompanying draWings, Which are included 
to provide a further understanding of the invention and are 
incorporated in and constitute a part of this speci?cation, 
illustrate embodiments of the invention and together With 
the description serve to explain the principles of the inven 
tion. In the draWings: 

[0022] FIG. 1 is a diagram of a preferred embodiment of 
a resilient closed communication netWork of the present 
invention; 

[0023] FIG. 2 is a diagram depicting one embodiment of 
the distributing stations of the resilient closed communica 
tion netWork of FIG. 1; 

[0024] FIG. 3 is a diagram depicting another embodiment 
of the distributing stations of the resilient closed communi 
cation netWork of FIG. 1; 

[0025] FIG. 4 is a How chart depicting one embodiment of 
one aspect of an operation performed by a distributing 
station of the present invention; 

[0026] FIG. 5 is a How chart depicting one embodiment of 
another aspect of an operation performed by a distributing 
station of the present invention; 

[0027] FIG. 6 depicts one embodiment of a data structure 
used by a distributing station to sort data packets as antici 
pated by the present invention; 

[0028] FIG. 7 depicts one embodiment of a data packet 
With an identi?cation number as anticipated by the present 
invention; 

[0029] FIG. 8 depicts another embodiment of a data 
packet With an identi?cation number and a route segment 
data as anticipated by the present invention; 
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[0030] FIG. 9 is a How chart depicting one embodiment of 
an operation performed by a distributing station of the 
present invention; 

[0031] FIG. 10 is a diagram depicting another embodi 
ment of a resilient closed communication netWork of the 
present invention; 

[0032] FIG. 11 is a How chart depicting one embodiment 
of a process used to select optimal route candidates as 
anticipated by the present invention; 

[0033] FIG. 12 is a How chart depicting one embodiment 
of a process used to choose an optimal route as anticipated 
by the present invention; 

[0034] FIG. 13 is a diagram depicting one embodiment of 
a distributing station With a quality of control (QOS) system; 
and 

[0035] FIG. 14 is How chart depicting one embodiment of 
an operation performed by a QOS system as anticipated by 
the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0036] Reference Will noW be made in detail to the pre 
ferred embodiments of the present invention, examples of 
Which are illustrated in the accompanying draWings. 

[0037] With reference to FIG. 1, one embodiment of a 
resilient closed communication network 100 includes a 
communication ring 101 and four distributing stations 106, 
107, 108, and 109. The four distributing stations are inter 
connected by the communication ring 101. Each distributing 
station is also connected to an external netWork and has a 
unique identi?cation number. In FIG. 1, the distributing 
station 106 has an identi?cation number A and is connected 
to an external netWork 102. Similarly, the distributing sta 
tions 107, 108, and 109 have identi?cation numbers B, C, 
and D, respectively, and are connected to external netWorks 
103, 104, and 105, respectively. 

[0038] FIG. 2 depicts one embodiment of a distributing 
station 200 used in a resilient closed communication net 
Work of the present invention. The distributing station 200 is 
connected a communication ring 201. It is also connected to 
an external netWork 202. It includes a router 203 and a 
packet distributor 204. The router 203 is capable of receiv 
ing a data packet from the external netWork 202. It also 
forWards a data packet received from the packet distributor 
204 to the external netWork 202. The packet distributor 204 
receives a data packet from the router 203 or from another 
distributing station in the resilient closed communication 
netWork. It also forWards a data packet to the router 203 or 
to another distributing station in the resilient closed com 
munication netWork. 

[0039] Connections betWeen routers and packet distribu 
tors belonging to the same distributing stations need belong 
to the same netWork segment. In other Words, When using an 
IP-based netWork, their IP addresses have the same netWork 
and sub-netWork IP addresses. For example, connections 
betWeen a router and a corresponding packet distributor in 
the distributing stations 106, 107, 108 and 109 of FIG. 1 
share tho same netWork and sub-netWork IP addresses. 
Portions of the routers connected to external netWorks, on 
the other hand, need have different sub-netWork IP 
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addresses. Furthermore, connections among packet distribu 
tors Within the resilient closed communication netWork do 
not have to belong to the same netWork segment. Although 
such connections must have different sub-netWork IP 
addresses if IP-protocols are used to exchange information 
among packet distributors, they may share the same sub 
netWork addresses When using non-IP-based protocols. 
Other methods of assigning netWork and sub-netWork IP 
addresses to various components of the resilient closed 
communication netWork Will be knoWn to those skilled in 
the art, and are Within the scope of the present invention. 

[0040] FIG. 3 shoWs another embodiment of a distributing 
station 300 used in a resilient dosed communication netWork 
of the present invention. The distributing station 300 is 
particularly suitable for a use in ocean-spanning submarine 
?ber optic communication netWorks. The distributing station 
300 may be used at landing points of ocean-spanning 
submarine ?ber optic communication netWorks. Currently, 
ocean-spanning submarine ?ber optic communication net 
Works set aside a dedicated protection netWork segment to 
deal With a netWork failure. As described beloW, the distrib 
uting station 300 enables a netWork to effectively handle a 
netWork failure Without relying on a dedicated protection 
netWork segment. In other Words, the distributing station 
300 eliminates a need to set aside a dedicated protection 
netWork segment Within large-scale ocean-spanning subma 
rine ?ber optic communication netWorks, thus resulting in 
more ef?cient utiliZation of the netWorks. 

[0041] The distributing station 300 is connected to a 
communication ring 301, Which is a ?ber optic ring. The 
distributing station 300 is also connected to an external 
netWork 302. It includes a router 303, a packet distributor 
304, and a submarine cable adopter 305. The router 304 is 
capable of receiving a data packet from the external netWork 
302 or from the packet distributor 304. It is also capable of 
forWarding a data packet to the external netWork 302 or to 
the packet distributor 304. The packet distributor 304 
receives a data packet from the router 303 or from another 
distributing station via the submarine cable adapter 305. It 
sends a data packet to the router 303 or to another distrib 
uting station via the submarine cable adapter 305. Although 
FIG. 3 features the submarine cable adopter 305 inside the 
distributing station 300, the submarine cable adopter 305 
may reside outside the distributing station 300 as a separate 
component. 

[0042] While the distributing stations depicted in FIGS. 2 
and 3 feature a router and a packet distributor, it is not 
necessary to have both a router and a packet distributor. 
Those skilled in the art Would knoW that one could imple 
ment operations performed by a router and a packet dis 
tributor in one device. For example, existing routers, such as 
those currently used in a closed communication netWork, 
may be programmed to implement the resilient closed 
communication netWork of the present invention. 

[0043] FIG. 4 depicts one embodiment of one aspect of an 
operation performed by a distributing station that receives a 
data packet from its external netWork. The operation 
depicted in FIG. 4 may be implemented using computer 
programs that run an devices Within the distributing station, 
such as a router and a packet distributor. 

[0044] The distributing station receives a data packet from 
an external netWork at step 401. When using the distributing 
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stations shown in FIGS. 2 and 3, a router is used at step 401. 
At step 402, a network address of a destination distributing 
station is extracted from the data packet. A destination 
distributing station is a station from Which the data packet is 
to be forWarded out of the resilient closed communication 
netWork to an external netWork. A netWork address of the 
destination distributing station may be an IP address of a 
router inside the destination distributing station. At step 403, 
an identi?cation number for the data packet is determined 
based on the netWork address of the destination distributing 
station. While the netWork address of the destination dis 
tributing station may be used as an identi?cation number, it 
is preferable to assign a short unique identi?cation number 
to each distributing station Within the resilient closed com 
munication netWork. Each distributing station usually main 
tains a table containing an identi?cation number and a 
netWork address of each distributing station Within the 
resilient closed communication netWork. When using the 
distributing stations shoWn in FIGS. 2 and 3, a packet 
distributor typically performs steps 402 and 403. 

[0045] At step 404, the data packet is sorted based on the 
identi?cation number determined in step 403. While such 
sorting is not necessary, it is recommended to increase a 
performance of a distributing station. When using the dis 
tributing stations shoWn in FIGS. 2 and 3, a packet dis 
tributor is used during the sorting step. 

[0046] In implementing this step, each packet distributor 
may maintain a list of distributing cases. For example, FIG. 
6 shoWs a list of distributing cases 600, 601, and 602 for the 
packet distributor in the distributing station 108 in FIG. 1. 
The three distributing cases 600, 601, and 602 corresponds 
to the three possible destination distributing stations for a 
data packet entering into the distributing station 108 from 
the external netWork 104, namely the distributing stations 
106, 107, and 109 or A, B, and D. At step 404, a data packet 
that has A as its identi?cation number, for example, is put in 
the distributing case A 600. Similarly, the distributing case 
B 601 is used for data packets With an identi?cation number 
B and the distributing case D 602 is used for data packets 
With an identi?cation number D. 

[0047] At step 405, an optimal route is determined. Opti 
miZation factors considered in determining an optimal route 
includes an available traf?c volume, an actual distance 
value, and a preference value. An available traf?c volume 
indicates a utiliZation level of a route. An actual distance 
value represents a length of a route. A preference value 
represents a preference or policy of a netWork operator. The 
three factors are discussed beloW in depth using one embodi 
ment of the step 405 as illustrated in FIGS. 11 and 12. 
Although all three factors are used to determine an optimal 
route in the embodiment illustrated in FIGS. 11 and 12, it 
is not required to do so. 

[0048] At step 406, the identi?cation number is appended 
to the data packet. Referring to FIG. 7, the identi?cation 
number may be appended as a header 700 to the data packet 
701. The siZe of a header depends on the number of 
distributing stations in a resilient closed communication 
netWork. For the netWork in FIG. 1, the header need be at 
least tWo-bit long. Alternatively, the identi?cation number 
may be appended as a tailer to a data packet or using an IP 
tunneling method. At step 407, the data packet is sent to the 
destination distributing station using the optimal route deter 

Sep. 30, 2004 

mined in step 405. When using the distributing stations 
shoWn in FIGS. 2 and 3, a packet distributor performs steps 
405 through 407. 

[0049] At step 408, the data packet is forWarded to an 
external netWork connected to the destination distributing 
station. When using the distributing stations shoWn in FIGS. 
2 and 3, a packet distributor in the destination distributing 
station receives the data packet and forWards it to a router in 
the destination distributing station. Then the router forWards 
the data packet to the external netWork. 

[0050] FIG. 5 depicts an operation performed by a dis 
tributing station that receives a data packet from another 
distributing station in a resilient closed communication 
netWork of the present invention. At step 502, the distrib 
uting station receives a data packet from another distributing 
station. At step 503, it compares the identi?cation number 
appended to the data packet With its oWn identi?cation 
number. If they are the same, the distributing station is the 
destination distributing station for the data packet and thus 
forWards the data packet to the external netWork at step 506. 

[0051] When using the distributing stations shoWn in 
FIGS. 2 and 3, steps 502 through 505 are performed by a 
packet distributor in the distributing station. As to step 506, 
a packet distributor forWards the data packet to a router in 
the same distributing station and then the router forWards it 
to the external netWork. 

[0052] If there is no match, the data packet is forWarded to 
a next distributing station at step 504. The next distributing 
station must be different from tho distributing station from 
Which the data packet Was received. When using the dis 
tributing stations shoWn in FIGS. 2 and 3, a packet dis 
tributor performs step 504. 

[0053] FIG. 8 shoWs a data packet 801 With an identi? 
cation number 800 and a route segment data 803. A route 
segment data is a list of a plurality of route segment numbers 
803a, 803b, etc. In FIG. 8, the identi?cation number 800 is 
appended to the data packet 801 as a header, and the route 
segment data 803 as a trailer. 

[0054] It is not necessary to identify a route segment data 
803 for a resilient closed communication netWork With one 
communication ring, such as one shoWn in FIG. 1. A route 
segment data 803, hoWever, is needed for a resilient closed 
communication netWork With at least one distributing station 
connected to more than one communication lines, such as 
one shoWn in FIG. 10. In FIG. 10, a resilient closed 
communication netWork 1000 includes a communication 
ring 1001 and tWo communication lines 1002 and 1011. It 
also includes four distributing stations 1007, 1008, 1009, 
and 1010. The distributing stations 1007, 1008, 1009, and 
1010 are connected to external netWorks, 1003, 1004, 1005, 
and 1006, respectively. 

[0055] The four distributing stations divide the commu 
nication ring 1001 into four route segments 1001a, 1001b, 
1001c, and 1001d. The communication lines 1002 and 1011 
have one route segment 1002 and 1011. Each route segment 
is given a route segment number and each distributing 
station maintains information on route segment numbers for 
all the route segments Within the resilient closed communi 
cation netWork. 

[0056] Referring back to FIG. 8, the route segment data 
803 consisting of route segment numbers is appended to the 
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data packet 801 as a tailer. The route segment data 803 is 
appended before the data packet leaves a distributing station 
in Which its optimal route is determined. It may be added 
along With the identi?cation number 800. A route segment 
data may be added as a header, a tailer, or using an IP 
tunneling method. 
[0057] FIG. 9 illustrates hoW a data packet With both an 
identi?cation number and a route segment data is processed 
by a distributing station. In this embodiment, a route seg 
ment data is a list containing route segment numbers of the 
optimal route in a reverse order and is appended to the data 
packet as a tailer as shoWn in FIG. 8. At step 902, a 
distributing station receives a data packet With an identi? 
cation number and a route segment data from another 
distributing station. At step 903, the distributing station 
checks Whether its identi?cation number is the same as the 
identi?cation number appended to the data packet. If so, it 
removes the identi?cation number from the data packet and 
forWards the data packet to an external netWork. OtherWise, 
it extracts a route segment number from the route segment 
data at step 904 and removes the extracted route segment 
number from the route segment data at step 905. It then 
forWards the data packet to a next distributing station using 
a route segment With the extracted route segment number at 
step 906. When using the distributing stations shoWn in 
FIGS. 2 and 3, steps 902 through 907 are typically per 
formed by a packet distributor and step 908 is performed 
using both a packet distributor and a router. 

[0058] The process illustrated in FIG. 9 is further 
explained using an example. The example uses a resilient 
closed communication netWork shoWn in FIG. 10 and a 
distributing station shoWn in FIG. 2. Adata packet enters the 
resilient closed communication netWork via the external 
netWork 1003. The data packet is, thus, received by a router 
in the distributing station A and is forWarded to a packet 
distributor for processing. The packet distributor ?rst deter 
mines the destination packet distributor for the data packet, 
Which, We assume, is the distributing station B. If the packet 
distributor in the distributing station A 1007 determines that 
an optimal route betWeen the distributing station A 1007 and 
the distributing Station B 1008 consists of route segments 
1001d, 1001c, and 1001b, a route segment data is a list 
containing 1001c and 1001b. It is not necessary to add the 
route segment 1001d to the list. The route segment data is 
appended to the data packet as a tailer. The identi?cation 
number B is also appended to the data packet as a header. 
The data packet is then sent to the distributing station D 
1010 using the route segment 1001a'. At the distributing 
station D 1010, the packet distributor ?rst compares its 
identi?cation number With the identi?cation number con 
tained in the header of the data packet. Since they are 
different, it extracts a route segment number 1001c from the 
route segment data appended to the data packet. After 
removing the extracted route segment number from the data 
packet, it sends the data packet to the distributing station C 
1009 using the route segment 1001c. The packet distributor 
in the distributing station C 1009 receives the data packet 
and determines that its identi?cation number is different 
from the identi?cation number in the header of the data 
packet. It extracts the route segment number 1001b from the 
route segment data and then removes it. At this point, all the 
route segment numbers are removed. In other Words, the 
data packet no longer has a tailer. Then, the packet distribu 
tor in the distributing station C 1009 forWards the data 
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packet to the distributing station B 1008 using the route 
segment 1001b. The packet distributor in the distributing 
station B 1008, after determining that its identi?cation 
number is the same as the identi?cation number contained in 
the data packet, removes the identi?cation number and 
forWards the data packet to the router in the distributing 
station B 1008. Finally, the router forWards the data packet 
to the external netWork 1004. 

[0059] FIG. 11 is a How chart illustrating hoW optimal 
route candidates are selected. When using the distributing 
stations in FIGS. 2 and 3, a packet distributor performs the 
operation illustrated in FIG. 11. 

[0060] A distributing station maintains a routing table 
including all available routes betWeen it and the other 
distributing stations in a resilient closed communication 
netWork. When using the distributing stations shoWn in 
FIGS. 2 and 3, a packet distributor typically maintains such 
a routing table. If a database in FIG. 6 is used to sort data 
packets according to their destinations, a distributing station 
may maintain a separate routing table for each distributing 
case. In other Words, each distributing case has a routing 
table listing all available routes to the corresponding dis 
tributing station. 

[0061] With reference to FIG. 11, a distributing station 
?nds available routes to a destination distributing station by 
accessing a routing table at step 1102. At step 1103, the 
distributing station determines Which of the available routes 
are functional by electrically checking a connection of route 
segments. 

[0062] Route segment connection information is commu 
nicated among the distributing stations in the resilient closed 
communication netWork. When using distributing stations 
With a router and a packet distributor, one may assign a 
private netWork address, such as a private IP address, to each 
packet distributor Within the resilient closed communication 
netWork to facilitate communication among the packet dis 
tributors. Furthermore, each packet distributor maintains a 
inter-distributor communication route table, Which contains 
a list of routes to be used to send route segment connection 
information to the other packet distributors Within the resil 
ient closed communication netWork. The inter-distributor 
communication route table may contain one or more routes 

to a destination packet distributor. The inter-distributor 
communication route table is typically maintained by a 
netWork administrator and its entries remain the same unless 
changed by the netWork administrator. Using a route speci 
?ed in the inter-distributor communication route table, each 
packet distributor is to send route segment connection 
information regarding route segments adjacent to it to the 
other packet distributors. 

[0063] An IP-based protocol may be used to send a data 
packet containing route segment connection information. A 
data packet used to send route segment connection infor 
mation may include a route segment number, its connection 
status, and a private netWork address or an identi?cation 
number of a destination packet distributor. In addition, the 
data packet may include a time stamp indicating When a 
route segment connection information Was gathered. 

[0064] When the data packet arrives at the destination 
packet distributor, the destination packet distributor sends an 
acknowledgement data packet to the packet distributor that 








