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(57) 
An access control system for an object, particularly a motor 
vehicle, comprises at least one base station With a trans 
ceiver device that transmits a Wideband modulated interro 
gation signal, at least one transponder that has a modulation 
device, in order to modulate an auxiliary carrier signal, the 
frequency of Which is changed betWeen an in?nite number 
of frequency positions, onto an interrogation signal received 
at a distance from the base station and re?ect it as a 
code-modulated response signal, and an evaluation device 
that is connected after the transceiver device and that evalu 
ates the response signal in sidebands of the changed fre 
quency positions, With respect code and distance. 
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ACCESS CONTROL SYSTEM WITH LIMITED 
EVALUATION OF CODE AND DISTANCE 

INFORMATION 

PRIORITY 

[0001] This application claims priority to German appli 
cation no. 103 10 158.6 ?led Mar. 7, 2003. 

TECHNICAL FIELD OF THE INVENTION 

[0002] The invention relates to an access control system 
for an object, particularly a vehicle, and a method for 
operating an access control system by means of Which an 
authorization for access to, or use of, a vehicle can be 
checked. 

DESCRIPTION OF THE RELATED ART 

[0003] In automotive engineering, mechanical locking 
systems are being increasingly replaced by electronic access 
control systems that offer a high degree of operator comfort. 
Depending on Whether the vehicle driver has to manually 
initiate an action to actuate an access function or Whether 

this takes place automatically by the system, a basic dis 
tinction is made betWeen active and passive access control 
systems. Both systems consist of one or more base stations 
?tted in the vehicle, Whose task it is to detect the authori 
Zation of a vehicle driver by means of the identi?cation 
sensor carried by the driver and to afford the driver the 
easiest possible access to the vehicle. Detection takes place 
by means of remote identi?cation, With the identity of a 
portable identi?cation transmitter being checked by means 
of a radio dialog. This identi?cation sensor, also knoWn as 
a radio key or CD transmitter, is referred to in the folloWing 
as a code transmitter or transponder. A transponder (trans 
mitter-responder) is part of a Radio Frequency Identi?cation 
System (RFID). It can be set up in such a Way that if it 
receives a suitable interrogation signal from a reading device 
it transmits a high-frequency response signal. This response 
signal contains code information that is allocated to the 
transponder or to the object to be identi?ed. The identity 
check can take place in the reading device, for eXample by 
comparison With stored set code information. If there is 
agreement, the access control system generates an enable 
signal that controls an access function to the object. This 
access function can, for eXample, be the unlocking of the 
central locking system of the vehicle. Modern passive access 
control systems, “Passive Start and Entry Systems” (PASE), 
replace an immobiliZer and also enable the vehicle to be 
started Without actuating a mechanical ignition lock. Vehicle 
drivers Who noW only have to carry a (radio) key fob but no 
longer have to operate it mechanically ?nd this passive form 
of access very convenient. Furthermore, PASE systems can 
also be designed so that additional conditions have to be met 
for a starting operation, such as for eXample the determina 
tion of the identity of the driver, eg by using biometric data. 

[0004] HoWever, a passive access authoriZation control 
system can be intercepted or outWitted With intent to misuse. 
If, for eXample, the authoriZed user has moved from his 
vehicle, an unauthoriZed person can, by means of an attack 
on the radio channel, gain access to the vehicle located aWay 
from the authoriZed user. For “Full-duplex attacks”, as they 
are knoWn, also referred to in the folloWing as VDA attacks, 
the attacker places transceiver devices in the vicinity of both 
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the code transmitter and the vehicle. The code transmitter is 
interrogated by a data transmission of the transmitter and 
receiving devices and a code of the radio key is transmitted 
via the eXtended radio channel to the vehicle. An access 
control system that does not detect the improperly eXtended 
radio channel length releases the object if for eXample the 
authoriZed vehicle driver is not Within the detection range of 
the transceiver device of the vehicle. The vehicle driver does 
not notice the VDA attack. 

[0005] To prevent such misuse, various types of radio 
based access control systems are knoWn that, in addition the 
veri?cation of the key code, also measure the channel length 
of the radio transmission path and prevent access to the 
object in the event of improper extension. Methods and 
systems from radar engineering are knoWn for measuring the 
channel length. 

[0006] From DE 100 54 180 A1, such a system for 
measuring a channel length is knoWn, Whereby a base station 
transmits an interrogation signal to a transponder and in the 
transponder this is directly modulated upon a carrier signal 
With a frequency different from that of the interrogation 
signal. The transponder transmits a response signal back to 
the base station, from Which a comparison signal is split off 
and the actual channel length determined by a phase com 
parison or by measuring a time difference using the Fre 
quency Modulated (FM) radar principle. 

[0007] An anti-theft system for vehicles is knoWn from 
DE 199 57 536 A1, Whereby a transceiver unit transmits a 
Wideband modulated radar signal and aWaits an echo signal 
from a code transmitter. If a code transmitter is Within the 
detection range of the system, it receives this interrogation 
signal then transmits back an additional modulated and 
coded response signal. An evaluation unit in the base station 
in the vehicle analyZes all received response signals, not just 
With regard to the authoriZation of the code transmitter but 
also With regard to the distance betWeen the code transmitter 
and the vehicle. 

[0008] A convenient passive access control system 
Whereby utiliZation is enabled in stages according to the 
position of the code transmitter is disclosed in DE 100 64 
141 A1. Position determination takes place similar to the 
Frequency-Modulated Continuous-Wave method (FMCW) 
knoWn from radar engineering. If the response signal of the 
code transmitter is shoWn to be authoriZed, then different 
control commands, depending on the position of the code 
transmitter, are used to sWitch the different functional stages 
for the utiliZation of the vehicle. The vehicle can thus be 
individually matched to the driver. Only When the driver is 
close to the vehicle is the code transmitter veri?ed in the 
vicinity of the vehicle and the central locking system 
released if there is agreement. The vicinity is detected by 
proXimity sensors on the vehicle. 

[0009] With this knoWn principle of FMCW radar remote 
identi?cation, a Wideband modulated interrogation signal is 
transmitted to determine the distance of a transceiver device. 
Normally, the interrogation signal is made up of frequency 
ramps (up- and doWn-chirp) and the response signal 
re?ected from the transponder is converted to a frequency 
position by using an auXiliary carrier, so that the useful 
signal can be reliably distinguished from the re?ections of 
the environment. A high resolution of the FMCW radar 
range measurement requires a large bandWidth, ie a large 
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deviation in the frequency ramp. Although FMCW frequen 
cies or bandwidths are, for example, allocated or limited by 
the Industrial-Scienti?c-Medical (ISM) radar band, an 
FMCW radar remote identi?cation offers effective protec 
tion against VDA attacks by measuring the channel length. 

[0010] HoWever, all knoWn access control systems using 
channel length measurement fail if the system is deceived by 
simulating a radio key in the vicinity. For example, an attack 
scenario is conceivable Where an unauthoriZed person in a 
?rst step deceives the system by simulating a (valid) radio 
key of the system in the vicinity of the vehicle and then in 
a second step transfers the correct code to the base station. 
An access control system that evaluates the distance infor 
mation and code information of the radio key separately can 
thus be defeated. 

[0011] This possibility of defeat is unacceptable for a 
vehicle access control system that is required to have a high 
degree of security. 

[0012] Vehicle access control systems must also be able to 
function reliably over a long service life and be suitable for 
manufacture at reasonable cost. 

SUMMARY OF THE INVENTION 

[0013] The object of the invention is to provide a device 
and a method for access authoriZation control With improved 
security. 
[0014] The object can be achieved by an access control 
system for an object, particularly a vehicle, comprising at 
least one base station With a transceiver device that transmits 
a Wideband modulated interrogation signal, at least one 
transponder that has a modulation device, in order to modu 
late an auXiliary carrier signal, the frequency of Which is 
re-keyed betWeen a ?nite number of frequency positions, 
onto an interrogation signal received at a distance from the 
base station, and re?ect it as a code-modulated response 
signal, and an evaluation device that is connected doWn 
stream from the transceiver device and that evaluates the 
response signal in sidebands of the keyed frequency posi 
tions With regard to code and distance. 

[0015] The code signal can be a binary data signal and the 
modulation device can be a tWo-frequency keying device 
that changes the frequency of the auXiliary carrier signal 
betWeen tWo frequency positions. The evaluation unit may 
contain a Fourier transformation device for transforming the 
response signal. The Fourier transformation device can be 
set up according to the fast (FFT) or discrete (DFT) Fourier 
transformation method, or in accordance With the GortZel 
signal processing method. The evaluation unit may only 
generate an enable signal if the code information agrees With 
a stored set code information and the determined distance is 
less than a predeterminable distance threshold. The interro 
gation signal can be a Wideband modulated radar signal With 
a bandWidth greater than 60 MHZ, With a center frequency 
in the 2.5 GHZ, 5.8 GHZ or 24 GHZ range being particularly 
preferred. The transponder can be formed as an active or 
passive transponder. 
[0016] The object can also be achieved by a method for 
operating an access control system for a vehicle that com 
prising the folloWing steps: 

[0017] transmitting a Wideband modulated interroga 
tion signal from at least one base station; 
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[0018] receiving the interrogation signal by at least 
one transponder located at a distance from the base 

station, 
[0019] modulating the interrogation signal, in a 

modulation device, by a carrier signal, Whose fre 
quency is changed in the modulation device in 
relation to a code betWeen a ?nite number of fre 
quency positions, and 

[0020] re?ected the modulated interrogation signal as 
a code-modulated ansWer signal, and 

[0021] evaluating, in at least one base station, the 
response signal in sidebands of the changed fre 
quency positions in an evaluation unit With respect to 
code and distance. 

[0022] A tWo-frequency keying may take place in the 
modulation device and the code and distance can be deter 
mined from the ?rst and second frequency band of the 
response signal. The response signal in the frequency bands 
can be evaluated by a Fourier transformation algorithm, 
particularly preferably by a fast (FFT) or discrete (DFT) 
Fourier transformation algorithm or according to the GortZel 
signal processing method. The evaluation unit may generate 
an enable signal only if the evaluation of the sidebands 
shoWs that the code information agrees With the stored set 
code information and the determined distance is less than a 
predeterminable distance threshold. The interrogation signal 
can be formed from a series of up-chirp ramps and doWn 
chirp ramps rising and falling essentially in a monotone. The 
time duration of an up-chirp ramp and the time duration of 
a doWn-chirp ramp can be selected to be of equal magnitude. 
The chosen time duration can be greater than 1 us and less 
than 100 milliseconds. The interrogation signal can be 
transmitted intermittently until a response signal is received 
from a code transmitter. The interrogation signal can be 
transmitted as a Wideband modulated radar signal With a 
bandWidth of more than 60 MHZ, With a center frequency in 
the 2.5 GHZ, 5.8 GHZ or 24 GHZ range being particularly 
preferred. The code can be divided into data packets and 
parts of the code are transmitted from the code transmitter to 
the base station depending on the spacing. The transmission 
of the code may take place at a data rate that is less in an area 
distant from the base station than in an area close to the base 
station. The code can be transmitted encrypted. The trans 
mission of the code can be manually triggered by an 
actuating device on the code transmitter. 

[0023] The main aspect of the solution proposed in accor 
dance With the invention is the intercrossed evaluation of the 
code information and distance information. The intercross 
ing betWeen the code information and distance information 
is achieved in that during the evaluation in the base station 
the sidebands of a code frequency-modulated response sig 
nal are simultaneously evaluated With regard to both the 
code and the distance. In each of the information states given 
by the coding, a registration of the information state on the 
one hand and a determination of the channel length on the 
other are therefore performed. The modulation of the code 
takes place in the transponder, in that an auXiliary carrier 
signal is shifted to a ?nite number m of frequency positions 
and this modulation product is modulated onto the received 
interrogation signal. This m frequency-shift keying, also 
knoWn as m-Frequency Shift Keying modulation, abbrevi 
ated as m-FSK, is a knoWn method of digital modulation. By 
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means of this modulation method, a re?ection signal is 
produced, the spectrum of Which is made up of a complete 
number m of frequency positions of the auxiliary carrier 
signal, each With associated sidebands. The methods of the 
FMCW radar engineering mentioned in the introduction are 
available for determining distance information from these 
sidebands. The center frequency of each keyed frequency 
position is chosen so that adjacent frequency bands do not 
cause interference, i.e. even at a great distance and at 
maximum possible frequency error, Which for example 
could be caused by component tolerances and/or frequency 
drift of the oscillator assembly, and thus do not lead to an 
overlapping of adjacent sidebands. 

[0024] In accordance With the invention, the device for 
access authoriZation control includes the folloWing: 

[0025] At least one base station With a transceiver device 
that transmits a Wideband modulated interrogation signal. 

[0026] At least one transponder that has a modulation 
device, in order to modulate an auxiliary carrier signal, the 
frequency of Which is changed betWeen a ?nite number of 
frequency positions, onto an interrogation signal received at 
a distance from the base station and re?ect it as a code 
modulated response signal. 

[0027] An evaluation device connected after the trans 
ceiver device that evaluates the response signal in sidebands 
of the keyed frequency positions With regard to code and 
distance. 

[0028] The device in accordance With the invention thus 
consists essentially of at least one transponder that in a 
detection area is interrogated by a suitable interrogation 
signal and then re?ects a modulation product that, in side 
bands of the particular re-keyed frequency position contains 
both the code information and the distance information, and 
of at least one evaluation device that simultaneously extracts 
the code and performs a distance measurement from these 
sidebands. 

[0029] In that the base station also carries out the distance 
measurement during the receipt of the m-FSK modulated 
code, both sets of information are crossed into each other. 
This intercrossing betWeen the cryptic information (radio 
key code) and the physical measured variable (distance 
betWeen the transponder and base station) is also maintained 
during the demodulation in the base station. This intercross 
ing increases security, because a VDA attack that merely 
simulates the distance information and supplies the code 
separately is detected by the access control system as an 
attack and does not lead to an enabling of an access function 
to the object. 

[0030] For the m-FSK modulation of the auxiliary carrier 
signal, various methods are knoWn to the person skilled in 
the art, such as direct FSK modulation, crystal draWing, 
using a PLL or by using several crystals. The channel length 
measurement can be carried out by the devices and methods 
of FMCW remote identi?cation named in the introduction. 

[0031] An essential advantage of the invention can be seen 
in that, apart from the assemblies required for coding and 
distance measurement, no additional communication or 
VDA defense assemblies are required for the VDA defense 
measures in accordance With the invention, either in the code 
transmitter or in the base station; the basic information for 
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the evaluation in accordance With the invention is inherent 
in the response signal. KnoWn methods or assemblies can be 
used for evaluating the response signal. The constructive 
design of the base station is therefore comparatively simple. 
These advantages are particularly useful for an access con 
trol system used under the rugged operating conditions in a 
vehicle Where a high system reliability is required. The 
system is very suitable for manufacture, Which is of crucial 
importance for large series production. 

[0032] To defeat the control system in accordance With the 
invention requires an incomparably higher technical cost on 
the part of the attacker. The interlinking signal relationships 
of the evaluation are not easily detectable externally and the 
hardWare is di?icult to realiZe. Knowledge of the function 
ing cannot be obtained simply by intercepting the radio 
channel. In automotive engineering, this increased cost that 
Would be necessary by the attacker is regarded as su?icient 
security for the defense of a vehicle against a VDA attack. 

[0033] In a preferred form of embodiment, the access 
control system has a code transmitter With a tWo-frequency 
re-keying device. The tWo-stage frequency shifting enables 
2-FSK modulation methods to be used on available system 
components for the modulation of a present binary code. By 
means of the 2-FSK modulation, tWo keyed frequency 
position With tWo sidebands each are produced in the 
response spectrum. The frequency position contains the 
information on the logic state of the code signal. For 
example, from the unmodulated auxiliary carrier it can be 
seen that an upper frequency position is assigned logic “1” 
and a loWer frequency position is assigned logic “0”. The 
information on the channel length is present in the sidebands 
in each of these tWo frequency positions. Therefore, the 
response signal can be used simultaneously in the base 
station for extracting the code of the radio key and for 
determining the distance. 

[0034] The maximum poWer draW for a base station, 
supplied from a vehicle battery, is limited. From the point of 
vieW of the vehicle manufacturer, an average poWer draW of 
a maximum of 300 to 1000 mA is seen as advantageous. 
These limitations in the poWer draW restrict the computing 
poWer in the base station. The use in the base station of 
Fourier transformation devices that operate according to the 
method of fast (FFT), discrete (DFT) or GortZel signal 
processing methods is advantageous. 

[0035] It is also advantageous With regard to e?icient 
energy consumption if the interrogation signal is transmitted 
only at limited interrogation intervals. The transponder, that 
is usually supplied from an auxiliary battery, is advanta 
geously operated in a standby mode, i.e. the code-modulated 
response signal is re?ected only in response to an interro 
gation at limited response intervals. 

[0036] In accordance With the invention, a method for 
operating an access control system for a vehicle has the 
folloWing procedural steps: 

[0037] A Wideband modulated interrogation signal is 
transmitted from at least one base station. 

[0038] The interrogation signal is received by at least one 
transponder located at a distance from the base station and, 
in a modulation device, is modulated by a carrier signal 
Whose frequency is changed in a modulation device in 
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relation to a code between a ?nite number of frequency 
positions and then re?ected as a code-modulated signal. 

[0039] In at least one base station, the response signal in 
sidebands of the keyed frequency positions is evaluated With 
regard to code and distance. 

[0040] The base station then generates an enable signal for 
an access function only if the code information agrees With 
a preset set code information and the determined distance is 
beloW a predetermined threshold value. In this Way, it is 
possible to de?ne position areas around the vehicle in Which 
access functions up to the immediate vicinity can be enabled 
only in steps. 

[0041] It is advantageous if the interrogation signal is 
formed from a sequence of up-chirp ramps and doWn-chirp 
ramps essentially rising and falling in monotone. 

[0042] When determining the distance information, it is 
advantageous if the time duration of an up-chirp ramp and 
the time duration of a doWn-chirp ramp are chosen to be of 
equal magnitude. 

[0043] With regard to the energy consumption of the 
digital signal processing assemblies, it is advantageous if the 
time duration of these up-chirp or doWn-chirp ramps is 
greater than 1 us and less than 100 milliseconds. 

[0044] The radio dialog can be further improved With 
regard to energy consumption if the base station transmits 
the interrogation signal intermittently. A transponder allo 
cated to the base station generates the code-modulated 
response signal only When it is interrogated by this inter 
mittent interrogation. 

[0045] In order to be able to perform a distance measure 
ment in the immediate vicinity of a vehicle With the neces 
sary accuracy, it is advantageous if the interrogation signal 
is transmitted as a Wideband modulated signal With a band 
Width greater than 60 MHZ, With a center frequency in the 
2.5 GHZ, 5.8 GHZ or 24 GHZ range being particularly 
preferred. 

[0046] Wideband in this case means that the frequency of 
the FMCW interrogation signal varies Within a relatively 
large frequency band during transmission and is demodu 
lated on reception. This is in contrast to the typical modu 
lation Whereby modulation and demodulation take place at 
a ?xed carrier frequency. 

[0047] It is also advantageous if in the radio channel the 
code information of the code transmitter is transmitted to the 
base station in the form of data packages. In this Way, 
sensitive parts of the code can be transmitted at different 
intervals. It is, for example, conceivable that the data com 
munication betWeen the transponder and base station is 
prepared in a ?rst step from an outer position area. In a 
second step, When the radio key is in the immediate vicinity, 
e.g. Within a distance of one meter of the vehicle, the 
security-critical information is transmitted. The require 
ments regarding the capacity of the transmission channel are 
corrected in this Way. Aradio key code consisting of several 
hundred bits can thus be securely transmitted in less than one 
second. 

[0048] The code transmitter can also be designed so that 
simple control information, such as for example a remote 
keyless entry control function, can be transmitted by the user 
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to the vehicle Without further synchroniZation measures. By 
means of this additional functionality With a passive access 
control system, as shoWn in the introduction, no action is 
required by the vehicle driver. If the PASE system fails, the 
central locking system can simply be manually operated, 
eg by an actuating button on the radio key. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0049] The object of the invention is further explained by 
means of the folloWing draWings. These are as folloWs: 

[0050] FIG. 1 A block diagram of a form of embodiment 
of the access control system in accordance With the inven 
tion. 

[0051] FIG. 2a A?oW diagram shoWing the evaluation of 
the response signal according to prior art. 

[0052] FIG. 2b A?oW diagram shoWing the evaluation of 
the response signal according to the invention. 

[0053] FIG. 3 A spectral representation of a 2-FSK code 
modulated interrogation signal. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0054] FIG. 1 is a block diagram shoWing an example of 
the implementation of an access control system I in accor 
dance With the invention. It consists of an interrogation unit 
or base station (BS) 20 and an allotted transponder or code 
transmitter (CID) 30. An access control system for a vehicle 
can consist of several of these units. The base station 20 is 
usually mounted in the vehicle. The code transmitter 30 is 
carried by the vehicle driver and can be designed as a 
chipcard or portable radio key. Control of the authoriZed 
utiliZation or access to the vehicle takes place by means of 
a data dialog that is carried out in a radio channel 4 betWeen 
the base station 20 and identi?cation transmitter 30. The 
object of this data exchange is on the one hand to identify the 
radio key 30 and on the other hand to determine its actual 
position relative to the vehicle. Provided the system can 
identify the code transmitter 30 for authoriZed use and this 
code transmitter is identi?ed as located Within a predeter 
mined position area, the control system I enables access 
functions to the vehicle. OtherWise, access to the vehicle is 
prevented. The enabling of access functions can take place 
in stages in that enable signals that are fed to different 
actuators, for example the central locking, are generated by 
the base station. 

[0055] The base station 20 contains a transmitter signal 
source (S1) 21, that generates a signal Sigl and radiates it 
via the transmitting antenna 22 as an FMCW interrogation 
signal 2. This signal Sigl is Wideband modulated. The 
characteristic of this signal Sigl consists of constant parts of 
up-chirp and doWn-chirp frequency ramps rising and falling 
in monotone. In the radio channel 4, the interrogation signal 
2 reaches the receiving antenna 32 of the code transmitter 30 
With a reduced amplitude after the signal propagation time. 

[0056] The signal Sig2 received at antenna 32 is applied to 
a modulation device MOD. The modulation device MOD 
consists of a ?rst modulator stage MOD1 and a second 
modulator stage MOD2. 

[0057] In the second modulator stage (MOD2) 34, an 
auxiliary carrier signal SigHT of an auxiliary carrier signal 
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source S2 is modulated With a code signal SigCI of a code 
source CI. By means of the evaluation in the base station 
shoWn below, the modulation With the auxiliary carrier 
signal enables the re?ected signal from the transponder to be 
distinguished from passive re?ections of the environment. 
The code source CI can be a storage device containing set 
code information. Using this stored code information, a base 
station can identify a transponder CID from a distance by 
means of radio interrogation. The code information does not, 
hoWever, have to be stored as a set code in the CD trans 
mitter, but instead can also be the result of a cryptic data 
dialog betWeen the base station and transponder. In this case, 
the code is the result of an encrypted data dialog betWeen 
these communication partners. In both cases, the modulation 
result of the second modulator stage MOD2 is a coded 
auXiliary carrier signal SigCHT, Whose frequency is re 
keyed betWeen a ?nite number m of frequency positions 
relative to code CI. The signal SigHT is sWitched to an input 
of the ?rst modulator stage MOD1. 

[0058] In a ?rst modulator stage MOD1, the coded auX 
iliary carrier signal SigCHT is modulated onto signal Sig2 
received from antenna 32. The modulation result of the 
modulator stage MOD1 is a code-modulated interim signal 
Sig3 that is applied to the transmitting antenna 33 of the 
code transmitter 30. The code-modulated response signal 3 
is transmitted from the transmitting antenna 33 and, after the 
signal propagation time in radio channel 4, reaches antenna 
23 of the base station 20 With reduced amplitude. The signal 
Sig4 contains the sidebands in each of the changed fre 
quency positions. The signal Sig4 received by the antenna 
23 is fed, together With the signal Sig1 branched off from the 
signal source 21 by a direction coupler or poWer divider 25, 
to an evaluation unit 24. 

[0059] In accordance With the basic concept of the inven 
tion, the distance is measured and the code transmitted 
simultaneously. For this purpose, there are knoWn methods 
of digital demodulation or FMCW radar signal processing 
technology available to the person skilled in the art. 

[0060] The signal processing in the evaluation unit 24 can 
take place in analog and/or digital form and it can be realiZed 
by hardWare, ?rmWare or softWare. 

[0061] In the case of digital signaling processing, the 
evaluation can take place at the loWer scanning rate With 
regard to the code compared With the distance measurement. 

[0062] In the block diagram in FIG. 1, separate antennas, 
22, 23, 32, 33 are provided in each case for reception and 
transmission in the base station 20 and in the code trans 
mitter 30. By using a circulator or quasi-circulator, eg a 
direction coupler, only a single antenna can be formed at the 
base station 20 or code transmitter 30 in each case. 

[0063] The code transmitter 30 can be designed as a 
passive re?ector (backscatter) or as an active re?ector With 
a transmitter unit. 

[0064] FIG. 2a is a schematic illustration of the process of 
signal evaluation for knoWn access control systems. The 
distance information E and the code information C are 
determined from the response signal in evaluation segments 
ta separated by time. 

[0065] FIG. 2b on the other hand is a schematic shoWing 
the process of signal evaluation in accordance With this 
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invention. The distance is measured during the transmission 
of the code. Both sets of information, the distance E and 
code C, are present simultaneously in the evaluation inter 
vals ta. They are shoWn superimposed in the diagram, Which 
illustrates the intercrossing during the evaluation of the 
sidebands in accordance With the invention. 

[0066] FIG. 3 shoWs the spectrum of a 2-FSK code 
modulated response signal. In the diagram, signal amplitude 
A is shoWn over frequency f. The transmission of the code 
information from the transponder to the base station takes 
place in tWo frequency positions F“0” and F“1” formed by 
changing the auXiliary carrier frequency fHT. In the eXample 
shoWn, the keying in the loWer frequency position F“0” 
corresponds to the transmission of a logic Zero; the keying 
in the upper frequency position F“1” to the transmission of 
a logic one. Each of the tWo keyed frequency positions 
fHT“0” and fMT“1” consists of an upper and loWer side 
band. The loWer sidebands spectrally up-chirp or doWn 
chirp, at modulation “0” or modulation “1” respectively. 

[0067] The unmodulated auXiliary carrier is shoWn in 
FIG. 3 by a broken line and does not necessarily have to be 
transmitted. 

[0068] The code evaluation takes place in such a Way that 
each keyed frequency position is regarded as a decision 
WindoW for an information state. If the signal is present or 
not present in the decision WindoW, this corresponds to 
either a logic Zero or logic one respectively. 

[0069] The distance evaluation takes place corresponding 
to the FMCW radar technique, Whereby the sidebands in 
each decision WindoW are evaluated by forming frequency 
differences betWeen the interrogation signal Sig1 and 
response signal Sig4. The differential frequency ? f betWeen 
tWo frequency lobes (shoWn schematically in the illustration 
as arroWs in the sideband) is proportional to the distance 
betWeen the base station and transponder, and thus to the 
length of the radio channel. If, for eXample the distance 
betWeen the base station and code transmitter reduces, the 
frequency separation ? f also reduces during the transmis 
sion of a logic Zero or logic one. The decisive factor for the 
invention is that the distance information ? f is evaluated in 
each frequency position of the auXiliary carrier. In this 
eXample of an embodiment of the Z-FSK, this is the fre 
quency position F“0” or the frequency position F“1”. 

[0070] In the case of m frequency keying, an in?nite 
number m of information states, and thus m frequency 
positions, eXist. These m frequency positions Would be 
beloW or above the frequency positions fHT“0” or fHT“1” 
in the spectrum in FIG. 3, but these frequency positions are 
not shoWn in FIG. 3. In accordance With the invention, an 
evaluation also takes place in the case of the m-FSK in each 
of the m frequency positions both With regard to the code 
and the distance information. 

[0071] In accordance With the invention, the distance 
information is coupled With the transmission of the “bit 
information” during the evaluation. This intercrossing 
betWeen distance and code information is also retained 
during the demodulation. The intercrossing offers an 
increased protection against an extended VDA attack 
detailed in the introduction. 

[0072] Of course, the invention is not limited to use in 
vehicles, but can also be used for buildings, computers or 
other electronic equipment or systems. 
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We claim: 
1. An access control system for an object, particularly a 

vehicle, comprising: 
At least one base station With a transceiver device that 

transmits a Wideband modulated interrogation signal, 

At least one transponder that has a modulation device, in 
order to modulate an auxiliary carrier signal, the fre 
quency of Which is re-keyed betWeen a ?nite number of 
frequency positions, onto an interrogation signal 
received at a distance from the base station, and re?ect 
it as a code-modulated response signal, and 

An evaluation device that is connected doWnstream from 
the transceiver device and that evaluates the response 
signal in sidebands of the keyed frequency positions 
With regard to code and distance. 

2. The access control system in accordance With claim 1, 
Wherein the code signal is a binary data signal and the 
modulation device is a tWo-frequency keying device that 
changes the frequency of the auxiliary carrier signal betWeen 
tWo frequency positions. 

3. The access control system in accordance With claim 1, 
Wherein the evaluation unit contains a Fourier transforma 
tion device for transforming the response signal. 

4. The access control system in accordance With claim 3, 
Wherein the Fourier transformation device is set up accord 
ing to the fast (FFT) or discrete (DFT) Fourier transforma 
tion method, or in accordance With the GortZel signal 
processing method. 

5. The access control system in accordance With claim 1, 
Wherein the evaluation unit only generates an enable signal 
if the code information agrees With a stored set code 
information and the determined distance is less than a 
predeterminable distance threshold. 

6. The access control system in accordance With claim 1, 
Wherein the interrogation signal is a Wideband modulated 
radar signal With a bandWidth greater than 60 MHZ, With a 
center frequency in the 2.5 GHZ, 5 .8 GHZ or 24 GHZ range 
being particularly preferred. 

7. The access control system in accordance With claim 1, 
Wherein the transponder is formed as an active or passive 
transponder. 

8. A method for operating an access control system for a 
vehicle that comprising the folloWing steps: 

transmitting a Wideband modulated interrogation signal 
from at least one base station; 

receiving the interrogation signal by at least one transpon 
der located at a distance from the base station, 

modulating the interrogation signal, in a modulation 
device, by a carrier signal, Whose frequency is changed 
in the modulation device in relation to a code betWeen 
a ?nite number of frequency positions, and 
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re?ected the modulated interrogation signal as a code 
modulated ansWer signal, and 

evaluating, in at least one base station, the response signal 
in sidebands of the changed frequency positions in an 
evaluation unit With respect to code and distance. 

9. The method in accordance With claim 8, Wherein a 
tWo-frequency keying takes place in the modulation device 
and the code and distance are determined from the ?rst and 
second frequency band of the response signal. 

10. The method in accordance With claim 8, Wherein the 
response signal in the frequency bands is evaluated by a 
Fourier transformation algorithm, particularly preferably by 
a fast or discrete (DFT) Fourier transformation algo 
rithm or according to the GortZel signal processing method. 

11. The method in accordance With claim 8, Wherein the 
evaluation unit generates an enable signal only if the evalu 
ation of the sidebands shoWs that the code information 
agrees With the stored set code information and the deter 
mined distance is less than a predeterminable distance 
threshold. 

12. The method in accordance With claim 8, Wherein the 
interrogation signal is formed from a series of up-chirp 
ramps and doWn-chirp ramps rising and falling essentially in 
a monotone. 

13. The method in accordance With claim 12, Wherein the 
time duration of an up-chirp ramp and the time duration of 
a doWn-chirp ramp are selected to be of equal magnitude. 

14. The method in accordance With claim 13, Wherein the 
chosen time duration is greater than 1 us and less than 100 
milliseconds. 

15. The method in accordance With claim 8, Wherein the 
interrogation signal is transmitted intermittently until a 
response signal is received from a code transmitter. 

16. The method in accordance With claim 8, Wherein the 
interrogation signal is transmitted as a Wideband modulated 
radar signal With a bandWidth of more than 60 MHZ, With a 
center frequency in the 2.5 GHZ, 5.8 GHZ or 24 GHZ range 
being particularly preferred. 

17. The method in accordance With claim 8, Wherein the 
code is divided into data packets and parts of the code are 
transmitted from the code transmitter to the base station 
depending on the spacing. 

18. The method in accordance With claim 17, Wherein the 
transmission of the code takes place at a data rate that is less 
in an area distant from the base station than in an area close 
to the base station. 

19. The method in accordance With claim 17, Wherein the 
code is transmitted encrypted. 

20. The method in accordance With claim 17, Wherein the 
transmission of the code is manually triggered by an actu 
ating device on the code transmitter. 


