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FILE ACCESS BASED ON FILE DIGESTS 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] This invention relates generally to computer soft 
Ware and, more particularly, to a method and an apparatus 
for locating ?les Without knowing individual ?le names 
and/or ?le paths. 

[0003] 2. Description of the Related Art 

[0004] Files are popularly used by computer programs. 
Files are frequently opened by name. Computer systems are 
typically built to access and manipulate ?les. In order to ?nd 
a ?le to access and manipulate, the computer user typically 
needs to knoW the ?le name. Frequently, the computer user 
typically needs to knoW the full ?le name and ?le path. Once 
the computer user has this conventionally necessary ?le 
information (?le name and/or full ?le name and ?le path), 
the computer user can ask the computer operating system 
(OS) to let the computer user read, Write and/or otherWise 
manipulate the ?le. 

[0005] Files are used for many purposes. Files are used to 
store programs, libraries, images of running programs, user 
data, and the like. Within a single computer, conventional 
File Access by Path and Name Works Well. Within a local 
area netWork (LAN), conventional File Access by Path and 
Name often Works Well, too. 

[0006] HoWever, differences in the Ways File Systems are 
mounted can make the conventional File Access by Path and 
Name scheme fail. For example, if a computer user tries to 
go to a different computer system than the one the computer 
user typically uses, ?les may be in different places and/or 
may have different names. The computer user typically 
expects that if the simple access-by-name scheme, one that 
simply opens ?les by name, Were to fail, the computer user 
Will not be able to ?nd ?les and so Will not be able to get 
Work done. 

[0007] The present invention is directed to overcoming, or 
at least reducing the effects of, one or more of the problems 
set forth above. For example, embodiments of the present 
invention are directed methods and apparatus for alloWing a 
computer user to locate a plurality of ?les Without knoWing 
individual ?le names and/or paths of the plurality of ?les 

SUMMARY OF THE INVENTION 

[0008] In one aspect of the present invention, a method is 
provided. The method includes determining a plurality of 
?rst ?le digests corresponding to a plurality of ?les in a ?le 
system and providing a directory of the plurality of ?rst ?le 
digests. 

[0009] In another aspect of the present invention, a com 
puter-readable, program storage device is provided, encoded 
With instructions that, When executed by a computer, per 
form a method. The method includes determining a plurality 
of ?rst ?le digests corresponding to a plurality of ?les in a 
?le system and providing a directory of the plurality of ?rst 
?le digests. 

[0010] A more complete understanding of the present 
invention, as Well as a realiZation of additional advantages 
and objects thereof, Will be afforded to those skilled in the 
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art by a consideration of the folloWing detailed description 
of the embodiment. Reference Will be made to the appended 
sheets of draWings, Which Will ?rst be described brie?y. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] The invention may be understood by reference to 
the folloWing description taken in conjunction With the 
accompanying draWings, in Which the leftmost signi?cant 
digit(s) in the reference numerals denote(s) the ?rst ?gure in 
Which the respective reference numerals appear, and in 
Which: 

[0012] FIGS. 1-14 schematically illustrate various 
embodiments of a method, a system and a device according 
to the present invention. 

[0013] While the invention is susceptible to various modi 
?cations and alternative forms, speci?c embodiments 
thereof have been shoWn by Way of example in the draWings 
and are herein described in detail. It should be understood, 
hoWever, that the description herein of speci?c embodiments 
is not intended to limit the invention to the particular forms 
disclosed, but on the contrary, the intention is to cover all 
modi?cations, equivalents, and alternatives falling Within 
the spirit and scope of the invention as de?ned by the 
appended claims. 

DETAILED DESCRIPTION OF SPECIFIC 
EMBODIMENTS 

[0014] Illustrative embodiments of the invention are 
described beloW. In the interest of clarity, not all features of 
an actual implementation are described in this speci?cation. 
It Will of course be appreciated that in the development of 
any such actual embodiment, numerous implementation 
speci?c decisions must be made to achieve the developers’ 
speci?c goals, such as compliance With system-related and 
business-related constraints, Which Will vary from one 
implementation to another. Moreover, it Will be appreciated 
that such a development effort might be complex and 
time-consuming, but Would nevertheless be a routine under 
taking for those of ordinary skill in the art having the bene?t 
of this disclosure. 

[0015] Illustrative embodiments of a method and a device 
according to the present invention are shoWn in FIGS. 1-14. 
Various illustrative embodiments of the present invention 
shoW hoW to locate many ?les Without knoWing the indi 
vidual ?le names and/or ?le paths. A “digest” may be 
calculated for every ?le in a ?le system. For example, in one 
embodiment, the digest is a single number that is derived 
from a large set of other numbers. In this case, the relevant 
digests may be calculated from the large set of numbers 
characteriZing every ?le in the ?le system. The use here of 
the term “digest” is substantially similar to the use of the 
term “digest” in the ?eld of cryptography. For example, in 
cryptography, the term “message digest” is used to describe 
a numeric “?ngerprint” of a message. As Will be appreciated 
by those of ordinary skill in the art, if a good Digest function 
is used, there is a vanishingly small chance that tWo non 
identical messages Will have the same message digest. 
Digests may also be applied to any collection of data, such 
as the state changes a computer applies to a user program 
running on the computer. Consequently, each ?le in the ?le 
system can have a digest made from the contents of that 
particular ?le, for example. In various illustrative alternative 
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embodiments of the present invention, each ?le in the ?le 
system can have a digest made from a preselected subset of 
the contents of that particular ?le, for eXample. 

[0016] As shoWn in FIG. 1, in various illustrative embodi 
ments of the present invention, a computer system 100, such 
as a single computer, a local area netWork (LAN), a Wide 
area netWork (WAN), and the like, having a plurality of ?les 
(represented here by ?le_k 110, ?le_m 120 and ?le_n 130) 
in a File System 140. The computer system 100 may 
calculate a plurality of ?le digests (represented here by 
digest _pk 115, digest _pm 125 and digest _pn 135) for every 
one of the plurality of ?les in the File System 140 that is only 
rarely changing. As shoWn in FIG. 2, the plurality of ?le 
digests may be collected together to become a Digest 
Directory 200 for the File System 140. Each of the plurality 
of ?le digests in the Digest Directory 200 may be provided 
With a ?le pointer pointing to the ?le (or the File Name 
and/or the File Path) to Which the respective ?le digest 
corresponds. For eXample, as shoWn in FIG. 2, the digest _pk 
115 in the Digest Directory 200 points to the ?le_k 110 With 
?le pointer 210. 

[0017] As shoWn in FIG. 3, in various alternative illus 
trative embodiments of the present invention, the computer 
system 100, such as a single computer, a local area netWork 
(LAN), a Wide area netWork (WAN), and the like, may have 
a plurality of ?les in a plurality of File Systems, represented 
here by the File System 140 (including the ?le_k 110, the 
?le_m 120 and the ?le n_130) and File System 340 (includ 
ing ?le_r 310, ?le_s 320, ?le_t 330 and ?le_u 335). The 
computer system 100 may calculate a plurality of ?le digests 
(represented by shaded blocks k, m, n, r, s, t and u) collected 
together to become the Digest Directory 300 for the File 
Systems 140 and 340. The Digest Directory 300 has the 
plurality of ?le digests (represented by shaded blocks k, m, 
n, r, s, t and u) corresponding to respective ones of the 
plurality of the ?les (?le_k 110, ?le_m 120, ?le_n 130, ?le_r 
310, ?le_s 320, ?le_t 330 and ?le_u 335) in the File Systems 
140 and 340 that are only rarely changing. 

[0018] As shoWn in FIG. 4, the digest _pm 125 in the 
Digest Directory 200 points to the ?le_m 120 (and/or to the 
File Name and/or to the File Path) With ?le pointer 410. As 
shoWn in FIG. 5, the digest _pin 135 in the Digest Directory 
200 points to the ?le_n 130 (and/or to the File Name and/or 
to the File Path) With ?le pointer 510. As shoWn in FIG. 5, 
in various illustrative embodiments, the Digest Directory 
200 may rapidly mark any ?le of the plurality of the ?les in 
the ?le system having an invalid ?le digest, such as the 
digest _pn 135 for the ?le_n 130, the invalidity indicated by 
the ?le symbols shoWn in phantom. 

[0019] As shoWn in FIG. 6, in various illustrative embodi 
ments of the present invention, the ?le_k 110 in the File 
System 140 (shoWn in FIGS. 1-5) may have contents 
depicted by ?le content_Q 620, ?le content_R 630, ?le 
content_S 640 and ?le content_T 650. The computer system 
100 (shoWn in FIGS. 1-5) may calculate the ?le digest for 
the ?le_k 110 in the File System 140, represented here by the 
digest _pk 115, the contents of the ?le_k 110 depicted Within 
the digest _pk 115 by the ?le folders labeled Q, R, S and T. 

[0020] FIG. 7 schematically illustrates a later point in 
time than the earlier point in time schematically illustrated 
in FIG. 6. As shoWn in FIG. 7, in various illustrative 
embodiments of the present invention, the ?le_k 110 in the 
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File System 140 (shoWn in FIGS. 1-5) may have contents 
depicted by the ?le content_Q 620, the ?le content_R 630 
and the ?le content_T 650, unchanged at the later point in 
time from the earlier point in time schematically illustrated 
in FIG. 6. The ?le_k 110 may also have contents depicted 
by ?le content_U 740, changed at the later point in time from 
the ?le content_S 640 at the earlier point in time schemati 
cally illustrated in FIG. 6. The ?le_k 110 may also have neW 
contents depicted by ?le content_V 760, neWly created at the 
later point and non-existent at the earlier point in time 
schematically illustrated in FIG. 6. 

[0021] The computer system 100 (shoWn in FIGS. 1-5) 
may calculate the ?le digest for the ?le_k 110 in the File 
System 140, represented here also by the digest _pk 115, but 
having a numerical value changed at the later point in time 
from the numerical value of the digest _pk 115 calculated at 
the earlier point in time schematically illustrated in FIG. 6. 
The contents of the ?le_k 110 at the later point in time 
schematically illustrated in FIG. 6 are depicted Within the 
digest _pk 115 by the ?le folders labeled Q, V, R, U and T. 

[0022] In one embodiment, a neW “File Open By Digest” 
operation may be created. This neW File Open By Digest 
operation may accept as its argument the ?le digest of the 
desired ?le. When called, the File Open By Digest operation 
may look up the respective ?le digest in the digest directo 
ries, such as the Digest Directory 200 or 300, of all the ?le 
systems, such as the File Systems 140 and/or 340, to Which 
the File Open By Digest operation has access. 

[0023] If the File Open By Digest operation ?nds one or 
more matches, the File Open By Digest operation may 
eXtract the respective File Name and/or the respective File 
Path and/or the respective File Pointer, such as the ?le 
pointers 210, 410 and/or 510. The File Open By Digest 
operation may then perform normal File Open operations on 
the one or more matching ?les. Normal protection checks 
may be applied to these normal File Open operations to 
prevent a user from accessing a ?le that should be inacces 
sible. If one of these normal File Open operations fails and 
there are other ?les With the same ?le digest, the File Open 
By Digest operation may then try these other ?les until one 
of the normal File Open operations succeeds or until all of 
the normal File Open operations fail. 

[0024] If several places are found from Which the one or 
more matching ?les may be opened, the File Open By Digest 
operation may make use of other information to assign a 
“cost” to each ?le location. For eXample, the File Open By 
Digest operation may make use of measured netWork speed 
and/or scan billing records to assign the cost associated With 
each ?le location. The File Open By Digest operation may 
select (or let the user select) the ?le that is “closest” or less 
eXpensive. The File Open By Digest operation may select 
(or let the user select) the ?le based on any other criterion. 

[0025] As shoWn in FIG. 8, for eXample, in various 
illustrative embodiments of the present invention, the com 
puter system 100, such as a single computer, a local area 
netWork (LAN), a Wide area netWork (WAN), and the like, 
may have a plurality of ?les in a plurality of File Systems, 
represented here by the File System 140 (including the ?le_k 
110, the ?le_m 120 and the ?le_n 130) and File System 840 
(including ?le_k 810, ?le_m 820, ?le_n 830 and ?le_u 835). 
Note that each of the ?les in the File System 140 (including 
the ?le_k 110, the ?le_m 120 and the ?le_n 130) is also 
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found in the File System 840 (including ?le_k 810, ?le_m 
820 and ?le_n 830). Associated With each of the ?les found 
in both the File Systems 140 and 840 is a cost, represented 
by a number of dollar signs (S), With the number of SS signs 
signifying the relative cost. For example, the cost associated 
With opening the ?le_k 110 in the File System 140 may be 
represented by only one dollar sign, $, Whereas the cost 
associated With opening the ?le_k 810 the File System 840 
may be represented by three dollar signs, 25%, signifying 
that opening the ?le_k 110 in the File System 140 is less 
expensive than opening the ?le_k 810 in the File System 
840. 

[0026] The computer system 100 may calculate the plu 
rality of the ?le digests (represented by differently shaded 
blocks k, m, n, k, m, n and u) collected together to become 
the Digest Directory 800 for the File Systems 140 and 840. 
The Digest Directory 800 has the plurality of the ?le digests 
(represented by the differently shaded blocks k, m, n, k, m, 
n and u) corresponding to respective ones of the plurality of 
the ?les (the ?le_k 110, the ?le_m 120, the ?le_n 130, the 
?le_k 810, the ?le_m 820, the ?le_n 830 and the ?le_u 835) 
in the File Systems 140 and 840 that are only rarely 
changing. For example, the different costs associated With 
opening the ?le_k 110 in the File System 140, on the one 
hand, and the ?le_k 810 the File System 840, on the other 
hand, may be represented by the different shadings for the 
tWo blocks labeled k in the Digest Directory 800. 

[0027] Digests can be expensive to implement. Thus, in 
one embodiment, it may be desirable to determine the ?le 
digest for ?les that have not changed for a selected time. For 
example, digests may be calculated for ?les that only rarely 
change. HoWever, it Will be appreciated that the term “rarely 
change” may be determined by the particular context in 
Which the present invention is practiced and the de?nition 
may vary over time. For example, as computers and com 
puter systems, such as the computer system 100, get faster 
and as hardWare accelerators for calculating Digests become 
available, it may become feasible to calculate digests for 
short-lived ?les. In one embodiment, a background process 
may be run to scan the ?le systems, such as the File System 
140. The Date Last Modi?ed information may be used to 
determine When the ?le Was last changed and to decide 
Whether or not to calculate a ?le digest. In various illustra 
tive embodiments of the present invention, a ?le digest may 
be calculated Whenever the ?le is closed and/or sent to a disk 
or other storage device and/or sent over the netWork to a 
remote ?le system. 

[0028] A ?le Will have either a current ?le digest or no 
current ?le digest. If a ?le is opened to alloW modi?cation 
of the ?le, this opened ?le must be immediately marked as 
not having a valid ?le digest. HoWever, calculating ?le 
digests may happen in a “lazy” fashion. The ?le digest 
calculation only needs to be performed anytime before the 
respective ?le is accessed using its ?le digest. 

[0029] A ?le system, such as the File System 140, that 
provides the File Open By Digest operation, according to 
various illustrative embodiments of the present invention, 
can ?nd ?les that the user may not be able to ?nd otherWise. 
Consequently, such a ?le system can appear more reliable to 
the user than conventional ?le systems that depend on File 
Names. The ?le system, such as the File System 140, that 
provides the File Open By Digest operation, alloWs ?les to 
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be opened based on the content of the ?les, since the 
respective ?le digests are calculated based on the content of 
the ?les. 

[0030] Since a given ?le may be available in many loca 
tions or places Within the computer system 100, the File 
Open By Digest operation can select betWeen alternative 
copies to increase performance, decrease cost, and distribute 
loads or for any other reason, as described above. If one 
copy of the desired ?le becomes unavailable, other copies of 
the desired ?le may be accessed using the File Open By 
Digest operation. These copies are knoWn to be identical, 
since they all share exactly the same ?le digest, so the 
program accessing the desired ?le may sWitch from one 
copy to another at Will, Without Worrying about the consis 
tency of the copies. 

[0031] Files, such as the ?le_k 110, ?le_m 120 and ?le_n 
130, With ?le digests, such as the digest _pk 115, digest _pm 
125 and digest _pn 135, respectively, as shoWn in FIGS. 1 
and 2, are not able to be forged. If a program opens a ?le by 
the respective ?le digest using the File Open By Digest 
operation, the program knoWs that the ?le has not been 
modi?ed. If the ?le had been modi?ed in any Way, the ?le 
digest that corresponded to the unmodi?ed ?le Would not 
point to the modi?ed ?le, Which Would almost certainly have 
an entirely different ?le digest. The program may perform an 
additional check by calculating the ?le digest for the respec 
tive ?le itself to verify that the ?le does not change betWeen 
the time that the ?le is ?rst opened and the time that the ?le 
is ?nished being read. For example, an embodiment of the 
present invention has been developed so that When a com 
puter user, via one or more computers, opens a ?le by a ?rst 
?le digest, a second digest for the opened ?le is calculated. 
The embodiment then compares and/or matches the ?rst 
digest With the second digest. If the ?rst and the second 
digests match, the embodiment determines (or veri?es) that 
the ?le has not been modi?ed. Conversely, if the ?rst and the 
second digests do not match, the embodiment determines 
that the ?le has been modi?ed. 

[0032] Files, such as the ?le_k 110, ?le_m 120 and ?le_n 
130, With ?le digests, such as the digest _pk 115, digest _pm 
125 and digest _pn 135, respectively, as shoWn in FIGS. 1 
and 2, may each contain a list of ?les to fetch to complete 
a set. An embodiment of the present invention has been 
developed so that a program may provide information on the 
list of ?les in the set When the ?le digest for the respective 
?le is being calculated. If the program opens the ?le by the 
respective ?le digest, using the File Open By Digest opera 
tion, the program is provided With the information of the list 
of ?les to fetch to complete the set. If a second ?le in the list 
has not been fetched, the program may then fetch the second 
?le in the list. For example, an embodiment of the present 
invention has been developed so that When a computer user, 
via one or more computers, opens a ?rst ?le by a ?le digest, 
the embodiment is also provided With a list of ?les to fetch 
to complete a set. If a second ?le in that list has not been 
fetched, the embodiment uses the list and fetches (or opens) 
the second ?le. 

[0033] FIGS. 9-14 schematically illustrate particular 
embodiments of respective methods 900-1400 practiced in 
accordance With the present invention. FIGS. 1-8 schemati 
cally illustrate various exemplary particular embodiments 
With Which the methods 900-1400 may be practiced. For the 



US 2004/0186859 A1 

sake of clarity, and to further an understanding of the 
invention, the methods 900-1400 shall be disclosed in the 
context of the various exemplary particular embodiments 
shoWn in FIGS. 1-8. HoWever, the present invention is not 
so limited and admits Wide variation, as is discussed further 
beloW. 

[0034] As shoWn in FIG. 9, the method 900 begins, as set 
forth in box 920, by applying a ?le digest function to at least 
some contents of a plurality of ?les in one or more ?le 

systems to calculate a plurality of ?le digests corresponding 
to the at least some contents of the plurality of the ?les in the 
?le system. For example, as shoWn in FIGS. 1-8, the 
computer system 100 may apply a ?le digest function to at 
least some of the contents (such as the ?le content_Q 620, 
the ?le content_R 630, the ?le content_S 640 and/or the ?le 
content_T 650) of the ?le_k 110, as shoWn in FIG. 6, in the 
File System 140 shoWn in FIGS. 1-5. Similarly, the com 
puter system 100 may apply the ?le digest function to at 
least some of the contents (not shoWn) of the plurality of 
?les (such as the ?le_m 120, the ?le_n 130, the ?le_r 310, 
the ?le_s 320, the ?le_t 330 and the ?le_u 335, as shoWn in 
FIGS. 1 and 3) in one or more ?le systems (such as the File 
Systems 140 and/or 340) to calculate a plurality of ?le 
digests corresponding to at least some of the contents of the 
plurality of the ?les in the one or more ?le systems. For 
example, the computer system 100 (shoWn in FIGS. 1-5) 
may calculate the ?le digest for the ?le_k 110 in the File 
System 140, represented by the digest _pk 115, the contents 
of the ?le_k 110 depicted Within the digest _pk 115 by the ?le 
folders labeled Q, R, S and T. 

[0035] The method 900 proceeds by providing a directory 
of the plurality of the ?le digests having at least one of 
pointers, ?le names and ?le paths used to access the plurality 
of the ?les in the ?le system, as set forth in box 930. For 
example, as shoWn in FIGS. 2-8, The computer system 100 
may calculate the plurality of ?le digests (represented here 
by the digest _pk 115, the digest _pm 125 and the digest _pn 
135) for every one of the plurality of ?les in the File System 
140 that is only rarely changing. As shoWn in FIG. 2, the 
plurality of ?le digests may be collected together to become 
the Digest Directory 200 for the File System 140. Each of 
the plurality of ?le digests in the Digest Directory 200 may 
be provided With a ?le pointer pointing to the ?le (or the File 
Name and/or the File Path) to Which the respective ?le digest 
corresponds. For example, as shoWn in FIG. 2, the digest _pk 
115 in the Digest Directory 200 points to the ?le_k 110 With 
the ?le pointer 210. 

[0036] As shoWn in FIG. 3, in various alternative illus 
trative embodiments of the present invention, the computer 
system 100 may calculate the plurality of ?le digests (rep 
resented by the shaded blocks k, m, n, r, s, t and u) collected 
together to become the Digest Directory 300 for the File 
Systems 140 and 340. The Digest Directory 300 has the 
plurality of ?le digests (represented by shaded blocks k, m, 
n, r, s, t and u) corresponding to respective ones of the 
plurality of the ?les (the ?le_k 110, the ?le_m 120, the ?le_n 
130, the ?le_r 310, the ?le_s 320, the ?le_t 330 and the 
?le_u 335) in the File Systems 140 and 340 that are only 
rarely changing. 

[0037] As shoWn in FIG. 4, the digest _pm 125 in the 
Digest Directory 200 points to the ?le_m 120 (and/or to the 
File Name and/or to the File Path) With ?le pointer 410. As 
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shoWn in FIG. 5, the digest _pn 135 in the Digest Directory 
200 points to the ?le_n 130 (and/or to the File Name and/or 
to the File Path) With ?le pointer 510. As shoWn in FIG. 5, 
in various illustrative embodiments, the Digest Directory 
200 may rapidly mark any ?le of the plurality of the ?les in 
the ?le system having an invalid ?le digest, such as the 
digest _pn 135 for the ?le_n 130, the invalidity indicated by 
the ?le symbols shoWn in phantom. 

[0038] The method 900 then proceeds, as set forth in box 
940, by ?nding at least one of the plurality of the ?les in the 
?le system using a “File Open By Digest” operation using 
the directory of the plurality of the ?le digests and opening 
the at least one of the plurality of the ?les in the ?le system 
using an ordinary “File Open” operation. 

[0039] In various illustrative embodiments, as shoWn in 
FIG. 10, and as set forth in box 1050 of method 1000, 
applying the ?le digest function to the at least some contents 
of the plurality of the ?les in the ?le system to calculate the 
plurality of the ?le digests comprises using a background 
task to calculate the plurality of the ?le digests based on at 
least one of a last modi?ed date of each ?le of the plurality 
of the ?les in the ?le system and a calculating speed of the 
background task. In various alternative illustrative embodi 
ments, as shoWn in FIG. 11, and as set forth in box 1150 of 
method 1100, applying the ?le digest function to the at least 
some contents of the plurality of the ?les in the ?le system 
to calculate the plurality of the ?le digests comprises cal 
culating each ?le digest of the plurality of the ?le digests 
When at least one of the folloWing occurs: the respective ?le 
of the plurality of the ?les is Written by a program, the 
respective ?le of the plurality of the ?les is closed by a 
program, the respective ?le of the plurality of the ?les is 
transferred to a disk and the respective ?le of the plurality of 
the ?les is transferred across a netWork to a remote ?le 
system, such as the File System 340, Which may be remote 
from the File System 110, as shoWn in FIG. 3. 

[0040] In various illustrative embodiments, as shoWn in 
FIG. 12, and as set forth in box 1250 of method 1200, 
providing the directory of the plurality of the ?le digests 
comprises rapidly marking any ?le of the plurality of the 
?les in the ?le system having an invalid ?le digest, as shoWn 
in FIG. 5, for example, as described above. In various 
alternative illustrative embodiments, as shoWn in FIG. 13, 
and as set forth in box 1350 of method 1300, ?nding the at 
least one of the plurality of the ?les in the ?le system using 
a “File Open By Digest” operation using the directory of the 
plurality of the ?le digests comprises providing the “File 
Open By Digest” operation With a range of costs associated 
With opening the at least one of the plurality of the ?les in 
the ?le system and opening the at least one of the plurality 
of the ?les in the ?le system based on the range of the costs. 

[0041] In various alternative illustrative embodiments, as 
shoWn in FIG. 14, and as set forth in box 1450 of method 
1400, applying the ?le digest function to the at least some 
contents of the plurality of the ?les in the ?le system to 
calculate the plurality of the ?le digests comprises calculat 
ing each ?le digest of the plurality of the ?le digests to verify 
validity of the respective ?le digest of the plurality of the ?le 
digests only before the “File Open By Digest” operation 
starts to open the respective ?le digest of the plurality of the 
?le digests. Moreover, as set forth in box 1450 of method 
1400, providing the directory of the plurality of the ?le 
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digests comprises rapidly marking as having an invalid ?le 
digest any ?le of the plurality of the ?les in the ?le system 
that has been opened to alloW modi?cation, as shoWn in 
FIG. 5, for example, as described above. 

[0042] Any of the above-disclosed embodiments of a 
method, a system and a device according to the present 
invention enables a computer user to go to a different 
computer system than the one the computer user typically 
uses, Where ?les may be in different places and/or may be 
mounted differently and/or may have different names, and 
access the ?les the computer user needs. Additionally, any of 
the above-disclosed embodiments of a method, a system and 
a device according to the present invention enables the 
computer user to be able to ?nd ?les the computer user needs 
Without knoWing the ?le name and/or ?le path, and, so Will 
be able to get Work done. 

[0043] Moreover, an embodiment of the invention can be 
implemented as computer softWare in the form of computer 
readable program code executed in a general purpose com 
puting environment; in the form of bytecode class ?les 
executable Within a J avaTM run time environment running in 
such an environment; in the form of bytecodes running on a 
processor (or devices enabled to process bytecodes) existing 
in a distributed environment (e. g., one or more processors on 

a network); as microprogrammed bit-slice hardWare; as 
digital signal processors; or as hard-Wired control logic. 

[0044] An embodiment of the invention can be imple 
mented Within a client/server computer system. In this 
system, computers can be categoriZed as tWo types: servers 
and clients. Computers that provide data, softWare and 
services to other computers are servers; computers that are 
used to connect users to those data, softWare and services are 
clients. In operation, a client communicates, for example, 
requests to a server for data, softWare and services, and the 
server responds to the requests. The server’s response may 
entail communication With a ?le management system for the 
storage and retrieval of ?les. 

[0045] The computer system can be connected through an 
interconnect fabric. The interconnect fabric can comprise 
any of multiple, suitable communication paths for carrying 
data betWeen the computers. In one embodiment the inter 
connect fabric is a local area netWork implemented as an 
intranet or Ethernet netWork. Any other local netWork may 
also be utiliZed. The invention also contemplates the use of 
Wide area netWorks, the Internet, the World Wide Web, and 
others. The interconnect fabric may be implemented With a 
physical medium, such as a Wire or ?ber optic cable, or it 
may be implemented in a Wireless environment. 

[0046] In general, the Internet is referred to as an unstruc 
tured netWork system that uses Hyper Text Transfer Protocol 
(HTTP) as its transaction protocol. An internal netWork, also 
knoWn as intranet, comprises a netWork system Within an 
enterprise. The intranet Within an enterprise is typically 
separated from the Internet by a ?reWall. Basically, a ?reWall 
is a barrier to keep destructive services on the public Internet 
aWay from the intranet. 

[0047] The internal netWork (e.g., the intranet) provides 
actively managed, loW-latency, high-bandWidth communi 
cation betWeen the computers and the services being 
accessed. One embodiment contemplates a single-level, 
sWitched netWork With cooperative (as opposed to competi 
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tive) netWork traf?c. Dedicated or shared communication 
interconnects may be used in the present invention. 

[0048] The particular embodiments disclosed above are 
illustrative only, as the invention may be modi?ed and 
practiced in different but equivalent manners apparent to 
those skilled in the art having the bene?t of the teachings 
herein. Furthermore, no limitations are intended to the 
details of construction or design herein shoWn, other than as 
described in the claims beloW. It is therefore evident that the 
particular embodiments disclosed above may be altered or 
modi?ed and all such variations are considered Within the 
scope and spirit of the invention. In particular, every range 
of values (of the form, “from about a to about b,” or, 
equivalently, “from approximately a to b,” or, equivalently, 
“from approximately a-b”) disclosed herein is to be under 
stood as referring to the poWer set (the set of all subsets) of 
the respective range of values, in the sense of Georg Cantor. 
Accordingly, the protection sought herein is as set forth in 
the claims beloW. 

What is claimed: 
1. A method, comprising: 

determining a plurality of ?rst ?le digests corresponding 
to a plurality of ?les in a ?le system; and 

providing a directory of the plurality of ?rst ?le digests. 
2. The method of claim 1, Wherein each of the plurality of 

?les comprises contents and Wherein determining the plu 
rality of ?rst ?le digests further comprises applying a ?rst 
?le digest function to at least a portion of the contents of 
each of the plurality of ?les. 

3. The method of claim 1, Wherein each of the plurality of 
?les comprises contents and Wherein determining the plu 
rality of ?rst ?le digests further comprises applying a ?rst 
?le digest function to substantially the entire contents of 
each of the plurality of ?les. 

4. The method of claim 1, Wherein determining the 
plurality of ?rst ?le digests further comprises identifying 
each of the plurality of ?les that has changed Within a 
preselected period of time and applying a ?rst ?le digest 
function to at least the identi?ed ?les. 

5. The method of claim 4, Wherein applying the ?rst ?le 
digest function to at least the identi?ed ?les comprises 
applying the ?rst ?le digest function to only the identi?ed 
?les. 

6. The method of claim 4, Wherein identifying each of the 
plurality of ?les changed Within the preselected period of 
time further comprises identifying each of the plurality of 
?les changed Within a preselected period of time using a 
background task adapted to access a modi?cation date of 
each of the plurality of ?les. 

7. The method of claim 6, Wherein applying the ?rst ?le 
digest function to at least the identi?ed ?les further com 
prises selecting a portion of the plurality of ?les including at 
least the identi?ed ?les using a calculating speed of the 
background task. 

8. The method of claim 1, Wherein determining the 
plurality of ?rst ?le digests comprises determining the ?rst 
?le digests When one of the plurality of ?les is opened. 

9. The method of claim 1, Wherein determining the 
plurality of ?rst ?le digests comprises determining the ?rst 
?le digests When one of the plurality of ?les is closed. 




