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FIG. 4 

4__00 

<?xml version="1.0" encoding="UTF-8"?> 
\<!DOCTYPE web-app PUBLIC "-I/Sun Microsystems, |nc./IDTD Web Application 2.2I/EN" 

"httpzlljavasun.com/i2eeIdtdslweb-app~2_2.dtd"> 
<web-app id="WebApp_1044374378543"> 
<serv|et id="Serviet_1044374367978"> 

412 <servlet-name>MibServiceServ|et</serv|et-name> 
413 <dispiay-name>Mib Service Serviei<ldispiay-name> 

<description>Services HTTPProxy Mib Service Requests for the Mib 
Browser.<ldescription> 

<servlet-ciass>com.tivoli.netview.snmp.modules.mibservice.servieLMibServiceServlet 
</servlet-ciass> 
<lserviet> 
<serviet id="Serv|et_1044374367989"> 
<servlet-name>SnmpServiceServ|et<lserv|et-name> 
<display-name>Snmp Service Serv|et</disp|ay-name> 
<description>Services HTTPProxy Snmp Service Requests for the Mib 

Br0wser.</descripti0n> 

<serviet-ciass>com.tivo|i.netviewsnmpmoduiessnmpservice.serv|et.SnmpServiceServlet 
</serviet-ciass> 
<lserviet> 
<servlet id="ServletA1044374368018"> 
<servlet-name>ZnvSecurity<lserv|et-name> 
<dispiay-name>zlNetView Security Serviet<Idisplay-name> 
<description>Handles security checking for the z/NetView web application.<Idescription> 
<servlet-class>com.tivoli.nv390.webacc.security.2NVSecurity<lserviet-ciass> 
<ioad-on-stariup>1<lioad-on-startup> 

<lserviet> 
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FIG. 4 
(cont'd) 

<servlet id="Servlet_1044374369999"> 
<servlet-name>cnm01_ZnvAccessServlet</servlet-name> 
<display-name>zlNetView Host Access Servlet (cnm01)</disp|ay-name> 
<description>This servlet services browser requests for z/NetView function, and should 

have the "cnm01" replaced with a z/NetView domain lD.</descripti0n> 
<servlet-class>com.tivoli.nv390.webacc.serv|ets.FLB_NvServ<lservlet-class> 
<init-param> 
<param-name>HOST<lparam-name> 
<param-value>netviewhostsubnet.company.com</param-value> 
<description>Customize this value to be the fully quali?ed TCP hostname or IP address of 

zlNetView.</description> 
</init-param> 
<init-param> 
<param-name>PORT</param-name> 
<param-value>8008<Iparam-va|ue> 
<description>Customize this value to be the IP port number on which the DSIWBTSK 

task in z/NetView is listening.<ldescription> 
<linit-param> 
<lservlet> 

</web-app> 
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FIG. 5 

<!ELEMENT bounds (non-editable?, hidden? ) > 

<!ELEMENT non-editable ( serv|et* ) > 
<!ELEMENT hidden (servlet*) > 

<!ELEMENT servlet ( 
servlet—name-field?,display-name-field?,description-?eld?,class-jsp-?eld?, 

load-on-startup-field?) > 
<!ELEMENT servlet-name-field EMPTY> 
<!ELEMENT display-name-field EMPTY> 
<!ELEMENT description-?eld EMPTY> 
<!ELEMENT class-jsp-field EMPTY> 
<!ELEMENT servlet-mapping-?eld EMPTY> 
<!ELEMENT load-on-startup-?eld EMPTY> 

/-<!ATTLIST servlet id ID #REQUIRED> 
520 
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M FIG. 8 

(C) Copyright IBM Corporation 2002. All rights reserved. 
> 

Bounds is the root element. This dtd is tailored for writing an XML ?le that can 

bound customerfunction in an application. 
> 

810 <lELEMENT bounds ( global?,non-editable?, hidden?,action-required? ) > 
<! 
Global elements are used to disable global function such as the ability to delete 

or add a particular element 
> 

<lELEMENT global ( disable-add-new-servlet?,disable-add-new-init-param? ) > 
<! 
Do not allow new servlets to be added 
> 

820 <lELEMENT disable~add-new-servlet EMPTY> 
<! 
Do not allow new init params to be added for servlets with servlet name 

or all servlets if left blank 
> 

<lELEMENT disable-add-new-init-param (servlet-name")> 
<! 
Specify which ?elds of which elements can be edited. For each element there is an "all" 
version which makes a ?eld noneditable for every instance of the element and a verion 

that can be tailored for a speci?c element with a speci?ed name 
> 

<!ELEMENT non-editable ( non-editable-all-serv|et'?,non-editable-servlet“, 
non-editable-all-init-paramf",non-editable-init-param* ) > 
<!ELEMENT non-editable-servlet (servlet-name, 
servlet-name-?eld?,display-name-?eld?,description-?eld?,class-jsp-?eld?, 
servlet-mapping-?eld?,load-on-startup-?eld?) > 
<! makes no difference which servlet you are > 

<!ELEMENT non-editable-all-servlet ( servlet-name-?eld?,display-name-?eld?, 
83o description-?eld?,class-jsp-?eId?,servlet-mapping-?eldi),load-on-startup-?eld?)> 

<lELEMENT servlet-name (#PCDATA) > 
<!ELEMENT servlet-name ?eld EMPTY> 
<lELEMENT display-name ?eld EMPTY> 
<lELEMENT description-?eld EMPTY> 

L <lELEMENT class jsp-?eld EMPTY> 
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FIG. 8 (cont'd) 
<!ELEMENT servlet-mapping-?eld EMPTY> 
<!ELEMENT load-on-startup-?eld EMPTY> 

<!ELEMENT non-editable-init-param (param-name,servlet-name",param-name-?eld?, 
param-value-?eld?,description-?eld?)> 

830 4 

makes no difference which initParam you are 
> 

<!ELEMENT non-edilable-all-init-param (param-name-?eld'?,param-value-lield?, 
description-field?)> 
<!ELEMENT param-name (#PCDATA) > 
<!ELEMENT param-name ?eld EMPTY> 
<!ELEMENT param-value ?eld EMPTY> 

<! 
Hide an entire element 
> 

<!ELEMENT hidden ( hidden-servlet*,hidden-init-param* ) > 
<! 
Hide servlet based on servlet name 

840 > 

<!ELEMENT hidden-Servlet ( servlel-name ) > 
<! 
Servlet name is optional. If there is no servlet name object, then assume that every 
init param with param name is hidden. If there is a servlet name or names, 

only hide the init params with param name in the those servlets 

<!ELEMENT hidden-init-param (param-name,servlet-name*) > 

Used to specify that a ?eld of an element should be changed by the customer 
> . 

<!ELEMENT action-required ( action-required-servlet*,action-required-init-param* ) > 
850 <!ELEMENT action-required-servlet (Servlet-name, 

servlet-name-?eld?,display-name-?eld?, 
descriplion-fie|d?,class-jsp-?eld?,servlet-mapping-?eld?,load-on-startup-?eld?) > 
<!ELEMENT action-required-init-param (param-name,servlet-name*,param-name-?eldi), 
param-value-?eld?,description-?eld?)> 
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FIG. 9 

<?xml version='1.0' encoding='UTF 8"?> 
<!DOCTYPE bounds SYSTEM 'webxm1.dtd‘> 

(C) Copyright IBM Corporation 2002. All rights reserved. 
> 

<bounds> 

910 

920 

930 

940 

<g|obal> 
<disable-add-new-servlet /> 
<disabIe-add-new-init-param /> 

<lglobal> 

<non-editable> 

<non-editable-aIl-serv|et> 
<load-on-startup-fieId/> 

<lnon-editable-ali-servlet> 

<non-editabIe-servlet> 
<servlet-name> 

SnmpServiceServlet 
<lservlet-name> 
<servlet-name-fieldl> 
<class-jsp-fieId/> 
<servlet-mapping-fieldl> 

<lnon-editable-servlet> 

<non-editab|e-all-init-param> 
<param-name-field/> 

<lnon-editable-a||-init-param> 

<lnon-editable> 
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FIG. 9 (cont'd) 

<hidden> 

<hidden-servlet> 
<servlet-name> 

950 ZnvSecurity 
</serv|et-name> 

</hidden-serv|et> 

<hidden-init-param> 
<param-name> 
ZNV_|NSTALLAT|ON 960 </param-name> 

<lhidden-init-param> 

<lhidden> 

<action-required> 
<action-required-servlet> 

<serv|et-name> 

cnmO1_ZnvAccessServlet 
970 </serv|et-name> 

<servlet-name-fieldl> 
<servlet-mapping-field/> 

<laction-required-servlet> 

<action-required-init-param> 
<param-name> 
HOST 

</param-name> 
980 <servlet-name> 

cnmO1_ZnvAccessServlet 
</servlet-name> 
<param-value-field/> 

<laction-required-init-param> 
</action-required> 

<lbounds> 
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STRUCTURED DOCUMENT BOUNDING 
LANGUAGE 

BACKGROUND OF THE INVENTION 

[0001] 1. Related Invention 

[0002] The present invention is related to commonly 
assigned US. Pat. No. (Ser. No. ), titled 
“Meta Editor for Structured Documents”, Which Was ?led 
concurrently hereWith and is hereby incorporated herein by 
reference. 

[0003] 2. Field of the Invention 

[0004] The present invention relates to computer softWare, 
and deals more particularly With methods, systems, com 
puter program products, and methods of doing business by 
using a bounding language to control or restrict the changes 
that can be made to contents of a structured document (e.g., 
a document encoded in the Extensible Markup Language, or 
“XML”), and also includes the bounding language and 
documents encoded according to the bounding language. 

RESERVATION OF COPYRIGHT 

[0005] Aportion of the disclosure of this patent document 
contains material to Which a claim of copyright protection is 
made. The copyright oWner has no objection to the facsimile 
reproduction by anyone of the patent document or the patent 
disclosure, as it appears in the Patent and Trademark Of?ce 
patent ?le or records, but reserves all other rights Whatso 
ever. 

DESCRIPTION OF THE RELATED ART 

[0006] XML is a derivative of the Standard GeneraliZed 
Markup Language, or “SGML”, and is considered the pri 
mary publishing language of the Web. XML is a simpli?ed 
version of SGML, tailored to structured Web document 
content. XML is an “extensible” markup language in that it 
provides users the capability to de?ne their oWn tags. This 
makes XML a very poWerful language that enables users to 
easily de?ne a data model, Which may change from one 
document to another. When an application generates the 
XML markup tags (and corresponding data) for a document 
according to a particular XML data model and transmits that 
document to another application that also understands this 
data model, the XML notation functions as a conduit, 
enabling a smooth transfer of information from one appli 
cation to the other. By parsing the tags of the data model 
from the received document, the receiving application can 
re-create the information for display, printing, or other 
processing, as the generating application intended it. 

[0007] A Document Type De?nition (“DTD”) de?nes the 
structure of a document encoded in SGML, or in its deriva 
tives such as XML. (For ease of reference, subsequent 
discussions herein refer to the XML notation in particular. 
HoWever, this is for purposes of illustration and not of 
limitation. The discussions herein may be applied also to 
other structured markup languages that use DTDs or similar 
mechanisms for validation.) An XML parser processes an 
XML DTD along With a document encoded in XML to 
validate the document (e.g., to ensure that the document 
adheres to the data model de?ned by the DTD). 

[0008] Because of its poWer and ?exibility, XML is used 
in many diverse Ways. While the term “document” is used 
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herein When discussing encodings of XML, it is to be 
understood that the information represented using XML may 
comprise any type of information, and is not limited to the 
traditional interpretation of the Word “document”. For 
example, XML may be used to represent the layout of 
records in a data repository, the layout of a user interface for 
an application program, or the data to be used With a 
program or to be used as the values of records in a reposi 
tory. For ease of reference, the term “document” (or simply 
“XML ?le”) Will be used herein to refer to these diverse 
types of information. 

[0009] One of the many Ways in Which XML may be used 
is to specify con?guration parameters and con?guration data 
to be used by an executing application. In such scenarios, it 
may be necessary for a human user (such as a systems 
administrator) to edit an XML document, for example to 
customiZe the document for a particular installation. This 
customiZation might include providing information for ini 
tially setting up the proper execution environment, or speci 
fying information pertaining to the setting of user prefer 
ences or other enterprise-speci?c customiZation, and so 
forth. For example, to set up the execution environment, it 
might be necessary to provide various path names and/or ?le 
names at one or more locations Within an XML document 

that has been provided for use With an application. As an 
example of setting user preferences by editing an XML 
document, the document might contain syntax for setting the 
background or text color of graphical user interface (“GUI”) 
panels; the user might then edit the XML document to 
specify a particular color. An enterprise-speci?c customiZa 
tion might include editing an XML document to specify the 
name and/or location of a graphic image (such as a company 
logo) that this enterprise Wishes to display on its GUI panels. 

[0010] Many more examples of customiZing an XML 
document by editing its contents may be imagined. Further 
more, there may be other motivations for editing XML 
documents and for restricting the edits (e.g., due to security 
concerns), and the references herein to customiZation should 
therefore be vieWed as illustrative but not as limiting the 
present invention. 

[0011] Often, the ?le that a user is asked to edit contains 
many more XML tags (and much more data) than he needs 
to be exposed to. For example, the XML ?le that a user must 
edit may be de?ned by an industry standard DTD that might 
have doZens of tags and tag attributes. In such a case, the 
user may only need to edit a very small portion of the ?le, 
but is exposed to many details that don’t concern him. 
Sometimes, the user can put the application in an unstable 
state by editing the XML ?le incorrectly. 
[0012] There are several Ways that are currently available 
for someone to edit XML. Three of the most common are: 

(1) using any ASCII text editor; (2) using one of the many 
GUI editors that support XML markup tags; (3) or using a 
customiZed GUI program provided especially for editing a 
particular XML ?le (or ?les). 
[0013] Using an ASCII editor gives the average user no 
bene?t: if the user is not experienced With XML, he is very 
likely to be confused or make mistakes. Accidentally delet 
ing a character from the tag syntax, for example, Will make 
the ?le invalid, and the inexperienced user may have dif? 
culty in correcting simple problems of this type. 
[0014] There are several GUI editors on the market that 
support XML markup tags, but these generally do not 



US 2004/0177315 A1 

provide users With much more bene?t than the ASCII 
editors. That is, the user is still required to understand XML 
in order to avoid making mistakes—although the GUI editor 
may make it easier to locate and correct simple mistakes, 
through its knoWledge of valid XML syntax. 

[0015] In both the ASCII and GUI XML editor scenarios, 
the fact remains that the user is exposed to the entire ?le 
being edited, even though he may only be concerned With a 
fraction of the data. This may add signi?cantly to the user’s 
confusion and the possibility for making mistakes. Further 
more, there may be parts of the data that the user should not 
be changing, and the ASCII and GUI XML editor scenarios 
are not able to provide “selective” ?le editing capability. 

[0016] AcustomiZed GUI program provided especially for 
editing a particular XML ?le is the best Way for a user to edit 
XML; hoWever, it can be extremely expensive for an appli 
cation development team to provide such a customiZed 
program that Will meet the needs of a diverse set of users. 

[0017] Accordingly, What is needed is a cost-effective Way 
to enable users to edit XML ?les (or ?les encoded in other 
markup languages), While shielding them from details of the 
XML language (e.g., the tags and attributes of a particular 
data model) and at the same time, enabling application 
developers to have some control over What the users can do 
When they are editing XML ?les. 

SUMMARY OF THE INVENTION 

[0018] An object of the present invention is to provide 
cost-effective techniques to enable users to edit structured 
document ?les, such as XML ?les. 

[0019] Another object of the present invention is to pro 
vide these techniques in a manner that shields users from 
details of the markup language used for encoding the 
structured document ?le. 

[0020] Yet another object of the present invention is to 
provide techniques that enable application developers to 
have some control over What users can do When editing a 
structured document ?le. 

[0021] A further object of the present invention is to 
provide techniques for using a bounding language to restrict 
the changes that can be made to contents of a structured 
document. 

[0022] Other objects and advantages of the present inven 
tion Will be set forth in part in the description and in the 
draWings Which folloW and, in part, Will be obvious from the 
description or may be learned by practice of the invention. 

[0023] To achieve the foregoing objects, and in accor 
dance With the purpose of the invention as broadly described 
herein, the present invention provides softWare-imple 
mented methods, systems, and computer program products 
for controlling manipulation of contents of a structured 
document. In preferred embodiments, this technique com 
prises: processing a bounding ?le to determine restrictions 
on hoW a structured document can be manipulated, Wherein 
the bounding ?le adheres to a bounding language that is 
de?ned according to a second structured markup language 
de?nition document that speci?es alloWable restrictions on 
hoW contents of the structured document can be manipu 
lated, Wherein the structured document is de?ned according 
to a ?rst structured markup language de?nition document; 
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and enforcing the determined restrictions on hoW the struc 
tured document can be manipulated. 

[0024] Typically, the ?rst structured markup language 
de?nition document and the second structured markup lan 
guage de?nition document are DTD documents, and the 
structured document is encoded in XML. 

[0025] The bounding ?le may specify (for example) one or 
more elements of the structured document that can be edited 
and/or one or more elements that should be hidden from 
editing. It may alternatively or additionally specify (for 
example) one or more parameters of one or more elements 
of the structured document that can be edited and/or one or 
more parameters of one or more elements of the structured 
document that should be hidden from editing. 

[0026] Enforcing the restrictions preferably further com 
prises editing, by a user, the structured document; and 
automatically constraining the editing according to the 
determined restrictions. 

[0027] In another embodiment, the present invention pro 
vides one or more bounding documents encoded in a struc 
tured markup language, Wherein a particular bounding docu 
ment may be stored on one or more computer-readable 
media and comprises one or more restrictions on hoW a 
structured document can be edited. The one or more restric 
tions are encoded in the structured markup language, and 
adhere to a bounding language that is de?ned according to 
a bounding language de?nition document (e.g., a bounding 
DTD) that speci?es alloWable restrictions on hoW contents 
of the structured document can be manipulated, and the 
structured document is de?ned according to a structured 
markup language de?nition document (e.g., an XML DTD). 
The one or more restrictions preferably refer to markup 
language elements de?ned in the structured markup lan 
guage de?nition document. 

[0028] The disclosed techniques may also be used advan 
tageously in methods of doing business, Whereby a service 
is offered to clients for (1) providing one or more XML 
bounding ?les to control changes to be made When users edit 
selected ?les and/or (2) deploying an editing capability that 
enforces such controls. This service may be provided under 
various revenue models, such as pay-per-use billing, 
monthly or other periodic billing, and so forth, and may offer 
clients advantages of improved accuracy for XML ?le 
editing and reduced debugging time caused by inaccurate 
editing. 
[0029] The present invention Will noW be described With 
reference to the folloWing draWings, in Which like reference 
numbers denote the same element throughout. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0030] FIG. 1 is a block diagram of a computer Worksta 
tion environment in Which the present invention may be 
practiced; 
[0031] FIG. 2 is a diagram of a netWorked computing 
environment in Which the present invention may be prac 
ticed; 
[0032] FIG. 3 illustrates, at a high level, components used 
in preferred embodiments of the present invention; 

[0033] FIG. 4 shoWs a sample XML ?le that users might 
need to edit, Where the editing can be advantageously 
controlled using techniques disclosed herein; 
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[0034] FIG. 5 shows a “bounding DTD” that de?nes 
allowable syntax for specifying “bounds” on hoW ?les such 
as the sample XML ?le in FIG. 4 can be edited; 

[0035] FIG. 6 depicts a sample “XML bounding ?le” that 
adheres to the bounding DTD in FIG. 5, and Which speci?es 
a particular set of restrictions or bounds on editing a ?le such 
as the sample XML ?le in FIG. 4; 

[0036] FIG. 7 provides a How chart that sets forth logic 
Which may be used to implement preferred embodiments of 
the present invention; 

[0037] FIG. 8 provides an alternative bounding DTD, 
Which may be used in alternative embodiments to provide 
different degrees of control When specifying bounds on hoW 
?les such as the sample XML ?le in FIG. 4 can be edited; 
and 

[0038] FIG. 9 illustrates a sample XML bounding ?le 
created according to the alternative bounding DTD in FIG. 
8. 

DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0039] FIG. 1 illustrates a representative Workstation 
hardWare environment in Which the present invention may 
be practiced. The environment of FIG. 1 comprises a 
representative single user computer Workstation 10, such as 
a personal computer, including related peripheral devices. 
The Workstation 10 includes a microprocessor 12 and a bus 
14 employed to connect and enable communication betWeen 
the microprocessor 12 and the components of the Worksta 
tion 10 in accordance With knoWn techniques. The Work 
station 10 typically includes a user interface adapter 16, 
Which connects the microprocessor 12 via the bus 14 to one 
or more interface devices, such as a keyboard 18, mouse 20, 
and/or other interface devices 22, Which can be any user 
interface device, such as a touch sensitive screen, digitiZed 
entry pad, etc. The bus 14 also connects a display device 24, 
such as an LCD screen or monitor, to the microprocessor 12 
via a display adapter 26. The bus 14 also connects the 
microprocessor 12 to memory 28 and long-term storage 30 
Which can include a hard drive, diskette drive, tape drive, 
etc. 

[0040] The Workstation 10 may communicate With other 
computers or netWorks of computers, for eXample via a 
communications channel or modem 32. Alternatively, the 
Workstation 10 may communicate using a Wireless interface 
at 32, such as a cellular digital packet data (“CDPD”) card. 
The Workstation 10 may be associated With such other 
computers in a local area netWork (“LAN”) or a Wide area 
netWork (“WAN”), or the Workstation 10 can be a client in 
a client/server arrangement With another computer, etc. All 
of these con?gurations, as Well as the appropriate commu 
nications hardWare and softWare, are knoWn in the art. 

[0041] FIG. 2 illustrates a data processing netWork 40 in 
Which the present invention may be practiced. The data 
processing netWork 40 may include a plurality of individual 
netWorks, such as Wireless netWork 42 and netWork 44, each 
of Which may include a plurality of individual Workstations 
10. Additionally, as those skilled in the art Will appreciate, 
one or more LANs may be included (not shoWn), Where a 
LAN may comprise a plurality of intelligent Workstations 
coupled to a host processor. 
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[0042] Still referring to FIG. 2, the netWorks 42 and 44 
may also include mainframe computers or servers, such as 
a gateWay computer 46 or application server 47 (Which may 
access a data repository 48). A gateWay computer 46 serves 
as a point of entry into each netWork 44. The gateWay 46 
may be preferably coupled to another netWork 42 by means 
of a communications link 50a. The gateWay 46 may also be 
directly coupled to one or more Workstations 10 using a 
communications link 50b, 50c. The gateWay computer 46 
may be implemented utiliZing an Enterprise Systems Archi 
tecture/370TM available from the International Business 
Machines Corporation (“IBM®”), an Enterprise Systems 
Architecture/390® computer, etc. Depending on the appli 
cation, a midrange computer, such as an Application System/ 
400® (also knoWn as an AS/400®) may be employed. 
(“Enterprise Systems Architecture/370” is a trademark of 
IBM; “IBM”, “Enterprise Systems Architecture/390”, 
“Application System/400”, and “AS/400” are registered 
trademarks of IBM.) 

[0043] The gateWay computer 46 may also be coupled 49 
to a storage device (such as data repository 48). Further, the 
gateWay 46 may be directly or indirectly coupled to one or 
more Workstations 10. 

[0044] Those skilled in the art Will appreciate that the 
gateWay computer 46 may be located a great geographic 
distance from the netWork 42, and similarly, the Worksta 
tions 10 may be located a substantial distance from the 
netWorks 42 and 44. For example, the netWork 42 may be 
located in California, While the gateWay 46 may be located 
in TeXas, and one or more of the Workstations 10 may be 
located in Florida. The Workstations 10 may connect to the 
Wireless netWork 42 using a netWorking protocol such as the 
Transmission Control Protocol/Internet Protocol (“TCP/IP”) 
over a number of alternative connection media, such as 
cellular phone, radio frequency netWorks, satellite netWorks, 
etc. The Wireless netWork 42 preferably connects to the 
gateWay 46 using a netWork connection 50a such as TCP or 
User Datagram Protocol (“UDP”) over IP, X025, Frame 
Relay, Integrated Services Digital NetWork (“ISDN”), Pub 
lic SWitched Telephone NetWork (“PSTN”), etc. The Work 
stations 10 may alternatively connect directly to the gateWay 
46 using dial connections 50b or 50c. Further, the Wireless 
netWork 42 and netWork 44 may connect to one or more 

other netWorks (not shoWn), in an analogous manner to that 
depicted in FIG. 2. 

[0045] SoftWare programming code Which embodies the 
present invention is typically accessed by the microproces 
sor 12 of the Workstation 10 or server 47 from long-term 
storage media 30 of some type, such as a CD-ROM drive or 
hard drive. The softWare programming code may be embod 
ied on any of a variety of knoWn media for use With a data 
processing system, such as a diskette, hard drive, or CD 
ROM. The code may be distributed on such media, or may 
be distributed from the memory or storage of one computer 
system over a netWork of some type to other computer 
systems for use by such other systems (and their users). 
Alternatively, the programming code may be embodied in 
the memory 28, and accessed by the microprocessor 12 
using the bus 14. The techniques and methods for embody 
ing softWare programming code in memory, on physical 
media, and/or distributing softWare code via netWorks are 
Well knoWn and Will not be further discussed herein. 
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[0046] The computing environment in Which the present 
invention may be used includes an Internet environment, an 
intranet environment, an eXtranet environment, or any other 
type of networking environment. These environments may 
be structured in various Ways, including a client-server 
architecture or a multi-tiered architecture. The present 
invention may also be used in a disconnected (i.e. stand 
alone) mode, for eXample Where a user edits an XML ?le on 
a Workstation, server, or other computing device Without 
communicating across a computing netWork. 

[0047] When used in a netWorking environment, a user of 
the present invention may connect his computer to a server 
using a Wireline connection or a Wireless connection. Wire 
line connections are those that use physical media such as 
cables and telephone lines, Whereas Wireless connections 
use media such as satellite links, radio frequency Waves, and 
infrared Waves. Many connection techniques can be used 
With these various media, such as: using the computer’s 
modem to establish a connection over a telephone line; using 
a LAN card such as Token Ring or Ethernet; using a cellular 
modem to establish a Wireless connection; etc. The user’s 
computer may be any type of computer processor, including 
laptop, handheld, or mobile computers; vehicle-mounted 
devices; desktop computers; mainframe computers; personal 
digital assistants (“PDAs”); Web-enabled cellular phones; 
Web appliances; Wearable computing devices; so-called 
“smart” appliances in the home; etc., having processing (and 
optionally communication) capabilities. The remote server, 
similarly, can be one of any number of different types of 
computer Which have processing and communication capa 
bilities. These techniques are Well knoWn in the art, and the 
hardWare devices and softWare Which enable their use are 
readily available. Hereinafter, the user’s computer Will be 
referred to equivalently as a “Workstation”, “device”, or 
“computer”, and use of any of these terms or the term 
“server” refers to any of the types of computing devices 
described above. 

[0048] In the preferred embodiment, the present invention 
is implemented as one or more computer softWare programs. 
The softWare may operate on a server in a netWork, as one 

or more modules (also referred to as code subroutines, or 
“objects” in object-oriented programming) Which are 
invoked upon request. Alternatively, the softWare may oper 
ate on a user’s Workstation. The server may be functioning 
as a Web server, Where that Web server provides services in 
response to requests from a client connected through the 
Internet. Alternatively, the server may be in a corporate 
intranet or eXtranet of Which the client’s Workstation is a 
component, or in any other netWorking environment. 

[0049] The present invention enables application devel 
opers to use their domain-speci?c or application-speci?c 
knoWledge to bound user actions When users are editing 
XML ?les. A bounding DTD is de?ned, and one or more 
bounding ?les may be created according to this bounding 
DTD, Where each bounding ?le speci?es a particular set of 
restrictions on editing an XML ?le. A bounding DTD 
correlates to the DTD for an XML ?le that requires cus 
tomiZation (i.e., editing). This bounding DTD contains ele 
ments that describe actions to take against de?ned elements 
of an XML ?le created according to the other DTD. These 
actions can include, but need not be limited to, “hide the 
element” (either hide the entire element or hide speci?ed 
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child elements); “make the element non-editable” (either the 
entire element is non-editable or speci?ed child elements are 

non-editable); etc. 
[0050] For eXample, a bounding ?le might specify that 
certain tags (including their data and the data of their child 
tags) are never editable, While another bounding ?le might 
specify that tags are non-editable only under certain condi 
tions (such as the tag’s attributes having particular values). 
The bounding ?les are also encoded in XML, in preferred 
embodiments, and are referred to equivalently herein as 
“XML bounding ?les”. (The term “XML element” is used 
herein to refer to an XML tag and its data.) 

[0051] After the bounding DTD is completed, an XML 
bounding ?le can be Written (for eXample, by a product 
development team) under the restrictions of the bounding 
DTD. Aprocessing component (Which, in preferred embodi 
ments, operates Within an editing component) then reads in 
this XML bounding ?le and, based on its speci?ed restric 
tions, provides a set of editing actions that limit the user in 
What he can see and do With an XML element. This XML 
bounding ?le can then be changed, if desired, so that the 
processing component acts differently, depending on the 
revised restrictions in the XML bounding ?le. Thus, editing 
operations available in the same processing component (and 
on the same input XML ?le for Which editing is to be 
bounded) can be tailored to different users With diverse 
needs or different tasks as long as there is a different 
implementation of the XML bounding ?le. 

[0052] As stated earlier, the techniques disclosed herein 
enable controlling hoW users edit structured documents. 
Preferred embodiments Will be described With reference to 
editing ?les that contain information for setting up an 
application execution environment. HoWever, it should be 
apparent that editing ?les (and restricting edits) for other 
motivations and editing other types of ?les are also Within 
the scope of the present invention. 

[0053] Note that the Word “?le” is used in this disclosure 
to refer to stored data. This is for ease of reference only, and 
is not meant to imply any particular structure for storing the 
data, such as 5 conventional “?at ?les”. The data With Which 
the present invention may be bene?cially used may be stored 
in any number of Ways Without deviating from the inventive 
concepts disclosed herein, such as: a data element in a 
database, an object attribute in a directory entry, an object in 
?ash memory, etc. 

[0054] Techniques are knoWn in the art With Which GUI 
editors alloW XML ?les created according to a DTD to be 
edited (and validated). The Xeena editor, for eXample, parses 
a DTD to learn the syntax of documents adhering to that 
DTD, and then builds this knoWledge into a visual, tree 
directed editing paradigm Where users are not alloWed to 
de?ne invalid XML ?les. Thus, if the DTD speci?es alloW 
able tags as <A>, <B>, and <C>, the user is not alloWed to 
create a ?le With a tag <D>. The present invention, on the 
other hand, provides much ?ner-grained control over the 
editing process, using one DTD that correlates to another 
DTD, as Will be described. 

[0055] Preferred embodiments of the present invention 
Will noW be discussed in more detail With reference to FIGS. 
3-9. 

[0056] FIG. 3 illustrates components used in preferred 
embodiments. A ?rst DTD 300 and a ?rst XML document 
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310 are provided, Where XML document/?le 310 adheres to 
the syntax requirements speci?ed in DTD 300. As is known 
in the art, a DTD de?nes allowable syntax, and documents 
may then be Written that adhere or conform to this syntax or 
language. ArroW 305 is intended to shoW this relationship 
betWeen DTD 300 and XML document 310. Assume for 
purposes of discussion that XML document 310 is quite 
large, having perhaps hundreds of elements (some of Which 
may obviously use the same tags). Problems encountered in 
the prior art When users are expected to edit a ?le of this type 
Without compromising its syntactic and semantic integrity 
have been described above. 

[0057] The present invention de?nes a bounding DTD 
320. This bounding DTD is directed toWard limiting the 
changes that can be made to XML document 310. ArroW 315 
therefore denotes a relationship betWeen DTD 300 and 
bounding DTD 320. The bounding DTD de?nes the alloW 
able syntax for an XML bounding ?le. ArroW 325 shoWs this 
relationship betWeen a bounding DTD and its XML bound 
ing ?le(s). Just as more than one XML may be created that 
adheres to the syntax requirements speci?ed in DTD 300, 
more than one XML bounding ?le may be created according 
to the bounding DTD. FIG. 3 illustrates a ?rst XML 
bounding ?le 330 and second XML bounding ?le 331. (Note 
that embodiments of the present invention need not include, 
or process, more than one XML bounding ?le for bounding 
a particular XML ?le; tWo XML bounding ?les 330, 331 are 
shoWn in FIG. 3 for purposes of illustration.) 

[0058] A bounding ?le may be considered as embodying 
a set of rules, Where these rules conform to the bounding 
DTD and specify hoW a document instance (such as XML 
document 310) created according to a different DTD (such 
as DTD 300) can be edited. ArroW 335 indicates that XML 
bounding ?les 330, 331 are related to XML document 310 
in this manner. 

[0059] A particular XML bounding ?le 330 is input to a 
processing component 340, according to the present inven 
tion. The processing component 340 processes the XML 
bounding ?le to control the editing of another XML ?le 310. 
Processing component 340 therefore has a relationship, 
indicated by arroW 345, to the XML ?le 310 (or, more 
precisely, to a revised version of XML ?le 310 that is created 
by the user as he uses processing component 340 for editing; 
thus arroW 345 indicates that the XML document 310 may 
be an input as Well as an output of processing component 
340). The bounding DTD may also be used as an input to 
processing component 340, for example to validate the 
syntax of the XML bounding ?le. 

[0060] So, for example, if XML document 310 does in fact 
have hundreds of elements, using doZens of different tags, 
there may be scenarios in Which the users should only be 
alloWed to change some very small number of these ele 
ments. These restrictions are speci?ed, according to the 
present invention, in an XML bounding ?le 330. Processing 
component 340 Will therefore only alloW the user to access 
this very small number of identi?ed elements. 

[0061] A more detailed example of ?les used by an 
embodiment of the present invention Will be described With 
reference to the sample ?les in FIGS. 4-6. FIG. 4 is a simple 
example of an XML ?le to be edited. This particular 
example ?le adheres to the defacto standard DTD de?ned by 
Sun Microsystems, Inc., for Web applications. This DTD has 
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not been reproduced herein, because it is to be used under 
license for servlet deployment, but its contents may be 
vieWed on the Internet at the location shoWn by reference 
number 405. (The particular contents of this DTD are not 
material to an understanding of the present invention. 
Sample ?le 400 represents an accurate subset of the lan 
guage de?ned therein.) 

[0062] In the sample XML ?le 400, 4 servlet elements 
410, 420, 430, 440 are de?ned. By referring to the descrip 
tion (sub)elements (i.e., the values of the <description> 
tags), it can be seen that these servlets are for HTTPProxy 
Mib service requests, HTTPProxy SNMP service requests, 
security checking, and servicing broWser requests for Z/Net 
VieW function, respectively. Further details of these servlet 
elements Will be discussed With reference to FIGS. 5 and 6. 
(The syntax in FIG. 4 has been extracted from a ?le named 
“Web.xml” that ships With IBM’s Tivoli® NetVieW® for 
Z/OSTM product, Where this ?le is used for establishing the 
environment thereof. For the sake of brevity, only represen 
tative syntax elements have been included herein, and there 
fore this sample ?le 400 is not intended to provide complete 
details for environment establishment. “Tivoli” and “Net 
View” are registered trademarks, and “2/05” is a trademark, 
of IBM.) 

[0063] A bounding DTD 500 is shoWn in FIG. 5. This 
bounding DTD speci?es alloWable syntax for creating a 
sample XML bounding ?le such as bounding ?le 600 in 
FIG. 6. The syntax of DTD 500 Will be readily understand 
able to one of ordinary skill in the art. In particular, this DTD 
de?nes a language that has a “bounds” element as the root, 
Where this bounds element optionally has a “non-editable” 
child element and a “hidden” child element. Each of these 
child elements may contain one or more “servlet” child 
elements. A servlet element optionally has a “servlet-name 
?eld”, “display-name-?eid”, “description-?eld”, “class-jsp 
?eld”, and a “load-on-startup-?eld” element, according to 
the syntax at 510. In this example, no tags have attributes 
except for the servlet tag, Which requires an “id” attribute, as 
shoWn at 520. 

[0064] According to techniques disclosed herein, an XML 
bounding language (such as that represented in DTD 500 of 
FIG. 5) can help developers easily control hoW users are 
alloWed to manipulate XML data, in a very cost-effective 
manner. The developers simply prepare an XML bounding 
?le (such as that represented at 600 in FIG. 6) that sets out 
rules, according to the bounding DTD syntax, for the data 
editing. A processing component then enforces these rules 
(as Will be described in more detail With reference to FIG. 
7). If the developers decide, at some point, that it Would be 
desirable to control the manipulations in some other manner, 
or perhaps that they Would like a different set of controls for 
a different user audience (for example, an audience that 
needs to perform different tasks With the XML ?le being 
bounded), the developers merely prepare a different XML 
bounding ?le and use this as input to the processing com 
ponent. The editing restrictions can therefore be changed by 
the developers in an easily-modi?able Way, and the editing 
restrictions can be adapted for use by diverse sets of users, 
each of Which have slightly different needs, all Without 
requiring re-compiling code. 

[0065] Referring noW to FIG. 6, this XML bounding ?le 
600 includes a reference 605 to the bounding DTD in FIG. 
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5, a <non-editable> element 610, and a <hidden> element 
640. TWo servlets are identi?ed as having ?elds that are 
non-editable, using <servlet> elements 620, 630, and 
another is speci?ed as having ?elds that are hidden using 
<servlet> element 650. In particular, the element 620 and its 
tags 622, 623 specify that, if a servlet having an identi?er 
matching the ID attribute value speci?ed at 621 is located in 
the XML ?le to be bounded, then the processing component 
is to prevent the user from editing the <servlet-name> ?eld 
and the <load-on-startup> ?elds in this servlet. The restric 
tions on the servlet identi?ed in element 630 are identical. 
Note that the tags 622, 623 have been selected by the 
developer, in vieW of his knoWledge of the contents of XML 
?le 400 of FIG. 4, from the possible choices identi?ed at 
510 in the bounding DTD. In the case of the <hidden> 
element 640, tags for all ?ve of the alloWable child elements 
have been speci?ed, and thus When a servlet having the 
identi?er at 651 appears in the XML ?le 400, the processing 
component Will ensure that all ?ve of its ?elds Will be hidden 
from the user during the editing process. 

[0066] The manner in Which the processing component 
enforces the restrictions in the XML bounding ?le Will noW 
be described With reference to FIG. 7. The logic depicted 
therein may be used to process an XML ?le to be bounded, 
by analyZing each of the <servlet> elements in that XML ?le 
in vieW of the restrictions speci?ed by the XML bounding 
?le. (Note that if the bounding DTD in a particular imple 
mentation alloWs additional or different tag names, then it 
Will be obvious to one of ordinary skill in the art hoW the 
logic in FIG. 7 may be adapted for processing these addi 
tional or different names.) 

[0067] Block 700 therefore obtains the neXt <servlet> 
element from the input XML ?le (i.e., the ?le to be bounded, 
Which is also the ?le to be edited). Block 705 checks to see 
if the input ?le is at the end. If so, then the user is alloWed 
to edit the input XML ?le (using a suitable GUI or other 
interface), as shoWn at Block 795, according to the restric 
tions that have been programmatically determined While 
iterating through the logic of FIG. 7. If there are still more 
<servlet> elements to analyZe in the input XML ?le, then 
processing continues at Block 710. Blocks 710-790 compare 
the current <servlet> element to the restrictions (Which, in 
the eXample, are speci?ed at 620, 630, 650) of the XML 
bounding ?le, and thereby determine Whether ?elds of this 
current element should be editable or hidden. 

[0068] Block 710 checks to see if this <servlet> element 
matches an entry in the “hidden” section of the XML 
bounding ?le. In preferred embodiments, this comprises 
comparing the value of the current servlet tag’s ID attribute 
to the value speci?ed in the <servlet> tags Within the 
<hidden> element 640. If not, then control transfers to Block 
750 to begin evaluating the current <servlet> tag With 
reference to the “non-editable” section of the XML bound 
ing ?le. OtherWise, When the current servlet is speci?ed in 
the hidden section, then Block 715 gets the neXt ?eld (i.e., 
the neXt tag, specifying a particular ?eld to be hidden) from 
the servlet’s element Within the input XML ?le. Block 720 
checks to see if the list of ?elds is at the end. If so, then 
control transfers to Block 750, and if not, processing con 
tinues at Block 725, Where a test is made to see if this current 
?eld from the input XML ?le is speci?ed in the servlet’s tag 
Within the XML bounding ?le (indicating that the ?eld is to 
be hidden). 
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[0069] With reference to the examples, suppose <servlet> 
element 410 from FIG. 4 is being analyZed. The ID attribute 
value of this servlet element does not match any of the 
attribute values Within <hidden> element 640, and thus the 
test at Block 710 has a negative result When processing this 
servlet element, transferring control directly to Block 750. 

[0070] If this ?eld is to be hidden (i.e., the test in Block 
725 has a positive result), then at Block 730, provision is 
made for not displaying this ?eld to the user for editing. 
(This may be accomplished in a number of Ways, such as 
setting a binary ?ag that the processing component associ 
ates With this tag from the input XML ?le; storing informa 
tion in a data structure, such as a composite list of editable 
?elds; etc. Hereinafter, such provisions are referred to as 
“marking” the ?eld.) Control then returns to Block 715 to 
get the neXt ?eld from the input XML ?le. 

[0071] When the test in Block 725 has a negative result, 
then this ?eld can be displayed to the user, and thus Block 
735 marks the ?eld to this effect before returning control to 
Block 715. 

[0072] Block 750 is reached When the current <servlet> 
tag from the input XML ?le has been fully analyZed With 
reference to the <hidden> element of the XML bounding 
?le, and begins the analysis of this current tag With reference 
to the <non-editable> element, Block 750 therefore checks 
to see if this current <servlet> element matches an entry in 
the “non-editable” section of the XML bounding ?le. In 
preferred embodiments, this comprises comparing the value 
of the current servlet tag’s ID attribute to the value speci?ed 
in the <servlet> tags Within the <non-editable> element 640. 
(Note that the logic in FIG. 7 alloWs a particular servlet from 
the input XML ?le to have some ?elds that are hidden and 
some ?elds that are non-editable.) If this servlet is not 
identi?ed in the non-editable section (i.e, the test in Block 
750 has a negative result), then analysis of this current 
servlet element is complete and control transfers to Block 
790. 

[0073] Referring again to the examples, because the ID 
attribute of <servlet> element 410 matches one of the 
attribute values Within <non-editable> element 610 (in par 
ticular, the value in element 630), the test at Block 750 has 
a positive result When processing this servlet element, and 
the ?elds of <servlet> element 410 Will therefore be ana 
lyZed by transferring control to Block 755. 

[0074] OtherWise, When the current servlet is speci?ed in 
the non-editable section (i.e, the test in Block 750 has a 
positive result), then Block 755 gets the neXt ?eld (Which in 
this case speci?es a particular ?eld as being non-editable) 
from the servlet’s element Within the input XML ?le. Block 
760 checks to see if the list of ?elds is at the end. (Note that 
the list of servlet ?elds is processed aneW in the logic of 
Blocks 750-775, and thus each ?eld processed in Blocks 
710-735 is processed again, using the logic of FIG. 7.) If so, 
then control transfers to Block 790, and if not, processing 
continues at Block 765, Where a test is made to see if this 
current ?eld from the input XML ?le is speci?ed in the 
servlet’s tag Within the XML bounding ?le (indicating that 
the ?eld is non-editable). 

[0075] If this ?eld cannot be edited (i.e., the test in Block 
765 has a positive result), then at Block 770, this ?eld of the 
current servlet is marked as non-editable by the processing 
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component. Control then returns to Block 755 to get the next 
?eld from the input XML ?le. 

[0076] When the test in Block 765 has a negative result, 
then this ?eld can be edited by the user, and thus Block 775 
marks the ?eld to this effect before returning control to 
Block 755. 

[0077] With reference to the examples, the ?rst ?eld from 
the input XML ?le for <servlet> element 410 is <servlet 
name> 412. Block 765 Will determine that this ?eld is 
present in the XML bounding ?le for this servlet, and Block 
770 Will therefore mark the ?eld accordingly. Block 755 Will 
then get the <display-name> tag 413, and because this tag is 
not listed in the XML bounding ?le entry at 630, the 
processing of Block 775 Will be reached, Where this ?eld 
Will be marked as editable. 

[0078] Upon reaching Block 790, analysis of this current 
servlet element from the input XML ?le, regarding Whether 
the ?elds of this servlet element are hidden and/or non 
editable, is complete. Control then returns to Block 700, 
Where the next <servlet> element from the input XML ?le 
Will be retrieved for processing. (Referring to the example 
input XML ?le 400, <servlet> tag 420 Will be processed by 
the next iteration through the logic of FIG. 7.) 

[0079] Once control reaches Block 795, the XML bound 
ing ?le has been applied to the entire contents of the input 
XML ?le, determining hoW the user should be alloWed to 
edit the that ?le. Block 795 therefore alloWs the editing to 
processed, as stated earlier, using a suitable GUI or other 
interface. This GUI uses the markings created by iterating 
through FIG. 7, and displays only those ?elds Which are not 
marked as hidden, and alloWs editing only of those ?elds 
Which are not marked as non-editable. 

[0080] In alternative embodiments, the bounding DTD 
may provide additional or different types of controls on the 
user’s editing capabilities. That is, While the bounding DTD 
in FIG. 5 alloWs the developer to restrict, on a per-tag level, 
Whether tags in identi?ed servlets can be hidden or edited, 
it may be desirable to offer developers other approaches. 
Thus, the language de?ned by the bounding DTD in FIG. 5 
is provided by Way of illustration, but not of limitation. Once 
the techniques disclosed herein are knoWn, those of skill in 
the art may use these techniques for de?ning other bounding 
languages and for creating processing components that 
enforce the features of these other bounding languages. FIG. 
8 shoWs one such alternative bounding DTD 800, Which 
may be used in alternative embodiments When specifying 
XML bounding ?les to control the editing of input XML 
?les. This bounding DTD 800 Will be described With refer 
ence to hoW it differs from bounding DTD 500. FIG. 9 
illustrates a sample XML bounding ?le 900 created accord 
ing to bounding DTD 800, and Will be used to describe 
elements thereof. 

[0081] As shoWn at 810, this bounding DTD 800 includes 
more types of restrictions than simply hiding tags and 
specifying tags as being non-editable. Additional choices 
include a “global” element and an “action-required” ele 
ment. These elements are shoWn in one preferred expanded 
form at 820 and 850, respectively. Furthermore, the “non 
editable” and “hidden” choices have been de?ned differ 
ently, in contrast to bounding DTD 500, and a preferred 
expansion of these elements is provided at 830 and 840, 
respectively. 
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[0082] The global element 820 may be used as a Boolean 
?ag, Where the appearance of one of its child elements in an 
XML bounding ?le provides a signal to the processing 
component for restrictions that are to be applied to an input 
XML ?le in a global manner, Without regard to individual 
tags or elements. Thus in FIG. 9, the <global> element 900 
includes tWo tags that function in this manner. As explained 
in the comments Within bounding DTD 800, the ?rst of these 
tags signals the processing component that the user is not 
alloWed to add any neW servlets to the input XML ?le, and 
the second of these tags signals the processing component 
that no neW initialiZation parameters (i.e., “<init-param>” 
tags) are to be added. Note that the de?nition of this second 
tag, “<disable-add-neW-init-param>”, provided in bounding 
DTD 800 alloWs for a child element that names a particular 
servlet. Thus, the developer may alloW for neW <init-param> 
tags to be added for some servlets, but not for others. 

[0083] In this bounding DTD 800, the highest-level de? 
nition of “<non-editable>” is different from that in bounding 
DTD 500. Here, provisions are made for specifying tags in 
the XML bounding ?le that Will signal the processing 
component to make selected ?elds of all servlets non 
editable (using “<non-editable-all-servlet>”, then naming 
the selected ?elds as shoWn at 920 of FIG. 9); to make 
selected ?elds of identi?ed servlets non-editable (using 
“<non-editable-all-servlet>”, then providing a <servlet 
name> element along With the selected ?elds as shoWn at 
930 of FIG. 9); to make selected initialiZation parameters of 
all servlets non-editable (using “<non-editable-all-init 
param>”, then naming the selected ?elds as shoWn at 940 of 
FIG. 9); and to make selected initialiZation parameters of 
identi?ed servlets non-editable (using “<non-editable-init 
param>”, then providing a <param-name-?eld> element 
along With the selected initialiZation parameters; this has not 
been illustrated in FIG. 9). Note that these four choices can 
be applied to all servlets, all ?elds of an identi?ed servlet, all 
initialiZation parameters, or all initialiZation parameters of 
an identi?ed servlet, respectively, by omitting a child ele 
ment in the XML bounding ?le. Thus, if the <param-name 
?eld> tag Was omitted in element 940, the processing 
component preferably interprets this is a signal to prevent 
editing of all initialiZation parameters (i.e., of all <init 
param> elements). 
[0084] The “<non-editable-servlet>” element de?nition at 
830 includes additional ?elds, as compared to the “<serv 
let>” element Within the <non-editable> element of the 
bounding DTD 500 in FIG. 5, including a <servlet-name> 
element With Which servlets are to be identi?ed according to 
this particular bounding language and a <servlet-mapping 
?eld> element (Which may be processed similarly to other 
elements). 
[0085] The “<hidden>” element de?nition at 840 alloWs 
hiding servlets by name, using syntax such as that shoWn at 
950, as Well as hiding identi?ed <init-param> elements. In 
the latter case, an identi?ed <init-param> element can be 
hidden for all servlets by omitting speci?cation of a <serv 
let-name> child element in the XML bounding DTD, as 
shoWn in FIG. 9 at 960. (In other Words, this syntax at 960 
speci?es that no occurrences of the <param-name> element 
having a value of “ZNV_INSTALLATION” are editable 
Within any <init-param> elements.) 
[0086] Bounding DTD 800 provides the developer a Way 
to specify that certain actions are required from the editing 






