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(57) ABSTRACT 

A network connection system includes a client apparatus, an 
authentication server, and a connection server. The authen 
tication server authenticates a user of the client apparatus 
and transmits a network address of the client apparatus to the 
connection server. When information indicating the transi 
tion to a connection wait state is received from the connec 
tion server, the network address of the connection server is 
transmitted to the client. The client apparatus transrnits an 
encrypted user name and password to the network address. 
The connection server 11 conducts authentication using the 
encrypted user name and password. 
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NETWORK CONNECTION SYSTEM 

[0001] The present disclosure relates to the subject matter 
contained in Japanese Patent Application No.2003-059162 
?led on Mar. 5, 2003, Which is incorporated herein by 
reference in its entirety. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention relates to a netWork connec 
tion system for making it possible to connect to a local 
network, etc., from a remote location. 

[0004] 2. Description of the Related Art 

[0005] In recent years, the variety of Working styles of 
Workers has been increasing in cooperation With the Wide 
spread use of Internet connection environment. For example, 
so-called telecommuting-type Working style for the Worker 
to Work at home While belonging to an enterprise is easily 
accepted, because development of remote access service 
(RAS) technology for accessing a local area netWork in an 
enterprise via a netWork shared by different users, such as 
the Internet and a public telephone netWork, from a remote 
location of user’s home, etc., has moved forWard. 

[0006] In such a remote access service, it is the common 
practice to perform authentication on the local netWork side 
based on the user name and the passWord previously regis 
tered in the local netWork and encrypt traf?c after authen 
tication on the netWork (midWay network) betWeen the 
remote location and the accessed local netWork to prevent 
information used in the enterprise from being freely refer 
enced. 

[0007] JP-A-Hei.8-235114 discloses an art for each ter 
minal to acquire information required for connecting to a 
server from an intermediate server for the purpose of pro 
viding a system for enabling even a terminal not holding 
user authentication information of a plurality of servers to 
access the servers and managing collectively charging for 
the servers. 

[0008] HoWever, in the remote access service in the 
related art described above, the traf?c after authentication is 
encrypted, but authentication information of the user name, 
etc., is distributed as it is. Therefore, if the user name is 
illegally gained in a midWay netWork, it is made possible to 
make unauthoriZed access Wherein the illegally gained user 
name is sent to the local netWork side for attacking at 
random as the passWord. 

SUMMARY OF THE INVENTION 

[0009] It is therefore an object of the invention to provide 
a netWork connection system that can improve security in 
remote access. 

[0010] To solve the problems in the related art eXample, 
according to a ?rst aspect of the invention, a netWork 
connection system includes a client apparatus, an authenti 
cation server, and a connection server. The authentication 
server includes a retention unit for storing second connec 
tion authentication information prepared on the basis of ?rst 
connection authentication information used in the connec 
tion server While associating the second connection authen 
tication information With a connection server address, a ?rst 
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unit for acquiring user identi?cation information from the 
client apparatus and a client address When the ?rst unit 
receives a connection request from the client apparatus, and 
a second unit for transmitting the acquired client address to 
the connection server having the connection server address 
associated With the second connection authentication infor 
mation and transmitting the connection server address to the 
client apparatus, Which has transmitted the connection 
request. The client apparatus includes a third unit for trans 
mitting the second connection authentication information to 
the authentication server as the user identi?cation informa 
tion together With the connection request, a fourth unit for 
receiving the connection server address from the authenti 
cation server, and a ?fth unit for transmitting the ?rst 
connection authentication information to the connection 
server having the received connection server address. The 
connection server includes a siXth unit for receiving con 
nection from the client address, Which has been received 
from the authentication server, and a seventh unit for per 
forming an authentication process by using the ?rst connec 
tion authentication information transmitted from the client 
address. 

[0011] The second connection authentication information 
may be a message digest of the ?rst connection authentica 
tion information. 

[0012] To solve the problems in the related art eXample, 
according to a second aspect of the invention, an authenti 
cation server is connected to a client apparatus and a 
connection server. The authentication server includes a 
retention unit for storing second connection authentication 
information prepared on the basis of ?rst connection authen 
tication information used in the connection server While 
associating the second connection authentication informa 
tion With a connection server address, a ?rst unit for acquir 
ing user identi?cation information from the client apparatus 
and a client address When the ?rst unit receives a connection 
request from the client apparatus, and a second unit for 
transmitting the acquired client address to the connection 
server having the connection server address associated With 
the second connection authentication information and trans 
mitting the connection server address to the client apparatus, 
Which has transmitted the connection request. 

[0013] To solve the problems in the related art eXample, 
according to a third aspect of the invention, a client appa 
ratus is connected to an authentication server and a connec 

tion server. The client apparatus includes a connection 
request unit for transmitting a connection request and second 
connection authentication information prepared on the basis 
of ?rst connection authentication information used in the 
connection server to the authentication server, and a unit for 
receiving a connection server address from the authentica 
tion server to transmit the ?rst connection authentication 
information to the connection server address. 

[0014] To solve the problems in the related art eXample, 
according to a fourth aspect of the invention, a connection 
server is connected to an authentication server and a client 
apparatus. The connection server includes a control unit for 
receiving a client address from the authentication server and 
alloWing connection from the client address, and an authen 
tication unit for receiving authentication information from 
the client apparatus having the client address, Which is 
alloWed the connection, to perform an authentication pro 
cess by using the authentication information. 
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[0015] In a network connection system including a client, 
according to a ?fth aspect of the invention, a netWork 
connection system includes a client apparatus, an authenti 
cation server and a connection server. The authentication 
server includes a retention unit for storing a ?rst encrypted 
user name and a ?rst encrypted passWord, Which are 
encrypted by a ?rst encryption method, while associating a 
connection server address With the ?rst encrypted user name 
and the ?rst encrypted passWord, a ?rst unit for acquiring the 
?rst encrypted user name and the ?rst encrypted passWord as 
identi?cation information for identifying a user of the client 
apparatus, and a client address When the ?rst unit receives a 
connection request from the client apparatus, and a second 
unit for transmitting the acquired client address to the 
connection server address associated With the user identi? 
cation inforrnation When the retention unit stores the user 
identi?cation inforrnation, receiving from the connection 
server inforrnation indicating that the connection server is 
shifted to a connection Wait state, and transmitting the 
connection server address to the client apparatus, Which 
issues the connection request. The client apparatus includes 
a third unit for transmitting to the authentication server the 
?rst encrypted user name and the ?rst encrypted passWord, 
Which are encrypted by the ?rst encryption rnethod, together 
With the connection request, and a fourth unit for receiving 
the connection server address from the authentication server, 
and transmitting to the received connection server address a 
second encrypted user name and a second encrypted pass 
Word, Which are generated by encrypting a user name and a 
passWord, Which are input by the user, by a second encryp 
tion method. 

[0016] Thus, the user of the client cannot knoW the net 
Work address of the connection server until the user is 
authenticated in the authentication server. Further, the user 
name, etc., sent to the authentication server and the connec 
tion server is encrypted by the ?rst and second encryption 
methods, for example, encrypting based on a hash function 
and encrypting given randorn information With the user 
name, etc., as a key, so that the user name, etc., can be 
prevented from being leaked and the security can be 
improved. The ?rst and second encryption methods may be 
different from each other or may be the same. 

[0017] To solve the problems in the related art eXarnple, 
according to a siXth aspect of the invention, an authentica 
tion server is connected to a client apparatus and a connec 
tion server. The authentication server includes a retention 
unit for storing a user name and a passWord, Which are 
encrypted by a predetermined method, while the user name 
and the passWord are associated With a connection server 
address, a ?rst unit for acquiring the encrypted user name 
and the encrypted passWord as identi?cation information for 
identifying a user of the client apparatus, and a client address 
When the ?rst unit receives a connection request from the 
client apparatus, and a second unit for transmitting the 
acquired client address to the connection server address 
associated With the user identi?cation information When the 
retention unit stores the user identi?cation inforrnation, 
receiving from the connection server inforrnation indicating 
that the connection server is shifted to a connection Wait 
state, and transmitting the connection server address to the 
client apparatus, Which issues the connection request. 

[0018] To solve the problems in the related art eXarnple, 
according to a seventh aspect of the invention, a client 

Sep. 9, 2004 

apparatus is connected to an authentication server and a 
connection server. The client apparatus includes a connec 
tion request unit for transmitting to the authentication server 
a user name and a passWord, Which are encrypted by a ?rst 
encryption rnethod, together With a connection request, and 
a unit for receiving a connection server address from the 
authentication server, encrypting a user name and a pass 

Word, Which are input by a user, by a second encryption 
method, and transmitting the user name and the passWord, 
Which are encrypted by the second encryption method, to the 
received connection server address. 

[0019] Here, the client apparatus may further includes a 
retention unit for storing local authentication information, 
Which is previously supplied from the connection server, as 
information associating unique information of the client 
apparatus With at least one of the user name and the 
passWord, and a local authentication unit for generating the 
unique information upon receiving inputting the user name 
and the passWord by the user, references the local authen 
tication information to authenticate the user by judging 
Whether or not at least one of the received user name and the 
received passWord is associated With the generated unique 
information. The connection request unit may transmit to the 
authentication server the user name and the passWord, Which 
are encrypted by the ?rst rnethod, together With the connec 
tion request only When the local authentication unit authen 
ticates the user. 

[0020] To solve the problems in the related art eXarnple, 
according to an eighth aspect of the invention, a connection 
server is connected to a client apparatus and an authentica 
tion server. The connection server includes a unit for receiv 
ing an address of the client apparatus to be connected from 
the authentication server, alloWing communication from the 
address for a predetermined period, and transmitting to the 
authentication server inforrnation indicating that the con 
nection server is shifted to a connection Wait state. 

[0021] Further, to solve the problems in the related art 
eXarnple, according to a ninth aspect of the invention, a 
netWork connection system includes a client apparatus, an 
authentication server for supplying inforrnation guiding a 
connection destination to the client apparatus, and a con 
nection server. The client apparatus calculates ?rst authen 
tication inforrnation unique to the client apparatus to register 
the ?rst authentication information in the connection server 
prelirninarily, and acquiring local authentication information 
associating the ?rst authentication information With a pre 
determined second authentication information from the con 
nection server to store the local authentication information. 
The client apparatus receives input of the second authenti 
cation inforrnation When a user instructs a connection 

request With respect to the connection server, calculates the 
?rst authentication information unique to the client appara 
tus again, looking into an association betWeen the input 
second authentication information and the again calculated 
?rst authentication information by using the stored local 
authentication information, encrypting the second authenti 
cation inforrnation by a ?rst encryption method to transmit 
to the authentication server the second authentication infor 
rnation encrypted by the ?rst encryption method when it is 
concluded that the association is established. The client 
apparatus receives the connection server address as the 
information guiding the connection destination from the 
authentication server, transmitting the second authentication 
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information encrypted by a second encryption method to a 
connection server address, and starting a communication 
With the connection server. 

[0022] According to a tenth aspect of the invention, a 
connection method uses a netWork connection system 
including a client apparatus, an authentication server, and a 
connection server. The method includes storing by the 
authentication server second connection authentication 
information prepared on the basis of ?rst connection authen 
tication information used in the connection server While 
associating the second connection authentication informa 
tion With a connection server address, transmitting by the 
client apparatus to the authentication server the second 
connection authentication information as user identi?cation 
information together With a connection request, acquiring 
the user identifying information from the client apparatus 
and client address When the authentication server receives 
the connection request from the client apparatus, transmit 
ting the acquired client address to the connection server 
identi?ed by the connection server address associated With 
the second connection authentication information When the 
user identi?cation information meets the second connection 
authentication information, transmitting the connection 
server address to the client apparatus, Which issues the 
connection request, receiving by the client apparatus the 
connection server address from the authentication server, 
transmitting by the client apparatus the ?rst connection 
authentication information to the received connection server 
address, receiving by the connection server connection from 
the client address received from the authentication server, 
and performing an authentication process by using the ?rst 
connection authentication information transmitted from the 
client address. 

[0023] Further, according to an eleventh aspect of the 
invention, a connection method uses a netWork connection 
system including a client apparatus, an authentication server, 
and a connection server. The method includes storing by the 
authentication server a user name and a passWord, Which are 

encrypted by a ?rst encryption method, While associating the 
encrypted user name and the encrypted passWord With 
connection server address, transmitting by the client appa 
ratus to the authentication server the user name and the 
passWord, Which are encrypted by the ?rst encryption 
method, together With a connection request, receiving by the 
authentication server the connection request from the client 
apparatus, acquiring the user name and the passWord, Which 
are encrypted by the ?rst encryption method, as information 
identifying a user of the client apparatus, and a client 
address, transmitting the acquired client address to the 
connection server address associated With the information 
identifying the user When the authentication server stores the 
information identifying the user, receiving by the connection 
server the client address of the client apparatus to be 
connected from the authentication server, alloWing commu 
nication from the client apparatus, transmitting to the 
authentication server information indicating that the con 
nection server is shifted to a connection Wait state, encrypt 
ing a user name and a passWord, Which are input by the user, 
by a second encryption method, transmitting the user name 
and the passWord, Which are encrypted by the second 
encryption method, to the connection server address 
received by the client server from the authentication server, 
and performing an authentication process by using the user 
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name and the passWord, Which are encrypted by the second 
encryption method and are received by the connection server 
from the client apparatus. 

[0024] To solve the problems in the related art example, 
according to the invention, there is provided a program 
executed by an authentication server connected to a client 
and a connection server for causing the authentication server 
to execute the steps of retaining second connection authen 
tication information generated based on ?rst connection 
authentication information used in the connection server in 
association With information identifying the connection 
server; upon reception of a connection request from the 
client, for acquiring information identifying the user from 
the client and acquiring the current netWork address used by 
the client as a client address; and if the user identi?cation 
information matches the second connection authentication 
information, for transmitting the acquired client address to 
the connection server identi?ed by the information associ 
ated With the second connection authentication information 
and sending a netWork address of the connection server to 
the client transmitting the connection request. 

[0025] To solve the problems in the related art example, 
according to the invention, there is provided a program 
executed by a client connected to an authentication server 
and a connection server for causing the client to execute the 
steps of transmitting a connection request together With 
second connection authentication information generated 
based on ?rst connection authentication information used in 
the connection server to the authentication server; and 
receiving an address of the connection server from the 
authentication server and transmitting the ?rst connection 
authentication information to the received address of the 
connection server. 

[0026] To solve the problems in the related art example, 
according to the invention, there is provided a program 
executed by a connection server connected to an authenti 
cation server and a client for causing the connection server 
to execute the steps of receiving a client address of the client 
from the authentication server and controlling so as to make 
connection from the client address acceptable; and receiving 
authentication information from the client using the client 
address made acceptable and conducting authentication 
using the authentication information. 

[0027] To solve the problems in the related art example, 
according to the invention, an authentication server con 
nected to a client and a connection server is caused to 
execute the steps of retaining a user name and a passWord 
encrypted by a predetermined method in association With a 
netWork address of the connection server; upon reception of 
a connection request from the client, for acquiring the 
encrypted user name and passWord as information identify 
ing the user of the client and acquiring the current netWork 
address used by the client as a client address; and if the user 
identi?cation information is retained in the retention means, 
for transmitting the acquired client address to the netWork 
address of the connection server associated With the user 
identi?cation information, receiving information indicating 
a transition to a connection Wait state from the connection 
server, and sending the netWork address of the connection 
server to the client making the connection request. 

[0028] Further, to solve the problems in the related art 
example, according to the invention, a client connected to an 
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authentication server and a connection server is caused to 
execute the steps of transmitting a connection request 
together With a user name and a passWord encrypted by a 
?rst encryption method to the authentication server; and 
receiving a netWork address of the connection server from 
the authentication server, encrypting a user name and a 
passWord entered by the user by a second encryption 
method, and transmitting the user name and the passWord 
encrypted by the second encryption method to the received 
netWork address. 

[0029] Further, to solve the problems in the related art 
example, according to the invention, a connection server 
connected to a client and an authentication server for con 
ducting encrypted communications With the client is caused 
to eXecute the step of receiving noti?cation of a client 
address of an address of the client to connect, setting so that 
communications from the client address are made acceptable 
only for a predetermined time, and transmitting information 
indicating a transition to a connection Wait state to the 
authentication server. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0030] FIG. 1 is a block diagram to represent an eXample 
of a netWork connection system according to an embodiment 
of the invention. 

[0031] FIG. 2 is a schematic representation to represent an 
eXample of data stored in an authentication server. 

[0032] FIG. 3 is a ?oWchart to represent an eXample of a 
How of the ?rst half of netWork connection according to the 
embodiment of the invention. 

[0033] FIG. 4 is a ?oWchart to represent an eXample of a 
How of the latter half of netWork connection according to the 
embodiment of the invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0034] Referring noW to the accompanying draWings, a 
preferred embodiment of the invention Will be described. A 
netWork connection system according to an embodiment of 
the invention includes a local netWork 1, a public netWork 2, 
a client 3 connected to the public netWork 2, and an 
authentication server 4. The local netWork 1 is connected to 
the public netWork 2 through a connection server 11. The 
public netWork 2 is a netWork system made up of the 
Internet, a public sWitched telephone netWork, etc. Although 
only one authentication server 4 is shoWn in FIG. 1, tWo or 
more authentication servers 4 may be included. 

[0035] The client 3 is a general personal computer and 
includes a control section 31, a storage section 32, a com 
munication control section 33, a display section 34, and an 
operation section 35. The control section 31 operates in 
accordance With a program stored in the storage section 32 
(client program). The control section 31 eXecutes RAS 
connection processing to the local netWork 1. The RAS 
connection processing is described later speci?cally in 
detail. The storage section 32 is a computer-readable storage 
medium for storing programs, etc. The storage section 32 
also operates as Work memory of the control section 31. 

[0036] The communication control section 33 transmits 
information to a destination speci?ed by a netWork address 
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contained in a command input from the control section 31 in 
accordance With the command. The communication control 
section 33 receives information coming through the netWork 
and outputs the information to the control section 31. The 
display section 34 is a display, etc., for displaying informa 
tion in accordance With a command input from the control 
section 31. The operation section 35 is made up of a 
keyboard, a mouse, etc., and outputs the details of user’s 
command operation to the control section 31. 

[0037] The authentication server 4 is a general server 
computer and includes a control section 41, a storage section 
42, and a communication control section 43. The control 
section 41 operates in accordance With a program stored in 
the storage section 42 (authentication server program) and 
performs authentication processing. The authentication pro 
cessing is described later speci?cally in detail. 

[0038] The storage section 42 is a computer-readable 
storage medium for storing programs, etc. The storage 
section 42 also operates as Work memory of the control 
section 41. The communication control section 43 transmits 
information to a destination speci?ed by a netWork address 
contained in a command input from the control section 41 in 
accordance With the command. The communication control 
section 43 receives information coming through the netWork 
and outputs the information to the control section 41. 

[0039] The connection server 11 of the local netWork 1 
may also be a general server computer and includes a control 
section 15, a storage section 16, a ?rst communication 
control section 17, and a second communication control 
section 18. The control section 15 operates in accordance 
With a program stored in the storage section 16 (connection 
server program) and performs authentication processing, 
connection processing, and the like. The authentication 
processing and connection processing are described later 
speci?cally in detail. 

[0040] The storage section 16 is a computer-readable 
storage medium for storing programs, etc. The storage 
section 16 also operates as Work memory of the control 
section 15. The ?rst communication control section 17 
transmits information through the public netWork 2 to a 
destination speci?ed by a netWork address contained in a 
command input from the control section 15 in accordance 
With the command. The ?rst communication control section 
17 receives information coming through the public netWork 
2 and outputs the information to the control section 15. The 
second communication control section 18 transmits infor 
mation through the local netWork 1 to a destination speci?ed 
by a netWork address contained in a command input from the 
control section 15 in accordance With the command. The 
second communication control section 18 receives informa 
tion coming through the local netWork 1 and outputs the 
information to the control section 15. 

[0041] The control section 15 of the connection server 11 
transfers a data request, etc., received through the ?rst 
communication control section 17 from the client 3 authen 
ticated by a method described later to the local netWork 1 
through the second communication control section 18. The 
control section 15 accepts data, etc., to be transmitted from 
the local netWork 1 to the client 3 through the second 
communication control section 18 and transmits the data, 
etc., through the ?rst communication control section 17. 
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[0042] [Setup] 
[0043] Here, the authentication processing performed 
among the client 3, the authentication server 4, and the 
connection server 11 Will be discussed. First, a setup pro 
cedure until it is made possible for the client 3 to make RAS 
connection through the connection server 11 Will be dis 
cussed. In the description that folloWs, communications 
betWeen the client 3 and the authentication server 4 may be 
encrypted by a method of SSL (Secure Socket Layer), etc., 
Widely knoWn. 

[0044] One of the features of the embodiment is that 
application softWare dedicated to RAS connection is 
installed in the client 3. The dedicated application softWare 
holds the encrypted netWork address of the authentication 
server 4 and causes the client 3 to execute a procedure of 
decrypting the encrypted netWork address of the authenti 
cation server 4. The client 3 can virtually access the authen 
tication server 4 only by using the dedicated application 
softWare. 

[0045] Next, a setup procedure of the dedicated applica 
tion softWare Will be discussed. When the dedicated appli 
cation softWare is installed in the client 3, the client 3 
computes unique information to the client 3 as ?rst authen 
tication information unique to the client 3 on the basis of 
information generally varying from one client 3 to another 
such as hardWare-relevant information of the serial number 
of hard disk constructing the client 3 and information 
concerning the softWare environment such as the version of 
the operating system. 

[0046] The user transfers the unique information and 
information of the user name, the passWord, etc., to the 
administrator of the connection server 11. The information 
transfer method, for example, may be encrypted electronic 
mail or may use transfer means using a magnetic disk, etc. 
The administrator of the connection server 11 registers the 
unique information, the user name, and the passWord in the 
connection server 11. When they are registered in the 
connection server 11, the connection server 11 selects the 
authentication server 4 for authenticating the user, encrypts 
the netWork address of the selected authentication server 4 
to generate an encrypted address, encrypts predetermined 
information (Which may be any desired character string or 
may be meaningful information of the expiration date of 
RAS connection, etc.,) With the unique information as a key 
to generate ?rst information, and encrypts the predetermined 
information With the user name as a key to generate second 
information. The connection server 11 outputs information 
containing the encrypted address, the ?rst information, and 
the second information as de?nition information. The ?rst 
information and the second information correspond to local 
authentication information for associating the ?rst authen 
tication information and second authentication information 
With each other. The de?nition information may contain at 
least a part of an encrypted passWord provided by encrypting 
the passWord in accordance With a ?rst encryption method 
described later. 

[0047] The de?nition information is delivered to the client 
3 by any desired method such as electronic mail to the user 
of the client 3 and is stored in the storage section 32 of the 
client 3. The client 3 uses the de?nition information to check 
Whether or not the unique information has been correctly 
registered in accordance With the dedicated application 

Sep. 9, 2004 

softWare. Speci?cally, the client 3 computes and generates 
the unique information, requests the user to enter the user 
name, and decrypts the ?rst information With the generated 
unique information and the second information With the 
entered user name. The client 3 checks to see if the decryp 
tion results (if the ?rst information and the second informa 
tion are decrypted correctly, the decrypted results are the 
predetermined information mentioned above) match. If they 
match, the client 3 determines that the unique information 
has been correctly registered. 

[0048] On the other hand, the connection server 11 trans 
mits the netWork address assigned to the ?rst communica 
tion control section 17 (public netWork address) and the user 
name and the passWord of the client 3 encrypted by the ?rst 
encryption method to the authentication server 4. The 
encryption method for encrypting the user name and pass 
Word (?rst encryption method) may be a method incapable 
of decrypting; a message digest may be used in such a 
manner that MD5 hash values, etc., for the user name and the 
passWord are used. The authentication server 4 associates 
the netWork address received from the connection server 1 
and the user name and the passWord encrypted by the ?rst 
encryption method With each other and stores them in the 
storage section 42, Which is a retention unit, as shoWn in 
FIG. 2. The setup sequence is noW complete. 

[0049] [Authentication Processing] 
[0050] Next, authentication processing performed When 
an actual connection request is made Will be discussed With 
reference to FIGS. 3 and 4. When attempting to make RAS 
connection to the local netWork 1, the user starts the dedi 
cated application softWare installed in the client 3. First, as 
shoWn in FIG. 3, the control section 31 of the client 3 
displays a message for requesting the user to enter the user 
name and the passWord on the display section 34 in accor 
dance With the dedicated application softWare (S1). When 
the user operates the operation section 35 to enter the user 
name and the passWord as second authentication information 
(also corresponding to ?rst connection authentication infor 
mation of the invention) (S2), the control section 31 com 
putes and generates unique information as ?rst authentica 
tion information (S3) and decrypts the ?rst information With 
the generated unique information and the second informa 
tion With the entered user name. The control section 31 
checks to see if the decryption results match (S4). When they 
match, the control section 31 encrypts the user name and 
passWord entered at step S2 by the ?rst encryption method 
(S5). The user name and passWord encrypted by the ?rst 
encryption method correspond to the second connection 
authentication information of the invention. At this time, if 
the de?nition information contains at least a part of the 
encrypted passWord, Whether or not at least the correspond 
ing part of the passWord encrypted at step S5 and at least the 
part of the encrypted passWord contained in the de?nition 
information match is determined. When they do not match, 
the processing may be interrupted. As no comparison is 
made betWeen the Whole of one encrypted passWord and the 
Whole of the other, the security is furthermore enhanced. 

[0051] The control section 31 decrypts the netWork 
address of the authentication server 4 (S6) and transmits a 
connection request together With the ?rst encrypted user 
name and the ?rst encrypted passWord encrypted by the ?rst 
encryption method at step S5 to the netWork address pro 
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vided by the decryption (S7). If the decryption results do not 
match at step S4, the authentication processing is interrupted 
at the point in time. 

[0052] One of the features of the embodiment is that 
Whenever RAS connection is attempted, the unique infor 
mation as the ?rst authentication information is computed as 
shoWn at step S3 as processing of the dedicated application 
softWare. Accordingly, even if any other authentication 
information is leaked, generally if a different computer is 
used, different ?rst authentication information is computed 
and RAS connection processing is interrupted. 

[0053] The authentication server 4 receives the encrypted 
user name and passWord together With the connection 
request from the client 3 and references the storage section 
42 to search for the encrypted user name and passWord 
(S11). If the encrypted user name and passWord are stored in 
the storage section 42, the authentication server 4 acquires 
the netWork address of the connection server 11 associated 
With the encrypted user name and passWord (S12). Inciden 
tally, When the storage section 42 does not store the user 
name and passWord encrypted in S11 (When authentication 
With these encrypted user name and passWord is failed), the 
authentication server 4 skips the processing subsequent to 
S12 and terminates the processing. 

[0054] The authentication server 4 also acquires the net 
Work address of the client 3 transmitting the connection 
request (client address) (S13). The authentication server 4 
transmits the client address acquired at step S13 to the 
netWork address of the connection server 11 acquired at step 
S12 (S14) and Waits until reception of information indicat 
ing the transition to a connection Wait state from the con 
nection server 11 (S15) This How is to be continued to FIG. 
4. 

[0055] As shoWn in FIG. 4, upon reception of the client 
address from the authentication server 4, the connection 
server 11 alloWs access from the netWork address to be 
accepted only for a predetermined time (S21). Communi 
cations betWeen the authentication server 4 and the connec 
tion server 11 may be conducted using a secure line such as 
a leased line or an encrypted communication line. Speci? 
cally, to make RAS connection With the client 3 using pptp 
(point-to-point tunneling protocol), a ?re Wall is set in the 
connection server 11 and When the netWork address of the 
client 3 is received from the authentication server 4, a pptp 
port (TCP port) is opened only for a given time (for eXample, 
60 seconds). The connection server 11 transmits a message 
indicating the transition to the connection Wait state to the 
authentication server 4 (S22). 

[0056] Upon reception of the information indicating the 
transition to the connection Wait state from the connection 
server 11, the authentication server 4 transmits a connection 
command to the client 3 (S31). Upon reception of the 
connection command, the client 3 encrypts the user name 
and passWord as the second authentication information by a 
second encryption method (S41) and transmits the second 
encrypted user name and the second encrypted passWord 
encrypted by the second encryption method to the connec 
tion server 11 as the user name and passWord in pptp (S42). 

[0057] Herein, the connection command in the process 
S31 may include the netWork address of the connection 
server. In this case, it is not necessary to set the netWork 
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address of the connection server 11 in the client 3 in 
advance. Also, in this case, the client 3 transmits the second 
encrypted user name and the second encrypted passWord 
encrypted by the second encryption method to the connec 
tion server 11 speci?ed by the netWork address contained in 
the received connection command. Thereby, a user of the 
client cannot knoW the netWork address of the connection 
server until the authentication server authenticates. As a 

result, security can be improved. 

[0058] In this embodiment, the connection server 11 trans 
mits a message indicating the transition to the connection 
Wait state to the authentication server 4. HoWever, the 
message transmission is not necessarily required. If the 
message is not transmitted, the authentication server 4 
transmits the client address to the connection server 11 and 
transmits the connection command to the client 3 (S31). 

[0059] The connection server 11 checks Whether or not the 
encrypted user name and passWord match the registered user 
name and passWord (S51). If they match, pptp communica 
tions are started (S52). If they do not match at step S51, the 
authentication processing is interrupted. The encryption by 
the second encryption method need not necessarily be able 
to undergo decryption; for eXample, the hash value of the 
user name and the hash value of the passWord may be used 
(namely, the second encryption method may be the same as 
the ?rst encryption method) or predetermined information 
(information generated Whenever a connection request is 
made, such as unique information, or challenge information 
acquired from the connection server 11 (information con 
taining a random value generated Whenever a connection 
request is made)) may be encrypted With the user name and 
passWord as keys. 

[0060] If the user name is encrypted as a MD5 hash value, 
the connection server 11 compares the hash value With the 
hash value of the user name, registered thereby checking 
Whether or not they match for authenticating the user name. 
If the unique information is encrypted With the user name as 
a key, the connection server 11 uses the registered user name 
and unique information for encrypting to generate second 
encrypted user name and checks Whether or not the gener 
ated information matches the received information for 
authenticating the user name. 

[0061] Further, to use challenge information, the connec 
tion server 11 issues challenge information containing ran 
dom information, delivers the issued challenge information 
to the client 3, receives challenge information encrypted 
With the user name as a key, uses the registered user name 
and the issued challenge information for encrypting to 
generate second encrypted user name and checks Whether or 
not the generated information matches the received infor 
mation for authenticating the user name. 

[0062] [Connection Processing] 
[0063] Since authentication is thus conducted, even if the 
encrypted user name and passWord are leaked at a midWay 
point, it is dif?cult to knoW the original user name and 
therefore the dedicated application softWare cannot be oper 
ated. In order to open the port of the connection server 11, 
it is indispensable to perform an attack against the authen 
tication server 4 thereby decreasing the frequency of attacks 
against the connection server 11. Since the basic authenti 
cation is ?rst conducted in the authentication server 4, the 
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processing load on the connection server 11 is reduced. 
Further, even if the port is opened and it is made possible to 
perform hacking by transmitting a large amount of pass 
Words, it is virtually impossible to make illegal access 
because the user name and the passWord need to be found 
out Within 60 seconds during Which the port is open. Further, 
When the connection processing is complete, the port used 
for the connection may be closed. If authentication based on 
a passWord ends in failure as many times as the predeter 
mined number of times (for example, Which may be set to 
once) With the port of the connection server 11 open, the port 
may be closed. 

[0064] Further, one of the features of the embodiment is 
that the user can be identi?ed by the encrypted user name 
although the use name and the passWord are encrypted using 
information generated each time a connection request is 
made. Therefore, in the local netWork, processing corre 
sponding to each user is made possible in such a manner that 
the access right is set for each user. 

[0065] The connection server 11 may generate user record 
of the last access date and time for each user and store the 
record in the storage section 16. In this case, Whenever the 
user accesses the connection server 11, the connection server 
11 searches the storage section 16 for the information 
indicating the previous access date and time of the user and 
provides the user With the information. Accordingly, if 
illegal access is made, the user can recogniZe the fact and the 
security is more enhanced. 

[0066] Since the user can be thus identi?ed, preferably the 
expiration date is set for each user. Speci?cally, the connec 
tion server 11 retains the expiration date information in 
association With each user and references the expiration date 
information of the user authenticated at step S51 and cal 
endar information (not shoWn) to check Whether or not the 
expiration date is reached before pptp communications are 
started. If the expiration date is reached, the connection 
server 11 interrupts the authentication processing and 
refuses connection; if the expiration date is not reached, the 
connection server 11 goes to step S52 for starting pptp 
communications. The administrator of the connection server 
11 may be alloWed to update and register the expiration date 
information. 

[0067] In the description made so far, the client 3 transmits 
a connection request together With the ?rst encrypted user 
name and the ?rst encrypted passWord at steps S5 to S7. 
HoWever, as for the passWord, authentication using a chal 
lenge response maybe conducted in such a manner that ?rst 
the client 3 transmits a connection request together With the 
?rst encrypted user name, receives challenge information 
(containing random information) issued by the authentica 
tion server 4 receiving the connection request, encrypts the 
challenge information With the ?rst encrypted passWord as a 
key, and transmits the encrypted challenge information. 

[0068] This is also applied betWeen the client 3 and the 
connection server 11. In the description made so far, the 
client 3 generates the second encrypted user name and the 
second encrypted passWord encrypted by the second encryp 
tion method and transmits them to the connection server 11. 
HoWever, as for the passWord, authentication using the 
challenge response installed in some pptp may be conducted 
Without encrypting the passWord by the second encryption 
method. 
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[0069] The netWork address of the ?rst communication 
control section 17 of the connection server 11 may be ?xedly 
set or may be changed With time. That is, if the netWork 
address mentioned here is an IP address, it may be static or 
may be dynamic. When the netWork address assigned to the 
?rst communication control section 17 of the connection 
server 11 is changed, the connection server 11 transmits a 
neW netWork address to the authentication server 4 for 
updating the registered netWork address to the neW one. 

[0070] Furthermore, herein described is the case Where 
pptp is used as a communication protocol in RAS connec 
tion With the client 3. HoWever, the invention is not limited 
thereto. Other secure communication protocol such as 
IPSEC or VPN-HTTPS may be used. 

What is claimed is: 
1. A netWork connection system comprising: 

a client apparatus; 

an authentication server; and 

a connection server, Wherein: 

the authentication server includes: 

a retention unit for storing second connection authen 
tication information prepared on the basis of ?rst 
connection authentication information used in the 
connection server While associating the second con 
nection authentication information With a connection 
server address; 

a ?rst unit for acquiring user identi?cation information 
from the client apparatus and a client address When 
the ?rst unit receives a connection request from the 
client apparatus; and 

a second unit for transmitting the acquired client 
address to the connection server having the connec 
tion server address associated With the second con 
nection authentication information and transmitting 
the connection server address to the client apparatus, 
Which has transmitted the connection request; the 
client apparatus includes: 

a third unit for transmitting the second connection 
authentication information to the authentication 
server as the user identi?cation information together 
With the connection request; 

a fourth unit for receiving the connection server address 
from the authentication server; and 

a ?fth unit for transmitting the ?rst connection authen 
tication information to the connection server having 
the received connection server address; and 

the connection server includes: 

a sixth unit for receiving connection from the client 
address, Which has been received from the authen 
tication server; and 

a seventh unit for performing an authentication process 
by using the ?rst connection authentication informa 
tion transmitted from the client address. 

2. The netWork connection system according to claim 1, 
Wherein the second connection authentication information is 
a message digest of the ?rst connection authentication 
information. 
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3. An authentication server for being connected to a client 
apparatus and a connection server, the authentication server 
comprising: 

a retention unit for storing second connection authentica 
tion inforrnation prepared on the basis of ?rst connec 
tion authentication information used in the connection 
server While associating the second connection authen 
tication information With a connection server address; 

a ?rst unit for acquiring user identi?cation information 
from the client apparatus and a client address When the 
?rst unit receives a connection request from the client 
apparatus; and 

a second unit for transmitting the acquired client address 
to the connection server having the connection server 
address associated With the second connection authen 
tication information and transmitting the connection 
server address to the client apparatus, Which has trans 
rnitted the connection request. 

4. A client apparatus for being connected to an authenti 
cation server and a connection server, the client apparatus 
comprising: 

a connection request unit for transmitting a connection 
request and second connection authentication informa 
tion prepared on the basis of ?rst connection authenti 
cation inforrnation used in the connection server to the 
authentication server; and 

a unit for receiving a connection server address from the 
authentication server to transmit the ?rst connection 
authentication information to the connection server 
address. 

5. Aconnection server for being connected to an authen 
tication server and a client apparatus, the connection server 
comprising: 

a control unit for receiving a client address from the 
authentication server and alloWing connection from the 
client address; and 

an authentication unit for receiving authentication infor 
rnation from the client apparatus having the client 
address, Which is alloWed the connection, to perform an 
authentication process by using the authentication 
information. 

6. A netWork connection system comprising: 
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a second unit for transmitting the acquired client 
address to the connection server address associated 
With the user identi?cation information When the 
retention unit stores the user identi?cation informa 
tion, receiving from the connection server informa 
tion indicating that the connection server is shifted to 
a connection Wait state, and transmitting the connec 
tion server address to the client apparatus, Which 
issues the connection request; and 

the client apparatus includes: 

a third unit for transmitting to the authentication server 
the ?rst encrypted user name and the ?rst encrypted 
passWord, Which are encrypted by the ?rst encryp 
tion rnethod, together With the connection request; 
and 

a fourth unit for receiving the connection server address 
from the authentication server, and transmitting to 
the received connection server address a second 
encrypted user name and a second encrypted pass 
Word, Which are generated by encrypting a user 
name and a passWord, Which are input by the user, by 
a second encryption method. 

7. An authentication server for being connected to a client 
apparatus and a connection server, the authentication server 
comprising: 

a retention unit for storing a user name and a passWord, 

Which are encrypted by a predetermined method, while 
the user name and the passWord are associated With a 

connection server address; 

a ?rst unit for acquiring the encrypted user name and the 
encrypted passWord as identi?cation information for 
identifying a user of the client apparatus, and a client 
address When the ?rst unit receives a connection 
request from the client apparatus; and 

a second unit for transmitting the acquired client address 
to the connection server address associated With the 
user identi?cation information When the retention unit 
stores the user identi?cation inforrnation, receiving 
from the connection server inforrnation indicating that 
the connection server is shifted to a connection Wait 
state, and transmitting the connection server address to 
the client apparatus, Which issues the connection 
request. 

8. A client apparatus for being connected to an authenti 
cation server and a connection server, the client apparatus 
comprising: 

a client apparatus; 

an authentication server; and 

a Connectlon Server, Whereln? a connection request unit for transmitting to the authen 
tication server a user name and a passWord, Which are 

encrypted by a ?rst encryption rnethod, together With a 
connection request; and 

the authentication server includes: 

a retention unit for storing a ?rst encrypted user name 
and a ?rst encrypted passWord, Which are encrypted 
by a ?rst encryption method, while associating a 
connection server address With the ?rst encrypted 
user name and the ?rst encrypted passWord; 

a unit for receiving a connection server address from the 
authentication server, encrypting a user name and a 

passWord, Which are input by a user, by a second 
encryption method, and transmitting the user name and 
the passWord, Which are encrypted by the second 
encryption method, to the received connection server 

a ?rst unit for acquiring the ?rst encrypted user name 
and the ?rst encrypted passWord as identi?cation 
information for identifying a user of the client appa- address 
ratus, and a client address When the ?rst unit receives 9. The client apparatus according to claim 8, further 
a connection request from the client apparatus; and comprising: 
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a retention unit for storing local authentication informa 
tion, Which is previously supplied from the connection 
server, as information associating unique information 
of the client apparatus With at least one of the user name 
and the passWord; and 

a local authentication unit for generating the unique 
information upon receiving inputting the user name and 
the passWord by the user, references the local authen 
tication information to authenticate the user by judging 
Whether or not at least one of the received user name 
and the received passWord is associated With the gen 
erated unique information, Wherein: 

the connection request unit transmits to the authentication 
server the user name and the passWord, Which are 

encrypted by the ?rst method, together With the con 
nection request only When the local authentication unit 
authenticates the user. 

10. A connection server for being connected to a client 
apparatus and an authentication server, the connection server 
comprising: 

a unit for receiving an address of the client apparatus to 
be connected from the authentication server, alloWing 
communication from the address for a predetermined 
period, and transmitting to the authentication server 
information indicating that the connection server is 
shifted to a connection Wait state. 

11. A network connection system comprising: 

a client apparatus; 

an authentication server for supplying information guid 
ing a connection destination to the client apparatus; and 

a connection server, Wherein: 

the client apparatus calculates ?rst authentication infor 
mation unique to the client apparatus to register the ?rst 
authentication information in the connection server 
preliminarily, and acquiring local authentication infor 
mation associating the ?rst authentication information 
With a predetermined second authentication informa 
tion from the connection server to store the local 
authentication information; 

the client apparatus receives input of the second authen 
tication information When a user instructs a connection 
request With respect to the connection server, calculates 
the ?rst authentication information unique to the client 
apparatus again, looking into an association betWeen 
the input second authentication information and the 
again calculated ?rst authentication information by 
using the stored local authentication information, 
encrypting the second authentication information by a 
?rst encryption method to transmit to the authentication 
server the second authentication information encrypted 
by the ?rst encryption method When it is concluded that 
the association is established; and 

the client apparatus receives the connection server address 
as the information guiding the connection destination 
from the authentication server, transmitting the second 
authentication information encrypted by a second 
encryption method to a connection server address, and 
starting a communication With the connection server. 
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12. A connection method using a netWork connection 
system including a client apparatus, an authentication server, 
and a connection server, the method comprising: 

storing by the authentication server second connection 
authentication information prepared on the basis of ?rst 
connection authentication information used in the con 
nection server While associating the second connection 
authentication information With a connection server 

address; 
transmitting by the client apparatus to the authentication 

server the second connection authentication informa 
tion as user identi?cation information together With a 
connection request; 

acquiring the user identifying information from the client 
apparatus and client address When the authentication 
server receives the connection request from the client 
apparatus; 

transmitting the acquired client address to the connection 
server identi?ed by the connection server address asso 
ciated With the second connection authentication infor 
mation When the user identi?cation information meets 
the second connection authentication information; 

transmitting the connection server address to the client 
apparatus, Which issues the connection request; 

receiving by the client apparatus the connection server 
address from the authentication server; 

transmitting by the client apparatus the ?rst connection 
authentication information to the received connection 
server address; 

receiving by the connection server connection from the 
client address received from the authentication server; 
and 

performing an authentication process by using the ?rst 
connection authentication information transmitted 
from the client address. 

13. A connection method using a netWork connection 
system including a client apparatus, an authentication server, 
and a connection server, the method comprising: 

storing by the authentication server a user name and a 
passWord, Which are encrypted by a ?rst encryption 
method, While associating the encrypted user name and 
the encrypted passWord With connection server 
address; 

transmitting by the client apparatus to the authentication 
server the user name and the passWord, Which are 

encrypted by the ?rst encryption method, together With 
a connection request; 

receiving by the authentication server the connection 
request from the client apparatus; 

acquiring the user name and the passWord, Which are 
encrypted by the ?rst encryption method, as informa 
tion identifying a user of the client apparatus, and a 
client address; 

transmitting the acquired client address to the connection 
server address associated With the information identi 
fying the user When the authentication server stores the 
information identifying the user; 
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receiving by the connection server the client address of 
the client apparatus to be connected from the authen 
tication server; 

allowing communication from the client apparatus; 

transmitting to the authentication server information indi 
cating that the connection server is shifted to a con 
nection Wait state; 

encrypting a user name and a passWord, Which are input 
by the user, by a second encryption method; 
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transmitting the user name and the passWord, Which are 
encrypted by the second encryption method, to the 
connection server address received by the client server 
from the authentication server; and 

performing an authentication process by using the user 
name and the passWord, Which are encrypted by the 
second encryption method and are received by the 
connection server from the client apparatus. 


