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(57) ABSTRACT 

The present invention is related to methods and apparatus 
that can enhance the reliability of a hard drive by providing 
a built-in error check in the drive. Conventional hard drives 
can erroneously seek to an incorrect location on a platter of 
the hard drive. The erroneous seek corrupts the data stream 
and is dif?cult to detect and correct. Embodiments of the 
present invention can detect a logical block address assigned 
to a portion of the platter of the hard drive and thereby detect 
When an erroneous seek has occurred. Upon detection of an 
error, one embodiment of the present invention can further 
take corrective action to read from the correct portion of the 
platter. 
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DISK DRIVE DATA PROTECTION USING 
CLUSTERS CONTAINING ERROR DETECTION 

SECTORS 

RELATED APPLICATION 

[0001] This application is a continuation application of 
US. application Ser. No. 09/732,244, entitled “DISK 
DRIVE DATA PROTECTION USING CLUSTERS CON 
TAINING ERROR DETECTION SECTORS,” ?led Dec. 7, 
2000, the entirety of Which is incorporated by reference 
herein. 

BACKGROUND OF THE INVENTION 

[0002] 1. Field of the Invention 

[0003] The present invention generally relates to mass 
storage as used in computer systems. In particular, the 
present invention relates to verifying the integrity of data 
from a storage device in a computer system. 

[0004] 2. Description of the Related Art 

[0005] Computer systems frequently store voluminous 
quantities of data on mass storage devices. A hard drive or 
a disk drive is one form of mass storage. Popular interface 
formats that are used for hard drives include the various 
versions of the small computer system interface (SCSI) and 
the AT attachment (ATA) interface standards. 

[0006] Those in the art have sought to use loW cost drives, 
such as ATA drives, in relatively high reliability applications 
to save cost. HoWever, an end user of an off-the-shelf hard 
drive often has no convenient or timely Way of identifying 
Whether the drive selected is reliable or unreliable. 

[0007] Adisk drive typically includes an internal ?rmware 
driven controller, Which can be prone to ?rmware bugs. One 
example of a ?rmWare bug that results in corrupt data is a 
?rmWare bug in code that is responsible for caching hard 
disk data to a memory buffer. In addition, a drive can 
occasionally seek to an incorrect location on a hard disk 
platter. For example, When a host computer or controller 
requests data from logical block address A, the drive can 
unexpectedly return data from logical block address B 
instead of logical block address A. 

[0008] In a conventional drive, the erroneous seek occurs 
Without Warning or indication and the host system is 
unaWare that the drive has erroneously provided data from 
a Wrong location. Although error checking protocols exist, 
the error checking in a conventional drive is limited to the 
veri?cation of data transmitted from the drive to a host on an 
interconnect system, e.g., error checking Within an ATA 
interface. Where the data in the drive is already corrupted by, 
for example, seeking to the Wrong physical location, con 
ventional error checking schemes may fail to detect the 
error. 

[0009] One conventional approach to improve the reliabil 
ity of a drive embeds error checking information in non 
standard siZe sector. For example, one conventional 
approach uses special hard drives that store error checking 
information in tWo or more bytes of the non-standard siZe 
sector. A standard sector contains 512 bytes. By contrast, the 
special hard drives store error checking information in the 
extra tWo or more bytes of the larger than standard siZe 
sectors. A disadvantage to the special drives is a loss in 
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economies of scale, as the special drives differ from standard 
off-the-shelf drives and are produced in much smaller quan 
tities. 

SUMMARY OF THE INVENTION 

[0010] Embodiments of the present invention overcome 
the disadvantages of current systems by providing tech 
niques that alloW ordinary disk drives to verify that a seek 
to a track has been properly commanded by verifying that 
the desired sector has been accessed. The techniques can 
apply to single disk drives or to multiple disk drive systems 
such as in a redundant array of inexpensive disks (RAID). 
One embodiment maintains a reference to the logical block 
address of a cluster in an extra sector of the cluster, Which 
alloWs the embodiment to verify that the seek had been 
properly executed. 

[0011] Other embodiments according to the present inven 
tion advantageously maintain an error detection code, such 
as a Cyclic Redundancy Check (CRC) checksum, in an extra 
sector of the cluster that can be used to verify the integrity 
of the remainder of the data in the cluster. In yet another 
embodiment, both the reference to the logical block address 
and the error detection code are stored in the extra sector. 

[0012] One embodiment of the present invention groups 
sectors in the disk drive into clusters of sectors. The cluster 
referenced herein is different than the cluster used in a ?le 
allocation table (FAT The cluster of sectors according to an 
embodiment of the present invention includes multiple 
input/output data sectors and at least one “extra” sector. The 
extra sector maintains error checking information that can be 
used to verify the data in the data sectors, to verify that a 
read/Write head has performed a seek to the correct track, 
and the like. The error checking information is recalculated 
upon extraction of the data from the cluster and compared 
With the previously stored calculation. In one example, a 
reference to a logical block address of a sector in the cluster 
is stored in the extra sector. In another example, the data 
veri?cation portion of the error checking information con 
forms to a CRC-CCITT polynomial. The extra sectors 
occupy a portion of the storage space of the disk drive and 
the logical block addresses used by a host computer system 
are translated to neW logical block addresses used by the 
disk drive. A number of sectors requested for transfer can 
also be translated to compensate for the sectors occupied by 
the extra sectors. 

[0013] According to one embodiment of the present inven 
tion, to perform a Write operation to the disk drive, the old 
data from the data group of the cluster disk drive is ?rst read, 
then modi?ed With the neW data, and then Written to the disk 
drive. The read-modify-Write process alloWs a computation 
of the error checking information to be performed quickly 
and efficiently. A memory buffer can also be used to tem 
porarily store the data to be Written to the disk drive. 

[0014] In another embodiment of the present invention, an 
indicator of a location of a cluster of sectors is stored in an 
extra sector of the disk drive. In one embodiment, the 
indicator corresponds to the logical block address (LBA) of 
the ?rst data sector of the cluster of sectors. By maintaining 
a reference to the physical location of the accessed sector, 
the embodiment can detect Whether the correct sector has 
been accessed. If an erroneous seek occurred, another seek 
can be commanded to the hard drive, by, for example, setting 
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an interrupt to a ?rmware controller. In one embodiment, the 
other seek can include a command to move the read/Write 
head to other tracks, a command to ?ush a memory cache, 
and the like. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] These and other features of the invention Will noW 
be described With reference to the draWings summariZed 
beloW. These draWings and the associated description are 
provided to illustrate preferred embodiments of the inven 
tion, and not to limit the scope of the invention. 

[0016] FIG. 1 illustrates a typical sector format. 

[0017] FIG. 2 illustrates a sector format according to one 
embodiment of the present invention. 

[0018] FIG. 3 illustrates a conventional hard drive inter 
connected With a host computer system. 

[0019] FIG. 4 illustrates an auXiliary disk controller 
according to an embodiment of the present invention. 

[0020] FIG. 5 is a ?oWchart of a process, according to an 
embodiment of the present invention, of Writing to a hard 
drive. 

[0021] FIG. 6 is a ?oWchart of a process, according to an 
embodiment of the present invention, of reading from a hard 
drive. 

[0022] FIG. 7 consists of FIGS. 7A and 7B, and illus 
trates a block diagram of a circuit that generates eXtra sector 
information. 

[0023] FIG. 8 illustrates an embodiment of the present 
invention incorporated into a controller for a redundant array 
of inexpensive disks (RAID). 

[0024] FIG. 9 illustrates an alternative embodiment of the 
present invention for a redundant array of inexpensive disks 

(RAID). 

Glossary of Terms 

The smallest unit of data that can be accessed in a hard 
disk. In a conventional drive, a sector holds 512 bytes of 
data. Some systems do not address an individual sector; 
rather, the system relates ?les to clusters. 
A group or arrangement of sectors. 
A generic term that refers to a calculation that can be used 
to verify the integrity of data. Traditionally, a checksum 
Was a simple summation, but the term noW encompasses 
more sophisticated algorithms such as the Cyclic 
Redundancy Check (CRC). 

CRC: A checksum based on a polynomial division of data. 

Sector: 

Cluster: 
Checksum: 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0025] Although this invention Will be described in terms 
of certain preferred embodiments, other embodiments that 
are apparent to those of ordinary skill in the art, including 
embodiments Which do not provide all of the bene?ts and 
features set forth herein, are also Within the scope of this 
invention. Accordingly, the scope of the present invention is 
de?ned only by reference to the appended claims. 
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[0026] A disk drive subsystem according to an embodi 
ment of the present invention can advantageously detect 
When a disk drive has returned erroneous information by 
seeking to a Wrong sector. In one embodiment, the sub 
system organiZes the hard disk into 33-sector clusters and 
stores a logical block address (LBA) of the ?rst sector in the 
cluster and a Cyclic Redundancy Check (CRC) checksum of 
the ?rst 32 sectors of the cluster in the 33rd sector of the 
cluster. In response to a read request from a host computer 
system, the subsystem veri?es that a seek to the desired track 
occlurred by reading and comparing the LBA stored in the 
33 sector to an eXpected LBA. The subsystem can perform 
subsequent measures to attempt to retrieve the correct infor 
mation and can further provide a Warning to a host computer. 
Advantageously, the subsystem is compatible With eXisting 
standard off the shelf disk drives, although in some embodi 
ments, the subsystem can also be incorporated into the disk 
drive itself. 

[0027] A typical disk drive, such as a hard drive, stores 
data on a platter that is spun at a relatively high rpm by a 
spindle. In some hard drives, multiple platters are used to 
increase the capacity of the hard drive. The hard drive stores 
data on the platter by encoding the data and Writing magnetic 
?uX transitions or magnetic ?uX reversals on the surface of 
the platter With a head. To retrieve the stored data, the head 
reads the magnetic ?uX transitions and the hard drive 
decodes the transitions to data. Of course, the head can 
include multiple read and multiple Write heads. A servo 
moves the head to align the head to a track. Control logic, 
Which can include an embedded microcontroller, controls 
the positioning of the head by the servo. The positioning of 
the head over a track is one operation that is performed 
during a seek to data. 

[0028] The platter is typically arranged into numerous 
tracks (or cylinders for multiple platter drives) that can be 
Written to and read by the head. For eXample, a typical 
platter has in the tens of thousands of tracks. A typical track 
contains thousands of sectors, each of Which, in a standard 
hard drive, contains 512 bytes of data. In a hard drive using 
Zone bit recording (ZBR), the tracks of the platter are further 
grouped into Zones such that an outer track, With greater 
circumference than an inner track, contains more sectors 
than the inner track. 

[0029] In some hard drives, a sector is speci?ed by its 
track and sector number. A sector can also be speci?ed by a 
logical track and sector number. In many conventional hard 
drives, each sector of the hard drive is assigned a logical 
block address (LBA). A host system requests data from the 
hard drive by specifying an LBA or a set of LBAs, and an 
embedded microcontroller translates the LBA received from 
the host to the physical address of the sector on the platter. 
When the embedded microcontroller erroneously commands 
a read from a sector that does not correspond to the LBA, the 
hard drive returns erroneous information. 

[0030] FIG. 1 illustrates a typical sector format. Atop roW 
102 indicates the sectors and a bottom roW 104 indicates the 
corresponding LBAs of the sectors above. In a typical disk 
drive, each sector corresponds to an LBA as shoWn in FIG. 
1. For eXample, the millionth sector can correspond to the 
millionth LBA address. In the typical sector format shoWn in 
FIG. 1, N corresponds to the highest valid LBA for data. The 
highest valid LBA is typically determined by the number of 
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valid sectors in the disk drive, and the number of valid 
sectors in the disk drive is typically less than the highest 
possible address that could be addressed by the number of 
address bits that carry the LEA. In one embodiment, the 
LEA is de?ned by 64 bits to alloW a relatively large number 
of sectors to be addressed. 

[0031] FIG. 2 illustrates a sector format according to one 
embodiment of the present invention. A top roW 202 again 
indicates the sectors and a bottom roW 204 indicates the 
corresponding LBAs of the sectors as seen from a system 
external to the embodiment. In the illustrated embodiment, 
the sectors are grouped into 33-sector clusters. The ?rst 32 
sectors of the cluster store input/output (I/O) data, and the 
33rd sector of the cluster stores error checking information, 
such as cyclic redundancy check checksums and LBAs. In 
the illustrated embodiment, the LBAs for the system are 
mapped such that the use of every 33rd sector to store error 
checking information is transparent to the external system. 

[0032] FIG. 3 illustrates a conventional hard drive 302 
interconnected With a host computer system 304 by a cable 
or other interconnect 306. In the example shoWn, the hard 
drive 302 and the interconnect 306 conform to an ATA drive 
speci?cation. The host computer system 304 Writes data to 
and reads data from the hard drive 302 via the interconnect 
306. The interconnect 306 carries an address, such as an 
LBA from the host computer system, Which indicates Where 
the hard drive should read or Write. The interconnect further 
carries data corresponding to the address. 

[0033] Many operating systems that can execute on the 
host computer system 304 do not individually access or 
address each sector of the hard drive. Rather, the operating 
system groups sectors into clusters so that the operating 
system does not have to keep track of individual sectors. The 
grouping into clusters alloWs the operating system to main 
tain a relatively small reference table to track the location of 
a ?le. The ?le allocation table (FAT) techniques, as used in 
the Windows@ operating systems from Microsoft Corpora 
tion, are examples of techniques that relate ?les to clusters, 
and thereby sectors, on the hard disk. For example, the FAT 
techniques knoWn as FAT16 and FAT32 reference clusters in 
16-bit and 28-bit tables, respectively. Typically, from 4 to 
64, and from 8 to 64 sectors are grouped into clusters, 
respectively, for the FAT techniques knoWn as FAT16 and 
FAT32. Attention is draWn to the fact that the term “cluster” 
applies generically to a group of sectors and is used herein 
to designate a group of sectors as de?ned Within a FAT of 
computer system 304 as Well as a group of sectors that is 
used by a subsystem or disk manager according to an 
embodiment of the present invention. 

[0034] FIG. 4 illustrates a drive manager 400 according to 
one embodiment of the present invention. The drive man 
ager communicates With the drive 302 and With the host 304 
through a drive bus 402 and a host bus 404, respectively. It 
Will be understood by one of ordinary skill in the art that the 
drive 302 can be a drive from any number of drive types, 
such as ATA, SCSI, etc. The drive manager 400 includes a 
read modify Write circuit 406, a read circuit 408, a control 
circuit 410, a buffer 412, an LBA mapper 414, and option 
ally includes a CRC generator 416. The drive manager 400 
may, for example, be embodied Within an application spe 
ci?c integrated circuit (ASIC) of a disk array controller 
system. 
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[0035] In response to a Write request from the host com 
puter 304 to the drive 302, the read modify Write circuit 406 
accepts data from the host computer 304 and Writes the data, 
together With additional data that enhances the security of 
the host computer data, to the drive 302. In one embodiment, 
the read modify Write circuit 406 ?rst reads the existing data 
on the corresponding sectors, modi?es the data With the data 
received from the host computer 304, and Writes the data to 
the drive 302. The buffer 412 can temporarily store data 
received from the host computer 304 until the data is Written 
to the drive 302. The LBA mapper 414 converts an LBA 
from the host computer 304 to an LBA that is used by the 
drive 302. Further details of the LEA mapping performed by 
the LEA mapper 414 are described later in connection With 
FIG. 5. The optional CRC generator 416 calculates a 
checksum-like computation of the data Written to the drive 
302 so that the integrity of the stored data can be veri?ed at 
a later time. The CRC that is calculated and stored on the 
disk is in addition to a CRC calculation that may be 
computed by a hard disk When the hard disk is transmitting 
data across an interface. Further details of the CRC genera 
tor 416 are described later in connection With FIG. 7. 

[0036] In response to a read request from the host com 
puter 304 to the drive 302, the read circuit 408 accepts data 
from the drive 302 and veri?es that the LEA associated With 
the read request corresponds to the LEA associated With the 
read data. It Will be understood by one of ordinary skill in 
the art that the LEA stored on the drive 302 can be either the 
LEA that is referenced by the host system 304, or the LEA 
used by the drive. If the respective LBAs do not match, the 
drive manager 400 can initiate a number of tasks in 
response, such as set an error ?ag, interrupt a host processor, 
and the like, and can further retry reading the data from the 
drive 302 by commanding another read. Further details of 
reading data from the drive 302 are described in connection 
With FIG. 6. 

[0037] Embodiments of the present invention can advan 
tageously detect a variety of errors that can be made by a 
disk drive. Examples of sources of error include Where data 
is incorrectly Written to a disk, Where data is Written to an 
incorrect location on a disk, Where data is incorrectly read 
from a disk, Where data is read from an incorrect location on 
a disk, and an error in the error detection/correction circuitry, 
such as a stuck bit in a data line. 

[0038] FIG. 5 is a ?oWchart of an overall process 500, 
according to an embodiment of the present invention, Which 
can be executed by the drive manager 400 to Write to a hard 
drive. In State 502, the host computer sends a stream of data 
to be Written to the hard drive. To the host computer, the 
addition of the drive manager 400 is transparent, i.e., no 
special accommodations need to be made. Typically, the host 
computer sends an indication of an LBA from Which to start 
Writing data, sends an indication of the number of sectors 
that the data occupies, and sends the data itself. The process 
advances from State 502 to State 504. 

[0039] In State 504, the drive manager 400 translates an 
LBAused by the system, referred to as a system LBA herein, 
to an LBA used by the drive, referred to as a drive LBA 
herein. In State 504, the drive manager 400 also translates 
the number of sectors to be accessed and Written to from a 
number of sectors from the system point of vieW and from 
the drive’s point of vieW. 
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[0040] In accordance With one embodiment of the present 
invention, the sectors of the hard drive are grouped or 
arranged into clusters by the drive manager 400. The cluster 
referenced herein is not to be confused by the cluster used 
by a host computer in a FAT. The sectors in the cluster are 
further grouped into a data group and an error checking 
group. The data group maintains the data that is normally 
stored in the drive. The error checking group maintains data 
that can be used to verify that the data read from the drive 
came from the correct location on the drive or that the data 

read from the drive matches With a stored CRC. In one 

embodiment, the error checking group is one extra sector per 
cluster. 

[0041] In one example, the data group comprises 32 
sectors and the error checking group comprises 1 sector. One 
sector typically contains 512 bytes and is thereby large 
enough to contain multiple error checking and verifying 
data. Although the error checking group can include more 
than one sector, one sector is preferred to reduce the over 

head disk space used to store the veri?cation information. 
The sectors that comprise the error checking group store 
veri?cation information, such as logical block address and 
cyclic redundancy checks, and as a result, the error checking 
group sectors are no longer available to store normal I/O 

data, Which in turn reduces the effective capacity of the 
drive. A ?rmWare computation can translate the standard 
capacity of the drive to the effective capacity such that the 
host receives an indication of the storage capacity of the 
drive available to the host. It Will be understood by one of 
ordinary skill in the art that the effective capacity can be 
further reduced by the reservation of other sectors in the disk 
drive for other purposes, such as to store con?guration data 
of the drive manager. 

[0042] It Will be understood by one of ordinary skill in the 
art that the number of sectors that are clustered into groups 
by the drive manager 400 is a matter of design choice, and 
that there are tradeoffs associated With the selection of 
cluster siZe. For example, there could be 6 sectors in the 
cluster or there could be 500 sectors in the cluster. For a 
relatively loW number of sectors per cluster, the proportional 
amount of space on the drive dedicated to store error 

checking attributes increases and as a result, a larger per 
centage of the volume of the hard drive is no longer 
available to store data. On the other hand, Where there are a 
relatively large number of sectors per cluster, the propor 
tional amount of space on the drive that is no longer 
available to store I/O data decreases, but more time is 
consumed to complete a read modify Write cycle. The 
accessing of the cluster of sectors, even Where only one 
sector from the cluster is updated, takes longer as the siZe of 
the cluster increases because relatively more sectors are read 
and Written. For example, Where the drive manager 400 
computes a CRC checksum of the data in a relatively large 
data group and stores the CRC checksum in an extra sector, 
a Write to a portion of the data group results in a reading of 
the relatively large data group, a substitution of updated data 
to the relatively large data group, a recalculation of the CRC 
checksum, and a Writing of the relatively large data group to 
the disk drive. 
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[0043] The conversion of a number of sectors and an LBA 
from the host computer to the drive are expressed beloW: 

_ SN (host) 
SN(drive) : SN(host) + D 

_ LBA(host) 
LBA(drive) : LBA(host) + D 

[0044] In the formulas expressed above, SN(drive) relates 
to the number of sectors to be transferred for the drive, and 
SN(host) relates to the number of sectors to be transferred 
for the host computer. Similarly, LBA(drive) relates to the 
logical block address of a sector in the drive (also referred 
to as a physical LBA), and LBA(host) relates to the logical 
block address requested by the host computer. D relates to 
the number of data sectors in a cluster. Additionally, the 
result of the division is simply truncated and not rounded. 

[0045] It Will be understood by one of ordinary skill in the 
art that implementation of a division in hardWare can require 
complex circuitry. Thus, the number of sectors in a data 
group of a cluster, denoted by D above, preferably conforms 
to a poWer of 2, e.g., 8, 16, 32, 64, and so on. By conforming 
to a poWer of 2, a division by the number of sectors in a data 
group, D, can be implemented by a simple shift to the right. 
Preferably, the number of sectors in a data group of a cluster, 
D, ranges from about 16 sectors to 64 sectors. More pref 
erably, the number of sectors in a data group, D, includes 16, 
32, or 64. 

[0046] Typically, the number of sectors, SN(host), that can 
be requested for transfer is limited to an 8-bit ?eld (one to 
255 sectors). In one embodiment, the number of sectors in 
the data group, D, is 32, and the number of sectors, SN(host), 
is further constrained to a multiple of 32, e.g., 32, 64, 96, 
128, 160, and so on. SN(host) can thereby be represented by 
the three most signi?cant bits of the 8-bit ?eld, such as, xyZ0 
0000(b). The division of SN(host) by D, Which in the 
illustrated embodiment is 32, can be easily accomplished by 
shifting to the right 5 bits, Which is then easily added back 
to SN(host). The illustrated addition does not actually 
require the use of an adder circuit because the constraint of 
D, the number of sectors in a data group, conforming to a 
multiple of 32 in the illustrated embodiment clears the least 
signi?cant bits of SN(host). The result of the operation is 
SN(drive)=xyZ0 0xyZ(b). 
[0047] Typically, an LBA for an ATA drive is speci?ed as 
a 28-bit address. In one embodiment, 64 bits are reserved for 
the LEA. Any bits that are unused can be set to Zero. In the 

illustrated embodiment, the LBA(drive) is computed by 
shifting LBA(host) 5 bits to the right, and adding the result 
back to LBA(host) in an adder. The “extra” sector, Which is 
a 33rd sector in the illustrated embodiment, stores the LEA 
and the CRC of the preceding 32 sectors. In one embodi 
ment, one LEA is stored in the extra sector and the LEA 
corresponds to the “physical” LBA of the ?rst sector in the 
cluster. In addition, the LEA stored in the extra sector can be 
that of any sector in the cluster, or a value derived from the 
appropriate LBA, rather than the LEA itself. Of course, the 
“extra” sector can be the ?rst sector in the cluster, rather than 
the last sector, or any other sector in the cluster. 

[0048] It Will be understood by one of ordinary skill in the 
art that the careful selection of the number of data sectors in 
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a cluster and the careful selection of constraints on the 
number of sectors to transfer can greatly simply computa 
tion. However, it Will also be understood by one of ordinary 
skill in the art that although the use of the numbers that are 
a poWer of 2, a multiple of 32, etc., can simplify circuit 
and/or ?rmWare design, other numbers can be used as Well. 

[0049] The process advances from State 504 to State 506. 
In State 506, the drive manager 400 relates a sector to Which 
the host system directs a Write operation to a sector and a 
cluster on the drive. The process advances from State 506 to 
State 508. 

[0050] In State 508, the drive manager 400 reads from the 
selected cluster before completing the Write of data to the 
drive. Preferably, the contents of the selected cluster are read 
into a buffer. The process optionally advances from State 
508 to optional States 510 and 512. In State 510, the drive 
manager 400 veri?es that the stored LBA in the eXtra sector 
of the cluster matches With the LEA that is requested 
(including translation of LBAs as necessary). In one 
embodiment, only the LEA of the ?rst sector of a cluster is 
stored in the eXtra sector, but it Will be understood by one of 
ordinary skill in the art that the LEA of any sector of the 
cluster, or another value related to the LEA of a sector in the 
cluster can be stored and read such that the cluster can be 
identi?ed. In another embodiment, an identi?er for the 
cluster is stored. 

[0051] In State 510, the drive manager 400 can also 
recalculate the error detection code such as the CRC of the 
stored data and compare the recalculated CRC to the CRC 
stored in the eXtra sector. In response to a detected error in 
the LEA or the CRC, the drive manager 400 can ?ag an 
error, set an interrupt, and the like, and can return to State 
508 through State 513 to attempt to re-read the affected 
cluster, etc., as indicated by State 512. It Will be understood 
by one of ordinary skill in the art that a re-read of the cluster 
can include commands to ?ush a memory cache in the drive 
and/or seek to other portions of the drive. 

[0052] State 513 limits the number of times that the drive 
manager 400 attempts to re-read the affected cluster, thereby 
preventing an in?nite loop. When a predetermined number 
of iterations through States 508, 510, 512 and 513 occurs, 
the process proceeds from State 513 to State 515. In State 
515, the drive manager signals an error, Which can provide 
an indication to the host computer of a failed read. 

[0053] OtherWise, the process advances to State 514. In 
State 514, the drive manager 400 updates the contents of the 
buffer that correspond to the neW sector data indicated by the 
host computer. In another embodiment, the drive manager 
400 updates the corresponding sector in the hard drive 
directly. Of course, in an embodiment Where an error detect 
ing code such as a checksum or CRC is not calculated, the 
sectors in the cluster that are not updated do not need to be 
read. The process advances from State 514 to State 516. 

[0054] In State 516, the drive manager 400 recalculates 
the CRC for the data sectors of the cluster so that the CRC 
corresponds With the neW data in the data sectors of the 
cluster. The process advances from State 516 to State 518. 
In State 518, the drive manager 400 copies the cluster to the 
appropriate location in the drive. The entire process 500 or 
portions thereof can be repeated Where multiple sectors are 
Written by the host computer. 
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[0055] FIG. 6 is a ?oWchart of a corresponding process 
600, according to an embodiment of the present invention, 
of reading from the hard drive. States 602 to 612 of FIG. 6 
are similar to States 502 to 512 of FIG. 5. In State 602, the 
host computer sends a request to read data from a sector in 
the hard drive. During a read request, the addition of the 
drive manager 400 disposed betWeen the host computer and 
the drive is transparent to the host computer. Typically, the 
host computer requests data from a sector identi?ed by the 
host computer’s LBA, and requests the number of sectors for 
Which the hard drive should supply data. 

[0056] The process advances from State 602 to State 604. 
In State 604, the drive manager 400 translates the host 
computer system’s LBA to the drive LBA as described in 
connection With State 504 of FIG. 5. Similarly, the drive 
manager 400 translates the host computer system’s 
requested number of sectors to the drive’s number of sectors. 
The process advances from State 604 to State 606. 

[0057] In State 606, the drive relates a sector that is 
requested by the host computer to a cluster of sectors. In one 
eXample Where one sector is requested by the host computer 
and a cluster includes 33 sectors, 32 of Which are data 
sectors and one of Which is an “extra” sector, the cluster of 
sectors corresponds to all 33 sectors in the same cluster as 
the requested sector. The process advances from State 606 to 
State 608. 

[0058] In State 608, the drive reads the contents of the 
cluster associated With the requested sector. Preferably, the 
contents of the cluster are read into a buffer. The process 
advances from State 608 to State 610. In State 610, the drive 
manager 400 veri?es that the stored LBA retrieved from the 
eXtra sector of the cluster matches With the eXpected LBA. 
In one embodiment, the stored LEA is the LEA of the ?rst 
sector in the cluster. The drive manager 400 can optionally 
verify the integrity of the retrieved data by calculating an 
error detection code such as a CRC of the data sectors of the 
cluster and comparing the calculated CRC With the CRC 
stored in the eXtra sector of the cluster. The process advances 
from State 610 to State 612. In State 612, the drive manager 
400 can respond to an error in the LEA or CRC by, for 
eXample, attempting to re-read the cluster as described in 
connection With State 512. Where re-reading is selected, 
State 612 returns to State 608. As described in connection 
With FIG. 5, the number of times that the process returns to 
State 608 can be predetermined to avoid an in?nite loop. In 
addition, a maXimum limit on the number of re-read cycles 
can be programmed or selected to avoid an in?nite loop. 

[0059] The process advances from State 612 to State 614. 
In State 614, the drive manager 400 selects the content of the 
cluster corresponding to the desired sector and accordingly 
transfers the selected content of the cluster to the host 
computer. Of course, the entire process 600 or portions 
thereof can be repeated Where multiple sectors are requested 
by the host computer. 
[0060] FIG. 7 illustrates a block diagram of one embodi 
ment of a circuit 700 according to the present invention that 
generates eXtra sector information. The circuit 700 can be 
implemented in an application speci?c integrated circuit 
(ASIC), in a programmable gate array such as a ?eld 
programmable gate array (FPGA), in a programmable logic 
device, (PLD), or Within another type of integrated circuit 
device. The functions of the circuit 700 could alternatively 
be implemented Within the ?rmWare of a microcontroller. 
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[0061] The host computer system communicates With a 
FIFO buffer 702. To the host computer system, the circuit 
700 is transparent, i.e., looks substantially similar to a 
normal disk drive, albeit With reduced memory capacity. A 
disk drive communicates With the circuit 700 through tri 
stateable buffers 704 and input buffers 706 or through 
transceivers. When the data is Written from the FIFO buffer 
702 to the disk drive, a read/W_r1t_e control signal 708 is 
activated as a “loW” in the illustrated embodiment. The loW 
state of the read/W_r1t_e control signal 708 enables the outputs 
of the tri-stateable buffers 704 and selects an output 710 of 
the FIFO buffer 702 through a ?rst multiplexer 712. It Will 
be understood by one of ordinary skill in the art that the 
output 710 and an input 714 of the FIFO buffer 702 can be 
multiplexed as I/O signals and the function of the ?rst 
multiplexer 712 can be replaced by tri-stateable gates. 

[0062] When data is Written to the FIFO buffer 702, the 
read/W_r1t_e control signal 708 is activated as a “high” in the 
illustrated embodiment. The high state of the read/W_r1t_e 
control signal 708 disables the tri-stateable buffers 704 
thereby avoiding bus contention and alloWing the input 
buffers 706 to read data from the disk drive. The high state 
of the read/W_r1t_e control signal 708 further controls the ?rst 
multiplexer 712 so that the ?rst multiplexer selects the input 
714 to the FIFO buffer 702. The ?rst multiplexer 712 thereby 
alloWs one CRC generation circuit 716 to be used for 
calculation of both input and output data, i.e., alloWs reuse 
of the CRC generation circuit 716 for the initial computation 
and the veri?cation computation. In one embodiment, the 
CRC generation circuit 716 computes the CRC polynomial 
knoWn as the CRC-CCITT polynomial. 

[0063] As explained in connection With FIG. 5, one 
embodiment of the present invention reads data from the 
cluster or clusters associated With an updated sector or 
sectors and substitutes the updated content in the FIFO 
buffer 702 before the data is Written to the disk drive. When 
data is Written to the disk drive, the data is output from the 
FIFO buffer 702 through the outputs 710 and is selected by 
a second multiplexer 718. The second multiplexer selects the 
output 710 When an extra sector control signal 720 is not 
activated. When the extra sector control signal 720 is 
activated, the second multiplexer selects as the input that is 
coupled to a third multiplexer 721. The third multiplexer 721 
provides access to CRC and LBA veri?cation data that is 
subsequently stored on the disk drive. 

[0064] The data then passes through a ?rst and a second 
Write latch 722, 724, and then through the tri-stateable 
buffers 704 and onto the disk drive. It Will be understood by 
one of ordinary skill in the art that the ?rst and the second 
Write latches 722 can be interspersed in the main data path 
as shoWn in the illustrated embodiment or can be fanned out 

on a separate path. In the illustrated embodiment, the ?rst 
and second Write latches 722 and 724 are con?gured to 
capture sequential Words so that the sequential Words can be 
compared in a dual-rail comparator 726. 

[0065] The dual-rail comparator 726 advantageously 
alloWs the illustrated embodiment to detect a broad range of 
latent defects in the error detection/correction circuitry. Such 
latent defects, such as bits stuck at logic “1” or logic “0” can 
be dif?cult to detect. For example, Where bits are stuck at 
logic “0,” a checksum of the bits can consequently sum to 
Zero and indicate a valid condition, When in fact a fault 
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exists. By Writing both the true and the complementary 
forms of error checking data, the dual-rail comparator 726 
detects such latent defects, thereby permitting the circuit 700 
to conform to a “self-checking checker.” 

[0066] In addition, the dual-rail comparator 726 can dis 
tinguish betWeen errors Where the disk drive is at fault and 
errors Where the circuit 700 is at fault. Where the stored LEA 
is stored in both inverted and non-inverted forms, a further 
comparison betWeen the tWo stored forms can reveal a 
defect in the error checking or error detecting circuitry. For 
example, Where the comparison betWeen inverted and non 
inverted forms consistently detects an error in a bit, the 
circuit 700 can treat the failure as a failure in the error 
checking circuitry itself and ignore the failure When access 
ing the disk drive. 

[0067] The illustrated embodiment provides CRC and 
LBA veri?cation data from the third multiplexer 721 in 
every other 16-bit Word. A one’s complement of each Word 
of CRC and LBA data is stored in the 16-bit Word locations 
that are skipped so that a simple compare operation, Which 
can be implemented by Exclusive-OR (XOR) gates, can 
detect an error in the veri?cation data. A fault signal 728 
indicates an error in the veri?cation data. In response to the 
fault signal 728, the system can log a failure, set an interrupt, 
re-read data, etc. 

[0068] In one embodiment, a set of XOR gates 730 
implements the one’s complement by inverting the CRC 
data from the CRC generation circuit 716 and the LEA data 
from an LBA generation circuit 732 in response to the least 
signi?cant bit (LSB) of an address of a Word counter 734. 
The LBA generation circuit 732 converts the host comput 
er’s LBA to the disk drive’s LBA as described in connection 
With FIG. 4. 

[0069] The Word counter 734 increments in response to 
each 16-bit Word count, and in the illustrated embodiment, 
the LSB of the Word counter 734 inverts every other Word 
by asserting a logic “1” state as an input to the set of XOR 
gates 730. It Will be understood by one of ordinary skill in 
the art that there are many Ways to invert the CRC and LBA 
data, such as by coupling selectable inverters to the output 
of the third multiplexer 721. In one embodiment, the third 
multiplexer is implemented With multiple tri-stateable gates, 
Which are enabled through decoding logic coupled to the 
Word counter 734. 

[0070] When the circuit 700 Writes the extra sector con 
taining the CRC and the LEA data to the disk drive, the 
second multiplexer 718 selects the output of the third 
multiplexer 721. In one embodiment Where a sector contains 
512 bytes, the extra sector also stores 512 bytes or 256 16-bit 
Words. Table I, beloW, illustrates an exemplary memory map 
Within the extra sector that can be used to address the third 
multiplexer 721. 

TABLE I 

Word address content 

0000 0000 CRC[15:0] 
0000 0001 CRC[15:0] inverted 
0000 0010 CRC[31:16] 
0000 0011 CRC[31:16] inverted 
0000 0100 CRC[47:32] 
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TABLE I-continued 

word address (b) content 

0000 0101 CRC[47:32] inverted 
0000 0110 CRC[63:48] 
0000 0111 CRC[63:48] inverted 
0000 1000 LBA[15:0] 
0000 1001 LBA[15:0] inverted 
0000 1010 LBA[31:16] 
0000 1011 LBA[31:16] inverted 
0000 1100 LBA[47:32] 
0000 1101 LBA[47:32] inverted 
0000 1110 LBA[63:48] 
0000 1111 LBA[63:48] inverted 
0001 0000 to 1111 1111 reserved 

[0071] During a read from the disk drive, the data read 
from the disk drive is latched through a ?rst and a second 
read latch 736, 738. In another embodiment, the ?rst and the 
second read latches 736, 738 are fanned out on a separate 
path rather than interspersed between the disk drive and the 
FIFO buffer 702 as shown in the illustrated embodiment. 
The ?rst and the second read latches 736, 738 allow com 
parison of data read from the disk drive. In one embodiment, 
alternate words in the extra sector are the one’s complement 
of each other. A comparison of the alternate words is again 
performed by the dual-rail comparator 726, which can for 
example, indicate a fault, log errors, and initiate re-reads and 
the like in response to a failed match between a word and its 
complement. 

[0072] Preferably, a CRC checksum of the data sectors is 
also stored in the extra sector. Those of ordinary skill in the 
art recognize the CRC as one of many techniques to validate 
data that is stored or transmitted. Many versions of the CRC 
exist, and these versions are commonly referenced by their 
divisor or “generator polynomial.” In one embodiment, the 
CRC polynomial selected is known as the CRC-CCITT 
polynomial. Table II, below, lists several well-known CRC 
polynomials, though it will be understood that any appro 
priate polynomial or method can be used to verify the data. 

TABLE II 

Name Polynomial 

CRC-16 X:16 + x:15 + xiz + 1 
CRC-CCITT XA16 + XA12 + XAS + 1 A 
CRC-32 XA32 + X26 + X23 + XAZZ + 

[0073] It will be understood by one of ordinary skill in the 
art that an embodiment according to the present invention 
can be implemented in a variety of environments. One 
embodiment of the present invention can be implemented in 
a circuit board, such as a disk array controller board, that 
plugs into an ISA slot or a PCI slot of a standard computer. 
Another embodiment of the present invention is imple 
mented within a motherboard of a host computer system. 

[0074] FIG. 8 illustrates one embodiment of the present 
invention incorporated into a controller for disk array con 
troller, such as one found in a redundant array of inexpensive 
disks (RAID). In a disk array system, multiple hard drives 
are used to provide size, speed, and reliability advantages 
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over a single hard drive. For example, in some RAID 
systems, the contents of a failed hard drive can be recreated 
from parity bits. Because multiple hard drives are used in 
disk arrays, such as RAID systems, the cost of each hard 
drive impacts the overall cost of the disk array system 
multiple times. Embodiments of the present invention 
advantageously allow disk array systems to reliably use less 
expensive ATA hard drives as well as more costly SCSI hard 
drives. 

[0075] FIG. 8 illustrates a disk array controller 800 inter 
spersed between the host computer 304, which can be a 
server, and multiple hard drives 802, 804, 806. The disk 
array controller manages and distributes the storage of 
information across the multiple hard drives 802, 804, 806. 
The disk array controller 800 can be physically co-located 
with the host computer 304, or can be located separately. 
One embodiment of the present invention is advantageously 
incorporated into the disk array controller 800. 

[0076] A typical disk array controller 800 already incor 
porates many components, which can be advantageously 
used to further incorporate an embodiment of the present 
invention at relatively little additional cost. For example, a 
typical disk array controller already contains memory buff 
ers, microcontrollers, interfaces to drives, FPGAs, ASICs, 
PLDs and the like, some of which can be recon?gured to 
incorporate at least a portion of an embodiment of the 
present invention. In one embodiment, each automated 
controller controls a single, respective ATA drive, and 
includes the disk manager circuit shown in FIG. 7. The 
controller 800 can be implemented in hardware, such as in 
an ASIC. Alternatively, the controller 800 is implemented in 
software, such as within the ?rmware of a microcontroller. 

[0077] The host computer 304 can communicate to the 
disk array controller 800 through a variety of interfaces, 
including ATA, SCSI, or a Fibre Channel, and the disk array 
controller 800 can similarly communicate to the hard drive 
in a variety of interfaces as appropriate for the particular 
hard drives used to implement the disk array. In one embodi 
ment, the interface from the host computer to the disk array 
controller 800 differs from the interface used to access the 
hard drives. The disk array controller 800 may operate as 
generally described in US. Pat. No. 6,098,114, the disclo 
sure of which is hereby incorporated by reference. 

[0078] FIG. 9 illustrates an alternative embodiment of the 
present invention for a RAID. In the embodiment illustrated 
in FIG. 9, disk managers 400 are coupled between the disk 
array controller 900 and multiple hard drives 902, 904, and 
906. 

[0079] Various embodiments of the present invention have 
been described above. Although this invention has been 
described with reference to these speci?c embodiments, the 
descriptions are intended to be illustrative of the invention 
and are not intended to be limiting. Various modi?cations 
and applications may occur to those skilled in the art without 
departing from the true spirit and scope of the invention as 
de?ned in the appended claims. 

What is claimed is: 
1. Amethod of controlling a disk drive so as to determine 

whether data returned by the disk drive was read from a 
correct location, the method comprising: 
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storing data on the disk drive Within clusters of sectors 
such that a cluster includes multiple input/output (I/O) 
data sectors and an error detection sector, Where the 
error detection sector contains a value indicating a 
physical location on the disk for the cluster; and 

in response to a read request from a host, reading a cluster 
of data from the disk drive, and comparing the value 
contained in an error detection sector of the cluster to 
an eXpected value to determine Whether the disk drive 
accessed data from a correct physical location on the 
disk drive. 

2. The method as de?ned in claim 1, Wherein the error 
detection sectors further contain error detection codes for 
I/O data stored Within the respective data sectors, and 
Wherein reading a cluster further comprises determining 
Whether the error detection code Within the cluster data is 
consistent With the I/O data Within the cluster data. 

3. The method as de?ned in claim 2, Wherein the error 
detection code is a CRC code generated from all I/O data 
stored Within the corresponding cluster. 

4. The method as de?ned in claim 1, Wherein the disk 
drive is an ATA disk drive. 

5. The method as de?ned in claim 1, Wherein each cluster 
contains exactly one error detection sector. 

6. The method as de?ned in claim 1, Wherein the method 
is implemented Within automated circuitry of a controller 
device. 

7. The method as de?ned in claim 1, Wherein the method 
is performed such that the disk drive’s hardware and ?rm 
Ware can remain unmodi?ed. 

8. The method as de?ned in claim 1, Wherein the sectors 
of the cluster belong to a single disk drive. 

9. An error detection system that controls a disk drive to 
provide an indication as to Whether the disk drive accessed 
a correct location, the system comprising: 

a store circuit adapted to store data on the disk drive 
Within clusters of sectors, Where a cluster includes 
multiple input/output (I/O) data sectors and an error 
detection sector, Where the error detection sector con 
tains a value that indicates a physical location on the 
disk that corresponds to a sector from the cluster; and 

a read circuit adapted to read a cluster of data from the 
disk drive in response to a read request from a host, and 
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to compare a value retrieved Within the cluster of data 
to an eXpected value to determine Whether the disk 
drive accessed data from a correct physical location on 
the disk drive. 

10. The system as de?ned in claim 9, Wherein the store 
circuit is further adapted to store error detection codes for 
I/ O data stored Within the respective data sectors of the error 
detection sectors, and Wherein the read circuit is further 
adapted to determine Whether the error detection code stored 
Within the cluster data is consistent With the I/O data Within 
the cluster data. 

11. The system as de?ned in claim 10, Wherein the error 
detection code is a CRC code generated from all I/O data 
stored Within the corresponding cluster. 

12. The system as de?ned in claim 9, Wherein the disk 
drive is an ATA disk drive. 

13. The system as de?ned in claim 9, Wherein each cluster 
contains eXactly one error detection sector. 

14. The system as de?ned in claim 9, Wherein the system 
is implemented in an application speci?c integrated circuit 
(ASIC). 

15. The method as de?ned in claim 9, Wherein the data 
sectors and the error detection sector of the cluster belong to 
a single disk drive. 

16. A method of detecting an error in a disk drive, the 
method comprising: 

receiving input/output data to be Written to the disk drive; 

Writing the input/output data and additional veri?cation 
data to the disk drive, Where the input/output data and 
the additional veri?cation data are stored in a cluster of 
the disk drive, Where a sector containing the additional 
veri?cation data is separate from sectors that store the 
input/output data in the cluster; 

receiving the input/output data and the additional veri? 
cation data from the disk drive, Where the input/output 
data and the additional veri?cation data contains an 
error; and 

comparing the additional veri?cation data to an eXpected 
veri?cation data to detect the error. 

17. The method as de?ned in claim 16, Wherein the 
sectors of a cluster are Within a single disk drive. 

* * * * * 


