
US 20040162999A1 

(12) Patent Application Publication (10) Pub. No.: US 2004/0162999 A1 
(19) United States 

Schreiber et al. (43) Pub. Date: Aug. 19, 2004 

(54) METHOD FOR IMPROVED PASSWORD (30) Foreign Application Priority Data 
ENTRY 

Dec. 19, 2002 (GB) ....................................... .. 02297273 

(75) Inventors: Graeme G. Schreiber, RenfreWshire 
(GB); Andrew R. Knox, Ayrshire (GB) 

Correspondence Address: 
IBM CORPORATION 
PO BOX 12195 
DEPT 9CCA, BLDG 002 
RESEARCH TRIANGLE PARK, NC 27709 
(Us) 

(73) Assignee: International Business Machines Cor 
poration, Arrnonk, NY 

(21) Appl. No.: 10/727,428 

(22) Filed: Dec. 4, 2003 

Publication Classi?cation 

(51) Int. Cl? ........................... .. G06F 11/30; H04L 9/32; 
G06F 12/14; H04L 9/00 

(52) Us. 01. .......................................... .. 713/202; 713/200 

(57) ABSTRACT 
A method of authentication is described that uses both 
relative and absolute values of inter-keystroke intervals 
measured during entry of a unique identi?er. Both the 
relative and absolute values have to be achieved during entry 
of the unique identi?er. The relative values are the ratio of 
each of the inter-keystroke intervals divided by one of the 
inter-keystroke intervals or divided by the average inter 
keystroke interval. 
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METHOD FOR IMPROVED PASSWORD ENTRY 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates generally to the entry 
of passwords, codes or identi?cation numbers into data 
processing systems, Automated Teller Machines (ATMs), 
locks, or other security or access control type devices. More 
particularly, the invention relates to the checking of the 
rhythm and tempo used for entry of the passWord, code or 
identi?cation number. 

[0003] 2. Description of Related Art 

[0004] It is knoWn that IBM Technical Disclosure Bulletin 
v.30, n.5, October 1987, p.258, entitled “Passwords for 
Computer Systems and Cipher Locks Containing Rhythm 
Patterns” discloses the use of a passWord With timing 
constraints such as the pauses betWeen key-presses or the 
duration of the key-press being added. The pauses or dura 
tion are prede?ned and may be either “long” or short” and 
may be either relative to each other or absolute values. 

[0005] US. Pat. No. 4,621,334 discloses a personal iden 
ti?cation apparatus in Which a mean time betWeen key 
strokes is used to determine Whether a person attempting to 
gain access is the person Who should be granted access to the 
system. 

[0006] US. Pat. No. 4,805,222 discloses a method of 
verifying a person’s identity by measuring the average 
inter-character time betWeen successive pairs of keystrokes 
and comparing this With a pre-stored sample. 

[0007] US. Pat. No. 5,557,686 discloses a user veri?ca 
tion system in Which vectors are constructed from user 
inputted samples and a neural netWork is used to determine 
Whether the user inputted samples are similar to a sample 
entered for user veri?cation. 

[0008] US. Pat. No. 5,721,765 discloses a security system 
in Which digits of an identi?cation number are separated into 
tWo or more groups that must be entered With a predeter 
mined time delay betWeen each of the tWo or more groups. 

[0009] US. Pat. No. 6,151,593 discloses a neural netWork 
Which compares a timing vector eXtracted from the key 
strokes a user has typed in With a training set to authenticate 
the identity of the user. 

[0010] It Would be desirable to alloW entry of a passWord, 
code or identi?cation number according to a rhythm and 
tempo de?ned by the user entering the passWord, code or 
identi?cation number during a learning period. 

SUMMARY OF THE INVENTION 

[0011] Accordingly the invention provides a method of 
authenticating a user Where the method comprises: provid 
ing a user unique identi?er, the unique identi?er comprising 
both a sequence of keystrokes and the inter-keystroke inter 
vals associated With provision of those keystrokes; compar 
ing the unique identi?er provided by the user With a refer 
ence unique identi?er by: comparing the absolute inter 
keystroke intervals of the unique identi?er With the absolute 
inter-keystroke intervals of the reference unique identi?er 
and returning a true indication if the absolute inter-keystroke 
interval of the unique identi?er is Within a predetermined 
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tolerance of the absolute inter-keystroke interval of the 
reference identi?er; comparing the relative inter-keystroke 
intervals of the unique identi?er With the relative inter 
keystroke intervals of the reference unique identi?er and 
returning a true indication if the relative inter-keystroke 
interval of the unique identi?er is Within a predetermined 
tolerance of the relative inter-keystroke interval of the 
reference identi?er; authenticating said user if both said 
absolute comparison step and said relative comparison step 
return a true indication. 

[0012] The invention has the advantage that both the 
absolute inter-keystroke interval and the relative inter-key 
stroke interval are compared and if the tWo comparisons are 
suf?ciently close, that is, Within a predetermined tolerance, 
then the comparison is true. In this Way a user can add a 
rhythm and a tempo to the Way in Which they enter the 
unique identi?er. 

[0013] In a preferred embodiment, the relative inter-key 
stroke intervals are the ratio of the inter-keystroke intervals 
and the inter-keystroke interval betWeen entry of the ?rst of 
said sequence of keystrokes and the second of said sequence 
of keystrokes. The use of the relative inter-keystroke inter 
vals being calculated as relative to the ?rst inter-keystroke 
interval provides for simple computation of the required 
relative ratios. 

[0014] In a preferred embodiment, the method further 
comprises the step of entry by the user of the reference 
unique identi?er and Wherein said predetermined tolerance 
is determined during said step of entry by the user of the 
reference unique identi?er. This alloWs the method to deter 
mine the most appropriate tolerance from the initial entry of 
the reference unique identi?er. The tolerance must be suf 
?ciently large that authentication is not refused due to minor 
variations in entry of the unique identi?er, but also that 
authentication is not given When the unique identi?er is not 
entered by the authoriZed user. 

[0015] In a further aspect of a preferred embodiment, said 
predetermined tolerance is explicitly set by the user. In some 
applications, it may be determined that a particular tolerance 
should be used and that the user should achieve this toler 
ance in order for the unique identi?er to be accepted. For 
eXample, if during entry of the reference unique identi?er, 
there is a large variation in the relative or absolute values of 
the inter-keystroke intervals, then that Would alloW future 
entry of the unique identi?er With a large tolerance. It may 
be desirable to limit the tolerance or to explicitly set the 
tolerance. 

[0016] The invention also provides a computer program 
comprising computer program code means adapted to per 
form the steps of any one of the methods described above. 

[0017] As used herein, “rhythm” is intended to mean 
absolute measures of the time interval betWeen the entry of 
each character or number of the passWord and passWord is 
taken to mean a passWord, code or identi?cation number. 
That is, for eXample, if the characters being entered are 
“fred”, then the interval betWeen entering each of characters 
“f” and “r” might be 203 milliseconds (mS), the interval 
betWeen entering each of characters “r” and “e” might also 
be 203 mS, and the interval betWeen entering each of 
characters “e” and “d” might be 156 mS. 

[0018] Also, as used herein, “Rhythm Tolerance” is 
intended to mean the variation from these absolute values 
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that are permitted for the rhythm of the entry of the pass 
Word, code or identi?cation number to be accepted. For 
example, using the intervals mentioned above, With a 
Rhythm Tolerance of 25%, a range of 153 mS to 253 mS 
(203 mS plus or minus 25%) might be acceptable for the 
interval betWeen entering “f” and “r” and a range of 117 mS 
to 195 mS (156 mS plus or minus 25%) might be acceptable 
for the interval betWeen entering “e” and “d”. 

[0019] Further, as used herein, “tempo” is intended to 
mean relative measures of the time interval betWeen the 
entry of each character or number of a passWord, code or 
identi?cation number. 

[0020] Also, as used herein, “Tempo Tolerance” is taken to 
mean the variation from these Tempo (relative) values that 
are permitted for the rhythm of the entry of the passWord, 
code or identi?cation number to be accepted. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0021] Other aspects, features, and advantages of the 
present invention Will become more fully apparent from the 
folloWing detailed description, the appended claims, and the 
accompanying draWings in Which: 

[0022] FIG. 1 is a How diagram of a learning mode of an 
embodiment of the present invention; 

[0023] FIG. 2 is a screen image at step 102 of FIG. 1; 

[0024] FIG. 3 is a screen image after step 104 of FIG. 1; 

[0025] FIG. 4 is a screen image after step 106 of FIG. 1; 

[0026] FIG. 5 is a screen image of the error indication 
displayed at step 110 of FIG. 1; 

[0027] FIG. 6 is a How diagram of a secure mode of an 
embodiment of the present invention; 

[0028] FIG. 7 is a screen image of the error indication 
displayed at step 614 of FIG. 6; 

[0029] FIG. 8 is a screen image of the error indication 
displayed at step 610 of FIG. 6; 

[0030] FIG. 9 is a screen image of the error indication 
displayed at step 618 of FIG. 6; and 

[0031] FIG. 10 is a screen image of the tempo checking 
portion of the present invention. 

DETAILED DESCRIPTION 

[0032] The use of ?gure reference labels in the claims is 
intended to identify one or more possible embodiments of 
the claimed subject matter in order to facilitate the interpre 
tation of the claims. Such labeling is not to be construed as 
necessarily limiting the scope of those claims to the embodi 
ments shoWn in the corresponding ?gures. The preferred 
embodiments of the present invention and its advantages are 
best understood by referring to the draWings, like numerals 
being used for like and corresponding parts of the various 
draWings. Reference herein to “one embodiment” or “an 
embodiment” means that a particular feature, structure, or 
characteristic described in connection With the embodiment 
can be included in at least one embodiment of the invention, 
but not necessarily in all. The appearances of the phrase “in 
one embodiment” in various places in the speci?cation, 
sequentially or otherWise, does not necessarily indicate that 
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each phrase refers to or is used in reference to the same 
embodiment, nor are separate or alternative embodiments 
mutually eXclusive of other embodiments. The description 
herein is largely based on a particular method as developed 
by the inventors identi?ed above. Those skilled in the art 
Will appreciate that the description can be equally applied to 
other methods involving security, passWords and the like. 

[0033] When a passWord, code or identi?cation number is 
entered into a system by a user, there is typically a rhythm 
associated With the entry of the characters or numbers of the 
passWord, code or identi?cation number. 

[0034] If the rhythm aspect of passWord entry is to be 
used, the system into Which the passWord is entered must 
learn the rhythm associated With a passWord When it is ?rst 
entered. The system does this by having a Learning Mode in 
Which the passWord is entered and the rhythm is learnt. This 
might be a single entry of the passWord, but is preferably at 
least three entries of the passWord in order to alloW for 
variation in entry of the passWord. Once the passWord has 
been learned, a Secure Mode is used, in Which the passWord 
is entered and checked. 

[0035] FIG. 1 shoWs a How diagram of a Learning Mode 
of a ?rst embodiment of the present invention. At step 102 
(initialization), a program WindoW (shoWn in FIG. 2) is 
created on the screen. Referring to FIG. 2, the program 
WindoW 200 has a WindoW title 202 of “No Reference 
Password”. A Rhythm Tolerance slider 204 is set to an initial 
value of 25%. Push-button 210 identi?es that this is a 
LearnMode. Push-button 206 to enter Secure Mode and 
tick-box 208 to Enable Rhythm Checking are initially dis 
abled. The Enter PassWord WindoW 212 is initially blank, 
ready for entry of a passWord. The message WindoW 214 is 
initially empty. 

[0036] At step 104 of FIG. 1, a ?rst entry of a passWord 
is made. In the screen shot of the eXemplary embodiment 
shoWn in FIG. 3, the WindoW title 302 is noW Reference 
PassWord: ‘fred’, since the passWord entered Was “fred”. A 
message is displayed in the message boX 214 Which says 
“NeW reference passWord accepted. The passWord that Was 
typed in appears in the Enter PassWord WindoW 212 and 
learn count WindoW 218 has the teXt “0 Learnt” displayed in 
it because although one passWord entry has been made, this 
has been used to determine What characters or numbers the 
passWord consists of. In alternative embodiments, this ?rst 
entry of the passWord could be used as part of the learning 
process. 

[0037] At step 106 of FIG. 1, a second entry of the 
passWord is made. FIG. 4 shoWs a screen shot taken after the 
second entry of the passWord has been made. As each 
character of the passWord is entered, it is displayed in the 
message boX 214 With the elapsed time interval betWeen 
entry of each character in ms shoWn. Additionally, an 
acceptable range of time intervals computed using the 
rhythm tolerance may be shoWn. In the eXample of FIG. 4, 
this is not shoWn until a third entry of the passWord had been 
made, although this is not an essential feature of the inven 
tion and it could be shoWn after a ?rst entry, or a second 
entry or a subsequent entry of the passWord. 

[0038] When the Enter key or another key representing 
completion of the passWord entry process is pressed, then 
processing moves to step 108 of FIG. 1. If the second entry 
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of the password matched the ?rst entry of the password, the 
words “Password accepted.” are displayed and the learn 
count window 218 now displays a learn count of 1. Pro 
cessing moves to step 112 of FIG. 1 where an acceptable 
range of rhythm values is set. As an example, the message 
window of a subsequent entry might show: 

[0039] ‘f’ (0 ms) [Rangez 0->0] PASS 

[0040] ‘r’ (265 ms) [153->253] FAIL (Slow) 

[0041] ‘e’ (203 ms) [153->253] PASS 

[0042] ‘d’ (157 ms) [117->195] PASS 
[0043] Password accepted. 

[0044] In the example above, the acceptable rhythm range 
has been set between 153 ms and 253 ms for the time 
interval between entry of “f” and “r”, that is the time interval 
for the initial entry with a 25% tolerance applied. Similarly, 
for the time interval between entry of “r” and “e” and for “e” 
and “d”, where the ranges are 153 ms to 253 ms and 117 to 
195 ms respectively. The time interval between entry of “f” 
and “r” was outside the acceptable range and so failed for 
that entry. The time intervals between entry of “r” and “e” 
and for “e” and “d” were within the acceptable ranges for 
those time intervals and so passed for those entries. 

[0045] However, if the second entry of the password does 
not match the ?rst entry of the password, processing passes 
to step 110 of FIG. 1. FIG. 5 shows a screen shot taken after 
an incorrect second entry of the password has been made. 
Preferably, the words “Password text incorrect.” and “Pass 
word not accepted.” are displayed in the message window 
214 and the learn count displayed in the learn count window 
218 is not incremented. An “Invalid Entry” indication 502 is 
displayed in the program window 500. 

[0046] Once suf?cient entries of the correct password have 
been made for a valid acceptable rhythm range to be 
determined, then at step 114 of FIG. 1, a Secure Mode is 
enabled and the push-button 206 for the Secure Mode may 
be selected. At step 116 of FIG. 1, a check is made as to 
whether the Secure Mode has been selected. If the Secure 
Mode has been selected, then the Learning Mode is exited 
at step 118 of FIG. 1 and the Secure Mode (described later 
with reference to FIG. 6) is entered. 

[0047] If the Secure Mode is not selected, then subsequent 
entries of the password can be made at step 120 of FIG. 1. 
At step 122 of FIG. 1 a test is done to see if a subsequent 
entry matches the ?rst entry. If a subsequent entry does 
match a ?rst entry, then at step 124 of FIG. 1 the acceptable 
range is modi?ed to take into account the values of the 
subsequent entry and processing returns to step 116 of FIG. 
1. If a subsequent entry does not match the ?rst entry, then 
an error indication is displayed at step 126 before processing 
returns to step 116 of FIG. 1. 

[0048] Referring now to FIG. 6 which shows a How 
diagram of a Secure Mode. Asecure mode is entered at step 
602. Rhythm checking is allowed, although not enabled at 
step 604. This is achieved in the exemplary embodiment by 
allowing selection of the tick box (208 in FIG. 7) but not 
having the tick box ticked by default. At step 606, the 
password is entered by the user. 

[0049] At step 608, a check is made as to whether or not 
the password text is correct. If the password text is not 
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correct, then “Password text incorrect” and “Password not 
accepted” messages are displayed in the message box (214 
in FIG. 8) and an indication (502 in FIG. 8) is provided that 
the password is an invalid entry and an indication (802 in 
FIG. 8) is provided that the password is not accepted. 
Processing returns to step 606 to accept the entry of pass 
word. If the password text is correct, then at step 612, a 
check is made as to whether rhythm checking is enabled. If 
rhythm checking is not enabled, then at step 614 the pass 
word is accepted and a “Password accepted” message is 
displayed in the message box (214 in FIG. 7) and an 
indication (702 in FIG. 7) is displayed that the password is 
accepted. 
[0050] If rhythm checking is enabled, then at step 616, the 
individual time intervals are checked to see if they fall 
within the respective ranges for those time intervals. If any 
of the time intervals do not fall within the acceptable ranges, 
then “Password rhythm incorrect” and “Password not 
accepted” messages are displayed in the message box (214 
in FIG. 9) and an indication (802 in FIG. 9) is provided that 
the password is not accepted. Processing returns to step 606 
to accept the entry of password. If all of the time intervals 
fall within the acceptable ranges, then at step 620 the 
password is accepted and a “Password accepted” message is 
displayed in the message box (214 in FIG. 7) and an 
indication (702 in FIG. 7) is displayed that the password is 
accepted. 
[0051] In addition to checking the rhythm of entry of the 
password, the tempo is checked. As used herein, “tempo” is 
intended to mean relative measures of the time interval 
between the entry of each character or number of a pass 
word, code or identi?cation number. That is, for example, if 
the characters being entered are “fred”, then the interval 
between entering “f” and “r” might be 203 mS, the interval 
between entering “r” and “e” might also be 203 mS and the 
interval between entering “e” and “d” might be 156 mS. The 
?rst inter-character interval, that is, the interval between 
entering “f” and “r”, may be used as an “anchor” for 
checking the relative timing for the rest of the password. The 
second and subsequent inter-character intervals are divided 
by this ?rst interval to give values for the tempo. So the 
Tempo value for the interval between entering “r” and “e” 
would be 203 mS divided by 203 mS, that is 1.00 and the 
Tempo value for the interval between entering “e” and “d” 
might be 156 mS divided by 203 mS, that is 0.77. 

[0052] In an alternative embodiment, the average of the 
inter-character intervals may be used as an “anchor”. 

[0053] Also, as used herein, “Tempo Tolerance” is taken to 
mean the variation from these Tempo (relative) values that 
are permitted for the rhythm of the entry of the password, 
code or identi?cation number to be accepted. For example, 
using the intervals mentioned above, with a Tempo Toler 
ance of 25%, a Tempo value of 0.75 to 1.25 (1.00 plus or 
minus 25%) might be acceptable for the interval between 
entering “r” and “e” and a range of 0.58 to 0.96 (0.77 plus 
or minus 25%) might be acceptable for the interval between 
entering “e” and “d”. 

[0054] As for the rhythm aspect of password entry, the 
system into which the password is entered must learn the 
tempo associated with a password when it is ?rst entered. 
The system does this by using a Learning Mode and a Secure 
Mode in which the password is entered and the tempo is 
learned. 
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[0055] FIG. 10 shows a program WindoW 1000 With a 
WindoW title 202 of “Reference Password: “fred”. ARhythm 
Tolerance slider 204 is set to an initial value of 25% and a 
Tempo Tolerance slider 1002 is set to an initial value of 25%. 
Tick-box 1004 is included to enable Tempo checking. Mes 
sage WindoW 214 shoWs the elapsed time interval betWeen 
entry of each character in ms, the range that is acceptable 
and Whether the time interval is Within the acceptable range. 
Additionally or alternatively for this embodiment, the ref 
erence tempo is shoWn, together With the minimum and 
maXimum values and Whether or not the tempo is Within the 
tolerance range. 

[0056] Additionally, the embodiment of FIG. 10 includes 
a graphical display 1006 of the rhythm and a graphical 
display 1008 of the tempo. The nominal value is shoWn 
together With the acceptable range. Additionally, the actual 
value for this entry is shoWn. It can then be seen graphically 
Whether or not the actual value falls Within the accepted 
range. 

[0057] FIGS. 2 to 5 and 7 to 10 and the associated 
description describe an embodiment that is a demonstration 
of the principles of the present invention. Considerable 
feedback is provided to the user in the embodiments 
described in order for the user to understand hoW the 
invention Works and in order to alloW the reader of this 
speci?cation to fully understand the invention. Practical 
implementations of the invention hoWever, though claimed 
herein, are not likely to include or require each and all of the 
heretofore eXplainede features. For eXample, it is unlikely 
that the WindoW title of a practical implementation Would 
include the test of the passWord itself. 

[0058] Further, this passWord teXt has been included for 
eXemplary purposes only. While the embodiments described 
might be implemented in a manner similar to that described 
for the learning mode, the secure mode a minimal user 
interface is likely to be used With the user merely being 
asked to provide a passWord and being informed Whether or 
not that passWord has been accepted, Without being told Why 
it Was not accepted. HoWever, the principles of FIGS. 1 and 
6 are likely to be implemented. 

[0059] It Will be further understood that various changes in 
the details, materials, and arrangements of the parts Which 
have been described and illustrated in order to eXplain the 
nature of this invention may be made by those skilled in the 
art Without departing from the principle and scope of the 
invention as expressed in the folloWing claims. Although the 
steps in the folloWing method claims, if any, are recited in 
a particular sequence With corresponding labeling, unless 
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the claim recitations otherWise imply a particular sequence 
for implementing some or all of those steps, those steps are 
not necessarily intended to be limited to being implemented 
in that particular sequence. 

What is claimed is: 
1. A method of authenticating a user comprising the steps 

of: 

providing a user unique identi?er, the unique identi?er 
comprising both a sequence of keystrokes and the 
inter-keystroke intervals associated With provision of 
those keystrokes; 

comparing the unique identi?er With a reference unique 
identi?er by: 

comparing the absolute inter-keystroke intervals of the 
unique identi?er With the absolute inter-keystroke 
intervals of the reference unique identi?er and return 
ing a true indication if the absolute inter-keystroke 
interval of the unique identi?er is Within a predeter 
mined tolerance of the absolute inter-keystroke interval 
of the reference identi?er; 

comparing the relative inter-keystroke intervals of the 
unique identi?er With the relative inter-keystroke inter 
vals of the reference unique identi?er and returning a 
true indication if the relative inter-keystroke interval of 
the unique identi?er is Within a predetermined toler 
ance of the relative inter-keystroke interval of the 
reference identi?er; 

authenticating said user if both said absolute comparison 
step and said relative comparison step return a true 
indication. 

2. A method as claimed in claim 1, Wherein said relative 
inter-keystroke intervals are the ratio of the inter-keystroke 
intervals and the inter-keystroke interval betWeen entry of 
the ?rst of said sequence of keystrokes and the second of 
said sequence of keystrokes. 

3. Amethod as claimed in claim 1, further comprising the 
step of entry by the user of the reference unique identi?er 
and Wherein said predetermined tolerance is determined 
during said step of entry by the user of the reference unique 
identi?er. 

4. A method as claimed in claim 3 Wherein said prede 
termined tolerance is eXplicitly set by the user. 

5. The method of claim 4, Wherein the unique identi?er is 
provided by directly by the user. 

* * * * * 


