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A smart card includes an integrated circuit device having 
secure information therein. A protection circuit is provided 
Within the smart card. This protection circuit is con?gured to 
protect the integrated circuit device, by preventing unautho 
riZed retrieval of the secure information using a poWer 
analysis technique. This is done by maintaining at least one 
poWer supply line that is electrically coupled to the inte 
grated circuit device at a substantially uniform voltage When 
the integrated circuit device is active. This uniform voltage 
operates to mask the operations performed by the integrated 
circuit device, and thereby conceal these operations from 
external hardWare that may be designed to support the poWer 
analysis technique. In particular, a variable capacitor is 
provided to supply displacement current to the poWer supply 
line and the integrated circuit While the capacitance of the 
capacitor is gradually decreased at an appropriate rate to 
support a constant supply voltage on the poWer supply line. 
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SMART CARDS HAVING PROTECTION CIRCUITS 
THEREIN THAT INHIBIT POWER ANALYSIS 

ATTACKS AND METHODS OF OPERATING SAME 

REFERENCE TO RELATED APPLICATION 

[0001] This application claims priority to Korean Appli 
cation Serial No. 2003-7517, ?led Feb. 6, 2003, the disclo 
sure of Which is hereby incorporated herein by reference. 

FIELD OF THE INVENTION 

[0002] The present invention relates to smart card devices 
and methods of operating same. 

BACKGROUND OF THE INVENTION 

[0003] Integrated circuit smart cards have been used fre 
quently in credit card, banking card and identi?cation card 
applications and other card-based applications requiring 
secure data transactions. Smart cards typically include an 
embedded integrated circuit that includes both microproces 
sor components and nonvolatile memory, Which may store 
secure information (e.g., secret key codes, cryptograms, 
passWords, etc.) and other information that may be used by 
the microprocessor. The use of secret codes enables the 
smart cards to carry out secure cryptographic computations 
or communications When they are used in conjunction With 
smart card readers and other compatible devices. 

[0004] Many techniques have been developed to unlaW 
fully acquire the secure information stored Within smart 
cards. Some of these techniques include cryptanalytic tech 
niques, Which can generally be classi?ed into tWo catego 
ries. These categories include passive attack techniques and 
active attack techniques. In a passive attack technique, 
operations are typically performed to measure external elec 
trical characteristics of a smart card When it is undergoing 
normal operations. For example, external current and volt 
age signals generated or received by the smart card may be 
measured to extract internal secure information, Without 
damaging or destroying the card or its internal components. 
In contrast, in an active attack technique, secure information 
may be extracted by probing the card in a manner that 
damages or destroys one or more internal components and 
renders the card unusable for its intended use. 

[0005] Certain passive attacks may analyZe a poWer con 
sumption curve of a smart card When the card is performing 
cryptographic operations. These types of passive attacks 
include both simple poWer analysis (SPA) attacks and dif 
ferential poWer analysis (DPA) attacks. In an SPA attack, an 
attacker evaluates a single poWer consumption curve and 
determines from that curve the identity of the instructions 
and possibly the Hamming Weight of data Words read from 
or Written to the card. HoWever, in a DPA attack, the attacker 
may evaluate multiple poWer consumption curves. These 
passive attacks are more fully described in an article by A. 
Shamir, entitled “Protecting Smart Cards from Passive 
PoWer Analysis With Detached PoWer Supplies,” Cryto 
graphic HardWare and Embedded Systems (CHES), LNCS 
1965 (200), pp. 71-77. 

[0006] FIGS. 1-2 illustrate operations to perform an SPA 
attack on a smart card containing an integrated circuit (IC) 
chip 1. This chip 1 is more fully described at pages 420-424 
of a textbook by W. Rankl and W. Ef?ng entitled Smart Card 
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Handbook, John Wiley & Sons, Ltd. (ISBN 0 471 98875 8) 
(2000). As illustrated, the IC chip 1, Which includes a 
microprocessor and memory elements 2, has six terminals. 
These terminals include a poWer supply terminal (Vcc), a 
ground reference terminal (GND), a reset terminal (RST) for 
receiving a reset signal, a clock terminal (CLK) for receiving 
a clock signal, an I/O terminal that is con?gured to output 
and receive commands and/or data (DATA), and a reserved 
use (RFU) terminal. The poWer supply terminal Vcc 
receives an external voltage (shoWn as Vx). An ammeter (A) 
is also provided for measuring the magnitude and direction 
of a current signal Ix that is supplied to the IC chip 1. As Will 
be understood by those skilled in the art, When the external 
voltage Vx is supplied to the IC chip 1 and the micropro 
cessor and memory elements 2 undergo operations, the 
current measured by the ammeter (A) may re?ect the nature 
of the operations being performed. Thus, as illustrated by 
FIG. 2, the current signal Ix may constitute a Waveform that 
identi?es Whether the IC card 1 is undergoing a non 
operation (NOP), a multiplying operation (MUL) or a jump 
ing operation (J MP). Moreover, by capturing and evaluating 
the current Waveform as a function of time, cryptanalysis 
may perform an SPA attack and thereby extract a secret code 
retained by the memory element. The IC chip 1 of FIG. 1 is 
also susceptible to DPA attacks, Which may evaluate the 
magnitude and direction of differential input currents. 

[0007] US. Pat. No. 6,507,913 to Shamir discloses an 
apparatus for protecting smart cards against SPA and DPA 
attacks When they are inserted into card readers. As illus 
trated by FIG. 1 of the ’913 patent, the apparatus includes 
tWo capacitors 3 and 4 that are embedded Within a smart card 
substrate (e.g., plastic card). The capacitors 3 and 4 are 
sWitched in an alternating back-and-forth sequence so that at 
any given time one of them is being charged by an external 
poWer supply and the other one is being discharged by a 
smart card chip 1. Thus, during the operation of the smart 
card 10, the external poWer supply remains detached from 
the smart card chip 1. Nonetheless, because the voltages on 
the capacitors 3 and 4 Will be reduced by an amount 
proportional to the amount of current consumed by the chip 
1 during each sWitching interval, it may be possible to 
indirectly detect the current consumption pro?le of the chip 
1 by evaluating the external pulsed current Waveforms 
provided to the capacitors 3 and 4 after they have been 
partially discharged in each cycle. Accordingly, notWith 
standing the additional protection provided by the apparatus 
of the ’913 patent, SPA and DPA attacks may still be 
possible. 

SUMMARY OF THE INVENTION 

[0008] Embodiments of the present invention include inte 
grated circuit security systems having reduced susceptibility 
to passive and active attacks. In some embodiments, a smart 
card operates as a security system and this smart card 
includes an integrated circuit device having secure informa 
tion therein. A protection circuit is also provided Within the 
smart card. This protection circuit is con?gured to protect 
the integrated circuit device, by preventing unauthoriZed 
retrieval of the secure information using a poWer analysis 
technique. This is done by maintaining at least one poWer 
supply line that is electrically coupled to the integrated 
circuit device at a substantially uniform voltage When the 
integrated circuit device is active. This uniform voltage 
operates to mask the operations performed by the integrated 
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circuit device, and thereby conceals these operations from 
external or internal hardWare that may be designed to 
support a passive attack or an active attack. In particular, a 
variable capacitor is provided to supply positive displace 
ment current to the poWer supply line and the integrated 
circuit While the capacitance of the variable capacitor is 
gradually decreased at an appropriate rate to support a 
constant supply voltage on the poWer supply line. 

[0009] According to preferred aspects of this embodiment, 
the protection circuit includes a control circuit that is con 
?gured to increase a value of the variable capacitor in 
response to detecting an increase in a voltage of the poWer 
supply line and is further con?gured to decrease the value of 
the variable capacitor in response to detecting a decrease in 
the voltage of the poWer supply line. In this manner, the 
voltage regulating relationship can be maintained for an 
active time interval having a suf?ciently long duration to 
enable the integrated circuit to perform its intended func 
tions. 

[0010] The control circuit may include a comparator that 
is con?gured to compare the voltage of the poWer supply 
line against a reference voltage, Which may be sustained by 
an on-chip battery. An up/doWn counter may also be pro 
vided, Which is electrically coupled to an output of the 
comparator. This up/doWn counter may operate to generate 
a decreasing count signal as the voltage on the poWer supply 
line increases above the reference voltage. This increase in 
the voltage of the poWer supply line may occur When the 
smart card is connected to an external poWer source. Alter 
natively, the counter may operate to generate an increasing 
count signal as the voltage on the poWer supply line 
decreases beloW the reference voltage during the active time 
interval. In some embodiments, a digital-to-analog converter 
(DAC) may also be provided to covert a digital count signal 
into an analog signal that drives a control terminal of the 
variable capacitor. In this manner, the comparator, counter, 
converter and variable capacitor operate collectively as a 
preferred voltage regulator that maintains the voltage on the 
poWer supply line at a substantially uniform value during the 
active time interval. 

[0011] Still further embodiments of the present invention 
include a smart card formed by a substrate having an 
integrated circuit device therein. Aprotection circuit is also 
provided in the substrate. The protection circuit is con?g 
ured to inhibit cryptanalytic analysis of the integrated circuit 
device by maintaining at least one poWer supply line that is 
electrically coupled to the integrated circuit device at sub 
stantially a constant poWer supply voltage (VS). This pro 
tection circuit includes a variable capacitor having a capaci 
tance equal to CV and a ?rst terminal electrically connected 
to the poWer supply line. The protection circuit also includes 
circuit elements therein that are connected to a control 
terminal of the variable capacitor and the poWer supply line. 
These elements operate as means for varying the control 
terminal so that the folloWing relationship is maintained 
valid over a discharge time interval (t1-to-t2) When the 
integrated circuit device is active and the variable capacitor 
is supplying positive displacement current to the integrated 
circuit device: 

[0012] Where VS represents the substantially constant sup 
ply voltage on the poWer supply line, Id represents the 
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positive displacement current provided to the poWer supply 
line, CV(t2) represents the capacitance of the variable capaci 
tor at time t2, CV(t1) represents the capacitance of the 
variable capacitor at time t1 and CV(t1) is greater than 
CV(t2). 
[0013] In still further embodiments of the present inven 
tion, the protection circuit may be con?gured to inhibit 
cryptanalytic analysis of the integrated circuit device by 
maintaining a signal line that is electrically coupled to the 
integrated circuit device at about a ?rst voltage using a 
variable energy storage element that is con?gured to supply 
charge to the signal line When said integrated circuit device 
is active. This variable energy storage element may be 
selected from the group consisting of variable capacitors, 
variable inductors and combinations thereof. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0014] 
prior art. 

FIG. 1 illustrates a smart card chip according to the 

[0015] FIG. 2 illustrates a current Waveform that may be 
evaluated When performing an SPA attack on the smart card 
chip of FIG. 1. 

[0016] FIG. 3 is a block diagram of a smart card according 
to an embodiment of the present invention. 

[0017] FIG. 4 is an electrical schematic of the control 
circuit of FIG. 3. 

[0018] FIG. 5 is an electrical schematic of the UP/DOWN 
counter of FIG. 3. 

[0019] FIGS. 6A-6D are timing Waveforms that illustrate 
operation of the protection circuit of FIG. 3. 

[0020] FIG. 7 is a diagram that illustrates a variable 
capacitor having parallel plates that move relative to each 
other in response to an analog signal. 

DESCRIPTION OF PREFERRED 
EMBODIMENTS 

[0021] The present invention noW Will be described more 
fully herein With reference to the accompanying draWings, in 
Which preferred embodiments of the invention are shoWn. 
This invention may, hoWever, be embodied in many different 
forms and should not be construed as being limited to the 
embodiments set forth herein; rather, these embodiments are 
provided so that this disclosure Will be thorough and com 
plete, and Will fully convey the scope of the invention to 
those skilled in the art. Like reference numerals refer to like 
elements throughout and signal lines and signals thereon 
may be referred to by the same reference characters. Signals 
may also be synchroniZed and/or undergo minor boolean 
operations (e.g., inversion) Without being considered differ 
ent signals. 

[0022] Referring noW to FIG. 3, a smart card 10 according 
to an embodiment of the present invention Will be described. 
This smart card 10 includes a substrate 11 having a smart 
card chip 12 therein. The smart card chip 12 is illustrated as 
including an integrated circuit device 14 and a protection 
circuit 16, Which are electrically coupled to a poWer supply 
line 28. As illustrated, the poWer supply line 28 is electri 
cally coupled to a poWer supply terminal (shoWn as VS) of 
the integrated circuit device 14 and an input terminal of the 
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protection circuit 16. The integrated circuit device 14 may 
be a conventional computational device that performs vari 
ous smart card operations and retains secure information. 
The integrated circuit device 14 is illustrated as including a 
microprocessor device 18 and a memory device 20 (e.g., 
nonvolatile memory device) that is con?gured to supply 
secure information to and from the microprocessor device 
18. In some other embodiments, the integrated circuit device 
14 may be further de?ned by additional and/or different 
integrated circuit elements than those illustrated by FIG. 3. 

[0023] The poWer supply line 28 may be coupled to a 
poWer supply terminal of the smart card 10. During normal 
operations, including those responsive to insertion of the 
smart card 10 into a card reader or other device, the poWer 
supply terminal may receive current IX from an external 
voltage source VX. As illustrated, an external sWitch SW10 
is provided to control the supply of poWer to the smart card 
10. 

[0024] The smart card chip 12 may include an overvoltage 
protection circuit 26 that is electrically coupled to the poWer 
supply line 28. This overvoltage protection circuit 26 is 
illustrated as including a diode D10 and a resistor R10, 
Which are electrically connected in series. As Will be under 
stood by those skilled in the art, the overvoltage protection 
circuit 26 Will operate to protect the integrated circuit device 
14 and protection circuit 16 from excessive voltage spikes, 
Which may occur in response to the periodic sWitching of the 
external sWitch SW10. 

[0025] The protection circuit 16 is illustrated as including 
a control circuit 22, a variable capacitor 24 (CV) and a clock 
generator 25. As illustrated, the variable capacitor 24 is 
con?gured to supply the poWer supply line 28 With positive 
displacement current (Id) When the external sWitch SW10 is 
open and negative displacement current When the external 
sWitch SW10 is closed and the variable capacitor 24 is being 
charged. The magnitude of the capacitance provided by the 
variable capacitor 24 is varied by increasing or decreasing 
the analog value of a control signal, shoWn as SC. This 
control signal SC is generated at an output of the control 
circuit 22. The capacitance of the variable capacitor 24 may 
be inversely proportional to the analog value of the control 
signal SC. Accordingly, decreases in the control signal SC 
may lead to increases in the capacitance of the variable 
capacitor 24 and increases in the control signal SC may lead 
to decreases in the capacitance of the variable capacitor 24. 

[0026] As illustrated by FIG. 7, a variable capacitor 24 
may be de?ned by a pair of parallel electrodes that are 
con?gured to move relative to each other, in response to a 
control signal SC. Atop electrode 44 and a bottom electrode 
are provided. The top electrode 44 may be treated as being 
electrically connected to a relatively high voltage (e.g., 5 
volts), Which is receives from node 42. The bottom electrode 
includes an outer electrode portion 46, Which receives the 
control signal SC, and an inner electrode portion 45 that is 
electrically connected to a ground reference potential 
(GND). When the control signal SC increases in voltage, the 
voltage Vc betWeen the electrodes is decreased and the 
distance “d” increases as the top electrode 44 moves upWard 
in response to the upWard force F provided by the spring 13 
(F=kx, Where k is a spring constant and x represents the 
migration distance of the top electrode 44). Because the 
capacitance of the variable capacitor 24 is related by the 
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expression C=€A/d, Where A represents that electrode area 
and 6 represents a dielectric constant, the capacitance Will 
decrease as d increases and vice versa. Thus, ?uctuations in 
the analog value of the control signal SC can be controlled 
to vary the capacitance of the variable capacitor 24. Descrip 
tions of conventional variable capacitors can also be found 
in the following US. patents: US. Pat. Nos. 5,173,835, 
5,192,871, 5,965,912, 6,278,158, 6,400,550 and 6,441,449. 
In alternative embodiments, the protection circuit 16 may 
utiliZe a variable storage element that is selected from the 
group consisting of variable capacitors, variable inductors 
and combinations thereof. 

[0027] As illustrated by FIG. 4, the control circuit 22 may 
include a voltage comparator 30 that is con?gured to com 
pare a poWer supply voltage (Vs) on the poWer supply line 
28 against a reference voltage, shoWn as Vref. In some cases, 
the reference voltage may be generated by a battery 36. The 
value of the reference voltage Vref may be set to a level that 
is slightly smaller than the value of the external voltage 
source V, (e.g., Vref=5 .0 Volts and VX=5 .1 Volts). Based on 
the illustrated con?guration of the comparator 30, the digital 
output signal CR Will be set to a logic 0 value Whenever 
VS>Vref and a logic 1 value Whenever VS<VIef. This digital 
output signal CR is provided as an input to an UP/DOWN 
counter 32. 

[0028] An exemplary counter 32 is illustrated by FIG. 5. 
In particular, the illustrated counter 32 includes three ?ip 
?ops (TFFO-TFF2), four AND gates (AN1-AN4), tWo OR 
gates (OR1-OR2) and an inverter INV1. The three ?ip-?ops 
are illustrated as T-type ?ip ?ops. The counter 32 generates 
a multi-bit count signal (S2-S0) that is incremented or 
decremented in-sync With the clock signal CLK. As Will be 
understood by those skilled in the art, a T-type ?ip-?op may 
be constructed from a J-K master-slave ?ip-?op, by con 
necting both J and K inputs together. In this manner, a T=1 
input Will result in a true output Q that toggles in-sync With 
the clock signal CLK and a T=0 input Will result in true 
output that remains unchanged in response to the clock 
signal CLK. Accordingly, if the digital output signal CR is 
set to a logic 1 value, then the multi-bit count signal S2-S0 
Will increment by one bit each cycle from a minimum value 
of S2,S1,S0=(0,0,0) to a maximum value of S2,S1,S0=(1, 
1,1). On the other hand, if the digital output signal CR is set 
to a logic 0 value, then the multi-bit count signal S2-S0 Will 
decrement by one bit each cycle to a minimum value of 
S2,S1,S0=(0,0,0). The rate at Which the multi-bit count 
signal S2-S0 changes is a function of the frequency of the 
clock signal CLK. 

[0029] Referring again to FIG. 4, the multi-bit count 
signal S2-S0 is supplied to a digital-to-analog converter 
(DAC) 34, Which generates an analog output signal SC 
having a magnitude that increases in response to an increas 
ing multi-bit count signal S2-S0 and decreases in response 
to a decreasing multi-bit count signal S2-S0. Accordingly, 
Whenever the poWer supply voltage V5 is greater than Vref 
(and CR=0), the magnitude of the analog output signal SC 
Will progressively decrease in-sync With the clock signal 
CLK. In contrast, Whenever the poWer supply voltage V5 is 
less than Vref (and CR=1), the magnitude of the analog 
output signal SC Will progressively increase in-sync With the 
clock signal CLK. 

[0030] The capacitance of the variable capacitor CV 24 is 
con?gured to decrease in response to an increasing output 
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signal SC and increase in response to a decreasing output 
signal SC. In particular, the control circuit 22 and variable 
capacitor 24 are con?gured so that the folloWing relationship 
Will remain valid over an entire charging time interval from 
t0 to t1, during Which the external sWitch SW10 is closed 
and the variable capacitor 24 is being charged by the 
external voltage source VX: 

-I1d(l)dl=Vs(Cv(l1)-Cv(t0))> (1) 
[0031] Where VS represents the substantially constant sup 
ply voltage on the poWer supply line 28, Id represents the 
displacement current provided from the variable capacitor 
24 to the poWer supply line 28, CV(t1) represents the 
capacitance of the variable capacitor 24 at the end of the 
charging time interval (When the external sWitch SW10 is 
reopened) and CV(t0) represents the capacitance of variable 
capacitor 24 When the external sWitch SW10 is closed. 
When the sWitch SW10 is closed during the time interval 
from t0 to t1, the displacement current Id Will be negative. 

[0032] The control circuit 22 and variable capacitor 24 are 
also con?gured so that the folloWing relationship Will 
remain valid over an entire discharging time interval from t1 
to t2, during Which the external sWitch SW10 is open and the 
variable capacitor 24 is supplying positive displacement 
current to the integrated circuit device 14: 

I1d(l)dl=Vs(Cv(l1)-Cv(l2))> (2) 
[0033] Where VS represents the substantially constant sup 
ply voltage on the poWer supply line 28, Id represents the 
positive displacement current provided to the poWer supply 
line 28, CV(t2) represents the capacitance of the variable 
capacitor 24 at the end of an active time interval (When the 
external sWitch SW10 sWitches from open to closed) and 
CV(t1) represents the capacitance of variable capacitor 24 
When the external sWitch SW10 is ?rst opened. 

[0034] Referring noW to FIG. 6A, a timing diagram is 
provided that illustrates a relationship betWeen input current 
Ix versus time, for charging time periods When the external 
sWitch SW10 is closed and the external voltage source VX is 
supplying positive current to the smart card 10 and for 
discharging time periods When the external sWitch SW10 is 
open and variable capacitor 24 is being discharged by the 
integrated circuit device 14. In FIG. 6B, a timing diagram 
is provided that illustrates the amount of charge Q on the 
variable capacitor 24 as a function of time. In FIG. 6C, a 
timing diagram is provided that illustrates hoW the capaci 
tance of the variable capacitor 24 is changed in order to 
maintain a constant poWer supply voltage VS on the poWer 
supply line 28. When the external sWitch SW10 is closed, 
the variable capacitor 24 increases its capacitance at an 
upWard rate suf?cient to maintain a constant supply voltage 
V5 and When the external sWitch SW10 is open, the variable 
capacitor 24 decreases its capacitance at a doWnWard rate 
sufficient to maintain the constant supply voltage VS. Thus, 
as illustrated by FIG. 6D, the constant poWer supply voltage 
VS may be maintained at a constant level that is determined 
by a value of the reference voltage (Vref) supplied to the 
positive terminal of the voltage comparator 30. 

[0035] In the draWings and speci?cation, there have been 
disclosed typical preferred embodiments of the invention 
and, although speci?c terms are employed, they are used in 
a generic and descriptive sense only and not for purposes of 
limitation, the scope of the invention being set forth in the 
folloWing claims. 
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That Which is claimed is: 
1. An integrated circuit security system, comprising: 

an integrated circuit device having secure information 
therein; and 

a protection circuit that is con?gured to prevent unautho 
riZed retrieval of the secure information With a poWer 
analysis technique by maintaining at least one poWer 
supply line that is electrically coupled to said integrated 
circuit device at a substantially uniform voltage using 
a variable capacitor that is con?gured to supply dis 
placement current to the poWer supply line When said 
integrated circuit device is active. 

2. The system of claim 1, Wherein said protection circuit 
comprises a control circuit that is con?gured to increase a 
value of the variable capacitor in response to detecting an 
increase in a voltage of the poWer supply line and is further 
con?gured to decrease the value of the variable capacitor in 
response to detecting a decrease in the voltage of the poWer 
supply line. 

3. The system of claim 2, Wherein said control circuit 
comprises: 

a comparator that is con?gured to compare the voltage of 
the poWer supply line against a reference voltage; and 

an up/doWn counter that is electrically coupled to an 
output of said comparator. 

4. The system of claim 3, Wherein said control circuit 
further comprises: 

a digital-to-analog converter having at least one input that 
is electrically coupled to an output of said up/doWn 
counter and an output electrically coupled to the vari 
able capacitor. 

5. The system of claim 1, further comprising an overvolt 
age protection circuit electrically coupled to the poWer 
supply line. 

6. An integrated circuit security system, comprising: 

an integrated circuit device having secure information 
therein; and 

a protection circuit that is con?gured to prevent unautho 
riZed retrieval of the secure information by maintaining 
a signal line that is electrically coupled to said inte 
grated circuit device at a substantially uniform voltage 
using a variable capacitor that is con?gured to supply 
displacement current to the signal line When said inte 
grated circuit device is active. 

7. The system of claim 6, Wherein said protection circuit 
comprises a control circuit that is con?gured to increase a 
value of the variable capacitor in response to detecting an 
increase in a voltage of the signal line and is further 
con?gured to decrease the value of the variable capacitor in 
response to detecting a decrease in the voltage of the signal 
line. 

8. The system of claim 6, Wherein said control circuit 
comprises: 

a comparator that is con?gured to compare the voltage of 
the signal line against a reference voltage; and 

an up/doWn counter that is electrically coupled to an 
output of said comparator. 

9. The system of claim 8, Wherein said control circuit 
further comprises: 
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a digital-to-analog converter having at least one input that 
is electrically coupled to an output of said up/doWn 
counter and an output electrically coupled to the vari 
able capacitor. 

10. The system of claim 6, further comprising an over 
voltage protection circuit electrically coupled to the signal 
line. 

11. A smart card, comprising: 

a substrate; 

an integrated circuit device in said substrate; and 

a protection circuit in said substrate, said protection 
circuit con?gured to inhibit cryptanalytic analysis of 
said integrated circuit device by maintaining a poWer 
supply line that is electrically coupled to said integrated 
circuit device at a ?rst voltage When said integrated 
circuit device is active, said protection circuit compris 
mg: 

a variable capacitor that is con?gured to supply dis 
placement current to the poWer supply line When said 
integrated circuit is active; and 

a control circuit that is con?gured to increase a value of 
the variable capacitor in response to detecting an 
increase an a voltage of the poWer supply line and is 
further con?gured to decrease the value of the vari 
able capacitor in response to detecting a decrease in 
the voltage of the poWer supply line. 

12. The card of claim 11, Wherein said control circuit 
comprises: 

a comparator that is con?gured to compare the voltage of 
the poWer supply line against a reference voltage; and 

an up/doWn counter that is electrically coupled to an 
output of said comparator. 

13. The card of claim 12, Wherein said control circuit 
further comprises: 

a digital-to-analog converter having at least one input that 
is electrically coupled to an output of said up/doWn 
counter and an output electrically coupled to the vari 
able capacitor. 

14. The card of claim 11, Wherein said substrate is a 
?eXible substrate having Width and length dimensions that 
are substantially equivalent to Width and length dimensions 
of a credit card. 

15. A smart card, comprising: 

a substrate; 

an integrated circuit device in said substrate; and 

a protection circuit in said substrate, said protection 
circuit con?gured to inhibit cryptanalytic analysis of 
said integrated circuit device by maintaining a poWer 
supply line that is electrically coupled to said integrated 
circuit device at a poWer supply voltage (VS), said 
protection circuit comprising: 

a variable capacitor having a capacitance equal to CV 
and a ?rst terminal electrically connected to the 
poWer supply line; and 

means, electrically coupled to the poWer supply line 
and a control terminal of said variable capacitor, for 
varying the control terminal so that the folloWing 
relationship is maintained valid over a discharge 
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time interval from time t1 to time t2 When said 
integrated circuit device is active: 

Where Id(t) equals a magnitude of a displacement 
current provided from said variable capacitor to the 
poWer supply line during the discharge time interval. 

16. The card of claim 15, Wherein said varying means 
comprises: 

a comparator that is con?gured to compare a voltage on 
the poWer supply line against a reference voltage; and 

an up/doWn counter that is electrically coupled to an 
output of said comparator. 

17. The card of claim 16, Wherein said varying means 
comprises: 

a digital-to-analog converter having at least one input that 
is electrically coupled to an output of said up/doWn 
counter and an output electrically coupled to said 
variable capacitor. 

18. The card of claim 15, further comprising an overvolt 
age protection circuit electrically coupled to the poWer 
supply line. 

19. A smart card, comprising: 

a substrate; 

an integrated circuit device in said substrate; and 

a protection circuit in said substrate, said protection 
circuit con?gured to inhibit cryptanalytic analysis of 
said integrated circuit device by maintaining a signal 
line that is electrically coupled to said integrated circuit 
device at about a ?rst voltage using a variable energy 
storage element that is con?gured to supply charge to 
the signal line When said integrated circuit device is 
active, said variable energy storage element selected 
from the group consisting of variable capacitors, vari 
able inductors and combinations thereof. 

20. A method of operating a smart card having an inte 
grated circuit device and a variable capacitor therein, com 
prising the step of: 

supplying positive displacement current from the variable 
capacitor to a poWer supply line connected to the 
integrated circuit device While simultaneously decreas 
ing a capacitance of the variable capacitor at a suf?cient 
rate to maintain the poWer supply line at a substantially 
inform voltage. 

21. The method of claim 20, further comprising the step 
of: 

supplying positive displacement current from the poWer 
supply line to the variable capacitor While simulta 
neously increasing a capacitance of the variable capaci 
tor at a sufficient rate to maintain the poWer supply line 
at the substantially inform voltage. 

22. The method of claim 20, Wherein decreasing the 
capacitance of the variable capacitor comprises decrement 
ing the capacitance of the variable capacitor in steps that are 
synchroniZed With a clock signal. 

23. The method of claim 21, Wherein increasing the 
capacitance of the variable capacitor comprises increment 
ing the capacitance of the variable capacitor in steps that are 
synchroniZed With a clock signal. 
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24. The method of claim 22, wherein decreasing the 
capacitance of the variable capacitor comprises the steps of: 

generating a rnulti-bit count signal that increases in-sync 
With the clock signal; and 

converting the rnulti-bit count signal into an analog signal 
that is provided to a control terminal of the variable 
capacitor. 

25. The method of claim 23, Wherein increasing the 
capacitance of the variable capacitor comprises the steps of: 

generating a rnulti-bit count signal that decreases in-sync 
With the clock signal; and 
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converting the rnulti-bit count signal into an analog signal 
that is provided to a control terminal of the variable 
capacitor. 

26. The method of claim 24, Wherein the step of supplying 
positive displacement cornprises: 

comparing a voltage on the poWer supply line to a 
reference voltage; and 

generating a digital output signal in response to said 
cornparing step. 


