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SYSTEM FOR EVOLUTIONARY ADAPTATION 

RELATED APPLICATION 

[0001] This application claims the bene?t of US. Provi 
sional Application No. 60/445,579, ?led Feb. 7, 2003. 

FIELD OF INVENTION 

[0002] The present invention relates to a system for evo 
lutionary adaptation Within a Wireless network, and more 
speci?cally, to a system for evolving services and protocols 
Within Wireless netWork operation. 

BACKGROUND OF THE INVENTION 

[0003] Dynamic Ad-Hoc Wireless NetWorks (DAHWNs) 
are a subset of variable topology netWorks. The goal of 
variable topology netWorks is to maintain message delivery 
as the netWork topology varies. NetWork nodes should be 
able to dynamically form transient netWorks. Nodes, Which 
may be located on rapidly moving platforms such as aircraft, 
should be able to join, leave, and re-join netWorks Which 
may form at any time. NetWorks spontaneously form and 
their topologies may change rapidly or almost immediately. 
An additional challenge required by airborne and heteroge 
neous air and ground environments is the ability to provide 
predictable and optimiZed Quality of Service (QoS) of data 
transmission over variable topologies. 

[0004] In order to provide predictable and optimal Quality 
of Service (Q05) in Dynamic Ad-Hoc Wireless Networks, 
netWork architecture must support dynamic adaptation to the 
rapidly changing environment. The degree to Which the 
netWork must adapt is dependent on the rate of change of the 
topology. QoS requirements are most often stated in the 
form of an optimiZation problem With a cost function that is 
optimiZed by adaptation Within the netWork. An applicable 
result from complexity theory, a No Free Lunch Theorem, 
expresses a limit on the ability of any single algorithm, or 
protocol, to meet QoS requirements. The No Free Lunch 
Theorem states that all algorithms perform exactly the same, 
searching for an extremum, When averaged over all cost 
functions. If a potentially good algorithm appears to outper 
form poor algorithm on some cost functions, then there exist 
exactly as many functions Where the apparent poor algo 
rithm Will outperform the good algorithm. In other Words, no 
single algorithm, or ad-hoc protocol, can optimiZe all poten 
tial QoS requirements. 

[0005] There are tWo forms of adaptation of protocols: 1) 
an algorithm that remains ?xed, but includes tunable param 
eters and 2) an algorithm Whose fundamental operation 
changes. Most conventional theory has focused upon the 
?xed, but tunable adaptation. In other Words, current 
research is seeking a ?xed algorithm With enough degrees of 
freedom such that optimal operation may be found by tuning 
a ?xed set of parameters. This may be due in part to the 
dif?culty in breaking aWay from the ?xed operation of the 
Internet Protocol that has a strong grip on the mind-set of 
most researchers. Great potential exists in examining the 
latter form of adaptation, particularly in light of the impli 
cation of the No Free Lunch Theorem Which indicates that 
simply tuning a given algorithm Will not be as optimal as 
changing the algorithm itself. 

[0006] TWo high-level frameWorks that are ?exible and 
customiZable enough to alloW dynamic change in algorith 
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mic content Within netWorks are: Programmable NetWorks 
and Active NetWorks. A Programmable NetWork alloWs 
control softWare of the netWork to be dynamically repro 
grammed. An Active NetWork is an extreme form of pro 
grammable netWork that alloWs code and data to travel 
through the netWork, often in the same packet structure. 
Active packet code may execute on any node along the path 
that the packet travels. Active netWorks may service both 
mobile and ad-hoc netWorks. One challenge that must be 
addressed is the mismatch among adaptation of individual 
layers of Internet Protocol (IP) and improving the adaptation 
to suit the characteristics of Wireless and ad-hoc netWork 
environments. 

[0007] The most signi?cant gap that has been identi?ed 
With regard to adaptation Within ad-hoc netWorks is the lack 
of synergistic adaptation among netWork layers. Early net 
Work implementation focused upon netWork layering as a 
mechanism for partitioning computer communications into a 
set of tractable sub-tasks. 

[0008] Layering has resulted in many forms of adaptation 
occurring simultaneously Within the netWork. At times, 
adaptation in one layer (e.g., congestion control) may occur 
in a manner antithetical to adaptation in another layer (e.g., 
route repair). A “meta”-adaptation vieW, namely hoW adap 
tive mechanisms Work together, is extremely important for 
an ad-hoc netWork environment, but is currently lacking. 

[0009] One conventional attempt to correct this de?ciency 
is Explicit Link Failure Noti?cation. Congestion and routing 
each try to adapt based upon limited knoWledge of each 
other, resulting in sub-optimal global behavior. Another 
example of sub-optimal adaptation behavior is MAC to IP 
layer address resolution. 

[0010] Non-layered ad hoc communication in sensor net 
Works may also provide useful information. A sensor net 
Work tends to assume large numbers of constrained sensor 
devices that transmit asymmetrically to a central location. 
HoWever, ad hoc routing must be implemented on the 
sensors using as little poWer and processing as possible. This 
has resulted in feWer netWork layers and better in-netWork 
utiliZation via active netWorking. 

[0011] It Would be desirable for Wireless ad-hoc netWorks 
to minimiZe netWork miscon?guration, bandWidth and pro 
cessor misallocation, faults caused by distributed denial of 
service, virus attacks, sub-optimal traffic shaping, sub-opti 
mal routing, sub-optimally fused data, sub-optimal link 
quality, miscomposed modeling, and sub-optimally tuned 
components. Further, conventional ad-hoc Wireless net 
Works do not have the capability of “self-healing”. If a 
conventional netWork encounters a situation that exceeds its 
prede?ned tolerances, the conventional netWork Will likely 
exhibit catastrophic failure. 

SUMMARY OF THE INVENTION 

[0012] A system in accordance With the present invention 
operates a Wireless ad hoc netWork. The system includes a 
plurality of nodes and an active packet. The active packet 
implements a genetically programmed adaptation of one of 
the plurality of nodes in response to a change of condition 
of the one node of the plurality of nodes. 

[0013] A computer program product in accordance With 
the present invention evolutionarily adapts a netWork. The 
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computer program product includes a ?rst instruction for 
implementing a genetically programmed adaptation of one 
of a plurality of nodes in response to a change of condition 
of the one node of the plurality of nodes and a second 
instruction for injecting a functional unit into the active 
packet. The ?rst instruction is executed by an active packet. 

[0014] Amethod in accordance With the present invention 
adapts a netWork. The method includes the steps of: oper 
ating a plurality of nodes With active packets; implementing 
a genetically programmed adaptation of one of the plurality 
of nodes in response to a change of condition of the one node 
of the plurality of nodes; executing the operating step by the 
active packet; injecting a functional unit into the active 
packet; and probabilistically selecting tWo parental pro 
grams based on ?tness. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0015] The foregoing and other features of the present 
invention Will become apparent to one skilled in the art to 
Which the present invention relates upon consideration of the 
folloWing description of the invention With reference to the 
accompanying draWings, Wherein: 

[0016] FIG. 1 is a schematic representation of an example 
system for use With the present invention; 

[0017] FIG. 2 is a schematic representation of part of a 
netWork for use With a system in accordance With the present 
invention; 
[0018] FIG. 3 is a schematic representation of another 
example system in accordance With the present invention; 

[0019] FIG. 4 is a schematic representation of part of still 
another example system in accordance With the present 
invention; 
[0020] FIG. 5 is a schematic representation of yet another 
example system in accordance With the present invention; 
and 

[0021] FIG. 6 is a schematic representation of still another 
example system in accordance With the present invention. 

DESCRIPTION OF AN EXAMPLE 
EMBODIMENTS 

[0022] A system 10 in accordance With the present inven 
tion (FIG. 3) includes an active netWork packet for imple 
menting genetically programmed adaptation to respond to 
variable and unforeseen netWork conditions. The active 
packet may be represented by a nucleus 101 With each 
netWork node 100 being represented by a cell containing the 
nucleus (FIG. 3). The nucleus 101 may contain a population 
111 of chromosomes (i.e., strings of functional units, etc.). 
Functional Units may be prede?ned code units Within the 
active packets. A genetic netWork programming operation 
may begin With the injection of the functional units, or basic 
building blocks of genetic material, into the netWork. This 
genetic material may be injected into each active node of the 
netWork. The genetic material remains inactive until a 
particular ?tness function is injected into the netWork. 
Receipt of this particular ?tness function causes evolution. 
Evolution continues as long as the netWork continues to 
operate. 

[0023] The system 10 de?nes the interoperability require 
ments for an active ad-hoc netWork by evolutionarily adapt 
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ing the service of the netWork. NetWorks are typically 
divided into ?xed layers to alloW for specialiZation and ease 
of development. HoWever, different optimiZation techniques 
and strategies may be used Within different layers, some 
times leading to con?icting goals and lack of optimal 
convergence. The goal of the system 10 is to de?ne an 
optimiZation service that is integrated With the netWork. 
Thus, common optimiZation and ?tness goals may be 
enabled across all layers. The system 10 also alloWs the 
automated doWnWard groWth of protocol stacks such that as 
the reliance upon a ?xed infrastructure is minimiZed. 

[0024] The system 10 injects algorithmic information (i.e., 
executable code, etc) into the netWork. Active or program 
mable capability optimiZes this injection. While active ad 
hoc netWork generic adaptation may be standardiZed via a 
vehicle other than active packets, active networking alloWs 
for convenient implementation of algorithmic change Within 
the netWork. 

[0025] The system 10 provides an optimiZation service 
that is integrated throughout the netWork architecture. In 
order to achieve the goal of an infrastructure-less ad-hoc 
netWork, the system 10 is highly adaptable. The adaptation 
frameWork of the system 10 minimiZes reliance upon a ?xed 
infrastructure. 

[0026] The system 10 utiliZes a DAHWN layering (FIG. 
2) that is not a conventional netWork stack. In particular, all 
of the components above the Active NetWork Execution 
Environment are Active Applications and do not require the 
services of other Active Applications loWer in the stack. 
While the Evolutionary Adaptation Service (EAS) provided 
by the system 10 may be located at the top of the stack, the 
EAS is available to support all of the components in the 
stack. In addition, the EAS does not rely on all the stack 
elements beneath it. For example, EAS does not require 
routing (Which may appear beloW it in the stack), unless it 
is being remotely injected. Also, EAS is available to support 
services that appear beloW the EAS in the stack. Speci?cally, 
a Policies block may require the EAS to provide optimal 
solutions to security problems or to evolve components that 
meet speci?ed security requirements (i.e., components With 
given levels of complexity, etc.). 

[0027] Another example may be complexity probes 
located deep Within the Active Execution Environment 
(loWer in the stack) may use an evolutionary complexity 
estimator that is provided by the EAS. The system 10 exists 
Within the DAHWN architecture (FIG. 2). The active ad 
hoc netWork genetic adaptation service of the system 10 runs 
as an active application on an active node. The EAS is 
independent of the underlying architecture of the DAHWN. 

[0028] The Node Operating System (NOS) may run one or 
more Execution Environments Within a protocol stack 
of a DAHWN. Multiple active applications may execute in 
any Execution Environment. The protocol stack provides the 
architecture of an active netWork overlay of protocols. This 
overlay scheme uses the Active NetWork Encapsulation 
Protocol (ANEP) as a conduit for the underlying netWork. 
The genetic adaptation system 10 in accordance With the 
present invention executes alongside other active applica 
tions and interacts With any packet managed entity to 
provide optimiZation and adaptation services. 

[0029] EAS is an active ad-hoc Evolutionary Adaptation 
Service. EAS may provide mathematical optimiZation 
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results and genetically modify itself to meet a speci?c ?tness 
criteria. Small-State is an information cache that may gen 
erally be created at netWork nodes 11 (FIG. 1), intended for 
use by executable components of the same application. 
Global-State is an information cache created at netWork 
nodes 11, intended to be used by executable components of 
different applications. Active Application is an active 
netWork protocol or service that is injected into the netWork 
in the form of active packets. The active packets are 
executed Within the EE. Active Network alloWs executable 
code to be injected into the nodes of the netWork and alloWs 
the code to be executed at the nodes. Active Packet is the 
executable code that is injected into the nodes of an active 
netWork. Node Operating System is the active netWork 
operating system. The supporting infrastructure on interme 
diate netWork nodes 11 supports one or more execution 
environments. 

[0030] A Mutation Operation creates a single parental 
program probabilistically selected from the population 
based on ?tness. A mutation point is randomly chosen, the 
subtree rooted at that point is depleted, and a neW subtree is 
groWn there using the same random groWth process that Was 
used to generate the initial population. This type of asexual 
mutation operation is typically performed sparingly (having 
a loW probability during each generation of the run). 

[0031] Cross-Over is a sexual recombination operation 
With tWo parental programs probabilistically selected from 
the population based on ?tness. The tWo parental programs 
are usually of different siZes and shapes. A crossover point 
is randomly chosen in the ?rst parental program and a 
crossover point is randomly chosen in the second parental 
program. A subtree is rooted at the crossover point of the 
?rst, or receiving, parental program and is deleted and 
replaced by the subtree from the second, or contributing, 
parental program. Crossover is the predominant operation in 
genetic programming (and genetic algorithms) and is per 
formed With a high probability. 

[0032] A Reproduction Operation copies a single indi 
vidual, probabilistically selected operation based on ?tness, 
into the next generation of the population. AFunctional Unit 
(FU) is an active packet containing code that is capable of 
operating upon other active packets. The Functional Unit has 
a Well-de?ned input port and output port through Which 
active packets may ?oW as the active packets are being 
executed. Functional Units are the building blocks of a 
Chromosome. A Functional Unit may range in complexity 
from very simple math operations to very complex packet 
modi?cations upon active packets ?oWing through the Func 
tional Unit. 

[0033] A chain of Functional Units has an input port and 
output port. Chains of Function I/O ports form a Chromo 
some. Evolution occurs by changing the ordering of the 
Functional Units. 

[0034] A Nucleus is the evolutionary control code and the 
initial set of Functional Units. Evolutionary Control Code 
includes evolutionary and genetic programming mecha 
nisms. The Evolutionary Control Code is the particular 
implementation injected into active nodes. 

[0035] A Fitness Function may de?ne the evolutionary 
goal. The system 10 continuously evaluates genetic material 
(chromosomes) to determine hoW Well the genetic material 
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meets the speci?ed ?tness criteria. The Fitness Function may 
be user-de?ned. HoWever, the Fitness Function must return 
a relatively high value for ‘?t’ genetic material and a 
relatively loW value for ‘less ?t’ genetic material. 

[0036] The above-discussed parameters may be the mini 
mum necessary elements for active ad-hoc netWork genetic 
adaptation. Fitness Functions may thereby be injected into 
the netWork alloWing optimiZed static and algorithmic 
results. Such Fitness Functions may be executed seamlessly 
With other Fitness Functions Within the netWork. 

[0037] The system 10 conforms With existing standards 
When and Where possible. The system 10 facilitates a 
gradual transition to an active and programmable netWork 
ing paradigm. The system 10 performs Common In-line 
OptimiZation for introducing the use of a common, cross 
layer optimiZation technique. An evolutionary algorithm is 
an umbrella term used to describe a computer-based prob 
lem solving system using computational models. 

[0038] The system 10 may use a variety of EVOLUTION 
ARY ALGORITHMS. Some examples are GENETIC 
ALGORITHMS, EVOLUTIONARY PROGRAMMING, 
EVOLUTION STRATEGIES CLASSIFIER SYSTEMS, 
and GENETIC PROGRAMMING. These all share a com 
mon conceptual base of simulating the evolution of indi 
vidual structures via processes of SELECTION, MUTA 
TION, and REPRODUCTION. The processes may depend 
on the perceived performance of the individual structures as 
de?ned by an environment. 

[0039] More speci?cally, EASs maintain a population of 
structures that evolve according to rules of selection and 
“search operators”, or genetic operators such as recombina 
tion and mutation (FIG. 4). Each individual in the popula 
tion may receive a measure of ?tness Within the environ 
ment. Reproduction receives attention on high ?tness 
individuals, thus exploiting the available ?tness information. 
Recombination and mutation perturb those individuals, pro 
viding general heuristics for Exploration. Although simplis 
tic from a biologist’s vieWpoint, these algorithms are suf? 
ciently complex to provide robust and poWerful adaptive 
search mechanisms. 

[0040] This genetic programming may start With a “pri 
mordial ooZe” of randomly-generated computer programs. 
The set of functions that may appear at the internal points of 
a program tree may include ordinary arithmetic functions 
and/or conditional operators. The set of terminals appearing 
at the external points typically include the program’s exter 
nal inputs (such as the independent variables X and Y) and 
random constants (such as 3.2 and 0.4). The randomly 
created programs typically have different siZes and shapes. 

[0041] A main generational loop (FIG. 4) of a run of 
genetic programming may consist of a ?tness evaluation 
(i.e., DarWinian selection) and genetic operations. Each 
individual program in the population may be evaluated to 
determine hoW ?t that individual program is at solving the 
problem at hand. Programs may then be probabilistically 
selected from the population based on ?tness to participate 
in the various genetic operations, With re-selection alloWed. 

[0042] While a more ?t program has a better chance of 
being selected, even individuals knoWn to be un?t are 
allocated some trials in a mathematically principled Way. 
Thus, genetic programming is not a purely greedy hill 
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climbing algorithm. The individuals in the initial random 
population and the offspring produced by each genetic 
operation are all syntactically valid executable programs. 
After many genetic operations, a program may emerge that 
solves, or approximately solves, the problem at hand. 

[0043] The system 10 injects the Fitness Function onto all 
reachable nodes. The Fitness Function, a user-de?ned func 
tion, may read either Simple Network Management Protocol 
(SNMP) object values or EE Postevents. The result of 
Fitness Function execution may be a single ?tness metric 
that is used by the Nucleus for evolutionary control. 
Postevents make only those metrics accessible that are local 
to the node. A SNMP interface may alloW netWork Wide 
metric access. 

[0044] The Fitness Function, once injected into a node, 
places itself in Small-State. The Fitness Function is picked 
up by the Nucleus and used to guide the evolution of the 
system 10. Chromosomes may accept active packets ?oWing 
through the node and act upon those packets. This is 
determined by the de?nition of the Functional Units. 
Example actions include delaying packets, changing packet 
forWarding, and measuring packet characteristics. 

[0045] Chromosome Strands may be composed of chains 
of Functional Units. An individual Functional Unit may be 
derived from an FU class and over-ride the function of the 
Functional Unit. The FU class ensures that the Functional 
Unit active packet has the properties required to chain I/O 
together in a single Chromosome Strand. The Functional 
Unit has Well-de?ned I/O ports through Which other active 
packets may How and may execute user-de?ned actions in 
the Functional Unit. 

[0046] The goal of the system 10 is to develop in-netWork 
self-composition of protocols and services. The system 10 
folloWs a close analogy With biological evolutionary tech 
niques such as Genetic Algorithms. Functional Units, or 
building blocks of code, may be injected into the netWork. 
In addition, a Fitness Function, de?ned by the user, may be 
injected into the netWork. The Functional Units evolve to 
maximiZe the Fitness Function. 

[0047] The system 10 may include an EAS prediction 
frameWork for enforcing certain minimal requirements on 
the execution environment. The BB must provide an infor 
mation cache, or Small State, to enable information 
exchange betWeen active packets. The BB may also provide 
an information cache, or Global State, to enable an EAS 
prediction frameWork to communicate With a predictively 
managed active application for querying the current state of 
the active application. The BB must be able to store and 
query both Small State and Global State, if Global State is 
implemented. The BB should provide appropriate access 
control mechanisms to both Small State and Global State, if 
Global State is implemented. 

[0048] The BB must provide an interface that enables both 
the active ad-hoc netWork genetic adaptation values and the 
values of the actual component being managed to publish 
their state to an SNMP. This enables the EAS prediction 
frameWork to store the predicted state in a Well-knoWn 
format and also enables legacy SNMP tools to query the 
predicted state using SNMP operations. Additionally, the 
system 10 may also update its current state using SNMP, 
Which a Logical Process Will be able to query. 
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[0049] In a particular implementation of such an interface, 
a generic SNMP agent coded as an active application may be 
injected into the active nodes. The agent creates a ‘Global 
State’ on an active node With a Well-knoWn name. The agent 
reads information coded in a Well knoWn format that has 
been Written to the ‘Global State’ and publishes it to the 
SNMP. Any active application that Wishes to advertise its 
state uses an interface that enables it to store its information 
in the Well-knoWn ‘Global State’ in the given format. 

[0050] The SNMP agent and the active application may 
use special interfaces to implement messaging betWeen 
them. A Message Packet may be the basic unit of inter 
application communication. Each message consists of a 
message type. 

[0051] The active application should send a message of 
the valid message type to the SNMP agent to perform the 
required operation. On receipt of a message, the SNMP 
agent should attempt to perform the requested operation. 
The SNMP agent then responds With an acknoWledgement 
message in a particular format. 

[0052] The status code may have one of the folloWing 
values: OK: indicate successful operation; ERR_DUPEN 
TRY: if for a MSG_ADD operation, an object identi?er of 
given name already exists; and ERR_NOSUCHID: if for a 
MSG_UPDATE operation, an object identi?er of given 
name does not exist. The status message may be any 
descriptive string explaining the nature of the failure or 
should be “Success” for a successful operation. 

[0053] Models injected into the system 10 may alloW 
netWork state to be predicted and efficiently propagated 
throughout the active netWork enabling the system 10 to 
operate simultaneously in real time as Well as project the 
future state of the system. NetWork state information, such 
as load, capacity, security, mobility, faults, and other state 
information With supporting models, is automatically avail 
able for use by the system 10 With current values and 
predictive values. In one example, sample load and proces 
sor usage prediction applications have been validated using 
an Atropos Toolkit. The toolkit’s distributed simulation 
infrastructure takes advantage of parallel processing Within 
the netWork since computation occurs concurrently at all 
participating active nodes. The example netWork may be 
queried in real time to verify the prediction accuracy. 
Measures, such as rollbacks, are taken to keep the simulation 
in line With actual performance. 

[0054] In accordance With the present invention, a com 
puter program product 500 evolutionarily adapts a netWork 
(FIG. 5). The computer program product 500 includes a ?rst 
instruction 501 for implementing a genetically programmed 
adaptation of one of a plurality of nodes in response to a 
change of condition of the one node of the plurality of nodes 
and a second instruction 502 for injecting a functional unit 
into the active packet. The ?rst instruction 501 is executed 
by an active packet. 

[0055] In accordance With the present invention, a method 
600 adapts a netWork (FIG. 6). The method 600 includes the 
steps of: operating 601 a plurality of nodes With active 
packets; implementing 602 a genetically programmed adap 
tation of one of the plurality of nodes in response to a change 
of condition of the one node of the plurality of nodes; 
executing 603 the operating step by the active packet; 
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injecting 604 a functional unit into the active packet; and 
probabilistically selecting 605 tWo parental programs based 
on ?tness. 

[0056] In order to provide a context for the various aspects 
of the present invention, the following discussion is intended 
to provide a brief, general description of a suitable comput 
ing environment in Which the various aspects of the present 
invention may be implemented. While the invention has 
been described above in the general context of computer 
executable instructions of a computer program that runs on 
a computer, those skilled in the art Will recogniZe that the 
invention also may be implemented in combination With 
other program modules. 

[0057] Generally, program modules include routines, pro 
grams, components, data structures, etc. that perform par 
ticular tasks or implement particular abstract data types. 
Moreover, those skilled in the art Will appreciate that the 
inventive methods may be practiced With other computer 
system con?gurations, including single-processor or multi 
processor computer systems, minicomputers, mainframe 
computers, as Well as personal computers, hand-held com 
puting devices, microprocessor-based or programmable con 
sumer electronics, and the like. The illustrated aspects of the 
invention may also be practiced in distributed computing 
environments Where tasks are performed by remote process 
ing devices that are linked through a communications argu 
ment model. HoWever, some, if not all aspects of the 
invention can be practiced on stand-alone computers. In a 
distributed computing environment, program modules may 
be located in both local and remote memory storage devices. 

[0058] An exemplary system for implementing the various 
aspects of the invention includes a conventional server 
computer, including a processing unit, a system memory, 
and a system bus that couples various system components 
including the system memory to the processing unit. The 
processing unit may be any of various commercially avail 
able processors. Dual microprocessors and other multi 
processor architectures also can be used as the processing 
unit. The system bus may be any of several types of bus 
structure including a memory bus or memory controller, a 
peripheral bus, and a local bus using any of a variety of 
conventional bus architectures. The system memory 
includes read only memory (ROM) and random access 
memory A basic input/output system (BIOS), con 
taining the basic routines that help to transfer information 
betWeen elements Within the server computer, such as during 
start-up, is stored in ROM. 

[0059] The server computer further includes a hard disk 
drive, a magnetic disk drive, e.g., to read from or Write to a 
removable disk, and an optical disk drive, e.g., for reading 
a CD-ROM disk or to read from or Write to other optical 
media. The hard disk drive, magnetic disk drive, and optical 
disk drive are connected to the system bus by a hard disk 
drive interface, a magnetic disk drive interface, and an 
optical drive interface, respectively. The drives and their 
associated computer-readable media provide nonvolatile 
storage of data, data structures, computer-executable 
instructions, etc., for the server computer. Although the 
description of computer-readable media above refers to a 
hard disk, a removable magnetic disk and a CD, it should be 
appreciated by those skilled in the art that other types of 
media Which are readable by a computer, such as magnetic 
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cassettes, ?ash memory cards, digital video disks, Bernoulli 
cartridges, and the like, may also be used in the exemplary 
operating environment, and further that any such media may 
contain computer-executable instructions for performing the 
methods of the present invention. 

[0060] Anumber of program modules may be stored in the 
drives and RAM, including an operating system, one or 
more application programs, other program modules, and 
program data. Auser may enter commands and information 
into the server computer through a keyboard and a pointing 
device, such as a mouse. Other input devices (not shoWn) 
may include a microphone, a joystick, a game pad, a satellite 
dish, a scanner, or the like. These and other input devices are 
often connected to the processing unit through a serial port 
interface that is coupled to the system bus, but may be 
connected by other interfaces, such as a parallel port, a game 
port or a universal serial bus (USB). A monitor or other type 
of display device is also connected to the system bus via an 
interface, such as a video adapter. In addition to the monitor, 
computers typically include other peripheral output devices 
(not shoWn), such as speaker and printers. 

[0061] The server computer may operate in a netWorked 
environment using logical connections to one or more 
remote computers, such as a remote client computer. The 
remote computer may be a Workstation, a server computer, 
a router, a peer device or other common netWork node, and 
typically includes many or all of the elements described 
relative to the server computer. The logical connections 
include a local area netWork (LAN) and a Wide area netWork 

Such netWorking environments are commonplace in 
of?ces, enterprise-Wide computer netWorks, intranets and 
the internet. 

[0062] When used in a LAN netWorking environment, the 
server computer is connected to the local netWork through a 
netWork interface or adapter. When used in a WAN net 
Working environment, the server computer typically 
includes a modem, or is connected to a communications 
server on the LAN, or has other means for establishing 
communications over the Wide area netWork, such as the 
internet. The modem, Which may be internal or external, is 
connected to the system bus via the serial port interface. In 
a netWorked environment, program modules depicted rela 
tive to the server computer, or portions thereof, may be 
stored in the remote memory storage device. It Will be 
appreciated that the netWork connections shoWn are exem 
plary and other means of establishing a communications link 
betWeen the computers may be used. 

[0063] In accordance With the practices of persons skilled 
in the art of computer programming, the present invention 
has been described With reference to acts and symbolic 
representations of operations that are performed by a com 
puter, such as the server computer, unless otherWise indi 
cated. Such acts and operations are sometimes referred to as 
being computer-executed. It Will be appreciated that the acts 
and symbolically represented operations include the 
manipulation by the processing unit of electrical signals 
representing data bits Which causes a resulting transforma 
tion or reduction of the electrical signal representation, and 
the maintenance of data bits at memory locations in the 
memory system (including the system memory, hard drive, 
?oppy disks, and CD-ROM) to thereby recon?gure or oth 
erWise alter the computer system’s operation, as Well as 
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other processing of signals. The memory locations Where 
such data bits are maintained are physical locations that have 
particular electrical, magnetic, or optical properties corre 
sponding to the data bits. 

[0064] It Will be understood that the above description of 
the present invention is susceptible to various modi?cations, 
changes and adaptations, and the same are intended to be 
comprehended Within the meaning and range of equivalents 
of the appended claims. The presently disclosed embodi 
ments are considered in all respects to be illustrative, and not 
restrictive. The scope of the invention is indicated by the 
appended claims, rather than the foregoing description, and 
all changes that come Within the meaning and range of 
equivalence thereof are intended to be embraced therein. 

Having described the invention, We claim: 
1. Asystem for operating a Wireless ad hoc netWork, said 

system comprising: 

a plurality of nodes; and 

an active packet for implementing a genetically pro 
grammed adaptation of one of said plurality of nodes in 
response to a change of condition of said one node of 
said plurality of nodes. 

2. The system as set forth in claim 1 further including a 
functional unit injected into said active packet. 

3. The system as set forth in claim 2 Wherein said 
functional unit remains inactive until a ?tness function is 
injected into said one node of said plurality of nodes. 

4. The system as set forth in claim 3 Wherein said ?tness 
function alloWs functional evolution of said plurality of 
nodes. 

5. The system as set forth in claim 4 Wherein said system 
genetically modi?es itself to meet a speci?c ?tness criteria. 

6. The system as set forth in claim 5 Wherein said active 
packet performs a mutation operation for generating a single 
parental program. 

7. The system as set forth in claim 6 Wherein said single 
parental program has been probabilistically selected based 
on ?tness. 

8. A computer program product for evolutionarily adapt 
ing a netWork, said computer program product comprising: 

a ?rst instruction for implementing a genetically pro 
grammed adaptation of one of a plurality of nodes in 
response to a change of condition of the one node of the 
plurality of nodes, said ?rst instruction being executed 
by an active packet; and 
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a second instruction for injecting a functional unit into the 
active packet. 

9. The computer program product as set forth in claim 8 
further including a third instruction for probabilistically 
selecting tWo parental programs based on ?tness. 

10. The computer program product as set forth in claim 9 
Wherein the tWo parental programs have different siZes and 
shapes. 

11. The computer program product as set forth in claim 8 
further including a fourth instruction for continuously evalu 
ating the functional unit. 

12. The computer program product as set forth in claim 11 
further including a ?fth instruction for maintaining a popu 
lation of structures that evolve according to rules of selec 
tion and genetic operators. 

13. The computer program product as set forth in claim 12 
further including a sixth instruction for classifying func 
tional units Within functional unit classes. 

14. The computer program product as set forth in claim 13 
further including a seventh instruction for enforcing minimal 
requirements on an execution environment of the netWork. 

15. A method for adapting a netWork, said method com 
prising the steps of: 

operating a plurality of nodes; 

implementing a genetically programmed adaptation of 
one of the plurality of nodes in response to a change of 
condition of the one node of the plurality of nodes; 

executing said operating step by an active packet; 

injecting a functional unit into the active packet; and 

probabilistically selecting tWo parental programs based 
on ?tness. 

16. The method as set forth in claim 15 further including 
the step of publishing the state of each of the plurality of 
nodes to the other nodes. 

17. The method as set forth in claim 16 further including 
the step of predicting a state of the netWork. 

18. The method as set forth in claim 17 further including 
the step of querying the netWork to verify the accuracy of 
said predicting step. 


