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(57) ABSTRACT 
A system for reducing the siZe of a database includes a 
memory in Which the database con?gured in a ternary matrix 
array structure is stored. A processor executing at least one 
reduction algorithm scans the database tagging super?uous 
entries that are subsequently deleted. The tagging and delet 
ing are done in such a Way that the logical contents of the 
original database is unchanged, even though the siZe of the 
database is reduced. 
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REDUCTION OF TERNARY RULES WITH 
COMMON PRIORITY AND ACTIONS 

BACKGROUND OF THE INVENTION 

[0001] 1. Technical Field 

[0002] The present invention relates to database manage 
ment in computer networks in general and, in particular, to 
managing said database in a manner that simpli?es or 
condenses its siZe. 

[0003] 2. Prior Art 

[0004] Broadly, a computer netWork may be vieWed as a 
plurality of nodes interconnected by communications sub 
systems. The communications subsystems may include 
transmission link (such as a T1 line), local area netWork 
(LAN), Wide area netWork (WAN), internet, etc. The nodes 
may include one or more devices such as sWitches, routers, 
bridges, netWork interface card (NIC), etc. Usually, NICs are 
components that are mounted in higher level devices such as 
a server, etc. As used in this document a node is deemed to 
be synonymous to one of these devices. 

[0005] A sWitch is a netWork node that directs datagrams 
on the basis of Medium Access Control (MAC) addresses, 
that is, Layer 2 in the Open System Interconnection (OSI) 
model Well knoWn to those skilled in the art [see “The Basics 
Book of OSI and NetWork Management” by Motorola 
Codex from Addison-Wesley Publishing Company, Inc., 
19931]. A sWitch can also be thought of as a multiport 
bridge, a bridge being a device that connects tWo LAN 
segments together and forWards packets on the basis of 
Layer 2 data. A router is a netWork node that directs 
datagrams on the basis of ?nding the longest pre?x in a 
I-outing table of pre?xes that matches the Internet Protocol 
(IP) destination addresses of a datagram, all Within Layer 3 
in the OSI model. A NetWork Interface Card (NIC) is a 
device that interfaces a netWork such as the Internet With an 
edge resource such as a server, cluster of servers, or server 
farm. A NIC might classify traf?c in both directions for the 
purpose of ful?lling Service Level Agreements (SLAs) 
regarding Quality of Service (QoS). A NIC may also sWitch 
or route traffic in response to classi?cation results and 
current congestion conditions. The present invention applies 
to a netWork node that can be a sWitch, a router, NIC, or, 
more generally, a machine capable of classifying packets 
and taking an action or actions (such as discarding the 
packet) based upon classi?cation results. 

[0006] A necessary component of the node is the database 
Which is generated by a netWork administrator. The database 
may be used for a variety of purposes including ?ltering or 
netWork processing. 

[0007] NetWork processing in general entails examining 
packets relative to the database and deciding What to do With 
them. Usually the action to be taken is part of or is recorded 
in the database. This examination can be costly in terms of 
processing cycles, and traf?c can arrive irregularly over 
time. Consequently, to avoid backlogs, queuing latency and 
the danger of buffer over?oW, netWork nodes in general must 
attempt to enforce security policies or other policies based 
upon classi?cation as efficiently as possible. 

[0008] The database is usually arranged as a matrix 
including a plurality of roWs and a plurality of columns. 
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Each roW represents a rule in the database. The characters in 
the database matrix can be 0, 1 and * (Don’t care or 
Wildcard). Because the database is made out of only three 
character types it is often referred to as Ternary data struc 
ture. When the Ternary data structure is loaded in a Contents 
Address Memory (CAM) the combination (i.e. CAM and 
database is referred to as a Ternary Contents Address Mem 

mory (TCAM). 
[0009] Information such as in a computer netWork packet 
can be given a key. Typically a key is a ?xed binary 
expression that is the concatenation of bits from the standard 
header ?elds of the packet. A Ternary Content Addressable 
Memory (TCAM) includes roWs that represent classi?ca 
tions or rules. The roWs appear in an array (a matrix, in the 
present invention). Each roW of the array includes logical 
tests matching bits in a key With 0, 1, and * (don’t care or 
Wildcard) entries. For example, the key 0110 Would ?t the 
rule 01** since bits in the key match bits in the rule; of 
course, typical keys and rules Would have many more than 
four bit positions. That is, the length of the roW is the total 
number of entries and is constant (typically about 100 bit 
positions) for all roWs. It is the number of columns in the 
array seen as a matrix. Each roW points to an action (or 
possible a combination of actions) and a priority (to be used 
if one key can match multiple roWs match a key). An input 
key for a packet is derived from (perhaps equal to) a packet 
header ?eld or the concatenation of packet header ?elds With 
the same length as the TCAM roW length. The key repre 
sents the packet and is fed to the TCAM. A key is tested 
simultaneously for match With the corresponding 0, 1, and * 
entries in the roW. If no roWs ?t, then a default action is taken 
(or an all * roW is included With loWest priority). Else, of all 
the roWs that do ?t, the one With highest priority is selected 
and its action is enforced. 

[0010] A 0, 1, * (Ternary) array logically identical to that 
searched by a TCAM can also be searched by numerous tree 
search methods. In tree search technology, a feW bit posi 
tions are tested and, depending upon the location and 
relative frequency of 0, 1 entries versus * entries, the bit tests 
can eliminate from consideration all but one or a feW rules 
or roWs from consideration. That is, the bit tests can be used 
to shoW that the majority of rules cannot possibly ?t a certain 
key, leaving a relatively simple test of the full key by one 
remaining rule or a feW remaining rules. US. Pat. No. 
6,298,340 “System and method and computer program for 
?ltering using tree structure” describes one such approach. 
An alternate approach, called the Balanced Routing Tables 
(BaRT) Algorithm, is described in US. patent application 
publication: US. 2002/0002549 A1, Jan. 3, 2002. Other 
approaches are also set forth in J. van Lunteren, “Searching 
very large routing tables in Wide embedded memory”, 
Proceedings IEEE Globecom, vol. 3, pp. 1615-1619, 
November 2001 and J. van Lunteren, “Searching Very Large 
Routing Tables In Fast SRAM,” IEEE International Confer 
ence on Computer Communications and NetWorks ICCCN 

2001, Phoenix, AriZ., Oct. 15-17, 2001.) The cited refer 
ences are included here as if in full. 

[0011] Given an array of 0, 1, * entries and a key, a TCAM 
has the advantage of testing the key With all rules simulta 
neously and discovering all matches in only one processor 
cycle. HoWever, the same key and array can be tested by tree 
approaches that can require smaller and cheaper hardWare 
resources, perhaps one hundred times feWer transistors, to 
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discover matches in tens of processor cycles. The optimal 
approach, be it TCAM, tree, or other, to ?nding Which 0, 1, 
* roWs of a ternary array ?t a given key depends upon 
performance requirements. 
[0012] One of the factors in?uencing performance is the 
siZe (number of roWs and columns) of the ternary array. Any 
reduction in the number of roWs and/or the number of 
columns has a positive effect on performance in that less 
storage is required and the search can be done in a much 
shorter time interval. Even though reducing the siZe of the 
ternary array is a desirable goal the prior art has not provided 
an apparatus and/or method (tool) that analyZes a ternary 
array and provides an array that is logically equivalent but 
smaller than the original array. 

[0013] In vieW of the above there is a need for such a tool 
that is provided by the present invention. 

SUMMARY OF THE INVENTION 

[0014] The present invention describes a system and 
method for simpli?cation of rule arrays. 

[0015] It has been observed that rules devised by humans 
can contain hidden redundancies or might not be as compact 
as possible. This can lead to arrays that are several times 
larger than necessary. 

[0016] In a preferred embodiment, the present invention 
includes preprocessing a rule array as described above and 
can be applied to simplify the job of classi?cation or testing 
by a TCAM, tree, or other method. The present invention 
tests a rule array for tWo possible simpli?cations. The 
simpli?cations include replacement by a smaller array 
(feWer roWs) that is logically equivalent to the original array. 
This ?rst simpli?cation ?nds logical redundancies in the 
rules. The second simpli?cation is based upon reduction of 
the rule set, that is, replacements of subsets of tWo or more 
rules by single rules that are logically equivalent. 

[0017] The invention includes a Redundancy Test Algo 
rithm. It is assumed that N (>=2) Rules are labeled by an 
index i With i=0, 1, 2, . . . , N-1. Also, each rule is marked 
by a “valid bit” that is initially 1. The complexity of the 
algorithm is O(NA2) Where N represents the number of 
entries in the array; A 2 represents raising the number N to the 
poWer 2, that is, squaring N. Rule number i is redundant if 
there exists rule number j With the properties: 

[0018] 1. Every bit position that is 0 in rule i is 0 or 
* in rule j 

[0019] 2. Every bit position that is I in rule i is 1 or 
* in rule j 

[0020] 3. Every bit position that is * in rule i is * in 
rule j 

[0021] The pseudocode for an algorithm that systemati 
cally tests for redundancy is in Appendix A. Initially all rules 
have valid bits set to 1.After the Redundancy Test Algorithm 
runs, it is possible that some of the rules have valid bits set 
to 0, meaning that they can be deleted from the rule set 
Without changing the logical application of the rules. Again, 
all rules in a tested set are assumed to have the same action. 

[0022] The invention further includes a Reduction Algo 
rithm that is applied to all the rules that still have the same 
action and priority and that have valid bit equal to 1 after 
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application of the Redundancy Test Algorithm. It is assumed 
that N (>=2). Rules are labeled by an index i With i =0, 1, 2, 
. . . , N-1. The complexity of the algorithm is O(NA2). Rule 
number i and rule number j can be reduced to one logically 
equivalent rules if rule i and j have the properties: 

[0023] 1. Rules i and j are identical in every bit 
position except exactly one bit position. 

[0024] The pseudocode for an algorithm that systemati 
cally tests for reductions is in Appendix B. Initially, all rules 
have valid bit set to 1. After the Reduction Algorithm runs, 
it is possible that some of the rules are changed and other 
rules have valid bit equal to 0, meaning that they can be 
deleted from the rule set Without changing the logical 
application of the rules. All rules in a set tested by the 
Reduction Algorithm are assumed to have the same priority 
and action. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0025] FIG. 1 shoWs a block diagram of a communica 
tions netWork including the teachings of the present inven 
tion. 

[0026] FIG. 2 shoWs a block diagram of a processor that 
executes the algorithms according to the teachings of the 
present invention. 

[0027] FIG. 3 shoWs a How chart of the Redundancy Test 
Algorithm according to the teachings of the present inven 
tion. The algorithm tests for redundancy in every entry of the 
matrix representing the rules. 

[0028] FIG. 4 shoWs a How chart for the Reduction 
Algorithm according to the teachines of the present inven 
tion. The algorithm tests each entry against the remaining 
entries in the matrix to determine entries to combine. 

DETAILED DESCRIPTION OF INVENTION 

[0029] Before describing details of the present invention 
some characteristics of the Rules matrix to Which the 
invention is applicable Will be discussed. 

[0030] Each rule in the matrix can have one or more action 
attributes (permit or deny could be an action attribute, as 
could be a rule that changes the Quality of Service desig 
nation of a packet). TWo rules are said to intersect if at least 
one key ?ts both rules. Rules that intersect can have the 
property of priority as de?ned in US. Pat. No. 6,484,171, 
“System method and computer program for prioritiZing ?lter 
rules”. Priority means that if a key ?ts tWo or more rules, 
then the rule With the highest priority value is enforced. The 
present invention pertains to sets of rules all of Which have 
both the same action type and the same priority. 

[0031] It can happen in enforcement of rules that the 
action is the critical outcome, not the knoWledge of Which 
particular rule ?ts among a set of rules With common priority 
and action. It can also happen that many rules in a ternary 
set have the same priority and the same action. Typically this 
is the case With many noninteresecting rules, but it can 
happen With intersecting rules as Well. The present invention 
includes reduction of such sets of ternary rules With common 
priority and common action, provided only the action of the 
rule system matters. 

[0032] It can also happen that by mistake some ternary 
rules are redundant. Suppose any key that ?ts ternary rule A 
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must also ?t ternary rule B, that A and B have the same 
priority, and that A and B have the same action. Then rule A 
is said to be included in rule B. The occurrence of rule A in 
the ternary rule set is pointless and Ashould be deleted. The 
present invention includes detection and correction of some 
such redundant ternary rule mistakes. 

[0033] FIG. 1 shoWs a block diagram of communications 
netWork 100 in Which the present invention is implemented. 
The communications netWork 100 includes a plurality of 
subnetWorks (subnet) 106 connected by separate edge 
device 104 to the internet or other types of netWork 102. The 
subnet 106 may be a Wide area network, local area netWork, 
etc. The edge device may be a router bridge, server, etc. A 
database reduction system 104‘ according to the teachings of 
the present invention is placed in each of the edge devices. 
It should be noted that the database reduction system 104‘ 
may be placed in other parts of the netWork and not 
necessarily as shoWn in FIG. 1. Therefore, its placement in 
the edge device is only exemplary and should not be 
construed as a limitation on the scope or teachings of the 
present invention. 

[0034] The database reduction system 104‘ includes a 
computer and algorithms that are executed on the computer. 
Turning noW to FIG. 2 a block diagram of the computer 200 
is shoWn. The logical components of computer 200 may 
include Random Access Memory (RAM) 202, a Central 
Processing Unit (CPU) 204, Read Only Memory (ROM) 
206, all connected by a Bus 208. Also connected by a Bus 
208 can be an Input/Output (I/O) adapter 210 and connected 
to the I/O Adapter can be a plurality of one or more devices 
212 including devices handling packet ?oWs. Within edge 
devices in hardWare or softWare or a combination of hard 
Ware and softWare may reside instances of the present 
invention for the purpose of classi?cation or ?ltration of 
packets. An instance of the present invention may use a 
combination of the logical components in the edge device. 

[0035] Referring to FIG. 3, shoWn is a ?oWchart 300 for 
the Redundancy Test Algorithm Which tests a set of N rules, 
N being the number of Rules tested, labeled R0, R1, R2, . . 
. , RN-1. In principle, any rule might be redundant relative 
to some other rule, so all combinations must be checked. 
Initially, each rule is assigned a valid bit With value 1. Of 
course other values other than 1 could be assigned to the 
rules Without deviating from the teachings of the present 
invention. When the algorithm ends, N rules are in a 
(generally) neW list and the valid bit assigned to each rule in 
the neW list is 0 or 1. Only rules With a valid bit equal to I 
need be tested by the Redundancy Test Algorithm in order 
to reach a generally smaller set of rules With the same action 
for any key as the original rule set. The algorithm begins at 
the start block 302. An integer index i (corresponding to rule 
Ri) is initially set to 0, block 304, and an integer index j 
(corresponding to rule Rj) is also initially set to 0, block 306. 
In block 308 a test is performed, namely, “Does rule Rj have 
valid bit=0?” If yes, then the algorithm branches to block 
314. If no, then the algorithm branches to block 310. In 
block 310 a test is performed, namely, “is j=i?” If yes, then 
the algorithm branches to block 314. If no, then the algo 
rithm branches to another test block 312. Test in 312 asks “is 
no bit position that is equal to 0 in Ri equal to 1 in Rj AND 
is no bit position that is equal to 1 in Ri and equal to 0 in Rj 
AND is every bit position that is equal to * in Ri also equal 
to * in Rj?” If yes (this is the logical equivalent of rule Ri 
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is redundant relative to rule Rj), then the algorithm proceeds 
to block 316. If no, then the algorithm proceeds to block 314. 
In block 314 the algorithm tests, “is j<N-1?” If yes, then the 
algorithm branches to block 318. If no, then the algorithm 
branches to block 320. In block 316 the valid bit of rule Ri 
is changed to 0, then the algorithm ?oWs to block 320. In 
block 318 the value of j is incremented to j+1, then the 
algorithm ?oWs to block 308. Block 320 tests, “is i<N-1?” 
If yes, then the algorithm branches to block 322. If no, then 
the algorithm branches to block 324. In block 322 the value 
of i is incremented to i+1, then the algorithm ?oWs back to 
block 306. In block 324 the algorithm ends. 

[0036] Referring to FIG. 4, shoWn is a ?oWchart 400 for 
the Reduction Algorithm Which tests a set of N rules labeled 

R0, R1, R2, . . . , RN-1. In principle, any rule might be 

combined With any other rule to achieve a reduction, so all 
possibly combinations must be checked. Initially, each rule 
has a valid bit With value 0 or 1 assigned. In a preferred 

embodiment, this set is actually the output of the Reduction 
Test Algorithm and the rules With valid bit equal to 0 have 
already been deleted. When the algorithm ends, N rules are 
in a (generally) neW output rule list and the valid bit of each 
rule in the output list is 0 or 1. Only output rules With a valid 
bit equal to 1 need be tested in order to reach the same 
logical result for any key as the original rule set. It should 
be noted the Reduction algorithm can be exercised as a 
standalone algorithm independent of the Redundancy algo 
rithm. 

[0037] Still referring to FIG. 4, the algorithm begins at the 
start block 402. An integer index i is initially set to 0, block 
404, and an integer index j is also initially set to 0, block 
406. In block 408 a test is performed, namely, “does rule Rj 
have valid bit=0?” If yes, then the algorithm proceeds to 
block 414. If no, then the algorithm proceeds to block 410. 
In block 410 a test is performed, namely, “is j=i?” If yes, 
then the algorithm proceeds to block 414. If no, then the 
algorithm proceeds to another test 412. Test 412 is “are all 
bit positions identical in Ri and Rj except exactly one bit 
position?” If yes, then the algorithm proceeds to block 416. 
If no, then the algorithm proceeds to block 414. In block 414 
the algorithm tests, “is j<N-1?” If yes, then the algorithm 
branches to block 418. If no, then the algorithm branches to 
block 420. In block 416 the exceptional entry identi?ed in 
block 412 is changed to * in rule Rj. The algorithm then 
?oWs to block 422 Wherein the valid bit of rule Ri is changed 
to 0. The algorithm then ?oWs to block 420. In block 418 the 
value of j is incremented to j+1, then the algorithm ?oWs to 
block 408. Block 420 asks, “is i<N-1?” If yes, then the 
algorithm branches to block 424. If no, then the algorithm 
branches to block 426. In block 424 the value of i is 
incremented to i+1, then the algorithm ?oWs back to block 
408. In block 426 the algorithm ends. 

[0038] Having described the algorithms of the present 
invention, examples of their applications folloWs. 

[0039] Here is an example of the application of the Redun 
dancy Test Algorithm. Suppose there are 4 synthetic ternary 
rules With the same action as folloWs. Each has 25 bit 
positions. Initially the rule list might be as folloWs. 
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-continued 

Rule ternary range valid bit Rule ternary range valid bit 

0 *00001110*100000*00011111 1 6 *00001110*1000***00011*** 1 
1 *00001110*100000*001011** 1 7 *00001110*1000***00101*** 1 
2 *00001110*100000*00011*** 1 8 *00001110*001010*00011*** 0 
3 *00001110*10000**00101*** 1 9 *00001110*001010*00101*** 0 

10 *00001110*00101**00011*** 1 
11 *00001110*00101**00101*** 1 

. . . . . 12 *00001110*010001*00011*** O 

1S Included In and R1~1S Included 13 *00001110*010001*00101ww 0 
1n R3.Appl1cat1on of the Redundancy Test Algorithm results 14 *00001110*001111*00011*** 1 
in the following neW values for the valid bits. 15 *00001110*001111*00101*M 1 

16 *00001110*01000**00011*** 1 
17 *00001110*01000**00101*** 1 

Rule ternary range valid bit 

0 *00001110*1000OO*OOO11111 O 
1 *OOOO1110*1000OO*OO1011** O 
2 *OOOO1110*1000OO*OOO11*** 1 
3 *OOOO1110*1000O**OO101*** 1 

[0041] Because R0 and R1 are tagged With valid bit 0, they 
Would be dropped from the database of Rules. 

[0042] Here is an application of the Reduction Algorithm 
to a set of 18 ternary rules from a real rule set. They all have 
the same priority and the same action (namely, the action is 
“permit”). 

Rule ternary range valid bit 

0 *OOOO1110*1000OO*OOO11*** 1 
1 *OOOO1110*1000OO*OO101*** 1 
2 *OOOO1110*1000O1*OOO11*** 1 
3 *OOOO1110*1000O1*OO101*** 1 
4 *OOOO1110*100010*OOO11*** 1 
5 *OOOO1110*100010*OO101*** 1 
6 *OOOO1110*100011*OOO11*** 1 
7 *OOOO1110*100011*OO101*** 1 
8 *OOOO1110*OO1010*OOO11*** 1 
9 *OOOO1110*OO1010*OO101*** 1 

1O *OOOO1110*OO1011*OOO11*** 1 
11 *OOOO1110*OO1011*OO101*** 1 
12 *OOOO1110*O10001*OOO11*** 1 
13 *OOOO1110*O10001*OO101*** 1 
14 *OOOO1110*OO1111*OOO11*** 1 
15 *OOOO1110*OO1111*00101*** 1 
16 *OOOO1110*O1000O*OOO11*** 1 
17 *OOOO1110*O1000O*OO101*** 1 

[0043] Application of the Reduction Algorithm results in 
the following neW rules and neW values for the valid bit of 
some old rules. R0 merges With R2 to form a neW R2, R4 
merges With R6 to form a neW R6, then R2 merges With R6 
to form a neW R6, and so on. 

Rule ternary range valid bit 

*OOOO1110*1000OO*OOO11*** 
*OOOO1110*1000OO*OO101*** 
*OOOO1110*1000O**OOO11*** 
*OOOO1110*1000O**OO101*** 
*OOOO1110*10001**OOO11*** 
*OOOO1110*100010*OO101*** 

[0044] Aset of 1733 real rules Was considered as a test set. 
A total of 1654 of the rules Were special permisssion rules 
that had one priority (highest) and one action (permit). 
Therefore 79 of the rules Were not treated. None of the 1654 
special permission rules intersects With any other of 1732 
rules. Applying the Redundancy Test Algorithm results in 20 
of the 1654 special permission rules being declared “redun 
dant” in enforcement of the rules. Checking the raW rules 
revealed that there actually Was a logical error in them. The 
20 rules are already redundant in the raW form. Then 
applying the Reduction Algorithm to the remaining 1634 
special permission rules With valid bit 1 resulted in modi 
?cation of some rules and deletion of others in multiple 
stages, the net reduction being from 1634 rules to 639 
logically equivalent rules. 

[0045] In summary, the result is that applying the present 
invention including the Redundancy Test Algorithm and the 
Reduction Algorithm to a real set of 1733 rules resulted in 
an equivalent set of 79+639=718 ternary rules. The ratio of 
1733 to 718 is 2.4. 

[0046] The Appendices A, B and C describe pseudocode 
and C language for implementing the invention described 
herein. 

[0047] The foregoing is illustrative of the present inven 
tion and is not to be construed as limiting thereof. Although 
exemplary embodiments of this invention have been 
described, those skilled in the art Will readily appreciate that 
many modi?cations are possible in the exemplary embodi 
ments Without materially departing from the novel teaching 
and advanced use of this invention. Accordingly, all such 
modi?cations are intended to be included Within the scope of 
this invention as de?ned in the claims. 

APPENDICES 

[0048] APPENDIX A 

[0049] Here is pseudo-code for an algorithm that system 
atically tests for redundancy. An equivalent ?oW chart for 
this algorithm is shoWn in FIG. 3. 

Redundancy Test Algorithm 

1. Let i = O 

2. Letj = O 

3. If rule Rj has valid bit = 0, then goto 6 
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-continued 

Redundancy Test Algorithm 
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Reduction Algorithm 

4. Ifj = i, goto 6 
5. If 

no0inRiis1inRj 
AND no 1 in Ri is 0 in rule Rj 

AND every * in Ri is * in Rj, 

then make the valid bit in Ri 0 AND goto 7 

6. Ifj < N—1, let j:=j+1, goto 3 

7. Ifi < N—1, let i:=i+1, goto 2 
8. END 

Let i = 0 

Let = 0 

. If rule Rj has valid bit = 0, then goto 6 

.Ifj=i,goto6 

. If Ri and Rj are identical in every position except exactly 
one entry, 
then Write * in that entry in Rj 

AND make the valid bit in Ri 0 
AND goto 7. 

6. Ifj < N—1, let j:=j+1, goto 3 
. ifi < N—1, let i:=i+1, goto 2 

[0050] APPENDIX B 

[0051] Here is pseudo-code for an algorithm that system 
atically tests for reduction of the rule set. An equivalent ?oW 
chart for this algorithm is shown in FIG. 4. 

8. END 

[0052] APPENDIX c 
[0053] The following includes C programs that enable 
logic equivalent to the Redundancy Test Algorithm and the 
Reduction Algorithm. In this code the symbol X Was used to 
denote “don’t care.” 

C code that implements the Reduction Algorithm appears beloW. 
******************************************************************** 

* Ternary Compare 
I 

* This program compares a set of rules to determine if there is 
* redundancy betWeen pairs of rules and Whether rule sets can 
* be reduced by replacing a bit value With a “dont-care” symbol. 
* All rule combinations are attempted and When uni?cation occurs 
* the rules are all re-tested to ensure that all uni?cations 
* are found. 
I 

* Input: a teXt ?le With ternary compare rules arranged in ?elds 
* as in the folloWing eXample: 
I 

* rule 77 : X01011111 X001110 X0001 1XXX 

* Note that there are no leading characters in the ?le. 

*********************96*96*96************************96*9696969696969696969696969696969696/ 
#include <stdio.h> 
main(int argc, char **argv){ 

int i=0, j=0, num=0, loc, slen, rule[2048], resultCount=0, verbose = 0; 
char vector[2048][64], valid[2048], dataFileString[128]; 
char s2[32], s3[32], s4[32]; 
FILE *dataFile, *resultFile; 
if (argc < 2){ 
printf(“Usage: tc inputRuleFile\n”); 
eXit(-1); 

/* open the input ?le */ 
strcpy(dataFileString, argv[1]); 
dataFile = fopen(dataFileString, “r”); 
if (dataFile == NULL){ 

printf(“Could not open %s\n”, dataFileString); 
eXit(-1); 

/* open the output ?le */ 
strcat(dataFileString, “.result”); 
resultFile = fopen(dataFileString, “W”); 
if (resultFile == NULL){ 
printf(“Could not open %s\n”, dataFileString); 
eXit(-1); 

} 
/* initialize valid bits */ 
for(i=0; i<2048; i++) 
valid[i] = 1; 

/* print out Notes */ 
fprintf(resultFile, “Notes:\n‘*’ indicates a compression, so that it can be\n”); 
fprintf(resultFile, “distinguished from the original dont-care ‘X’\n”); 
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return 1; 

} 
/* 
* ?nd location of single difference 

*/ 

?ndLocation(char *Ri, char *Rj int i,j, stringLength, location; 

stringLength = strlen(Ri); 
if (stringLength != strlen(Rj)){ 
printf(“Error in the string lengths!\n”); 
exit(—1); 

} 
/* look for the ?rst difference */ 
for(i=O, location=O; i< stringLength; i++) 

if (Rim 1= Rj[i]){ 
location = i; 

break; 

/* if there is a second difference, return With no result */ 
for(i++; i< stringLength; i++) 
if (Ri[i] != Rj[i]) 
return(—1); /* no result found here */ 

return(location); 

What is claimed is: 
1. A method comprising the acts of: 

providing a database including ternary characters 
arranged in a matrix; 

performing prede?ned operations on the database With a 
programmed processor; and 

deleting super?uous entries from said database Wherein 
the size of said database is reduced. 

2. The method of claim 1 Wherein the ternary characters 
include 0, 1 and * (don’t care). 

3. The method of claims 1 or 2 Wherein the prede?ned 
operations include tagging a ?rst indicia to each entry in the 
database. 

4. The method of claim 3 Wherein the prede?ned opera 
tions further include determining entries in the database that 
are included in other entries in said database. 

5. The method of claim 4 Wherein the prede?ned opera 
tions still further include tagging a second indicia to entries 
identi?ed as being inclusive. 

6. The method of claim 3 Wherein the ?rst indicia includes 
a logical “1”. 

7. The method of claim 5 Wherein the second indicia 
includes a logical “0”. 

8. The method of claim 7 Wherein the super?uous entries 
are tagged With logical “0”. 

9. The method of claim 3 Wherein the prede?ned opera 
tions further include determining rules that can be combined 
With other rules so as to reduce the number of rules in said 
database. 

10. The method of claim 4 Wherein the prede?ned opera 
tions further include determining rules that can be combined 
With other rules so as to reduce the number of rules in said 
database. 

11. An apparatus comprising: 

a memory in Which a ternary data matrix is being stored; 

a processor operatively coupled to access said memory 
and to perform prede?ned operations that reduce the 
number of entries in said ternary data matrix. 

12. The apparatus of claim 11 Wherein characters in the 
ternary data matrix include 0, 1 and * (Wild card). 

13. The apparatus of claims 11 or 12 Wherein the pre 
de?ned operations include tagging each entry in the ternary 
data matrix With a ?rst indicia. 

14. The apparatus of claim 13 Wherein the ?rst indicia 
includes 1. 

15. The apparatus of claim 14 Wherein the prede?ned 
operations further include determining redundant entries in 
said ternary database. 

16. The apparatus of claim 15 Wherein said processor tags 
redundant entries With a second indicia. 

17. The apparatus of claim 16 Wherein the second indicia 
includes 0. 

18. The apparatus of claim 17 Wherein the processor 
deletes all entries tagged With 0. 

19. The apparatus of claim 14 Wherein the prede?ned 
operations include determining entries in the database that 
are identical in each bit position except one. 

20. The apparatus of claim 15 Wherein the prede?ned 
operations include determining entries in the database that 
are identical in each bit position except one. 

21. A program product including 

a medium on Which a computer program is recorded, said 
computer program including a ?rst set of instructions 
that causes a computer to tag each entry in a database 
With a ?rst indicia; 
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a second set of instructions that causes the computer to 
determine redundant entries in said database; and 

a third set of instructions that causes said computer to tag 
selected ones of said redundant entries With a second 
indicia. 

22. The program product of claim 21 Wherein the ?rst 
indicia includes 1. 

23. The program product of claims 21 or 22 Wherein the 
second indicia includes 0. 

24. The program product of claim 21 further including a 
fourth set of instructions that causes the computer to delete 
from said database the selected ones of said entries tagged 
With the second indicia. 

25. The program product of claims 24 a ?fth set of 
instructions that causes the computer to determine all entries 
in the database identical in each bit position eXcept 1. 

26. A method to reduce the siZe of a database comprising 
the acts of: 

(a) providing the database in a memory said database 
including a listing of N rules, N >=2, With indices 0, 1, 
2 . . . N and characters 0, 1 and * (Wild card or don’t 

care); 
(b) tagging each rule With a valid bit having a ?rst value; 

(c) processing the N rules With a redundancy test algo 
rithm that identi?es rules included in other rules; and 

(d) tagging rules identi?ed in (c) With a value bit having 
a second value. 

27. The method of claim 26 further including the acts of 
processing only rules tagged With the ?rst indicia With a 
Reduction Algorithm thus to determine Rules that are iden 
tical to other rules in all bit positions eXcept one. 

28. The method of claim 27 further including the act of 
tagging selected ones of the rules processed With the second 
indicia. 

29. The method of claim 28 Wherein the ?rst indicia 
includes a 1 and the second indicia a 0. 

30. The method of claim 29 further including the act of 
deleting from said database entries rules marked With 0. 

31. The method of claim 26 Wherein act (c) further 
includes the act of applying to the database the redundancy 
step altgorithm as a program With the folloiWng steps of: 

step 1 letting an indeX i initially be 0; 

step 2 letting an indeX j initially be 0; 

step 3 if rule Rj has valid bit=0, then go to step 6; 

step 4 if j=i, then go to step 6; 
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step 5 if 

no 0 entry in Ri corresponds to a 1 entry in Rj 

AND no 1 entry in Ri corresponds to a 0 entry in Rj 

AND every * entry in Ri corresponds to a * entry in Rj 

then go to step 7; 

step 6 ifj<N-1, then incrementj by 1 so jz=j+1 and go to 
step 3; 

step 7 if i<N—1, then increment i by 1 so i:=i+1 and go to 
step 2; 

step 8 END. 
32. The method of claim 27 Wherein processing rules With 

the Reduction Algorithm further includes the act of applying 
to the database a program With the steps of: 

step 1 letting an indeX i initially be 0; 

step 2 letting an indeX j initially be 0; 

step 3 if rule Rj has valid bit=0, then go to step 6; 

step 4 if j=i, then go to step 6; 

step 5 if Ri and Rj are identical in every position eXcept 
exactly one entry, then Write * in that entry in Rj, reset 
the valid bit Ri to 0, and go to step 7; 

step 6 ifj<N-1, then incrementj by 1 so jz=j+1 and go to 
step 3; 

step 7 if i<N-1, then increment i by 1 so i:=i+1 and go to 
step 2; 

step 8 END. 
33. The method of claim 26 Wherein the rules represent a 

description of policies including security policies to be 
enforced regarding traf?c at an edge device ?oWing in either 
direction. 

34. The method of claims 1 or 2 Wherein the prede?ned 
operations include determining entries that are redundant in 
said database. 

35. The method of claims 1 or 2 Wherein the prede?ned 
operations include determining entries that can be combined 
in said database. 

36. The method of claim 34 Wherein the entries are 
redundant if no 0 in Ri is 1 in Rj and no 1 in Ri is 0 in Rj 
and every * in Ri is * in Ri, Where Ri and Rj are indices. 

37. The method of claim 35 Wherein the entries can be 
combined if Ri and Ri are identical in every position eXcept 
one, Where Ri and Rj are indices. 

* * * * * 


