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(57) ABSTRACT 

A method for protecting data for access by a plurality of 
users. A server encrypts data using a master key and a 

symmetric encryption algorithm. For each authorized user, a 
key encryption key is derived from a passphrase, and 
the master key is encrypted using the KEK. The server posts 
the encrypted data and an ancillary ?le that includes, for 
each user, a user identi?er and the master key encrypted 
according to the user’s KEK. To access the data, a user 

enters the passphrase into a client, Which re-derives the 
user’s KEK, and ?nds, in the ancillary ?le, the master key 
encrypted using the user’s KEK. The client decrypts the 
master key and then decrypts the data. A KEK may be 
derived from a natural language passphrase by hashing the 
passphrase, concatenating the result and a predetermined 
text, hashing the concatenation, and truncating. 
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ENCRYPTING DATA FOR ACCESS BY MULTIPLE 
USERS 

FIELD OF THE INVENTION 

[0001] The present invention relates to the ?eld of data 
protection, and more particularly to the ?eld of encrypting 
large data ?les so that they may be readily accessed by a 
plurality of different users. 

BACKGROUND 

[0002] Large data ?les often need to be protected against 
unauthoriZed access. As a result, various cryptographic 
techniques have been proposed and exploited. Many rely on 
secret binary keys. For example, a public-private crypto 
graphic system has a private key knoWn only to an indi 
vidual or to a select group of people, and a public key Which 
may be Widely distributed. Data encoded according to the 
public key can be decoded only by those Who knoW the 
private binary key. Other cryptographic systems are sym 
metric, and have a single key Which is used both for 
encryption and decryption. In either case, hoWever, manag 
ing the secret keys is problematic, especially in a situation 
Where the keys are changed frequently. 

[0003] Moreover, because the keys are uniquely associ 
ated With individuals or With small groups, the encryption 
and distribution of large ?les of data is a cumbersome 
process When the data needs to be accessed by a large 
number of independent users each having a different key. 
For example, consider the shooting and editing of a digital 
motion picture or ?lm. A director in HollyWood may dis 
tribute each day’s take to assistants at various locations. 
Because the resulting ?les have great value to Would-be 
pirates, they need to be encrypted. Because each user has a 
different key, hoWever, each ?le must be encrypted many 
times using the many different keys, and transmitted many 
times to the many different users, thus requiring massive 
processing poWer and communication bandWidth, and con 
suming a signi?cant period of time. Further, distributing neW 
keys to the multitude of users requires signi?cant effort, and 
imposes a signi?cant burden on the users themselves, Who 
need to receive and install each update. 

[0004] Thus there is a need for a method of encrypting 
large ?les of data to be accessed by a number of users, so that 
processing, bandWidth, delay, and key-management require 
ments are minimiZed. 

SUMMARY 

[0005] The present invention provides a Way of encrypting 
large data ?les that are to be accessed by a large number of 
users, and at the same time minimiZes the delay involved 
and the need for mammoth processing and communication 
resources. Further, the invention is amenable to simple 
key-management techniques. 

[0006] According to the invention, a data ?le is encrypted 
at a server using a master key according to a symmetric 
single-key encryption algorithm. Each user Who is autho 
riZed to access the data has a secret passphrase knoWn to the 
server and to the user. The passphrase may be of any length. 
For each user, a key encryption key is generated, 
based on the user’s passphrase. The master key is then 
encrypted a multiplicity of times, using the various key 
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encryption keys. The server posts the encrypted data ?le and 
an ancillary ?le that includes, for each user, a user identi?er 
and the master key encrypted according to the user’s pass 
phrase-based key encryption key. In some embodiments of 
the invention, the ancillary ?le may be combined With or 
imbedded Within the encrypted data ?le, so that one ?le 
Which contains both the ancillary ?le and the encrypted data 
?le may be posted or distributed. 

[0007] A user accessing the data enters his or her pass 
phrase into a client. The client then locally derives the user’s 
key encryption key from the user’s passphrase, and, by 
examining the identi?ers in the ancillary ?le posted by the 
server, ?nds the master key encrypted With the user’s key 
encryption key. The client then decrypts the master key 
using the locally derived key encryption key, and decrypts 
the data ?le using the master key. 

[0008] According to the invention, the passphrase is 
hashed using a collision-resistant hash function, to provide 
a hashed passphrase. The hashed passphrase is then altered 
using a predetermined text, for example by concatenating 
the predetermined text and the hashed passphrase, to provide 
an altered passphrase. The altered passphrase is then hashed, 
and the result is truncated, to provide the key encryption key. 

[0009] The invention also includes veri?cation keys that 
provide quick assurance that the server has used the intended 
passphrase to encrypt the data. For each user, the server 
derives a veri?cation key from the user’s passphrase, and 
posts the veri?cation key in the ancillary ?le. The veri?ca 
tion key may be derived by hashing the passphrase using the 
collision-resistant hash function, to provide a hashed pass 
phrase, Which is then altered using a predetermined text, for 
example by concatenating the predetermined text and the 
hashed passphrase, to provide an altered passphrase. The 
altered passphrase is then hashed, and the result truncated, to 
provide the veri?cation key. The client may read the veri 
?cation key from the ancillary ?le, re-derive the veri?cation 
key locally, and compare the tWo. If the tWo veri?cation keys 
match, the user may presume With con?dence that the server 
has used the intended passphrase. 

[0010] Thus according to the invention, a large data ?le 
need be encrypted only once, and posted along With its 
ancillary ?le for access by the various users. Further, aspects 
of the invention concerning the generation of the pass 
phrase-based key encryption keys and veri?cation keys 
alloW these keys to be changed easily and frequently, if so 
desired. These and other aspects of the invention Will be 
more fully appreciated When considered in light of the 
folloWing draWings and detailed description. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0011] FIG. 1 is a ?oWchart that shoWs aspects of the 
inventive method for encrypting a data ?le and generating an 
ancillary ?le. 

[0012] FIG. 2 shoWs an exemplary organiZation of an 
ancillary ?le. 

[0013] FIG. 3 shoWs aspects of the inventive method for 
deriving key encryption keys from passphrases. 

[0014] FIG. 4 shoWs aspects of the inventive method for 
deriving veri?cation keys from passphrases. 
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[0015] FIG. 5 is a ?owchart that shows aspects of an 
inventive method for reading data protected according to the 
invention. 

DETAILED DESCRIPTION 

[0016] The present invention provides a Way of protecting 
large data ?les that are to be accessed by a large number of 
users, and at the same time minimizes the delay involved 
and the need for mammoth processing and communication 
resources. Further, the invention is amenable to simple 
key-management techniques. 
[0017] As shoWn in FIG. 1, an encryption key is provided 
(step 100), called here the master key, Which is used to 
encrypt data according to a symmetric, single-key encryp 
tion algorithm (step 105). Preferred embodiments of the 
invention have a 128-bit randomly generated master key. 
The data may be encrypted using any suitable algorithm; 
preferred embodiments of the invention use the “Triple 
DES” algorithm as described by Schneier in Applied Cryp 
tography, John Wiley and Sons (second edition, 1996), or 
the “Advanced Encryption Standard Algorithm” described 
in Federal Information Processing Standards, Publication 
197, “Advanced Encryption Standard (AES),” 26 Nov. 
2001. 

[0018] The encryption may be performed by a server, or 
performed by special-purpose equipment, or performed in 
any other suitable Way, the purpose being to encrypt the data 
and make the encrypted result accessible to a plurality of 
users. Nevertheless, as a descriptive convenience the inven 
tion Will be described here With reference to an embodiment 
Wherein a server encrypts the data, and makes the encrypted 
data available over the Internet to clients operated by the 
users. This particular arrangement is not, hoWever, a neces 
sary condition of the invention. 

[0019] Each user has a conventional user identi?er, Which 
may be public, and also a passphrase, Which is knoWn only 
to the user and the server. Apassphrase may be of any length. 
Users may recall the passphrases from their human memo 
ries, and enter them into the clients as the need arises; 
alternatively, clients may store the passphrases. Thus the 
invention does not require the frequent distribution of secret 
128-bit binary keys, and therefore provides an improvement 
in the area of key-management convenience from the point 
of vieW of the users. On the other hand, the server maintains 
a table of passphrases. Because the passphrases are sensitive 
information, care should be taken to protect this table. For 
example, the table of passphrases held by the server may 
itself be encrypted so that it cannot be read by a hacker, 
although this is not a necessary condition of the invention. 

[0020] For each user, a key encryption key is derived from 
the user’s passphrase (step 110). Further details of the 
derivation are given beloW With reference to FIG. 3. The 
master key is then encrypted using each user’s key encryp 
tion key according to a symmetric single-key encryption 
algorithm (step 115). Although the algorithm used to encrypt 
the master key may be the same as the algorithm used to 
encrypt the data, this is not a necessary condition of the 
invention. For each user, a veri?cation key is derived from 
the user’s passphrase (step 120). Further details of the 
derivation are given beloW With reference to FIG. 4. The 
encrypted data is posted by the server for access by the 
clients, along With an ancillary ?le that includes a record for 
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each client (step 125) as described beloW. Here, the term 
“post” is used broadly, and includes all Ways of making data 
available to users; the term is not limited to the client/server 
environment that is employed here as a descriptive conve 
nience. 

[0021] FIG. 2 shoWs an organiZation of an exemplary 
ancillary ?le 200 for N users. The exemplary ancillary ?le 
200 has three columns, each having N entries. The ?rst 
column 210 includes the user identi?ers, the second column 
220 includes versions of the master key encrypted With the 
key encryption keys, and the third column 230 includes the 
veri?cation keys. Thus there are N records 250A-250N, a 
record for each of the N users, each record making an 
association among a user identi?er, the master key encrypted 
With the identi?ed user’s key encryption key, and the user’s 
veri?cation key. 

[0022] The structure shoWn in FIG. 2 is exemplary rather 
than limiting, hoWever, and many equivalent Ways to orga 
niZe and post the information discussed With reference to 
FIG. 2 Will occur to those skilled in the art once taught the 
present invention. For example, rather than post the 
encrypted data and the ancillary ?le separately, the tWo may 
be combined, or various subsets of the tWo may be com 
bined. Other embodiments of the invention include append 
ing a particular user’s version of the encrypted master key to 
the encrypted data, and sending the result to the particular 
user rather than making a larger body of information more 
broadly available over the Internet. Here again, other suit 
able subsets, combinations, permutation, and variations Will 
occur to those skilled in the art, once taught the present 
invention. For example, subsets of a larger group of users 
may be authoriZed to vieW various releases of encrypted 
information, Where the members of the authoriZed subset 
differ from release to release. 

[0023] FIG. 3 is a ?oWchart that shoWs aspects of the 
inventive method for deriving key encryption keys from 
passphrases. As shoWn in FIG. 3, the passphrase is hashed 
(step 300), to provide a hashed passphrase. Preferred 
embodiments of the invention use a collision-resistant hash 
function such as SHA-1 or SHA-2, Which are Well knoWn, 
and Which are described by Schneier (op cit.). The hashed 
passphrase is then altered (step 310), in order to further 
increase resistance to collisions, the result being called here 
an altered passphrase for descriptive convenience. In a 
preferred embodiment of the invention, the hashed pass 
phrase is altered by concatenating a predetermined text as a 
preamble to the hashed passphrase. In one embodiment, the 
predetermined text is the ASCII representation of the upper 
case letters KEK, although the inventors attribute no par 
ticular signi?cance to this choice. The altered passphrase is 
then hashed (step 320), and the result is truncated to provide 
the user’s key encryption key (step 330). In a preferred 
embodiment, truncation preserves the leading 128 bits. 

[0024] FIG. 4 is a ?oWchart that shoWs aspects of the 
inventive method for deriving veri?cation keys from pass 
phrases. As shoWn in FIG. 4, the passphrase is hashed (step 
400), to provide a hashed passphrase. Preferred embodi 
ments of the invention use a collision-resistant hash function 
such as SHA-1 or SHA-2, Which are Well knoWn, and Which 
are described by Schneier (op cit.). The hashed passphrase 
is then altered (step 410), the result being called here an 
altered passphrase for descriptive convenience. In a pre 
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ferred embodiment of the invention, the hashed passphrase 
is altered by concatenating a predetermined teXt as a pre 
amble to the hashed passphrase. In one embodiment, the 
predetermined teXt is the ASCII representation of the upper 
case letters VK, although the inventors attribute no particu 
lar signi?cance to this choice. The altered passphrase is then 
hashed (step 420), and the result is truncated to provide the 
user’s veri?cation key (step 430). In a preferred embodi 
ment, truncation preserves the leading 128 bits. 

[0025] The ?oWchart of FIG. 5 shoWs aspects of an 
inventive method for reading data protected according to the 
invention. The client employed by the user locates the record 
in the ancillary ?le 200 that includes the user’s identi?er 
(step 500), and reads the associated veri?cation key (step 
505). The client then determines the user’s passphrase (step 
510). In a preferred embodiment, the user enters his or her 
passphrase into the client Whenever the need arises; in other 
embodiments, the passphrase may be stored in the client. 
The client derives the veri?cation key locally from the 
passphrase (step 515), and compares the read veri?cation 
key With the derived veri?cation key (step 520). If the tWo 
veri?cation keys are not the same, the process ends (step 
525), as evidently the server and the client have used 
different passphrases. 

[0026] OtherWise (i.e., the read veri?cation key and the 
locally derived veri?cation key are the same), the client 
reads, from the ancillary ?le 200, the version of the master 
key that is encrypted With the user’s key encryption key 
(step 530). The client derives the user’s key encryption key 
locally from the passphrase (step 535), decrypts the master 
key using the locally derived key encryption key (step 540), 
and decrypts the data using the master key (step 545). 

[0027] From the foregoing description, those skilled in the 
art Will noW appreciate that the present invention provides a 
Way of protecting large data ?les that are to be accessed by 
a large number of users, at the same time minimiZes the 
delay involved and the need for mammoth processing and 
communication resources, and enables the use of simple 
key-management processes. The foregoing description is 
illustrative rather than limiting, hoWever, and the invention 
is limited only by the claims that folloW. 

We claim: 
1. A method for protecting data, comprising the steps of: 

encrypting data using a master key according to a ?rst 
symmetric encryption algorithm, to provide encrypted 
data; 

deriving a key encryption key from a passphrase knoWn 
to a user; 

encrypting the master key using the key encryption key 
according to a second symmetric encryption algorithm, 
to provide an encrypted master key; and 

posting the encrypted data and the encrypted master key 
for access by the user. 

2. The method of claim 1, Wherein the step of deriving a 
key encryption key includes the steps of: 

hashing the passphrase, to provide a hashed passphrase; 

altering the hashed passphrase, to provide an altered 
passphrase; 

hashing the altered passphrase, to provide a result; and 

truncating the result, to provide the key encryption key. 
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3. The method of claim 2, Wherein the step of altering the 
hashed passphrase includes the step of concatenating a 
predetermined teXt With the hashed passphrase. 

4. The method of claim 1, further including the steps of 
associating a user identi?er With the encrypted master key, 
and posting the user identi?er With the encrypted master key, 
to enable the user to select the encrypted master key from a 
plurality of encrypted master keys associated With other user 
identi?ers. 

5. The method of claim 1, Wherein the ?rst symmetric 
encryption algorithm and the second symmetric encryption 
algorithm are the same. 

6. A method for protecting data, comprising the steps of: 

encrypting data using a master key according to a ?rst 
symmetric encryption algorithm, to provide encrypted 
data; 

deriving a key encryption key from a passphrase knoWn 
to a user; 

encrypting the master key using the key encryption key 
according to a second symmetric encryption algorithm, 
to provide an encrypted master key; 

deriving a veri?cation key from the passphrase; and 

posting the encrypted data, the encrypted master key, and 
the veri?cation key for access by the user. 

7. The method of claim 6, Wherein the step of deriving a 
key encryption key includes the steps of: 

hashing the passphrase, to provide a hashed passphrase; 

altering the hashed passphrase, to provide an altered 
passphrase; 

hashing the altered passphrase, to provide a result; and 

truncating the result, to provide the key encryption key. 
8. The method of claim 7, Wherein the step of altering the 

hashed passphrase includes the step of concatenating a 
predetermined teXt With the hashed passphrase. 

9. The method of claim 6, Wherein the step of deriving a 
veri?cation key includes the steps of: 

hashing the passphrase, to provide a hashed passphrase; 

altering the hashed passphrase, to provide an altered 
passphrase; 

hashing the altered passphrase, to provide a result; and 

truncating the result, to provide the veri?cation key. 
10. The method of claim 9, Wherein the step of altering the 

hashed passphrase includes the step of concatenating a 
predetermined teXt With the hashed passphrase. 

11. The method of claim 6, further including the steps of 
associating a user identi?er With the encrypted master key 
and the veri?cation key, and posting the user identi?er With 
the encrypted master key and the veri?cation key, to enable 
the user to select the encrypted master key and the veri? 
cation key from a plurality of encrypted master keys and 
veri?cation keys associated With other user identi?ers. 

12. The method of claim 11, Wherein the other user 
identi?ers of a ?rst execution of the steps of the method and 
the other user identi?ers of a second execution of the steps 
of the method differ by at least one user identi?er. 

13. A method for reading protected data, comprising the 
steps of: 
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reading an encrypted master key, Which encrypted master 
key has been encrypted according to a second symmet 
ric encryption algorithm using a key encryption key 
derived from a passphrase; 

deriving the key encryption key from the passphrase; 

decrypting the encrypted master key using the derived key 
encryption key according to the second symmetric 
encryption algorithm, to provide a master key; 

reading encrypted data, Which encrypted data has been 
encrypted using the master key according to a ?rst 
symmetric encryption algorithm; and 

decrypting the encrypted data using the master key 
according to the ?rst symmetric encryption algorithm. 

14. The method of claim 13, Wherein the ?rst symmetric 
encryption algorithm and the second symmetric encryption 
algorithm are the same. 

15. A method for reading protected data, comprising the 
steps of: 

deriving a ?rst veri?cation key from a passphrase; 

reading a second veri?cation key associated With 
encrypted data; 

comparing the ?rst veri?cation key and the second veri 
?cation key; and, 

if the ?rst veri?cation key is the same as the second 
veri?cation key, reading an encrypted master key, 
Which encrypted master key has been encrypted 
according to a second symmetric encryption algorithm 
using a key encryption key derived from the pass 
phrase; 

deriving the key encryption key from the passphrase; 
decrypting the encrypted master key using the derived 
key encryption key according to the second symmetric 
encryption algorithm, to provide a master key; reading 
encrypted data, Which encrypted data has been 
encrypted using the master key according to a ?rst 
symmetric encryption algorithm; and decrypting the 
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encrypted data using the master key according to the 
?rst symmetric encryption algorithm. 

16. A program storage device readable by a machine, 
tangibly embodying a program of instructions executable by 
the machine to perform method steps for protecting data, 
said method steps comprising: 

encrypting data using a master key according to a ?rst 
symmetric encryption algorithm, to provide encrypted 
data; 

deriving a key encryption key from a passphrase knoWn 
to a user; 

encrypting the master key using the key encryption key 
according to a second symmetric encryption algorithm, 
to provide an encrypted master key; and 

posting the encrypted data and the encrypted master key 
for access by the user. 

17. A program storage device readable by a machine, 
tangibly embodying a program of instructions executable by 
the machine to perform method steps for reading protected 
data, said method steps comprising: 

reading an encrypted master key, Which encrypted master 
key has been encrypted according to a second symmet 
ric encryption algorithm using a key encryption key 
derived from a passphrase; 

deriving the key encryption key from the passphrase; 

decrypting the encrypted master key using the derived key 
encryption key according to the second symmetric 
encryption algorithm, to provide a master key; 

reading encrypted data, Which encrypted data has been 
encrypted using the master key according to a ?rst 
symmetric encryption algorithm; and 

decrypting the encrypted data using the master key 
according to the ?rst symmetric encryption algorithm. 

* * * * * 


