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METHODS FOR PROTECTING A SMART CARD 

[0001] The invention relates to a method of protecting an 
electronic entity including a microcircuit, in particular a 
microcircuit card With encrypted access, said protection 
being aimed more particularly at forms of attack knoWn as 
“current analysis”. The invention also relates to an electronic 
entity including a microcircuit, in particular a microcircuit 
card With encrypted access, equipped With means for obtain 
ing the protection offered by said method. 

[0002] The person skilled in the art knoWs that some 
electronic entities With encrypted access, in particular 
microcircuit cards, are vulnerable to certain forms of attack 
based on analyZing certain parameters during a phase of 
their operation. It is said that information can “leak” from a 
computation carried out in said electronic entity (the card), 
typically the execution of a cryptographic protocol insti 
gated by a fraudster in illegal possession of the card. The 
parameters analyZed during the execution of this kind of 
protocol can typically be computation time differences or 
differences in electromagnetic radiation during execution of 
the computation, but above all are the current consumed by 
the electronic entity itself during the execution of a crypto 
graphic protocol. 

[0003] Thus a standard attack consists in having the elec 
tronic entity that has fallen into the hands of the fraudster 
execute a certain number of cryptographic protocols based 
on random messages, Which are therefore bound to fail, but 
cause the entity (the microcircuit card) to execute each time 
a cryptographic algorithm, for example the DES (DATA 
ENCRYPTION STANDARD) algorithm, and analyZing the 
current consumed during each execution of said DES algo 
rithm. The object of this attack is to discover the secret key 
of said entity. The DES algorithm is very Widely used at 
present in the ?eld of bank cards, SIM (GSM) cards, pay per 
vieW television access cards, and access control cards. 

[0004] In the case of fraud, i.e. When the fraudster has the 
card and is seeking to determine the key, the fraudster can 
connect said card to a reader by means of Which he can 
transmit messages to it and connect it to means for recording 
the current consumed by the microcircuit during the execu 
tion of the operations that it carries out. The fraudster 
instigates multiple execution of the DES algorithm and the 
current consumption is detected and memorized each time. 
From all of this data, and in particular from the current 
consumption measurements, it is possible to mount attacks 
Whose principle is Well knoWn. These SPA-DPA (Simple 
PoWer Analysis/Differential PoWer Analysis) attacks can 
reconstitute the key of the electronic entity. 

[0005] In a paper presented on 17 Aug. 2000 at the CHES 
2000 conference and published by SPRINGER under the 
No. 1965, the use of a battery integrated into the electronic 
entity to supply poWer to the microcircuit is envisaged. 
HoWever, the author of the paper ?nishes by setting aside 
this solution, deeming it someWhat impractical and difficult 
to put into practice. The invention solves the problems 
referred to by the author of this paper. 

[0006] To be more precise, the invention provides a 
method of protecting a microcircuit electronic entity such as 
a microcircuit card against current analysis attack, of the 
type consisting in associating With said microcircuit an 
energy store placed inside said entity, characteriZed in that, 

Jul. 29, 2004 

during an exchange of information in Which said entity is 
coupled to a server adapted to provide it With an electrical 
poWer supply, at least a portion of said microcircuit is 
supplied With electrical poWer provided by said energy store 
during the execution of predetermined operations by said at 
least one portion of said microcircuit, said server supplying 
electrical poWer to said microcircuit during the execution of 
other operations. 

[0007] The aforementioned energy store can be a battery, 
preferably a rechargeable battery. In this case, the battery 
can be charged on each transaction, i.e. each time that the 
electronic entity is coupled to a server capable of supplying 
to it the necessary electrical energy. The microcircuit is 
preferably designed and programmed to command charging 
of the battery outside time periods in Which it is being used 
to supply poWer to the microcircuit or the portion of the 
microcircuit responsible for executing said predetermined 
operations. Instead of this, or in addition to this, said battery 
can be charged With solar energy by means of a photoelectric 
cell integrated into the electronic entity. In the current state 
of the art it is possible to envisage integrating into the 
thickness of a card at least one battery or rechargeable 
battery and also a photoelectric cell. 

[0008] The aforementioned predetermined operations dur 
ing Which the microcircuit or a portion thereof is supplied 
With poWer internally and not by the server to Which the 
electronic entity is connected (Which could in fact be a 
device designed to break the secret codes of the card) are all 
exchanges of “sensitive” information, during Which con? 
dential data is exchanged. These operations are, for example, 
cryptographic algorithms during Which keys are used or 
exchanged, the procedure for verifying the PIN, etc. 

[0009] Alternatively, said predetermined operations can 
be executed by a coprocessor supplied With poWer by said 
battery While other operations are executed by a main 
processor supplied With poWer by said server. Another 
solution is to sWitch a main processor so that it is supplied 
With poWer by said battery While it is executing said pre 
determined “sensitive” operations, during Which time peri 
ods said server supplies poWer to a decoy circuit, Which 
continues to carry out operations and therefore to simulate 
consumption of current. HoWever, the simulated current 
consumption is independent of the sensitive predetermined 
operations that are being executed at that time. This makes 
it impossible to recover sensitive data such as cryptographic 
keys, the PIN, etc. from a recording of the poWer supply 
current. Because the necessary current is being supplied by 
a battery or a rechargeable battery situated inside the elec 
tronic entity including the microcircuit, no information of 
interest relating to the operating status of the processor can 
“leak” out of the card, via the analysis of the current supplied 
by the server. 

[0010] Even if the electronic entity is equipped With a 
simple non-rechargeable battery, the service life thereof is 
relatively long since said battery is used only to execute 
small program portions and not for all of the operations 
constituting a transaction betWeen said electronic entity and 
the server. The use of a decoy or a coprocessor prevents an 
attacker from being able to determine the times at Which the 
sensitive portions of the program are executed since, during 
those time intervals, the microcircuit continues to carry out 
operations, consuming current supplied by the external 
server. 
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[0011] The invention also provides an encrypted access 
electronic entity comprising a microcircuit and means for 
coupling the latter to a server itself provided With electrical 
poWer supply means for supplying poWer to said microcir 
cuit via said coupling means, characteriZed in that it further 
includes an integrated energy store and selector means 
adapted to sWitch the poWer supply of at least a portion of 
said microcircuit to said energy store When predetermined 
operations are being executed by said at least one portion of 
said microcircuit. 

[0012] In one embodiment, said selector means include a 
multiplexer or the like controlled by a processor of said 
microcircuit. The multiplexer has tWo inputs, one connected 
to a contact terminal for the connection to the electrical 
poWer supply means of said server and the other connected 
to said energy store. An output of said multiplexer is 
connected to an electrical poWer supply line of the processor. 
The processor commands the multiplexer to make the selec 
tion betWeen the electrical poWer supply means of said 
server and said energy store integrated into said electronic 
entity. 
[0013] The aforementioned contact terminal is one of the 
electrical contact regions that are usually found on the 
surface of a microcircuit card of the bank card or access 
control card type. HoWever, some cards can be equipped 
With an antenna adapted to be coupled to an antenna situated 
in the server. The antenna system is used both for exchang 
ing information and for supplying sufficient electrical energy 
to poWer the microcircuit. The invention also applies to this 
type of card, and in this case one of the inputs of the 
multiplexer is connected to a poWer supply circuit receiving 
its energy from the antenna integrated into the electronic 
entity (the card). 
[0014] The invention Will be better understood and other 
advantages of the invention Will become more clearly appar 
ent in the light of the folloWing description of embodiments 
of an electronic entity protected by implementing the con 
cept explained hereinabove, Which description is given by 
Way of example only and With reference to the appended 
draWings, in Which: 

[0015] FIG. 1 is a diagrammatic vieW in section of a 
microcircuit card connected to a server and equipped With 
the improvement according to the invention; 

[0016] FIG. 2 is a block diagram of a ?rst embodiment of 
an electronic entity according to the invention; 

[0017] FIG. 3 is a similar block diagram, shoWing another 
embodiment; and 

[0018] FIG. 4 is another block diagram, shoWing a further 
embodiment. 

[0019] Referring more particularly to FIG. 1, there is 
shoWn an electronic entity in the form of a microcircuit card 
11 equipped With the improvement according to the inven 
tion and shoWn connected to a server 12 including an 
electrical poWer supply adapted to supply the electrical 
energy 13 necessary for the microcircuit housed in a cavity 
in the card to function. In the conventional Way, the micro 
circuit 15 is accessible from the outside via a number of 
metal connection regions ?ush With the surface of the card. 
One of these regions constitutes a contact terminal 16a 
connected to one pole of the poWer supply 13 via a rubbing 
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contact member. Another connection region constitutes a 
contact terminal 16b connected to the other pole of the 
poWer supply (connected to ground). The other connection 
regions enable exchange of information betWeen the micro 
circuit and the server. 

[0020] According to a noteWorthy feature of the invention, 
a battery or a rechargeable battery 19 is accommodated 
Within the thickness of the card. Moreover, the microcircuit 
includes selector means, for example essentially constituted 
of a multiplexer 20 or the like. The multiplexer is connected 
both to the contact terminal 16a intended to be connected to 
the electrical poWer supply of the server 12 and to one pole 
of the battery 19 housed Within the thickness of the card. The 
other pole of the battery is connected to ground. 

[0021] FIG. 2 shoWs in more detail the general arrange 
ment of the microcircuit 15 and its connection to one pole of 
the battery 19. In the FIG. 2 example, the microcircuit 
essentially consists of a processor P, a memory unit M, and 
a multiplexer 20 With tWo inputs and one output. In FIGS. 
2 to 4, poWer supply electrical connections are shoWn in 
continuous line and control or information exchange con 
nections are shoWn in dashed line. One input of the multi 
plexer is connected to the contact terminal 16a and the other 
input is connected to one pole of the battery 19. The 
multiplexer constitutes selector means adapted to sWitch the 
poWer supply of at least one portion of the microcircuit 15, 
in this instance the Whole of the processor P, to the integral 
battery 19 When predetermined operations are being 
executed by the processor. The predetermined operations in 
question are the sensitive operations de?ned hereinabove. 
The output of the multiplexer is connected to an electrical 
poWer supply line 22 of the processor. Moreover, the mul 
tiplexer (20) is controlled by the processor P (control con 
nection 23) to select either the electrical poWer supply 13 of 
the server or the battery. In the FIG. 1 example, the battery 
19 can be a simple non-rechargeable battery. The long 
service life of the battery is the result of the fact that it 
supplies poWer to the processor for only a small portion of 
the operating time of the card, i.e. When the latter is effecting 
sensitive operations. For all other operations, the processor 
is supplied With poWer by the poWer supply 13 of the server, 
via the contact terminal 16a and the multiplexer 20, Which 
is set accordingly by a control signal applied via the control 
connection 23. In the FIG. 3 embodiment, items analogous 
to those of FIG. 2 are identi?ed by the same reference 
numbers. In this variant, the microcircuit further includes a 
circuit 25 for charging the battery 19, Which is rechargeable. 
The charging circuit 25 is connected betWeen the contact 
terminal 16a and the battery 19. It is commanded by the 
processor P to recharge the battery When the processor is 
being supplied With poWer via the server, i.e. by the poWer 
supply 13. Advantageously, although this is not obligatory, 
the card also incorporates a photoelectric cell 27 connected 
to charge the battery 19. Here this photoelectric cell is 
connected to the charging circuit 25, Which regulates the 
current, but it is not obligatory for selection of the photo 
electric cell 27 to be controlled by the processor. The 
photoelectric cell can be connected to charge the battery at 
least partially When it receives suf?cient illumination. 

[0022] According to another advantageous feature, the 
microcircuit 15, and more particularly the microprocessor P, 
can include a decoy circuit 29 that is directly connected to 
the server coupling means, i.e. to the connection terminal 
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16a. This decoy circuit is commanded to execute operations 
When the remainder of the microcircuit or at least the portion 
thereof Which executes said predetermined operations is 
being supplied With poWer by the battery 19. 

[0023] In a further embodiment, shoWn in FIG. 4, the 
microcircuit 15 includes a main processor PO and a copro 
cessor P1. The latter is dedicated to the execution of said 
predetermined operations. Moreover, in this example, the 
multiplexer 20a has tWo inputs and tWo outputs, forming a 
kind of double-pole sWitch, one of the sWitch poles being 
open When the other is closed, and vice-versa. The contact 
terminal 16a is connected to one of the inputs and the 
corresponding output is connected to the electrical poWer 
supply line 22a of the main processor. One of the terminals 
of the battery 19 is connected to the other input and the 
corresponding output is connected to the poWer supply line 
22b of the coprocessor P1. The main processor and the 
coprocessor are associated With a memory unit M. One of 
the tWo processors, for example the main processor, controls 
the selector means via a control connection 23. Thus the 
coprocessor is supplied With poWer only by the battery via 
the selector means. 

[0024] Simplifying the FIG. 3 embodiment by connecting 
the poWer supply line 22a of the processor PO directly to the 
contact terminal 16a can be envisaged. The multiplexer 20a 
is then equivalent to a simple sWitch controlled by the 
processor P0. In this case, it is advantageous for the proces 
sor PO to continue to execute operations (act as a decoy) 
When the coprocessor P1 is in service. 

1. A method of protecting a microcircuit electronic entity 
such as a microcircuit card against current analysis attack, of 
the type consisting in associating With said microcircuit (15) 
an energy store (19) placed inside said entity, characteriZed 
in that, during an exchange of information in Which said 
entity is coupled to a server (12) adapted to provide it With 
an electrical poWer supply (13), at least a portion of said 
microcircuit is supplied With electrical poWer provided by 
said energy store during the execution of predetermined 
operations by said at least one portion of said microcircuit, 
said server supplying electrical poWer to said microcircuit 
during the execution of other operations. 

2. A method according to claim 1, characteriZed in that 
said energy store (19) is rechargeable and is charged With 
electrical energy supplied by said server (13) When said 
electronic entity is coupled thereto. 

3. Amethod according to claim 2, characteriZed in that the 
charging (25) of said battery (19) is commanded outside 
time periods in Which said battery is used to supply poWer 
to at least one portion of said microcircuit. 

4. Amethod according to claim 2 or claim 3, characteriZed 
in that said battery is at least partly charged With electrical 
energy generated by solar means by means of a photoelectric 
cell (27) integrated into said electronic entity. 

5. A method according to any one of claims 1 to 4, 
characteriZed in that said predetermined operations are 
executed by a coprocessor (P1) supplied With poWer by said 
battery (19). 
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6. A method according to any one of claims 1 to 4, 
characteriZed in that a processor (P) is sWitched so that it is 
supplied With poWer by said battery (19) When it is executing 
said predetermined operations and, during said time periods, 
said server supplies poWer to a decoy circuit (29) Which 
continues to effect operations. 

7. An encrypted access electronic entity comprising a 
microcircuit (15) and means (16a, 16b) for coupling the 
latter to a server (12) itself provided With electrical poWer 
supply means (13) for supplying poWer to said microcircuit 
via said coupling means, characteriZed in that it further 
includes an integrated energy store (19) and selector means 
(20) adapted to sWitch the poWer supply of at least a portion 
of said microcircuit to said energy store When predetermined 
operations are being executed by said at least one portion of 
said microcircuit. 

8. An electronic entity according to claim 7, characteriZed 
in that said selector means include a multiplexer (20) or the 
like controlled by a processor (P) of said microcircuit, said 
multiplexer has tWo inputs, one of Which is connected to a 
contact terminal (16a) for the connection to the electrical 
poWer supply means of said server and the other of Which is 
connected to said energy store (19), an output of said 
multiplexer is connected to an electrical poWer supply line 
(22) of said processor, and said multiplexer is commanded 
by said processor to effect said selection betWeen the elec 
trical poWer supply means of said server and said energy 
store. 

9. An electronic entity according to claim 8, characteriZed 
in that a circuit (25) for charging said energy store is 
connected betWeen said contact terminal (16a) and said 
energy store (19) and said charging circuit is commanded by 
said processor (P) to charge said energy store When said at 
least one portion of said microcircuit is being supplied With 
poWer via said server. 

10. An electronic entity according to claim 8, character 
iZed in that it includes a photoelectric cell (27) connected to 
charge said energy store. 

11. An electronic entity according to claim 9 in conjunc 
tion With claim 10, characteriZed in that said photoelectric 
cell (27) is connected to said charging circuit (25). 

12. An electronic entity according to claim 7, character 
iZed in that said microcircuit includes a main processor (PO) 
and a coprocessor (P1), the latter being dedicated to execu 
tion of said predetermined operations, and said coprocessor 
(P1) is supplied With poWer by said energy store (19) via said 
selector means. 

13. An electronic entity according to claim 7, character 
iZed in that said microcircuit includes a decoy circuit (29) 
connected to said coupling means to be supplied With poWer 
directly by said server and said decoy circuit is commanded 
to execute operations When said at least one portion of said 
microcircuit is being supplied With poWer by said energy 
store. 


