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(57) ABSTRACT 

A method of protecting a system from attack that includes 
monitoring processes running on a system, identifying 
behavior of the processes and attributes of the processes, 
grouping the processes into process sets based on common 
ality of attributes, and generating behavior control descrip 
tions for each process set. 
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BEHAVIOR-BASED HOST-BASED INTRUSION 
PREVENTION SYSTEM 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to host-based protec 
tion, and more particularly, to host-based protection that 
prevents attacks based on application behavior. 

[0003] 2. Related Art 

[0004] There is a growing awareness that existing security 
infrastructure that guards the perimeter (e.g., ?rewalls) or 
uses signatures (e. g., anti-virus and intrusion detection) is no 
longer adequate protection against new and unknown attacks 
or hostile insiders. With the advent of the Internet and 
organiZational mandates to open internal systems to custom 
ers, suppliers and partners, the concept of a perimeter has 
changed forever. Because of these mandates and the inabil 
ity of perimeter security to protect applications and servers, 
critical computing resources are exposed to severe and 
frequent damage. 

[0005] When a new attack appears (and all attacks are new 
and unknown at ?rst) it slips past existing defenses (?rewall, 
intrusion detection, and anti-virus software) and exploits 
some vulnerability in an application or operating system 
(e.g., buffer over?ow) and then causes damage to critical 
computing resources. Historical data about operating system 
and application vulnerabilities, viruses, worms and insider 
attacks in the past 3 years shows that the majority of attacks 
obtain some system level privilege (e.g., administrator, or 
root) they should not have. Once the attack or attacker gains 
this privilege, it can then modify system ?les, change 
registry settings, access devices, and control network con 
nections, and steal or alter proprietary information. In the 
case of a worm or virus, if a new attack propagates quickly, 

as many do (e.g., NIMDA, Melissa, I Love You), it damages 
thousands of servers before the defenses can be updated. In 
addition to automated attacks, such as viruses and worms, 
there is a signi?cant risk from malicious insiders. Existing 
security products provide little defense against a malicious 
insider with legitimate privileges doing damage to servers. 
Viruses, worms and hostile insiders cause substantial dam 
age and loss of productivity and proprietary information and 
require each of the damaged servers to be repaired by 
reformatting, recon?guring, recovering data or even replac 
ing the server. 

[0006] As illustrated in FIG. 1, the existing perimeter 
security solutions solve some, but not all, of these problems. 
Each solution has speci?c strengths and weaknesses: 

[0007] Network ?rewalls 101 provide perimeter defense, 
ostensibly keeping malicious activity out of the network. 
This type of defense does not account for damage caused 
from inside the network. Many studies have shown that 
internal attacks account for a large percentage of damage. 
Additionally, network ?rewalls work by examining network 
behavior, but even legitimate network traffic can take advan 
tage of application vulnerabilities. 

[0008] Intrusion detection systems (IDS) 102 work by 
examining various types of system behavior, e.g., network 
traf?c and system logs, looking for patterns that indicate 
attacks. Typically IDS’s 102 de?ne attacks based on signa 
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tures of known attacks or on vague notions of “normal” 
activity. Signature-based systems only protect against 
attacks seen previously. De?nitions of normal activity must 
be very loose to avoid generating false alarms. 

[0009] Anti-virus scanners 103 examine ?les or email 
messages and look for matches to known attack signatures. 
As with all signature-based products, these scanners 103 
cannot deal with a new type of attack until it is known, a new 
signature is de?ned and then distributed by the vendor. 
Anti-virus scanners 103 also cannot detect attacks that are 
not carried in ?les or email messages. 

[0010] Security, however, is not a top priority for appli 
cation software vendors in today’s market. Market pressures 
force the vendors to deliver new features so rapidly that it is 
impossible to build software without inherent security ?aws. 
The requirements for today’s applications are so complex 
that simply delivering a working product within deadlines is 
dif?cult. The additional effort required to create a secure 
design and perform security testing is not practical. 
[0011] Even if application vendors decided to make secu 
rity a top priority for their products, there are signi?cant 
barriers to developing secure applications. Most software 
developers do not have the expertise to design and build 
secure software. Training developers in these skills will not 
happen overnight. Additionally, secure applications are 
pointless without a secure foundation to host them. Today’s 
operating systems do not provide a secure foundation to 
protect applications or allow them to protect themselves. 
Operating system vendors release new security patches each 
week to improve their products. But applying patches is not 
a strategic solution, because they are published only after the 
fact, only address known ?aws, and are very cumbersome to 
deploy. 
[0012] Even solving these problems cannot guarantee 
freedom from attacks. Enterprises today require complex 
software that permits interaction with a wide variety of other 
organiZations for needs such as supply chain management, 
messaging, and customer relationship management. There 
will always be people who misuse legitimate features of the 
software and cause damage to critical information. The 
misuse might be accidental or malicious but the result is the 
same—loss of information or services and downtime to 
which critical are the enterprise. 

[0013] Independent reports published by Computer Secu 
rity Institute/FBI, CERT/CC, and Gartner determined that 
known users accessing the corporate network from the 
outside cause 70% of all security breaches; 57% of the 
breaches are unintentional and the balance are malicious. 
Further, because of the signi?cant rise in identity theft, it is 
impossible to be certain whether or not a known user is the 
legitimate user or an imposter exploiting the access rights of 
the legitimate user’s identity. This means that the de?nition 
of an insider has come to mean virtually any customer, 
supplier, partner, consultant, employee or identity thief who 
has access to the network. To make things even more 
dif?cult, the corporate mandate is to further open systems to 
access from anywhere, anyway and at anytime. This means 
that applications will need to be more extensible and as a 
consequence more complex and vulnerable. 

[0014] Aneed therefore exists to enhance existing security 
infrastructure with technology that prevents new and 
unknown attacks and hostile insiders from compromising 
critical computing resources. 
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[0015] There has been signi?cant research in the past 30 
years related to adding system-Wide security controls to 
operating systems. Often the solutions require modi?cation 
of the operating system itself to support additional data 
structures or system calls. These modi?cations are necessary 
either for completeness or ef?ciency or both. By requiring 
modi?cation to the operating system, these solutions limit 
themselves to vendors Who distribute their source code, and 
even in those cases, since they aren’t part of the basic 
product development process, the solutions typically lag 
behind the most current versions of the operating systems. 

[0016] Most of the solutions also create system-Wide 
tables of access control information. This limits their use 
fulness in complex system deployments. Since every change 
to the system-Wide information has the potential to affect 
every other part, it is impractical to create very large or 
complex con?gurations. Beyond a certain siZe, the author 
Will not be able to determine Whether a change has detri 
mental rami?cations on another part of the con?guration. 
For this reason, the previous solutions either never reached 
commercial viability, or if they did, only provide simple, 
basic con?gurations and cannot be easily expanded for 
complex situations. 

[0017] Other solutions currently available concentrate on 
a small area of protection, e.g., HTTP ?ltering or netWork 
connection control. While they do a good job Within their 
target area, they leave large portions of the system unpro 
tected. As a result, customers desiring overall protection of 
their computer systems must deploy a combination of prod 
ucts, each dealing With a part of the security problem. 

SUMMARY OF THE INVENTION 

[0018] The present invention is directed to a behavioral 
based host-based system that substantially obviates one or 
more of the problems and disadvantages of the related art. 

[0019] There is provided a method of protecting a system 
from attack including monitoring processes running on a 
system, identifying behavior of the processes and attributes 
of the processes, grouping the processes into process sets 
based on commonality of attributes, and generating behavior 
control descriptions for each process set. 

[0020] In another aspect there is provided a method of 
protecting a system from unauthoriZed use including decom 
posing processes running on a system into a plurality of 
process sets, such that each process set has a corresponding 
behavior control description, and controlling access to sys 
tem resources by each process based on a behavior control 
description for the process set to Which the process belongs. 

[0021] In another aspect there is provided a method of 
protecting a system from unauthoriZed use including iden 
tifying processes running on a system, such that each 
process has an independent behavior control description and 
controlling access to system resources by each process based 
on the behavior control description for the process. 

[0022] Additional features and advantages of the inven 
tion Will be set forth in the description that folloWs, and in 
part Will be apparent from the description, or may be learned 
by practice of the invention. The advantages of the invention 
Will be realiZed and attained by the structure and particularly 
pointed out in the Written description and claims hereof as 
Well as the appended draWings. 

Jul. 22, 2004 

[0023] It is to be understood that both the foregoing 
general description and the folloWing detailed description 
are exemplary and explanatory and are intended to provide 
further explanation of the invention as claimed. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0024] The accompanying draWings, Which are included 
to illustrate exemplary embodiments of the invention and are 
incorporated in and constitute a part of this speci?cation, 
illustrate embodiments of the invention and together With 
the description serve to explain the principles of the inven 
tion. In the draWings: 

[0025] FIG. 1 shoWs conventional perimeter security 
approaches. 
[0026] FIG. 2 shoWs hoW an APPFIRETM application 
?reWall ?ts into a system security approach. 

[0027] FIG. 3 shoWs an illustration of a WindoWs kernel 
environment and hoW an APPFIRETM Agent ?ts Within it. 

[0028] FIG. 4 shoWs a relationship betWeen the various 
APPFIRETM components. 

[0029] FIG. 5 shoWs a simple vieW of a policy in the 
APPFIRETM Authoring Environment. 

[0030] FIG. 6 shoWs a graphical vieW of some deployed 
APPFIRETM Agents in the APPFIRETM Enterprise Manager. 

[0031] FIGS. 7A-7B shoW screenshots of the BCD editor 
in the APPFIRETM Authoring Environment. 

[0032] FIGS. 8A-8B shoW a graphical vieW of Process Set 
relationships in the APPFIRETM Authoring Environment. 

[0033] FIG. 9 shoWs a source vieW of a policy in the 
APPFIRETM Authoring Environment. 

[0034] FIG. 10 shoWs a screenshot of the Process Set 
Editor in the APPFIRETM Authoring Environment. 

[0035] FIG. 11 shoWs a relationship betWeen the agents 
and the pro?ler tool. 

DETAILED DESCRIPTION OF EMBODIMENTS 
OF THE INVENTION 

[0036] Reference Will noW be made in detail to the 
embodiments of the present invention, examples of Which 
are illustrated in the accompanying draWings. 

TABLE OF CONTENTS 

1.0 Introduction 
2.0 Requirements for a successful behavioral-based ?rewall 
3.0 The APPFIRE TM Solution 

4.0 Architectural Overview 
4.1 APPFIRE TM Agent 
4.2 Management Infrastructure 
4.3 APPFIRE TM Manager 
4.4 The APPFIRE TM Enterprise Manager 
4.5 The APPFIRE TM Authoring Environment 

5.0 System Behavior Policies 
5.1 Modular Policy De?nition 
5.2 Process Sets 
5.3 Behavior Control Descriptions (BCDs) 
5.4 The APPFIRE TM Pro?ler 

6.0 J2EE Application Server 
7.0 System resources access control 
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8.0 Example—CodeRed worm 
9.0 APPFIRE TM Case Studies 

9.1 Protecting against Malicious Employees 
9.2 Protecting Custom Applications 
9.3 Protecting Public IIS Servers 
9.4 Managing Policy in Large Organizations 
9.5 Reducing the Time-Criticality of Patches 

[0037] 1.0 Introduction 

[0038] APPFIRETM is an example of an application ?re 
wall, described in detail below, that protects critical com 
puting resources from the severe, frequent and costly dam 
age caused by new and unknown attacks and hostile insiders. 
Three important architectural decisions have a signi?cant 
impact on the ability of APPFIRETM to meet the require 
ments for protection, ease of use, scalability, ?exibility, and 
extensibility: 

[0039] Behavior-based rather than signature-based 
control 

[0040] A modular approach to policy creation and 
management 

[0041] AJ2EE Application Server-based architecture 

[0042] 2.0 Requirements for a Successful Behavioral 
Based Firewall 

[0043] The three architectural decisions for APPFIRETM 
of behavior-based control, modular policy model, and J2EE 
Application Server allow the APPFIRETM application ?re 
wall to meet the requirements below and thus provide a real 
enterprise-class solution: 

[0044] Prevent unknown attacks: APPFIRETM’s behavior 
based policy philosophy does not depend on knowing the 
method of attack. It de?nes appropriate behavior based on 
the intended use of an application. If the application exhibits 
inappropriate behavior for any reason, APPFIRETM will 
prevent it. 

[0045] Ease of Use: APPFIRETM’s modular policy model 
allows an administrator to easily view and con?gure security 
policies in a series of small manageable tasks. The user 
interface provides three different views of a policy (simple, 
graphical, and source) allowing administrators to choose the 
level of abstraction most appropriate for their purposes at 
any time. Therefore APPFIRETM meets scalability and ease 
of use requirements by allowing an administrator to see 
exactly what a Behavior Control Description (BCD) affects 
and its relationship to other parts of the policy, without the 
need to understand all aspects of the policy and system. By 
making APPFIRETM’s policy creation and management 
framework modular and graphical, an organization can 
easily create and modify BCDs and policies. The APP 
FIRETM management framework is designed to plug into 
existing management frameworks (i.e., Microsoft Opera 
tions Manager and Systems Management Server). This 
further reduces the learning curve by allowing administra 
tors to continue using management tools they already under 
stand. APPFIRETM’s pre-de?ned BCDs for popular applica 
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tions and OS’s provide true “out of the box” value for novice 
administrators or organizations that do not want to create or 
modify policy. 
[0046] Scalability: The J2EE Application Server architec 
ture allows an enterprise to expand the Management Infra 
structure (discussed below) as their needs grow. It allows 
them to leverage existing resources, such as database or 
enterprise management frameworks, or use built-in APP 
FIRETM-provided components. The J2EE Application 
Server supports clustering and high-availability require 
ments common in large enterprises. The management user 
interface allows administrators to easily deal with large 
numbers of machines by grouping them and applying com 
mon policies to entire groups. The modular policy model 
allows creation of common policy building blocks that can 
be reused in policies throughout the enterprise. 

[0047] Flexibility: The use of Java and the J2EE Appli 
cation Server allows the management framework to run on 
multiple platforms. An enterprise can run the framework on 
whatever operating system they are most comfortable sup 
porting, and it is database independent. The APPFIRETM 
Agent software also supports multiple platforms, so an 
enterprise can protect any system. The language used to 
describe the policies (discussed below) supports a wide 
variety of resources, resource attributes and process 
attributes for use in Process Binding Rules (PBRs, see 
discussion below) and Behavior Control Descriptions 
(BCDs). This variety allows the policies to address both 
simple and complex application deployments. 
[0048] Extensibility: the initial APPFIRETM release 
focuses on controlling applications’ access to resources. 
However, the modular policy model and the implementation 
are designed for easy extension to other types of protection 
schemes. The APPFIRETM Pro?ler assists policy developers 
in extending policies with speci?c BCDs for new or custom 
built applications. 

[0049] 3.0 The APPFIRETM Solution 

[0050] The APPFIRETM application ?rewall can be imple 
mented as an addition to an operating system or as an 

integrated part of an operating system. This ?exibility 
increases the number of systems on which the invention can 
be implemented. 
[0051] The APPFIRETM application ?rewall allows modu 
lar speci?cation of policy information. The policy con?gu 
ration consists of multiple, independent behavior control 
descriptions and a set of process binding rules de?ning 
which processes are controlled by which behavior control 
descriptions. By avoiding a single system-wide con?gura 
tion for all processes, the scope of changes is limited and 
more complex policies can be created. 

[0052] The modular policy architecture also allows inde 
pendent development of behavior-based controls for appli 
cations. Behavior control descriptions can be developed 
concurrently by several groups and combined with existing 
policies in a controlled fashion. This allows software ven 
dors to develop APPFIRETM behavior control descriptions to 
distribute with their products and know that when they are 
added to an existing APPFIRETM policy on a customer’s 
system the result will operate correctly. Similarly it allows 
consulting organizations to develop behavior control 
descriptions and add them to existing APPFIRETM policies 
in an understandable fashion. 
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[0053] The APPFIRETM application ?rewall looks at all 
aspects of a process’ behavior. It does not focus on the use 
of a speci?c protocol or speci?c types of resources. It 
monitors all types of resources, e.g., ?les, registry, network, 
URLs, or any other type of resource that may become 
important for security protection. It can look at single 
actions, e.g., opening a ?le or a netWork connection. It can 
look at sequences of actions, e.g., attack signatures. It can 
also maintain state and control actions differently based on 
that state, e.g., once a netWork connection is opened, certain 
?les can no longer be Written. By not limiting itself to a 
subset of possible behaviors, the APPFIRETM application 
?reWall becomes suitable for any type of operating system 
or application. 

[0054] The APPFIRETM Agents accept con?guration from 
a number of trusted sources. Abasic implementation accepts 
policy from an authenticated Management Infrastructure. 
The Agents can also accept con?guration from an applica 
tion itself, e.g., applications built With NET development 
tools can contain explicit information about resources they 
need and don’t need. This information can be read and 
enforced by APPFIRETM Agents. APPFIRETM Agents can 
also assist operating systems that control application behav 
ior based on licenses, e.g., Microsoft’s planned Palladium 
architecture. Information provided by the operating system 
can be incorporated into the APPFIRETM policy to 
strengthen the computing platform available to applications. 

[0055] The APPFIRETM ?reWall 201, as shoWn in FIG. 2, 
provides an important neW security capability. Rather than 
Watching the activity happening around the application as 
the perimeter security products do, it Watches the behavior 
of the application itself. By Watching the behavior of an 
application, it can spot bad behavior as it happens and 
prevent it from causing damage. This behavior-based control 
creates a safe Zone of operation around an application. The 
enterprise regains control of its applications. 

[0056] The APPFIRETM ?reWall 201 should be used in 
conjunction With other security products for a defense-in 
depth, as illustrated in FIG. 2. The APPFIRETM ?reWall 201 
addresses the Weaknesses of existing security products. Its 
general behavior-based controls are suitable for both servers 
and Workstations, for any operating system, and for any 
application. 

[0057] The APPFIRETM ?reWall 201 uses Trusted Oper 
ating System concepts. Behavior control mechanisms are 
added to each target operating system. These mechanisms 
alloW the APPFIRETM ?reWall 201 to actively monitor any 
application and ensure compliance With the policy con?g 
ured by the administrator. Prede?ned policies and BCDs are 
available for popular operating systems, e.g., WindoWs 
NT/2000/XP, and applications, e.g., MS Exchange, Internet 
Information Server, MS Outlook and MS Internet Explorer. 
In addition, the APPFIRETM ?reWall 201 makes it easy to 
adapt policies for environmentally unique requirements. The 
APPFIRETM ?reWall 201 then alloWs each application to 
execute in its oWn con?ned domain having access to only the 
resources that it needs to perform its intended function and 
nothing more. 

[0058] The behavior controls are implemented at a kernel 
level and cannot be bypassed by any application, including 
those that are considered privileged by the host operating 
system. The APPFIRETM ?reWall 201 includes a user 
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friendly BCD editor, scalable remote management and 
reporting features and the ability to integrate With third-party 
enterprise management consoles. These capabilities make 
the APPFIRETM ?reWall 201 suitable for Wide deployment 
in an enterprise of any siZe. 

[0059] The initial APPFIRETM ?reWall 201 release Will 
support WindoWs Server, Exchange Server and IIS. APP 
FIRETM is also intended to support WindoWs Workstation, 
MS Outlook, MS Internet Explorer and UNIX servers and 
applications. 

[0060] The sections beloW explain the architecture in more 
detail. 

[0061] 4.0 Architectural OvervieW 

[0062] The APPFIRETM ?reWall 201 architecture includes 
the folloWing main components, as shoWn in FIGS. 3 and 
4: 

[0063] APPFIRETM Agent: 304 behavior control engine 
302 Within the Agent 304 monitors applications’ use of 
system resources based on the System Behavior Policy; 
makes itself non-bypassable; provides an interface to the 
Management Infrastructure 402 (see FIG. 4). FIG. 3 shoWs 
the use of BCDs 305 from the policy to monitor and control 
hoW applications use system resources. 

[0064] Management Infrastructure 402: provides central 
storage for APPFIRETM system data; provides interfaces for 
managers and Agents to store and retrieve data; supports 
clustering for additional capacity and redundancy. 

[0065] APPFIRETM Manager: controls con?guration of 
APPFIRETM Agents and includes ef?cient and secure com 
munication channels and advanced customiZation capability. 

[0066] APPFIRETM System Behavior Policies (policies) 
de?ne the permitted behavior of applications running on the 
Agents 304. Policies contain Process Binding Rules 306 that 
group the applications on the system into process sets and 
Behavior Control Descriptions 305 that de?ne the permitted 
behavior of applications in each process set. A policy may 
contain as feW as one process set and one BCD or as many 

process sets and BCDs as necessary to provide the protec 
tion desired. 

[0067] Each of these components is designed to support 
multiple operating system platforms. The capabilities they 
provide are general enough to extend to a variety of appli 
cations and environments. 

[0068] A common APPFIRETM ?reWall 201 installation 
Would deploy the Manager 401 on several administrators’ 
Workstations, the Management Infrastructure 402 on a dedi 
cated server, and the APPFIRETM Agents 304 on the orga 
niZation’s critical servers. HoWever, the architecture is 
extremely ?exible in order to support a variety of deploy 
ment scenarios: 

[0069] For extremely large installations, the Management 
Infrastructure 402 could be split onto tWo servers, one 
dedicated to the J2EE Application Server 406 and one to the 
database 407. Each of those pieces could be clustered as 
Well, to provide further capacity. 

[0070] For organiZations With an existing database server, 
the J2EE Application Server 406 portion of the Management 
Infrastructure 402 could be installed on a dedicated server 
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and con?gured to use the existing database on a separate 
system. Alternatively the J2EE Application Server 406 could 
be installed on the existing database server. 

[0071] For small installations With a single administrator, 
the Management Infrastructure 402 could be installed on the 
administrator’s Workstation along With the Manager 401. 

[0072] For single server installations, the Management 
Infrastructure 402 could be installed along With the Agent 
304 directly on the server being protected. The Manager 401 
could also be installed on the server as Well as on the 
administrator’s Workstation. 

[0073] For single system installations, either server or 
Workstation, the Management Infrastructure 402 can be 
omitted entirely. The Manager 401 and Agent 304 Would 
reside on the single system and use local storage instead of 
a central Management Infrastructure 402. 

[0074] A more streamlined deployment Would include the 
Agent 304 only With locally-stored policy and con?guration 
settings. This type of deployment does not include any 
management user interface. Changes to the policy and 
con?guration settings are made manually, using standard ?le 
editing and copying tools. 

[0075] The architecture is designed to support these sce 
narios and many others. 

[0076] FIG. 4 also shoWs hoW external tools 404 can 
interact With the APPFIRETM ?reWall 201 to extend the 
management capabilities. For example: 

[0077] The APPFIRETM ?reWall 201 may include sophis 
ticated Reporting Tools 404. HoWever, the Agents 304 can 
send their log data to the database 407 in the Management 
Infrastructure 402. An organiZation can also use third-party 
reporting tools, such as Crystal Reports, to query a central 
database and generate the desired reports. 

[0078] Some large organiZations use Microsoft Operations 
Manager (MOM) 405 to monitor their netWorks. Such an 
organiZation can deploy a MOM application pack for the 
APPFIRETM ?reWall 201 to monitor the APPFIRETM Agent 
304 logs, and have the results displayed on the MOM 
console With rest of their netWork management information. 

[0079] 4.1 APPFIRETM Agent 

[0080] The APPFIRETM Agent 304 lives on every pro 
tected system and enforces the behavior controls de?ned by 
the administrator. The Agent 304 includes tWo main com 
ponents: the generic behavior control engine 302 and the 
communications module (not shoWn in FIG. 3, see element 
408 in FIG. 4). 

[0081] The behavior control engine 302 monitors the 
access to and use of critical system resources. It provides a 
Wide variety of controls over these resources, including 
resource names, access modes requested and time or fre 
quency of access. These controls are ?exible enough to 
describe the acceptable behavior of any application With 
respect to critical system resources. The behavior control 
engine 302 Watches as applications request and use 
resources, looking for requests or uses that depart from the 
acceptable behavior. When the behavior control engine 302 
sees such a departure, it takes an appropriate action. 
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[0082] The de?nitions of acceptable behavior are con 
tained in the System Behavior Policy. The behavior control 
engine 302 simply provides the set of behavior controls 
available to the APPFIRETM ?reWall 201. Apolicy must be 
loaded into the behavior control engine 302 to set the 
controls and begin enforcing correct behavior. 

[0083] The behavior control engine 302 is loaded into an 
operating system environment kernel 301 (Which includes 
the WindoWs kernel 303) to make it non-bypassable. It 
captures any attempt by any application to access or use any 
resource and determines Whether the request is acceptable 
behavior for the application. The policy that protects other 
critical system resources also protects the behavior control 
engine 302 to ensure it remains intact and running. Mali 
cious softWare cannot disable or evade it. 

[0084] The behavior control engine 302 simply enforces 
behavior. The communication module 408 connects the 
behavior control engine 302 With the outside World—spe 
ci?cally With the management softWare. This module 408 is 
the liaison betWeen the behavior control engine 302 and any 
systems on the netWork attempting to manage the Agent 304. 

[0085] The behavior control engine 302 can be imple 
mented as an addition to an existing operating system, e.g., 
as a set of loadable drivers and libraries. This implementa 
tion alloWs the behavior control engine 302 to Work Without 
access to operating system source code and Without signi? 
cant lag time behind neW versions of an operating system. 

[0086] The behavior control engine 302 can also be imple 
mented as an integral part of an operating system. This 
implementation, With access to operating system source 
code and otherWise undocumented information, alloWs a 
Wider set of features for recogniZing and controlling appli 
cation behavior. 

[0087] The communications module 408 listens on the 
netWork for management commands from the Management 
Infrastructure 402. Before acting on a command, the module 
408 authenticates the sender to ensure the commands are 
coming from a legitimate Management Infrastructure 402. 
Once authentication succeeds, the module accepts com 
mands and responds appropriately. 

[0088] In addition to receiving commands from the Man 
agement Infrastructure 402, the communications module 
408 also periodically queries the Management Infrastructure 
402 to see if neW con?guration data is available. 

[0089] When neW con?guration data is available, Whether 
it Was sent by the Management Infrastructure 402 or dis 
covered by querying, the communication module 408 
retrieves it from the Management Infrastructure 402, saves 
it to disk and passes it to the behavior control engine 302. 
The communication module 408 also monitors the local log 
?les, transfers log data to the Management Infrastructure 
402 and requests alerts When unusual events occur. 

[0090] Management commands typically provide con?gu 
ration data for the Agent’s use or request data from the Agent 
304. If the command provides neW con?guration data, the 
communication module 408 saves the data to disk and 
passes it to the behavior control engine 302. If the command 
requests data, the communication module 408 retrieves the 
con?guration or log data and returns it. It can retrieve data 
from disk or from the engine 302. 
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[0091] Since the Process Binding Rules 306 are conteXt 
sensitive, especially With respect to an application’s ances 
try, applying a neW policy to a running Agent 304 needs to 
have access to historical process data. The Agent 304 uses 
this historical data When assigning processes to process sets 
in the neW policy to make sure each existing process’ 
ancestry is taken into account properly. This historical data 
can be maintained in the behavior control engine 302 itself 
or it can be eXported to the communications module. In the 
former case, When a neW policy is applied, the communi 
cations module simply gives it to the behavior control 
engine 302 and the engine 302 uses its internal historical 
data to assign processes to the correct process sets in the neW 
policy. In the latter case, the communications module 
applies the historical data against the neW policy and creates 
a set of process to process set assignments for the neW 
policy. Then the communications module passes the process 
set assignments and the neW policy into the behavior control 
engine 302. The engine 302 sets the process sets of all the 
eXisting processes and then begins enforcing the neW policy. 

[0092] The communication module 408 also includes 
plug-ins that can talk to third-party management systems, 
such as BMC’s Patrol, Tivoli Policy Manager, CA 
Unicenter, Check Point Firewall-1 Management Console. If 
the Agent 304 is being managed from one of these systems 
rather than from the native APPFIRETM Manager 401, a 
plug-in translates the foreign remote management com 
mands. 

[0093] 4.2 Management Infrastructure 

[0094] The Management Infrastructure 402 is the central 
storage point for all APPFIRETM data. It includes: 

0095 all s stem behavior olicies, both re-de?ned y P P 
policies and custom policies created by the user, 

[0096] Agent con?guration data and Agent group 
ings, and 

[0097] 
[0098] As shoWn in FIG. 4, the Management Infrastruc 
ture 402 includes: 

[0099] The J2EE Application Server 406: the J2EE Appli 
cation Server 406 provides a platform for building the 
APPFIRETM management features. Its clustering capabilities 
alloW an organiZation to expand the Management Infrastruc 
ture 402 as necessary to provide additional capacity or 
redundancy. 
[0100] The Relational Database 407: The Database 407 is 
the actual data repository for the APPFIRETM data. The 
Management Infrastructure 402 is database-independent. A 
simple database can be provided With the J2EE Application 
Server 406. Organizations that require more capacity or 
redundancy can provide a database 407 that meets their 
needs. The J2EE Application Server 406 can be con?gured 
to use an eXisting database or a database neWly installed just 
to support the APPFIRETM ?reWall 201. 

[0101] Enterprise Java Beans (EJBs): the EJBs implement 
the APPFIRETM-speci?c management logic. They provide 
interfaces to the Agents 304 and the APPFIRETM Manager 
401 and all access to the data goes through the EJBs. 

log and alert data from the Agents 304. 

[0102] An alternative Management Infrastructure 402 
implementation Would use a Microsoft .NET server in place 
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of the J2EE Application Server 406 and use Microsoft NET 
netWork applications in place of the EJBs. The Management 
Infrastructure 402 could also be replaced by the infrastruc 
ture of an eXisting enterprise management product. The 
speci?c technology used to implement the Management 
Infrastructure 402 is not critical, as long as it provides the 
ability to query and save the AppFire data in a central site. 

[0103] The Management Infrastructure 402 is the inter 
mediary betWeen the Agents 304 and the APPFIRETM Man 
ager 401. Rather than communicate directly With each other, 
the APPFIRETM Manager 401 and the Agents 304 exchange 
data through the Management Infrastructure 402. 

[0104] The APPFIRETM Manager 401 is the user interface 
to the APPFIRETM ?reWall 201. It retrieves data from the 
Management Infrastructure 402 and displays it to the admin 
istrator. The administrator modi?es the data by editing 
policies or recon?guring Agents 304. When the administra 
tor saves the modi?cations, the APPFIRETM Manager 401 
sends the data to the Management Infrastructure 402. If the 
data includes changes to Agent con?gurations, the Manage 
ment Infrastructure 402 noti?es the appropriate Agents 304 
that changes have occurred. 

[0105] Each Agent 304 holds a copy of its policy and other 
con?guration settings locally. This alloWs the Agent 304 to 
operate Without constant contact With the Management 
Infrastructure 402. As noted above, the Management Infra 
structure 402 noti?es each Agent 304 When its con?guration 
changes. At this point, the Agent 304 retrieves its neW policy 
or other con?guration data from the infrastructure and puts 
it in effect. Since noti?cations can be lost, e.g., When the 
Agent 304 is off the netWork for an eXtended period of time, 
the Agents 304 also periodically query the Management 
Infrastructure 402 for changes. This ensures that changes are 
propagated in a timely fashion. 

[0106] In addition to retrieving con?guration data, Agents 
304 also send log and alert data to the Management Infra 
structure 402. This alloWs an organiZation to collect data 
from many Agents 304 into a central repository for system 
Wide reporting and analysis. Agents 304 use the Manage 
ment Infrastructure 402 to generate alert messages, e.g., 
email and pages, rather than do it themselves. Normal log 
data is simply transferred to the Management Infrastructure 
402 for storage. 

[0107] 4.3 APPFIRETM Manager 

[0108] The APPFIRETM Manager 401 includes tWo user 
interface applications. The Enterprise Manager is used to 
manage and monitor APPFIRETM Agents 304. It is the user 
interface that alloWs the administrator to con?gure Agents 
304 and vieW the status of the netWork. The Authoring 
Environment is used to create and modify policies and 
policy components. In the descriptions beloW, the term 
APPFIRETM Manager 401 is used to include both user 
interface applications. The applications are speci?cally men 
tioned When appropriate. 

[0109] The APPFIRETM Manager 401 contains tWo user 
interfaces because they perform tWo very different tasks. 
The Authoring Environment is used by policy authors Who 
have signi?cant knoWledge about operating system 
resources and behavior, application behavior and APP 
FIRETM policy concepts. Creating or modifying policy is an 
infrequent operation. The Enterprise Manager is used by 
























