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(57) ABSTRACT 

There is provided a printing apparatus Which makes it 
possible to easily place restrictions upon servers that can be 
accessed, to thereby prevent improper print data from being 
printed or prevent access to servers in a manner incurring an 
increased communication cost. Data identi?cation data for 
identifying data stored in a server on a network is input. 
Server identi?cation data for identifying the server on the 
network is registered in an access restriction table, according 
to input from a user. The input data identi?cation data is 
compared With the server identi?cation data registered in the 
access restriction table to determine Whether to acquire data 
from the server on the netWork. 
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PRINTING APPARATUS, PRINTING SYSTEM, 
METHOD OF CONTROLLING THE APPARATUS, 
AND CONTROL PROGRAM FOR EXECUTING 

THE METHOD 

BACKGROUND OF THE INVENTION 

[0001] 1. Field of the Invention 

[0002] The present invention relates to a printing appara 
tus having a reference printing function, a printing system, 
a method of controlling the printing apparatus, and a control 
program for executing the method. 

[0003] 2. Description of the Related Art 

[0004] Conventionally, as a printing apparatus connected 
to a netWork, one has been knoWn Which has a so-called 
reference printing function of receiving an instruction 
indicative of the location of a server storing print data from 
a host computer, accessing the server at the indicated loca 
tion, and receiving the print data stored in the server and 
printing the same. 

[0005] It is impossible to restrict servers Which can be 
accessed by this printing apparatus to only a server that 
stores print data, by eg permitting a user to access only a 
server storing proper print data. That is, the printing appa 
ratus is alloWed to access all types of servers on a netWork. 

[0006] Therefore, a control method can be envisaged in 
Which the printing apparatus is inhibited from accessing a 
server depending on the type thereof so that printing can be 
prevented from being performed based on improper print 
data such as destructive data. It is, hoWever, dif?cult for the 
printing apparatus to automatically determine Whether or not 
a server Which the printing apparatus tries to access is an 
improper server storing destructive data. 

[0007] Further, no restrictions are imposed upon the Way 
of access to a server, and hence there is a possibility that the 
printing apparatus communicates With the server Without 
permission in a manner incurring an increased access cost 
eg by using a telephone line in accessing the server. 

[0008] Therefore, to prevent the printing apparatus from 
accessing an improper server or from accessing a server in 
a manner incurring an increased access cost to carry out 
reference printing, it is desirable to correctly designate a 
server Which stores proper print data. 

SUMMARY OF THE INVENTION 

[0009] It is an object of the present invention to provide a 
printing apparatus, a printing system, a method of control 
ling the printing apparatus, and a control program for 
executing the method, Which make it possible to easily place 
restrictions upon servers that can be accessed, to thereby 
prevent improper print data from being printed or prevent 
access to servers in a manner incurring an increased com 

munication cost. 

[0010] To attain the above object, in a ?rst aspect of the 
present invention, there is provided a printing apparatus that 
performs printing based on data acquired from a server on a 
netWork, comprising an input device that inputs data iden 
ti?cation data for identifying data stored in the server on the 
netWork, a registration device that registers server identi? 
cation data for identifying the server on the netWork, accord 

Jul. 22, 2004 

ing to input from a user, and a determination device that 
compares the data identi?cation data input by the input 
device With the server identi?cation data registered by the 
registration deivce to determine Whether to acquire data 
from the server on the netWork. 

[0011] Preferably, server identi?cation data identifying at 
least one server from Which data is permitted to be acquired 
or server identi?cation data identifying at least one server 
from Which data is inhibited from being acquired is regis 
tered. 

[0012] Also preferably, the printing apparatus according to 
the present invention comprises a device that speci?es a 
protocol for access to the server, and the registration device 
registers the server identi?cation data, and data indicating 
Whether to permit access to the server by the protocol. 

[0013] Preferably, the printing apparatus according to the 
present invention comprises a device that specifying a port 
for access to the server, and the registration device registers 
the server identi?cation data, and data indicating Whether to 
permit access to the server via a port number. 

[0014] Preferably, the printing apparatus according to the 
present invention comprises an access control device that 
provides control to selectively permit or deny access to the 
server on the netWork according to a result of the determi 
nation made by the determination device. 

[0015] To attain the above object, in a second aspect of the 
present invention, there is provided a printing system com 
prising a server located on a netWork, for storing print data, 
a host apparatus that transmits location data indicative of a 
location of the server on the netWork, and a printing appa 
ratus that receives and prints the print data from the server 
according to the location data acquired from the host appa 
ratus, and the printing apparatus comprises a decoding 
device that decodes data indicating Whether access to at least 
one server on the netWork is to be permitted or not, and a 
determination device that determines Whether to permit or 
deny access to the server according to the contents of the 
access restriction list. 

[0016] To attain the above object, in a third aspect of the 
present invention, there is provided a method of controlling 
a printing apparatus having a location data acquiring device 
that acquires location data indicative of a location of a server 
located on a netWork and storing print data, and a reference 
printing function of receiving and printing the print data 
from the server according to the acquired location data, 
comprising the steps of decoding data indicating Whether 
access to at least one server on the netWork is to be permitted 
or not, and selectively permitting or denying access of the 
printing apparatus to the server, corresponding to the loca 
tion data acquired from the location data acquiring device, 
according to the contents of the access restriction list. 

[0017] To attain the above object, in a fourth aspect of the 
present invention, there is provided a computer-readable 
control program for controlling a printing apparatus having 
a location data acquiring device that acquires location data 
indicative of a location of a server located on a netWork and 

storing print data, and a reference printing function of 
receiving and printing the print data from the server accord 
ing to the acquired location data, comprising a decoding 
module for decoding data indicating Whether access to the 
server on the netWork is to be permitted or not, and a 
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connecting/disconnecting module for selectively permitting 
or denying access of the printing apparatus to the server, 
corresponding to the location data acquired from the loca 
tion data acquiring device, according to the contents of the 
access restriction list. 

[0018] As described above, according to the present 
invention, access to servers can be easily restricted by using 
an access restriction table, thereby preventing improper print 
data from being printed and easily realiZing management of 
eg costs by an administrator. 

[0019] The above and other objects, features, and advan 
tages of the invention Will become more apparent from the 
folloWing detailed description taken in conjunction With the 
accompanying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0020] FIG. 1 is a block diagram shoWing the arrange 
ment of a printing system according to an embodiment of the 
present invention; 

[0021] FIG. 2 is a How chart shoWing the operation of the 
printing system in FIG. 1; 

[0022] FIG. 3 is a vieW shoWing an example of an access 
restriction list used by the printing system in FIG. 1; 

[0023] FIG. 4 is a How chart shoWing in detail the FIG. 
2 operation; 

[0024] FIG. 5 is a vieW shoWing an example of an access 
restricting operation speci?ed by default; 
[0025] FIG. 6 is a vieW shoWing another example of the 
access restriction list used by the printing system; 

[0026] FIG. 7 is a vieW shoWing still another example of 
the access restriction list used by the printing system; and 

[0027] FIG. 8 is a sectional vieW shoWing the internal 
construction of a laser beam printer applied to a printing 
apparatus appearing in FIG. 1. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0028] The present invention Will noW be described in 
detail With reference to the draWings shoWing a preferred 
embodiment thereof. 

[0029] FIG. 1 is a block diagram shoWing the arrange 
ment of a printing system according to an embodiment of the 
present invention. 

[0030] The printing system according to the present 
embodiment is comprised mainly of ?ve component parts: a 
basic controller 2100, a printer engine 2200, a scanner 
engine 2300, a host computer 2400, and a print data server 
2500. The basic controller 2100, the printer engine 2200, 
and the scanner engine 2300 constitute the main body of a 
printing apparatus 2000. 

[0031] In this printing system, the host computer 2400 
transmits a netWork address of a server storing print data to 
be printed, i.e. information Written as a ULR (Universal 
Resource Location), for example, to the basic controller 
2100. The basic controller 2100 decodes the transmitted 
netWork address, accesses the print data server 2500, Which 
stores the print data to be actually printed, according to the 
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result of decoding, to receive the print data, and causes the 
printer engine 2200 to print the received print data. 

[0032] A detailed description Will noW be given of the 
basic controller 2100. The basic controller 2100 is com 
prised of a CPU 217, a secondary storage device 214, a 
printer interface 212, a scanner interface 211, a ROM 213, 
a netWork interface 215, a RAM 216, and an operation panel 
218. 

[0033] For example, the CPU 217 controls the overall 
operation of the printing apparatus 2000, and provides 
control to read and Write information from and into the 
secondary storage device 214, receive data from a netWork 
by packet communication, perform processing in accor 
dance With a protocol, and temporarily store bitmap infor 
mation. The printer interface 212 provides interface for 
sending and receiving data to and from the printer engine 
2200. The scanner interface 211 provides interface for 
sending and receiving data to and from the scanner engine 
2300. 

[0034] The ROM 213 stores a program for activating the 
printing apparatus 2000, a main program for controlling the 
printing apparatus 2000, a variety of printer control lan 
guages, font information, and so forth. The RAM 216 is used 
for temporarily storing information; for example, the RAM 
216 servers as a Work area for information processing, an 
area for temporarily storing data supplied from the netWork 
interface 215, a buffer area for input and output to and from 
the secondary storage device 214, and so forth. The opera 
tion panel 218 is used for setting, changing, and displaying 
parameters relating to a printing environment according to 
eg settings inputted by the user. 

[0035] The printing apparatus 2000 according to the 
present embodiment acquires a netWork address of the print 
data server 2500 storing print data, i.e. the address Which is 
inputted to the host computer 2400 from an input device 
such as a keyboard (not shoWn), from the host computer 
2400, decodes an access restriction list, described later, 
indicative of Whether access is to be permitted or denied, and 
determines Whether to permit or deny access to the print data 
server 250 according to the result of decoding the access 
restriction list. This operation Will be described beloW in 
further detail. 

[0036] FIG. 2 is a How chart shoWing the operation of the 
printing system in FIG. 1, i.e. a sequence of operations 
performed since the printing apparatus 2000 receives an 
access request from the host computer 2400 until it is 
determined Whether access to the designated print data 
server 2500 is to be permitted or denied. This sequence of 
operations is performed in accordance With an access restric 
tion list allocated to each print job. The access restriction list 
can be set through the operation of the operation panel 218 
or the host computer 2400 by the user, or can be supplied 
from a ?le. It is assumed here that the access restriction list 
is set in advance before the sequence of operations in FIG. 
2 is started. Speci?cally, as shoWn in FIG. 3, Whether access 
to servers is permitted or not is Written and registered in the 
access restriction list by listing, for example, a character 
string in Which a character string “permit” is added as a ?rst 
argument to a character string representing the netWork 
address of a server to Which access is to be permitted, and 
a character string in Which a character string “deny” is added 
as a ?rst argument to a character string representing the 
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network address of a server to Which access is to be denied 
or a character string “any” representing the network address 
of any server other than servers to Which access is to be 
permitted. 
[0037] First, the network interface 215 receives a refer 
ence printing request including a netWork address of the 
print data server 2500 as an IP address and port, to Which 
access is requested by the host computer 2400, from the host 
computer 2400 (step S301). According to the contents of the 
received reference printing request, the CPU 217 identi?es 
Where to access, ie a netWork address of the print data 
server 2500 as the IP address and port to Which access is 
requested by the host computer 2400 (step S302). 

[0038] Then, the CPU 217 refers to the set access restric 
tion list (step S303), and determines Whether access to the 
print data server 2500 to Which access is requested is to be 
permitted or denied (step S304). If determining that access 
to the print data server 2500 is to be permitted, the CPU 217 
immediately causes the printing apparatus 2000 to access the 
print data server 2500 (step S305), and if determining that 
access to the print data server 2500 is to be denied, the CPU 
217 immediately inhibits the printing apparatus 2000 from 
accessing the print data server 2500 (step S306), folloWed by 
terminating the process. 

[0039] FIG. 4 is a How chart shoWing in detail the FIG. 
2 operation (access determining process). Referring to FIG. 
4, a detailed description Will noW be given of a sequence of 
operations performed since the access restriction list is 
referred to (corresponding to the step S303) until it is 
determined Whether access to the print data server 2500 is to 
be permitted or denied (corresponding to the step S304). 

[0040] First, reference to the access restriction list is 
started (step S501), and one line is read from the access 
restriction list (step S502). Then, it is determined Whether or 
not the IP address and port to Which access is requested by 
the host computer 2400 corresponds to a netWork address on 
the read one line from the access restriction list (step S503). 

[0041] If the determination result in the step S503 is 
positive (“YES” in the step S503), it is then determined 
Whether the ?rst argument on the read one line is “permit” 
or “deny” (step S504). If the ?rst argument is “permit”, the 
printing apparatus 2000 is immediately caused to access the 
print data server 2500 corresponding to the netWork address 
on the read one line (step S505), folloWed by termination of 
the process. If the ?rst argument is “deny”, access to the 
print data server 2500 corresponding to the netWork address 
on the read one line is denied (step S506), folloWed by 
termination of the process. 

[0042] If the determination result in the step S503 is 
negative (“NO” in the step S503), it is then determined 
Whether the read one line is the last line of the access 
restriction list or not (step S507). If the read one line is not 
the last line (“NO” in the step S507), the process returns to 
the step S502 to perform the processing from the steps S502 
to S507 again. If the read one line is the last line (“YES” in 
the step S507), the access determining process using the 
access restriction list is terminated, and Whether access to 
the print data server 2500 to Which access is requested by the 
host computer 2400 is to be permitted or not is determined 
in accordance With an instruction indicative of an operation 
speci?ed by default as shoWn in FIG. 5, folloWed by 
termination of the process. 
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[0043] It should be noted that the above described control 
method can be realiZed by storing a program according to 
the above described ?oW charts of FIGS. 2 and 4 in the 
ROM 213 of the printing apparatus 2000, and causing the 
CPU 217 to execute the stored program. 

[0044] As described above, according to the present 
embodiment, access to servers can be easily restricted using 
the access restriction list, thereby preventing improper print 
data from being printed and enabling an administrator of the 
system to manage costs or the like. 

[0045] It should be understood that the present invention 
is not limited to the embodiment described above, but 
various variations of the above described embodiment may 
be possible Without departing from the spirits of the present 
invention, including variations as described beloW, for 
eXample. 

[0046] FIG. 6 shoWs an eXample of an access restriction 
list used in the case Where access is restricted according to 
a protocol by the printing apparatus Which is capable of 
specifying a protocol for access to the server 2500. In the 
eXample shoWn in FIG. 6, on the ?rst line of the access 
restriction list, access to a domain “abcd.co.jp” by using 
“http” is permitted, and on the second line, access to the 
domain “abcd.co.jp” by using other protocols is denied. 

[0047] FIG. 7 shoWs an eXample of an access restriction 
list used in the case Where access is restricted according to 
a port number by the printing apparatus Which is capable of 
designating a port for access to the server 2500. In the 
eXample shoWn in FIG. 7, on the ?rst line of the access 
restriction list, access to a domain “abcd.co.jp” via a port 
No. 80 by using “http” is permitted, and on the second line, 
access to all domains via all ports by other protocols is 
denied. 

[0048] Although in the above described embodiment, one 
port is designated, a range comprised of a plurality of ports 
may be designated. 

[0049] Although in the above described embodiment, a 
logical port is assigned to an IP protocol on a netWork, the 
present invention can also be realiZed by assigning one 
logical port to another protocol. 

[0050] Although in the above described embodiment, a 
logical port is assigned to a protocol on a netWork, the 
present invention can also be realiZed by assigning one 
logical port to an interface such as a Centronics or a serial 

interface, Which is not a protocol on a netWork. 

[0051] As described above, according to the above 
described embodiment and variations, a destination to be 
accessed can be designated for each protocol or each port by 
referring to the access restriction list, and hence servers to be 
accessed by the printing apparatus can be restricted, making 
it easier to manage the printing apparatus in terms of security 
and management. 

[0052] FIG. 8 is a sectional vieW shoWing the internal 
construction of a laser beam printer (hereinafter abbreviated 
as “LBP”) applied as the printing apparatus according to the 
present embodiment. 

[0053] The LBP is capable of registering character pat 
terns, templates (form data), and so forth from a data source, 
not shoWn. 
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[0054] In FIG. 8, the LBP 1000 receives and stores 
character information (character code) and form information 
or a macro instruction from the host computer 2400 exter 
nally connected thereto, and prepares a corresponding char 
acter pattern, a form pattern, and so forth according to the 
information to form an image on a recording sheet as a 
storage medium. 

[0055] On an operation panel 1012 are arranged sWitches 
and LED displays used for operation. A printer control unit 
1001 controls the overall operation of the LBP 1000, and 
analyZes character information and the like supplied form 
the host computer 2400. The printer control unit 1001 
mainly converts character information into a video signal 
indicative of the corresponding character pattern and outputs 
the signal to a laser driver 1002. 

[0056] The laser driver 1002 is a circuit for driving a 
semiconductor laser 1003, and selectively turns on or off 
laser 1004 emitted from the semiconductor laser 1003 
according to the input video signal. The laser 1004 is sWung 
in the horiZontal direction by a rotary polygon mirror 1005 
to scan an electrostatic drum 1006. This forms an electro 
static latent image of the character pattern on the electro 
static drum 1006. 

[0057] The electrostatic latent image is developed by a 
developing unit 1007 disposed around the electrostatic drum 
1006 and then transferred onto a recording sheet. Acut sheet 
is used as the recording sheet. The cut sheet is stored in a 
sheet cassette 1008 attached to the LBP 1000, and is fed into 
the LBP 1000 by a sheet feed roller 1009 and conveying 
rollers 1010 and 1011 and then supplied to the electrostatic 
drum 1006. 

[0058] Although in the above described embodiment the 
printing apparatus according to the present invention is 
applied to an LBP, the present invention may be applied to 
an ink jet printer based on another printing method. Also, the 
present invention may be applied to a copying machine and 
a multifunction printer (MFP). 

[0059] Further, the present invention should not be limited 
to the apparatus according to the above described embodi 
ment and variations, but may either be applied to a system 
composed of a plurality of apparatuses or to a single 
apparatus. 

[0060] It goes Without saying that the object of the present 
invention may also be accomplished by supplying a system 
or an apparatus With a storage medium in Which a program 
code of softWare Which realiZes the functions of any of the 
above described embodiment and variations is stored, and 
causing a computer (or CPU or MPU) of the system or 
apparatus to read out and execute the program code stored 
in the storage medium. 

[0061] In this case, the program code itself read from the 
storage medium realiZes the functions of any of the above 
described embodiment and variations, and hence the pro 
gram code and a storage medium on Which the program code 
is stored constitute the present invention. 

[0062] Examples of the storage medium for supplying the 
program code include a ?oppy disk (registered trademark), 
a hard disk, an optical disk, a magnetic-optical disk, a 
CD-ROM, a CD-R, a CD-RW, a DVD-ROM, a DVD-RAM, 

Jul. 22, 2004 

a DVD+RW, a magnetic tape, a nonvolatile memory card, 
and a doWnload carried out via a netWork. 

[0063] Further, it goes Without saying that the functions of 
any of the above described embodiment and variations may 
be accomplished not only by executing the program code 
read out by a computer, but also by causing an OS (operating 
system) or the like Which operates on the computer to 
perform a part or all of the actual operations based on 
instructions of the program code. 

[0064] Further, it is to be understood that the functions of 
any of the above described embodiment and variations may 
be accomplished by Writing the program code read out from 
the storage medium into a memory provided in an expansion 
board inserted into a computer or a memory provided in an 
expansion unit connected to the computer and then causing 
a CPU or the like provided in the expansion board or the 
expansion unit to perform a part or all of the actual opera 
tions based on instructions of the program code. 

What is claimed is: 
1. A printing apparatus that performs printing based on 

data acquired from a server on a netWork, comprising: 

an input device that inputs data identi?cation data for 
identifying data stored in the server on the netWork; 

a registration device that registers server identi?cation 
data for identifying the server on the netWork, accord 
ing to input from a user; and 

a determination device that compares the data identi?ca 
tion data input by said input device With the server 
identi?cation data registered by said registration device 
to determine Whether to acquire data from the server on 
the netWork. 

2. A printing apparatus according to claim 1, Wherein 
server identi?cation data identifying at least one server from 
Which data is permitted to be acquired or server identi?ca 
tion data identifying at least one server from Which data is 
inhibited from being acquired is registered. 

3. Aprinting apparatus according to claim 1, comprising 
a device that speci?es a protocol for access to the server, and 
Wherein said registration device registers the server identi 
?cation data, and data indicating Whether to permit access to 
the server by the protocol. 

4. Aprinting apparatus according to claim 1, comprising 
a device that specifying a port for access to the server, and 
Wherein said registration device registers the server identi 
?cation data, and data indicating Whether to permit access to 
the server via a port number. 

5. Aprinting apparatus according to claim 1, comprising 
an access control device that provides control to selectively 
permit or deny access to the server on the netWork according 
to a result of the determination made by said determination 
device. 

6. A printing system comprising: 

a server located on a netWork, for storing print data; 

a host apparatus that transmits location data indicative of 
a location of said server on the netWork; and 

a printing apparatus that receives and prints the print data 
from said server according to the location data acquired 
from said host apparatus; and 
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wherein said printing apparatus comprises: 

a decoding device that decodes data indicating Whether 
access to at least one server on the netWork is to be 

permitted or not; and 

a determination device that determines Whether to 
permit or deny access to said server according to the 
contents of the access restriction list. 

7. A method of controlling a printing apparatus having a 
location data acquiring device that acquires location data 
indicative of a location of a server located on a netWork and 

storing print data, and a reference printing function of 
receiving and printing the print data from the server accord 
ing to the acquired location data, comprising the steps of: 

decoding data indicating Whether access to at least one 
server on the netWork is to be permitted or not; and 

selectively perrnitting or denying access of the printing 
apparatus to the server, corresponding to the location 
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data acquired from the location data acquiring device, 
according to the contents of the access restriction list. 

8. A cornputer-readable control program for controlling a 
printing apparatus having a location data acquiring device 
that acquires location data indicative of a location of a server 
located on a netWork and storing print data, and a reference 
printing function of receiving and printing the print data 
from the server according to the acquired location data, 
comprising: 

a decoding module for decoding data indicating Whether 
access to the server on the netWork is to be permitted 
or not; and 

a connecting/disconnecting module for selectively per 
rnitting or denying access of the printing apparatus to 
the server, corresponding to the location data acquired 
from the location data acquiring device, according to 
the contents of the access restriction list. 

* * * * * 


