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METHODS AND SYSTEMS FOR USER MEDIA 
INTEROPERABILITY 

CROSS-REFERENCE TO RELATED PATENT 
APPLICATIONS 

[0001] This application claims the bene?t of US. Provi 
sional Patent Application No. 60/432,235, ?led Dec. 11, 
2002, and US. Provisional Patent Application No. 60/439, 
444, ?led Jan. 13, 2003, Which are incorporated herein by 
reference in their entirety. 

FIELD OF THE INVENTION 

[0002] The present invention is related to interoperability 
of user media With different service providers, and more 
particularly to smart card interoperability. 

BACKGROUND ART 

[0003] There is presently an increasing trend toWards the 
use of smart cards for personal services. Smart cards are 
convenient and portable for automatically obtaining services 
from a variety of different vendors. The increased demand 
may result in the accumulation of a large number of smart 
cards that are issued by different service providers for their 
corresponding services. The accumulation of smart cards for 
each user may present a signi?cant inconvenience to the 
users of smart cards. Implementing smart cards With mul 
tiple functions can be faced With obstacles that include the 
limited memory on-board smart cards, variations in the 
physical memory of different card types, requirements for 
high transfer rates that may be hindered by increased com 
plexity due to the implementation of multiple functions, and 
quickly increasing requirements for interoperability as 
applications providers are added to the multi-functional 
environment. Other limitations may also be faced. 

[0004] KnoWn techniques in this ?eld apply rigid ?xed 
formatting techniques in Which each application of the same 
type must accommodate data ?elds needed for the other 
applications of the same type. Such techniques tend to 
occupy a substantial portion of the memory on a smart card 
and can be de?cient in alloWing for limited expansion or 
recon?guration of existing applications. 

[0005] As such, there is a need for improved techniques 
for user media and related applications that provide interop 
erability in multi-functional environments. 

SUMMARY OF THE INVENTION 

[0006] In accordance With the principles of the present 
invention, techniques are provided for ?exible implementa 
tion and operation of multiple functions for use With user 
media such as smart cards in order to receive the bene?t of 
associated services. A system, Which may comprise a net 
Work of equipment (e.g., media readers), may be established 
for example by different entities. Multiple functions may be 
available on the system based on established con?guration 
of user media in cooperation With softWare and/or hardWare 
on the system. The system may be speci?c to a particular 
region for example to provide regional transportation ser 
vices. A system may be implemented in Which user media 
such as smart cards include data having a top-level that is 
organiZed based on categories or types of applications (e.g., 
transportation, parking, banking, etc.). In some instances, if 
desired, multiple instances of the same category or type may 

Jul. 22, 2004 

exist at the top-level, hoWever, it is more efficient for a single 
category or type to exist so that a functional hierarchy is 
established. Different originators in the same category or 
type may con?gure their softWare to use data con?gured 
beloW the top-level category or type and may take advantage 
of common data groups, data structures, or data elements 
that may exist because of potential overlap in the service or 
function that they provide to users. Thus, for example, a 
smart card may contain transportation at a top-level With one 
or more loWer levels being con?gured for transportation 
softWare of different transportation operators (e.g., operators 
in a region). At a loWer level, multiple softWare, Which is 
sometimes referred to herein as applications, of different 
originators may be implemented. User media (e.g., a smart 
card) may include an application When the media includes 
structured data (e.g., data groups, data structures, data ele 
ments, etc.) that are con?gured for operation With a particu 
lar executable code (e.g., executable code residing on card 
reader equipment). Executable code may also be included on 
user media in combination With the data to enable an 
application on a smart card. Thus an application (e.g., a 
subWay transportation application) may reside on a smart 
card even in the absence of executable code on the smart 
card. 

[0007] A pro?le may be established for an application, 
Which may then be used to con?gure user media to opera 
tively perform With the application to accomplish desired 
transactions and updates to stored information. A reference 
or standard may be the source for the pro?le With Which 
different organiZations can develop services or applications 
for use on the cards. For example, a list of data groups, 
related functions, data structures, and related information 
such as data elements may be established for applications 
that are to provide services in a particular ?eld of service or 
industry because of the potential commonality in function or 
data. Multiple functions may be con?gured for use on the 
same card based on a standard list or reference While 

preferably also providing the capability to cross-reference 
knoWn data betWeen implemented applications. 

[0008] The cards of each issuer or originator may be 
structured to include data groups and data elements that have 
been selected by the issuer or originator to the exclusion of 
other data groups and data elements that are also available 
for their application from a standard list or reference speci 
?cation. Each application on user media (eg a smart card) 
may have an associated application identi?er on the user 
media. An application directory may be included on the user 
media to assist applications to locate and/or identify data or 
softWare associated With the applications on user media. 
Each application or application directory may have a plu 
rality of data groups associated With it. A data group 
directory may be provided on the user media for the data 
groups associated With an application. Each data group may 
include data elements that are structured together in a data 
structure for access by its associated application. The data 
group and data structure may be directly related to the 
functions of the application. Data groups and data structures 
may have been a selected subset of a list of data groups and 
data structures that have been de?ned for use With that 
application or applications of that type. This alloWs different 
application developers for the same type of application to 
implement their application differently by using a “pick and 
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choose” technique to decide Which common data groups or 
data structures shall be con?gured for their application on 
issued cards. 

[0009] Within a netWork of supporting equipment, soft 
Ware and hardWare (e.g., card readers) of different organi 
Zations may be con?gured to operatively interact With the 
multi-application cards to provide services to users. Infor 
mation on user media may be stored and updated at different 
levels of the system. Information may move from a central 
computer system (e.g., a region computer system coordinat 
ing activities Within a region) doWn to individual user media 
to Write information on the media. In addition, systems and 
techniques illustratively described herein may be indepen 
dent of the type of user media. 

[0010] Data structure may be implemented Without for 
eXample including tagged length value information because 
such information may be established Within the system. 
Field information such as bit length, format type, character, 
numeric value, currency for data elements may be eXcluded 
from a data structure such that for eXample, only an indeX is 
included for data elements on a card. Related information 
regarding format type, bit length, etc. may be obtained by a 
system from reference information for data elements in a 
particular standard list When the existence of data elements 
are identi?ed. 

[0011] If desired, the user media may be a smart card such 
as a memory smart card. User media may be con?gured for 
a single application consisting of all necessary data for a 
particular application type, multiple applications of the same 
type and/or multiple applications of different types. For 
eXample, multiple transportation applications may be imple 
mented to provide multi-application media for use in a 
particular region. If desired, other types of applications may 
also be implemented such as to provide user media that is 
structured for credit card applications, public transpiration 
applications, health care applications, etc. Alternatively, a 
group of applications (eg ticketing, purse) could be incor 
porated into a single application for use in a particular region 
thereby alloWing improvements in transaction times, and 
simpli?cations of processing. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0012] Further features and advantages of the invention 
can be ascertained from the folloWing detailed description 
that is provided in connection With the draWing(s) described 
beloW: 

[0013] FIG. 1 is a functional block diagram of softWare 
and/or hardWare in accordance With one embodiment of the 
present invention; 

[0014] FIG. 2 is a functional block diagram of card reader 
equipment in accordance With one embodiment of the 
present invention; 

[0015] FIG. 3 is a functional block diagram of a regional 
card system in accordance With one embodiment of the 
present invention; 
[0016] FIG. 4 is a functional block diagram of an agency 
system in accordance With one embodiment of the present 
invention; 
[0017] FIG. 5 is a functional block diagram of a data 
group in accordance With one embodiment of the present 
invention; 
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[0018] FIG. 6 is a functional block diagram of a card 
con?guration in accordance With one embodiment of the 
present invention; 

[0019] FIG. 7 is a functional block diagram of a multi 
application card in accordance With one embodiment of the 
present invention; 

[0020] FIG. 8 is a functional block diagram of an appli 
cation in a multi-application card in accordance With one 
embodiment of the present invention; 

[0021] FIG. 9 is a How chart of illustrative steps in 
providing implementing applications in a multi-application 
environment in accordance With one embodiment of the 
present invention; and 

[0022] FIG. 10 is a How chart of illustrative steps in 
con?guring and using cards for different applications in 
accordance With one embodiment of the present invention. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0023] User media such as a user card (e.g., a smart card) 
may have various circuitry on-board in the form of inte 
grated circuits and in some cases, eXecutable softWare, to 
provide various functionality. For eXample, With reference 
noW to FIG. 1, card 100 may include input/output interface 
102, memory 104, processor 106, and softWare 108. Card 
100 may be the shape and siZe of generally knoWn smart 
cards (e.g., the shape and siZe of a credit card). Various 
techniques for producing card 100 and on-board hardWare 
are knoWn to those of ordinary skill in the art. Input/output 
interface 102 may provide for a contact or contact-less 
interface for communicating With the on-board memory, 
processor, or softWare of card 100. In the case of a contact 
less interface an optical read/Write interface may for 
eXample be provided. Processor 106 may be a microproces 
sor that is con?gured to interact With memory 104 and 
softWare 108 to provide desired functionality. SoftWare 108 
may be con?gured to operate on processor 106 to support a 
card operating system and one or more card applications. In 
some embodiments, card 100 may be a memory card, in 
Which case it Will not include processor 106 and softWare 
108. Memory 104 may include RAM, ROM, EEPROM, etc. 
for providing storage of data, data structure, or softWare. In 
the case of processor cards, card 100 Will typically include 
RAM, ROM, and EEPROM storage for supporting proces 
sor card functionality. In the case of memory cards, card 100 
Will typically at least include EEPROM storage. 

[0024] Various bene?ts can be provided to a cardholder 
through supporting applications that interact With a user’s 
card at various distributed card reader equipment. For 
eXample, With reference noW to FIG. 2, card reader equip 
ment may include card reader 200 and client terminal 202. 
Card reader 200 may be con?gured to operatively connect 
With card 100, for eXample through contact or contact-less 
connections. Various card readers are presently on the mar 
ket for reading and/or Writing smart cards. Client terminal 
202 can be a computer system (e.g., a personal computer) 
that communicates With card reader 200 to interact With card 
100. Client terminal 202 may include one or more applica 
tions 204 and other softWare such as an operating system. 
Application 204 may be applications that are each con?g 
ured to provide the bene?t of speci?c services such as 
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transportation, health bene?ts, electronic Wallet, etc. For 
example, application 204 may be a transportation applica 
tion for providing various transportation such as ticketing, 
fare collection, etc. Interface 206 may include driver for 
interfacing With card reader 200. Interface 206 may also 
include an application program interface for providing an 
application interface to application 204 that alloWs applica 
tions 204 to interact With softWare, memory, or processor 
on-board card 100. In cases in Which card 100 is a processor 
card, a card operating system may be used to interact With 
the card to execute speci?c card services that are available 
via the card operating system. The card services may for 
example be called through the application program interface 
With application 204. In the case of memory cards, interface 
206, card reader 200, and application 204 are con?gured to 
Work together to read and Write to memory locations on 
board card 100 to alloW application 204 to provide desired 
services. The interaction betWeen card 100 and card reader 
200 is typically very short in duration (e.g., hundreds of a 
second) to alloW the cardholder to quickly interact With the 
system. 
[0025] Card reader 200 and client terminal 202 may be 
one of many such equipment that are dispersed geographi 
cally and are netWork connected (e.g., through a central 
database) to provide services that are associated With each 
different application 204 (if more than one exists) on client 
terminals 202 and/or its associated netWork. 

[0026] FIG. 3 provides an illustrative arrangement for a 
regional transportation system Which may for example 
incorporate equipment and netWorks such as that shoWn in 
FIG. 4 (discussed beloW). System 400 may include region 
central computer system 402, such that there may be mul 
tiple region central computer systems for a number of 
different regions. A region may have agencies (e.g., trans 
portation agencies) that have agency central computer sys 
tems, e.g., agency 1 central computer system 404, agency 2 
central computer system 406, and agency 3 central computer 
system 408. Agency central computer systems 404, 406, and 
408 may be con?gured to communicate With region central 
computer 402 to receive and transmit information so that 
their fare card information is updated and for example, 
information about fare card activity is processed and stored. 
Agency central computer systems may be con?gured to 
communicate and operatively interact With related sub 
systems that interface With user fare media, (e.g., user smart 
cards, or other media). Asubsystem may be equipment such 
as subWay equipment (e. g., fare gates, fare validation equip 
ment, ticket of?ce machine, remote card reader and Work 
station, etc.), commuter rail equipment (e.g., fare validation 
equipment, ticket of?ce machine, remote card reader and 
Workstation, etc.), bus/LRV equipment (eg fare box, on 
board validation equipment, garage computer system, etc.), 
or other subsystem equipment. Fare media 410 may be a 
smart card (e.g., memory card or processor card) or other 
media that can be used With agency subsystems and Which 
carry data ?elds, structures, siZe, or segmentation. In opera 
tion, various data is passed through the hierarchical levels in 
betWeen fare media 410 and region central computer system 
402 For example, directed action data such as hot lists and 
changes to fare media may be communicated doWnWard 
through the hierarchy toWards the fare media and transac 
tional data resulting from fare media interaction With sub 
systems may travel upWards through the hierarchy toWards 
the regional system. 
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[0027] Regional interoperability may be permitted by 
applying format techniques (e.g., smart card format tech 
niques) that alloW for ?exibility in implementation. Prefer 
ably, the format techniques are independent from the user 
media technology (e.g., physical card technology) that is 
applied in each individual case and is designed to adapt to 
future technological advances and future expansions in 
function and data that Will be handled by the media (e.g., 
user cards). 

[0028] In such systems, each agency may have imple 
mented its oWn transportation application, Which may be 
re?ected by the inclusion of data con?guration on fare media 
for their application. The data con?guration of each may be 
con?gured to be understood by the systems of each agency 
(404, 406, and 408). The smart cards include data groups, 
data structures, data elements, and other related data con 
?guration for each transportation application Wherein the 
smart cards include information identifying the data settings 
based on common data elements, data structure, data groups, 
etc., Which may have been selected from a standard list. 

[0029] One example of an agency system speci?cally for 
regional public transportation is illustrated in FIG. 4. Trans 
portation services Within a particular region may include a 
Wide range of transportation types, transportation providers, 
ticketing techniques, ticketing validation techniques, and 
fare collection techniques. The number of vehicles, passen 
gers, and geographic distribution of the passengers, vehicles, 
and equipment is also accounted for in the regional system. 
As shoWn, the system may include central computer 300, 
Which may include one or more servers, for example to 
provide an application server, a database server, a subWay 
server (for interacting With subWay equipment), bus/land 
roaming vehicles (“LRV”) equipment, commuter rail equip 
ment, etc. 

[0030] The regional transportation system may include 
bus/LRV equipment 302, retail sales equipment 304, subWay 
equipment 306, commuter rail equipment 308, customer 
service equipment 310, ticket of?ce equipment 312, and 
central encoding equipment 314. As shoWn, various (Wired 
or Wireless) communications netWork techniques such as 
LAN, WAN, Ethernet TCP/IP, Internet, ?ber, T-1, PP, ISDN, 
sWitches, or routers, and variation thereof may be con?gured 
to establish a netWork for supporting a transportation appli 
cation Within the system. Central encoding equipment 314 
may include a smart card initialiZation machine and if 
desired, photo ID equipment. The smart card initialiZation 
machine may be con?gured to initialiZe individual cards that 
are issued With appropriate security and transportation data. 
The photo ID equipment may be con?gured to receive, store, 
or generate photo identi?cations for individual cards. 

[0031] Ticket of?ce equipment 312 may, for example, be 
one or more ticket of?ce machines (e.g., a stand-alone ticket 
of?ce machine) for providing card services. Customer ser 
vice equipment 310 may for example include one or more 
trucks that carry fare validation machines for providing card 
services. Communications With the netWork such as With 
central computer 300 may be established When customer 
service equipment 310 (e.g., trucks) are at a transportation 
system service facility such as a revenue facility. Retail sales 
equipment may include a retail sales terminal and commu 
nications equipment (e.g., a telephone) for communicating 
With the netWork. Bus/LRV equipment 302 may include 
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garage computer system 316 and bus/LRV 318. Garage 
computer system 316 may include computer equipment that 
is con?gured to communicate With the netWork and com 
municate With fare validation equipment on-board a bus or 
LRV (e.g., through an RF connections). Bus/LRV 318 may 
for example be a bus or other vehicle that has a fare box and 
a ?ash memory module for reading and updating user cards. 
SubWay equipment 306 and commuter rail equipment 308 
may each include fare validation machines, station control 
lers, station information centers With ticket of?ce machines 
and netWork capability to support remote smart card readers 
With cradle and Workstations (e.g., a user’s home computer 
equipment) to provide transportation card services to users. 
Gates are also typically included as part of subWay equip 
ment 306. Central computer 300 may for example include an 
application server and a database server that interact With 
netWork nodes such as subWay equipment 306 or bus/LRV 
equipment 302 to provide softWare doWnloads, application 
functionality, or a central card information database, Which 
is updated based on netWork interaction With cards. As such, 
the system may be con?gured to permit a user to ride 
different transportation that may be offered by a single 
agencies or if desired by different agencies (e.g., commuter 
rail, metropolitan transit, ferries, etc.) for possibly different 
fare structures (e.g., one Way, Weekly, point-to-point, unlim 
ited ride, etc.). 

[0032] The techniques illustratively described are adapt 
able to meet many different needs. As such, formatting 
techniques, user media, and supporting systems can be 
established that alloW for standardiZed hardWare and soft 
Ware platforms for media products such as fare cards that 
can be licensed by neutral or non-vendor parties and avail 
able to operators as Well as contractors for the purpose of 
providing equipment and services for a particular industry 
that has implemented such user media services (e.g., smart 
card fare media in the transportation industry), While apply 
ing compatible solutions in order to alloW for interoperabil 
ity and open competition among providers. Such techniques 
may be speci?c to smart card applications such as ISO 
14443 type A&B smart cards and dual interface smart cards, 
but are preferably media independent. 

[0033] A ?exible frameWork can be established that for 
example can address the current requirements of a particular 
industry (e. g., the transit industry), Which alloWs a “pick and 
choose” type functionality for establishing user media (e.g., 
smart cards) for each service provider. For example, in the 
context of regional transportation services, this type of 
design provides a ?exible frameWork that alloWs for con 
?guration of regional fare media products in combination 
With “local” fare media products While maintaining data 
security, integrity, privacy and ?exibility to alloW for future 
expansion. The frameWork, for example, establishes data 
groups, data structures, and data elements that are grouped 
or associated based on the desired function of the data, 
combines mandatory and optional data elements for a data 
pro?le that corresponds to functional requirements of 
desired application features, is adaptable to memory siZe that 
is available for a corresponding application on user media 
such as a smart card speci?cally issued for one service, as 
Well as on a third party card such as a credit or debit cards, 
and establishes an open architecture to alloW integration of 
neW features. 
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[0034] Other aspects may involve specifying a list of 
functional data groups, Which have speci?c elements 
assigned to them, implementing a list of mandatory data 
elements that may be needed for interoperable use, estab 
lishing techniques for implementing an application on dif 
ferent media types With different memory siZe and organi 
Zation, establishing options for dedicated user-media 
applications, and establishing the combination of different 
user-media applications (e.g., combining transit applications 
and credit card application on a card). 

[0035] A modular approach is applied, in Which “building 
blocks” are provided that can be used by each application 
issuer to con?gure the overall “structure” each issuer Would 
like to implement on their user media (e.g., cards). Data 
types are selected for use on a user media to support required 
functionalities. Different data elements Will, thus, be part of 
different functions, While desired functions are used to 
determine Which one of potentially many different data 
elements Will be on-board a card for storing data content or 
values for those data elements. The data organiZation of user 
media can for example be structured as illustratively shoWn 
in FIG. 5. User media may be structured into one or more 
data groups 502. Data group 502 may be structured to 
include one or more data structures 504 and 506, Which can 
be further structured into one or more data elements 508 and 
510. The hierarchy alloWs for the association of a function 
or application With data group 502 and the association of 
incremental levels of functional detail. Flexibility may be 
established by providing “super sets” of data ?elds or 
functions Which are adaptable through subsets for desired 
functionality or application. For example, in a particular 
?eld of industry or services, a standard list of data groups, 
associated data structures, and associated data elements can 
be established that can be structured into subsets by origi 
nators of applications in that ?eld of industry or services to 
meet their needs and to operatively implement for their 
individual applications in that ?eld of industry or services. 
Data elements or structures that are not selected are entirely 
left out of an application except for example by including bit 
or ?ag indicating its absence (e. g., the bit siZe of an excluded 
data element Will not contribute the amount of memory 
occupied by the application). 

[0036] Such modular building blocks may be applied for 
example as illustratively shoWn in FIG. 6 to smart cards. 
Memory media on smart cards may be structured to include 
card base data 602, card application layer 604, data group 
directory 606, data group layer 608, and data structure layer 
610. Data group layer 608 may include a plurality of data 
groups 612. Each data group 612 preferably corresponds to 
a function. (e.g., stored value, ticketing, and loyalty program 
by a speci?c entity, etc.). These data groups 612 are pref 
erably subdivided into data structures 614 in data structure 
layer 610. De?nitions of data groups 612 and data structure 
614 may be logically driven by functional requirements and 
card limitations. For example, memory-type smart cards 
have a ?xed layout, and record siZe, and, therefore, With an 
appropriate data structure de?nition, a proposed memory 
structure may ?t onto all memory cards. Microprocessor 
type smart cards, hoWever, provide for different structures, 
and correspondingly, alloW ?les to be con?gured in almost 
any arbitrary siZe. 

[0037] Data structures 614 are preferably further subdi 
vided into data elements. The data element can be consid 
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ered the lowest structural “unit” of measure on a card. Based 
on these functional data groups, What is needed may be 
“built” onto a card in an efficient manner based on a speci?c 
originator’s (e.g., transportation agency’s) needs, While also 
alloWing interoperability. A bene?t of this design approach 
is that there is more ?exibility for customiZation. Further 
more, on memory-type smart cards, variations in record siZe 
from one memory-type to another Will not affect the card 
format. In addition, data elements can be varied Without a 
tedious reorganization of element order and element de?ni 
tions. Elements can also be added and subtracted With ease. 
A change in data group composition can be driven by the 
evolving needs of an application originator (e.g., a transit 
agency), Which results in a high degree of likelihood that 
data group and data element de?nitions Would have to be 
changed. 
[0038] Data structures 614 and related formatting can be 
con?gured to offer a “map” (via a bitmap included at the 
beginning of a data structure) that indicates the data ele 
ments that are currently applicable and in use in that data 
group. The bitmap can preferably identify Which data ele 
ments from a list of data elements Were selected in con?g 
uring the current data structure (e.g., the current sequence of 
bits). The bitmap can also re?ect the siZe of the data 
structure in that selected data elements, Which may have 
de?ned bit lengths, contribute to the siZe of the data struc 
ture, While data elements that are not selected preferably do 
not contribute to the bit length of the data structure. Thus, 
neW data elements can be speci?ed and selectively added to 
the end of a data group or data structure, as needed. By using 
the bitmap, different systems can read slightly different 
con?gurations and implementations of the card format. The 
addition of neW functions and data elements can be added 
Without having to redesign the Whole layout or adding neW 
?les. 

[0039] In organiZation, card base data 602 may be an 
application directory that includes information identifying 
or pointing to the location of data associated With an 
application or an application category or type (e.g., an 
application category or type that holds one more applica 
tions in that category) in the application directory. Card base 
data 602 may include application identi?ers or information 
from Which a card application or category is identi?ed. Card 
base data 602 may, if desired, identify locations on a card 
that values for different application identities for applica 
tions that have associated data on-board the card. For 
example, certain groups of bits may include information 
identifying a particular credit card company. Data group 
directory 606 may include information identifying different 
data groups 612 that are associated With that particular data 
group directory 606 and may contain related location or 
pointer information. Location and/or content information 
may also be associated With each data group in connection 
With associated data structures 614. Data group directory 
606 may be associated With a corresponding application 604 
or applications in the same application category or type. 

[0040] Having a “?exible” structure partition has technical 
bene?ts as Well as those of convenience. For example, 
currently, operations on common MIFARE type cards, 
Which are knoWn to those of ordinary skill in the art, are 
performed With data transfers of 16 byte blocks. This also 
corresponds to the record siZes on many other memory-type 
smart cards. Each operation performed can typically only 
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deal With 16 bytes at a time. HoWever, in the case Where the 
rate of operation increases, for example, at a rate of 64 bytes 
per operation, a record siZe on a card of 16 bytes Would 
require 4 operations to perform the same task that could be 
performed in 1 operation With the “?exible” structure par 
tition. With the ?xed 16 byte record siZe, four times the 
necessary transaction time Would effectively be required. 

[0041] In the future case Where there is a card With 32 byte 
records, as opposed to 16 byte records, if a format With 16 
byte records (or any other arbitrary ?xed siZe) is to be 
“transferred” to a 32 byte record format, it Would not be a 
trivial matter to map tWo 16 byte records onto one 32 byte 
record. The “quick and easy” solution Would be to map one 
16 byte record, onto one 32 byte record, Which Would result 
in an excess of 16 bytes of each record that is Wasted. The 
techniques and systems of the present invention preclude the 
need for this. This approach assumes that an application may 
be used on different card types that may have different 
memory siZes and memory structures and accommodates for 
this possibility. 
[0042] In the context of the transit industry, certain func 
tions are typically used in implementing ticketing medium. 
A smart card may be con?gured to contain prede?ned data 
for a speci?c ticket type including time and distance param 
eters. This ticket can be used as single, round trip or multiple 
ride ticket or pass (e.g. Weekly, monthly passes) based on its 
time and distance parameters. Validation may not be 
required When the smart card is used as a pass. A usage 
pro?le, based on check-in and check-out events, can be 
stored on the pass to recogniZe invalid usage. Avalidation or 
partial validation of the smart card is required prior to or 
during the journey in the case of single, roundtrip, or 
multiple-ride ticket types. Automated access to a “Paid 
Area” of a transit system Will be given by check-in/check 
out systems. Time and location can be used by an origina 
tor’s implementation of a transit application to determine the 
tariff calculation for a current rider. Check-in and check out 
“stamps” may be generated and stored on the smart card. 

[0043] Customers that are registered can receive bene?ts 
for their tariff calculation or payment methods. OtherWise, 
customers may use their fare medium Without on-board data 
containing personally associated data for that customer. User 
speci?c information stored on the card can be utiliZed for the 
tariff calculation to determine an adequate ticket type either 
before the trip, (via ticket vending machine or ticket office 
machine) or automatically at check in/check out use. The 
smart card may also function as an ID-card for access 
control for transit agency staff. For example, image infor 
mation may be stored on smart cards that can be accessed to 
identify the current cardholder. 

[0044] Account-based smart cards may be implemented, 
Where for example, payment can be made via a user 
associated account, Which may for example be only avail 
able to registered customers. In account-based smart card 
structures, a user can pay immediately or the user’s account 
Will be charged for prede?ned tickets before the trip. In 
check-in/check-out systems, the customer’s account can be 
charged based upon usage transaction data (e.g., time or 
distance). A calculation can also be handled by the account 
provider, Which may conduct processing to suggest or select 
the best fare under the circumstances. 

[0045] If desired, a preloaded value can be stored either in 
a purse on the smart cards that can only be used by public 
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transportation, or stored in a purse that could be used by 
additional card applications, (eg park and ride). The purse 
may be considered a “closed purse” With de?ned perfor 
mances and processing protocols, as opposed to an “open 
purse” such as a public “electronic purse.” The preloaded 
value can be used to purchase a prede?ned ticket type (e.g., 
before a trip), or as a pass that can be used through a system 
With check-in/check-out devices. This is based on the tariff 
system and uses deducted values from the purse. The value 
of the preloaded purse can be represented in any unit of 
currency. The purse can of course, be added to, When initial 
value is eXhausted. The “value add” could be paid imme 
diately (e.g., on the spot by the user) or by charging the 
user’s account. 

[0046] The ticketing card application may be loaded onto 
a smart card issued by a bank. For eXample, data structures, 
formatting, and content can be loaded onto the smart card of 
the bank that can be operatively used With a transit appli 
cation. This smart card may already have an eXisting e-purse 
con?gured on-board. Values could for example be deducted 
directly from the e-purse based on purchases of prede?ned 
ticket types. E-purse values could also be altered by pro 
cessing With check-in/check-out systems or by adding value 
to a stored value purse or ticketing application. Various 
applications (e.g., eXecutable softWare, application data, or 
the combination) and payment processes can co-eXist on a 
single card. 
[0047] With the techniques and systems of the present 
invention that are illustratively described herein, an interop 
erable smart card can be provided for eXample in the conteXt 
of the regional transit industry, that can be accepted by 
terminals of different transportation agencies that have dif 
ferent tariff systems. Different ticket types can be prede?ned 
on the system and stored on individual smart cards to be 
valid throughout the interoperational transit regions (e.g., a 
monthly ticket that is valid for the month for subWays, 
ferries, and commuter rail). With such tickets types, services 
of different transit originators can be combined to bene?t the 
user With packaging of services from multiple transit agen 
cies, While in each case, the smart card may for eXample be 
structured to include a separate group directory and associ 
ated data structures for different applications of each agency 
that are operable With the cards. Stored check-in/check-out 
events can be recogniZed and processed for inter-agency 
transfers. For eXample, a check-in/check-out event from a 
commuter rail can be recogniZed by terminal equipment 
on-board bus transportation of a metropolitan transit pro 
vider to identify a free transfer. The systems may be con 
?gured to accept the discount condition of a personaliZed 
card throughout the transit region, even if there are different 
tariff schemes. For eXample, a user may have registered With 
one of a plurality of transit providers in a region to receive 
a discount on fares, Which can be eXtended by the system to 
other transit providers in that region based on the user’s 
region based on the user’s registration. Another aspect, 
provides for a closed stored value purse for applications in 
that industry or ?eld of services (e.g., providing different 
types of the same service) is accepted by the ticketing 
application of each provider for payment. Thus, a purse, that 
may have associated values stored in connection With mul 
tiple transit applications, may be closed for use to a group of 
applications (e.g., transit applications in region), such that a 
user can apply value from the purse to receive bene?ts of the 
same type or bene?ts from providers in the same ?eld of 
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services of industry (e. g., a user can decide on hoW he Wants 
spend his transportation budget for the month). Another 
aspect may provide for additional ticket types stored on the 
smart card that are valid in a speci?c transit region or 
agency. 

[0048] Further aspects, for eXample, may provide for 
additional ticket types stored on the smart card that are valid 
only to a speci?c transit agency or may provide for other 
agency-speci?c functions such as loyalty or other programs 
that are valid only to a speci?c transit agency. For transac 
tions that are related to multiple agencies, a clearing proce 
dure may be established. Required data, eg identity pro 
?les, and user pro?les, etc. are to be included in a card 
application in order to provide required transaction data for 
clearing procedures. For eXample, transactions With one 
agency may be related to data of an application of another 
agency on-board a card. In such cases, the transaction may 
be cleared With the other applications. 

[0049] FIG. 7 illustrates in functional diagram form, 
multi-application card 702 that provides one eXample of 
applications or categories of applications, e.g., public trans 
port 704, being integrated onto a third party card. Public 
transport 704 may also be fully functional as a standalone 
application (or a standalone application category containing 
one or more applications) on a card. Multi-application card 
702 may be a smart card or may be some other media. Other 
types of applications, other than transit, may also be con 
?gured for multi-application cards of a third party and if 
desired, further con?gured to be individually fully func 
tional on card. Card base data 706 may identify and/or point 
to on-board card applications or categories of card applica 
tions, Which may only contain data or contain data and 
executable code. Card applications on card 702 may include 
credit card 708, open e-purse 710, public transport 704, car 
parking 712, or other 714 a cardholder may use card 702 via 
card readers to receive the bene?t of services associated With 
each category. 

[0050] FIG. 8 illustrates the layout of different functional 
data groups in a card application, such as public transport 
application 704 of FIG. 7. Card application 802 may include 
data group directory that may include data group identi?ers 
and/or location information such as data groups 806. Data 
group 806 may for eXample include a data group for the 
identity of the application, a data group for user data, a data 
group for tickets, a data group for a loaded value purse, and 
potentially other data groups. Thus, as shoWn in FIG. 8, data 
groups 806 and functions are referenced by directory 804. 

[0051] Application 802 preferably contains a set of data 
structures, such as data groups 806 that de?ne information 
directly related to a function stored on the card. Each 
application on a card may be structured on the same basis. 
A data group preferably contains data structures, that may 
for eXample be composed of header information, and data 
elements that contain the actual data details. All individual 
data of each card application are preferably structured 
together in separate functional data groups 806. Access to 
data groups 806 Will be processed through data group 
references, speci?cally in this case, data group directory 
804. Data group directory 804 may be structured as an open 
list and may include links to all different data groups 806 for 
that application 802 or applications in that category of 
applications. A data group identi?er may be established in 
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association With a corresponding data group (e.g., each data 
group is assigned a data group identi?er). A data group may 
be absolutely referenced by its data group identi?er. The 
identi?ers may be used to absolutely describe a speci?c 
function in a card application. Depending on the physics of 
the card, a formal reference to an individual group may be 

assigned (e.g., data structure(sections, blocks, ?les)). Pref 
erably, data structures and their data elements are grouped 
together in data groups 806 based on their functional struc 
ture. If desired, functionally identical data groups could be 
speci?ed multiple times in an application. In addition, 
different data groups 806 could contain the same data 
structure and data elements. Thus, mutual exclusivity of data 
elements or data structure may not be required at the data 

structure layer. If access rights are desired, a de?ned access 

right may be assigned to all data elements of a data group. 
Table 1 and Table2 beloW schematically illustrate a data 
group directory and data group. 

TABLE 1 

Data Group Directory 

Data Group Identi?er Reference (Format based on card physics) 

1 Reference to data group 1 
2 Reference to data group 2 

Reference to data group n 

[0052] 

TABLE 2 

Data element 1 
Data element 2 
Data element . . . 

Data element 1 
Data element 2 
Data element . . . 

Data structure X 

Data structure y 

[0053] Data groups 806 and the data structures assigned to 
them are preferably de?ned based on functional require 
ments. The physical speci?cation of card types may de?ne 
data storage restrictions With respect to data siZe as Well as 

the memory structure of each individual card (sector, block, 
data structure). In addition, the physical card requirements 
Will specify the physical location and the procedures by 
Which access to the data on the media can be achieved. The 

physical card speci?cations and restrictions may be included 
in the de?nitions for a card application in order to optimiZe 
the system performance and the memory siZe requirements. 
An application in a distinct environment should preferably 
be implemented based on the physical card requirements/ 
restrictions. In implementation, card operating systems, 
drivers, or card terminal softWare provides for appropriate 
translations in executing card applications, for eXample, by 
referencing the logical data structure to the physical imple 
mentation, Which is dependent on the card type. 

[0054] Data groups, as noted above, may be con?gured in 
a number of different Ways. For eXample, each data group 
may be con?gured to comprise data structures. Each data 
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structure may preferably include a header and a number of 
data elements. Data elements may be assigned to different 
data groups based on particular criteria. Assignments of data 
elements to speci?c data groups may be based on group 
function, read/Write criteria assigned to the data group, 
Which may often be required to be the same for all data 
elements inside the group), mandatory or optional category 
of a data group or other criteria. 

[0055] A data group may be identi?ed based upon a data 
group identi?er (e.g., a unique data group identi?er), Which 
can be a special data element of each data group structure. 
The identi?ers can specify a unique functionality inside a 
card application. 

[0056] In implementation, there may be some data groups 
that are mandatory requirements of an application, and are 
designated as such. An “identi?cation” data group, Which 
can describe the application, is preferably one of these 
mandatory data groups. In order to handle multiple appli 
cations (e.g., multiple applications in the same category or 
type of applications) of the described structure by using the 
same access mechanisms, the data group identi?ers of 
mandatory groups may be globally speci?ed. This require 
ment may be established to be valid in all environments 
(e.g., in card terminals and PC-cards). In addition there may 
be certain unique mandatory data groups, Which may only be 
speci?ed once in an application. Functions added to an 
active application can be inserted as neW data groups are 
added into the data group reference. 

[0057] The data elements of a data group are preferably 
combined in data structures. The sequence of individual data 
elements, their function, and data format (type, data range, 
siZe) in a data structure can be speci?ed by a structure 
de?nition. Such information may be established in a stan 
dard reference speci?cation for data elements in a particular 
category of applications and/or established as part of the 
data structure (eg in a header to identify selected elements 
and values related to a selected element such as siZe, value, 
etc.). If a standard speci?cation is established, values related 
to a data element can be automatically identi?ed once it is 
recogniZed that the particular element is part of a current 
application. A structure-identi?er (e.g., a unique structure 
identi?er) may preferably be positioned at the beginning of 
each structure. The structure length Which may folloW 
directly after the structure identi?er can specify the siZe of 
the complete structure. This can enable ef?cient bypass of 
data elements Within a data structures as Well as the addition 

of individual structures that are added for future features. It 
can also enable the application to directly jump to the neXt 
structure. 

[0058] The eXisting data elements can be referenced in a 
data element directory structured in a bitmap. As such, it is 
possible to delete or add optional data elements by con?gu 
ration of the bitmap based on the individual implementa 
tions. If data elements are added, they can be placed at the 
end of the data structure, and its addition may be re?ected 
in the bitmap. The maXimum number of data elements 
included in a data structure may be speci?ed by and limited 
to the value of the structure length or the data structure 
directory. 



US 2004/0140351 A1 

TABLE 3 

Table Illustrating Data Structure Detail 

Data Structure 

Structure Length Bitmap Data Data . . . Data 

ID Element 1 Element 2 Element n 

Element Bits Value range unit 

StructureID 6 1-64 
Length of bitmap 2 0-3 1 to 4 Byte 
Length of structure 3-255 Byte (entire structure) 
Bitmap s, 16, 24, 32 
Data Element 1 1-255 * 8 

DataiElement 2 

[0059] If structures are used exclusively in a speci?c data 
group, a unique structure ID is de?ned by the combination 
of a data group identi?er and a structure identi?er. In another 
aspect, multiple equal data structures could be assigned to 
the same data group. In order to use the same structure in 
different data groups, the structure itself should be de?ned 
accordingly. Based on this, a formatting structure may be 
applied in which part of the available range of structure 
identi?er are assigned to describe data structures indepen 
dent from the data group and another part of the available 
identi?ers can be re-used with different data group identi 
?ers. 

[0060] Pro?ling may be applied to applications or appli 
cation requirements to assign functions and associated data 
elements (e.g., from a template) to a particular application 
and to structure cards based on the assigned functions and 
data elements. Local functional requirements and card 
memory space required could vary in an interoperable 
environment. Based on this there may be different pro?les 
that should be de?ned for a particular application (e.g., an 
application in a particular category) to accommodate the 
variations. All smart card terminals and related equipment, 
however, may be required to process the minimal functions 
of different card pro?les in an interoperable environment. 
This can for example be supported by a smart card appli 
cation carrying its own pro?le, which can be provided using 
data group identi?ers, structure identi?ers, structure lengths, 
and data element directories for the structures. 

[0061] If desired, additional data groups may be added 
and/or new data structures may be added to data groups. 
New data groups and/or structures may be de?ned, or 
additional/new data groups may be de?ned out of existing 
structures (e.g., created from speci?ed data elements or data 
structures). In one approach, new data elements may be 
added to the end of an existing data structure. 

[0062] Interoperability may be applied based on standard 
iZation in formatting techniques and application of such 
techniques within a network of card terminal equipment. For 
example, illustrative steps are shown in FIG. 9 for imple 
menting multiple applications in a multi-application system 
environment. At step 902, equipment such as the equipment 
of FIG. 3 may be con?gured to execute applications of 
different originators (e.g., application developers, service 
vendor associated with an application, card issuer, organi 
Zation providing the bene?t of category of services, etc.). 
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Applications may include individual public transportation 
applications, individual ?nancial applications, or other 
applications. 

[0063] At step 904, the equipment may be con?gured to be 
in a network to share data between equipment of different 
originators and to for example provide storage for user 
media information such as a central storage for updating 
related user information across the equipment of different 
originators. At step 906, networked equipment may interact 
with user media such as smart cards. Step 906 may for 
example include processes of step 908. At step 908, an 
application related to a current interaction with card reader 
equipment may be identi?ed on-board user media. Data 
groups associated with the identi?ed application may also be 
identi?ed and/or located. The data groups may have been 
selected for use in the identi?ed applications from a standard 
list of data groups and related de?nitions that the originator 
considered in implementing their application. The data 
groups may include data elements which may have been 
similarly selected. As part of the interaction, the equipment 
may read or write to appropriate physical memory (e.g., the 
identi?ed application and/or supporting software may read 
or write the appropriate physical memory location indepen 
dent of the current media type of user media). 

[0064] At step 910, information on the network may be 
updated in connection with the interaction (e.g., a central 
storage or originator storage may be updated based on the 
interaction). Step 910 may include step 912 for clearing 
updates resulting from the interaction through other appli 
cations with which the user media is structured. Thus, 
interaction that may be related to data on other applications 
may be addressed through a clearing procedure by which 
memory on-board user media or external user-media may be 
appropriately updated. 

[0065] A standard or reference for functions, sub-func 
tions, and related data groups and data structures may 
establish ?exibility in the implementation of applications 
while providing interoperability independent of issuer, origi 
nator, equipment vendor, equipment operator, or card type 
such that de?ned functions, sub-functions, data groups, and 
data structures can be applied to cross-reference or reuse 
between applications. Illustrative steps for providing tech 
niques for multi-application interoperability are provided in 
FIG. 10. At step 1002, a pro?le may be established for an 
application to be used in the multi-application environment. 
Apro?le may be established for each application. Apro?le 
may be established by for example the originator of an 
application by identifying speci?cs from a standard or 
reference for functions, sub-functions, data groups, data 
structures, and other factors that can contribute to support 
the particular implementation of that type of application by 
the originator. 

[0066] At step 1004, a pro?le may be applied to cards that 
are to be used by cardholders by con?guring the cards based 
on the pro?le. Other user media may also be con?gured and 
used in illustrative steps of FIG. 10. Step 1004 may include 
steps 1006, 1008, 1010, and 1012. To apply the pro?le, an 
application identi?er may be established for an application 
and con?gured on the cards for identi?cation by card reader 
equipment. A data group directory may be con?gured in 
connection with an application or application identi?er (or 
multiple applications/application identi?ers in the an appli 
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cation category), Which may include identi?cation and/or 
location (e. g., pointer information) for data groups that Were 
pro?led for that application. The cards may be further 
structured to include data groups that are identi?ed in the 
data group directory. Data groups may correspond to func 
tions Within an application Which may been added to the 
pro?le on that basis. In addition, data structures, Which may 
for example include a header and related data elements, may 
be con?gured for the cards. The data structures may have 
been selected to be part of the pro?le based on correspond 
ing sub-functionality. There may also be mandatory data 
groups or data elements Which may have to be established as 
part of this procedure. The data structures and the data 
groups may speci?cally identify Which data structures and 
data groups Were included as part of a pro?le by an appli 
cation provider to be include on the system in connection 
With their application. 

[0067] At step 1014, the con?gured cards may be used at 
card reader equipment in connection With different services 
(e. g., in a particular region) to receive the bene?ts associated 
With individual applications operating in the multi-applica 
tion system and to store or update data associated With the 
data groups or data structures on-board the user cards and/or 
on the equipment of service providers. 

[0068] For interoperable use of an application betWeen 
different providers, it is necessary to have the option to 
customiZe the data groups speci?cally for it. Interoperability 
could require that speci?c options Would be used in the 
speci?ed main area only. The use of the same feature for 
other operators Would be limited to the minimum required 
data groups. In order to include additional or neW user 
speci?c data from individual users into the application, it 
may for eXample be necessary to store the individual user 
pro?les in separate data groups. 

[0069] There may be particular data elements that are 
structured on user cards that can support interoperability or 
may be required for establishing interoperability. An appli 
cation identi?er may provide direct access to an application 
via an application directory or a corresponding card com 
mand With the declaration of an application identi?er. These 
application identi?er declarations, Which may be unique 
identi?ers, may be related to the card type and/or the card 
issuer (a card standard, a card registration). As such, the 
same application could be assigned different card applica 
tion identi?ers. For the processing of logical card data and 
transaction data in supporting systems, a different applica 
tion identi?er may be implemented that may be a unique 
application identi?er Within the described application lay 
out. This application identi?er may specify the “functional 
ity” of the application and as noted above is part of the data 
group application identity. This Application identi?er is 
typically not related to the card type. 

[0070] The version of the application describes the spe 
ci?c pro?le and the different kinds of functionalities of the 
application. The application version may be needed to 
support interoperability. Application versions should be 
unique relating to an application identi?er only. This means 
the version should be independent betWeen different appli 
cation manufacturers. An application issuer region may be 
needed for interoperability in some types of applications 
(e.g., region public transportation applications). As long as 
application manufacturers cannot be clearly distinguished 
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by means of the areas of use of the card structure, a region 
mark may lead to a demarcation, and speci?es the region to 
Which the application issuer belongs. 

[0071] The application issuer may also represent data that 
may be needed for interoperability. An application may be 
pro?led and administered by an application issuer. Simul 
taneous to the pro?ling the issuer may have the duty of 
overseeing key administration for the application. The appli 
cation issuer may be the same as the card manufacturer, and 
it may be identical to the only acceptance provider as Well. 
For application issuers, an identi?er (e.g., a unique identi 
?er) is allocated. This may for eXample be unique Within the 
application that operates With this layout. Currency in the 
application may be also of importance for interoperability. 
All amounts, including the implemented stored value purse, 
may use the referenced currency (e.g., may only use that 
currency). 

[0072] The application language may also be needed for 
interoperability. This is a basic language marker of the 
application Within its area of use. A personaliZed card may 
have a user-referring language marker in the user identity 
that deviates from the language marker of the application. 
Another component for interoperability may be an applica 
tion serial number. Every installation of an application on a 
card may have its oWn identity for Which the utiliZation, 
outputs, and payments are at issue. The lack of ambiguity of 
this identity may be supported by a serial number. An 
application can be installed on a card before a personaliza 
tion takes place. As a result, the user identity may not 
provide a contribution to the serial number. Also, in the case 
that a third party card manufacturer has the authoriZation to 
transfer an active ticketing application from an eXpired card 
to a neW card, the unique identity of the card (card serial 
number) may not provide a contribution to this identity 
either. An application serial number, unique With an appli 
cation issuer, may be provided. If the transfer of an appli 
cation to a neW card is not planned, the card serial number 
could be used as an application serial number. HoWever, this 
alWays leads to a neW identity and must be considered by the 
assignment to the supporting systems. Key and signature 
processing must take care that the transfer of an application 
to a different card as a simple “copy” does not lead to a valid 
application. 

[0073] The physical card type may also be important for 
interoperability. For cards of the same physical card type, 
different con?gurations of the application can have conse 
quences from the perspective of card readers and related 
equipment. Even if a card serial number is provided, it may 
not provide information about such variations. The instal 
lation time of the card application may also be important for 
interoperability. The installation time records the time that 
the card application Was installed. 

[0074] Data group application condition information may 
also be important for interoperability. The start of validity of 
an application may be structured to limit the date from Which 
the application is valid (e.g., version 2.0 may be loaded and 
set to be made valid after a certain date). An end validity of 
application may also be implemented. An application may 
have a de?ned end validity date When issued. In that case, an 
update of this element must be made in the system as a 
special transaction if necessary. The status of the application 
may also be needed for interoperability. The actual condition 








