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(57) ABSTRACT 

A ?rst application layer at a ?rst message processor identi 
?es a ?rst portion of context information. A second message 
processor receives the ?rst portion of context information. A 
second application layer at the second message processor 
identi?ers a second portion of context information. The 
second message processor sends the second portion of 
context information along With a ?rst digital signature 
created from both the ?rst and second portions of context 
information. The ?rst message processor receives the second 
portion of context information and ?rst digital signature. The 
?rst message processor sends a second digital signature 
created from the ?rst and second portions of context infor 
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ESTABLISHING A SECURE CONTEXT AT AN 
ELECTRONIC COMMUNICATIONS END-POINT 

BACKGROUND OF THE INVENTION 

[0001] 1. The Field of the Invention 

[0002] The present invention relates to computer netWork 
security, and more speci?cally, to mechanisms for establish 
ing a secure context at an electronic communications end 
point. 
[0003] 2. Background and Relevant Art 

[0004] Computer netWorks have enhanced our ability to 
communicate and access information by alloWing one com 
puter or device (hereinafter both referred to as a “computing 
system”) to communicate over a netWork With another 
computing system using electronic messages. When trans 
ferring an electronic message betWeen computing systems, 
the electronic message Will often pass through a protocol 
stack that performs operations on the data Within the elec 
tronic message (e.g., packetiZing, routing, ?oW control). The 
Open System Interconnect (“OSI”) model is an example of 
a netWorking frameWork for implementing a protocol stack. 

[0005] The OSI model breaks doWn the operations for 
transferring an electronic message into seven distinct “lay 
ers,” each designated to perform certain operations in the 
data transfer process. While protocol stacks can potentially 
implement each of the layers, many protocol stacks imple 
ment only selective layers for use in transferring data across 
a netWork. When data is transmitted from a computing 
system, it originates at the application layer and is passed 
doWn to intermediate loWer layers and then onto a netWork. 
When data is received from a netWork it enters the physical 
layer and is passed up to higher intermediate layers and then 
eventually received at the application layer. The application 
layer, the upper most layer, is responsible for supporting 
applications and end-user processes. Another layer incorpo 
rated by most protocol stacks is the transport layer. An 
example of a transport layer protocol is the Transmission 
Control Protocol (“TCP”). 

[0006] Often, When tWo computing systems desire to 
communicate With each other, for example, by transferring 
a number of electronic messages, the tWo computing sys 
tems Will establish a secure context. That is, the tWo com 
puting systems can authenticate and agree on the mecha 
nisms used to secure the data (e.g., data Within electronic 
messages) transferred betWeen the computing systems. This 
can often include activating security mechanisms Within 
protocol stacks operating at each of the tWo computing 
systems. 

[0007] To initiate the establishment of a secure context, 
tWo computing systems typically exchange a number of 
con?guration parameters (often referred to as performing a 
“handshake”). One example of a handshake is the Secure 
Socket Layers (“SSL”) handshake sequence frequently used 
to establish a secure context betWeen a client computing 

system (hereinafter referred to as a “client”) and a server 
computing system (hereinafter referred to as a “server”) on 
the Internet. SSL is typically con?gured to operate betWeen 
a transport layer (e. g., a layer implementing TCP) and higher 
layers in a protocol stack (e.g., an application layer). During 
an SSL handshake sequence, a client and server can 

exchange SSL version numbers, cipher settings, and other 
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communication information necessary to communicate 
using SSL. Once established, an SSL secure context alloWs 
the client and server to cooperate in the creation of session 
keys for encryption, decryption, and tamper detection (sign 
ing) of electronic messages transferred betWeen the client 
and server. 

[0008] Unfortunately, the information that is exchanged 
betWeen the client and the server during many, if not all, 
conventional handshake sequences is prescribed by the 
handshake protocols used to implement the handshake 
sequences. For example, an SSL handshake sequence is 
often limited to exchanging information about supported 
versions of SSL. Handshake protocols can, in some 
instances, make decisions based on the prescribed informa 
tion that is exchanged betWeen a client and server. Thus to 
a limited extent, prescribed rules can vary a subsequent 
portion of prescribed information based on a determination 
With respect to an initial portion of prescribed information. 
For example, a handshake protocol may detect that a certain 
version of SSL is mutually supported (an initial portion) and 
as a result vary the prescribed information that is exchanged 
(a subsequent portion) during the SSL handshake. HoWever, 
these limited decisions are for the most part made based on 
prescriptive rules that are inherent to a handshake protocol. 
Thus, although a handshake protocol may vary exchanged 
information someWhat, the exchanged information is still 
limited to that resulting from the prescriptive rules inherent 
in the handshake protocol. 

[0009] Altering the prescriptive rules and/or prescribed 
information for a handshake protocol can lead to incompat 
ibilities since handshake protocols, such as, for example, the 
SSL handshake protocol, are often Well established and may 
even be standards. Thus, altering handshake protocol func 
tionality at one computing system may cause incompatibili 
ties With large numbers of other computing systems. Further, 
even if a handshake protocol Were compatibly altered, there 
is little chance that every possible combination of properties 
for a security context could be implemented. 

[0010] Most application layer processes (in part due to the 
con?guration of protocol stacks) lack the ability to alter 
functionality at loWer layers of a protocol stack Where 
handshake protocols typically function. Thus, if an applica 
tion layer process desired a combination of security context 
properties that Were not supported by a handshake protocol, 
the application layer process Would have limited, if any, 
mechanisms to create a security context With the desired 
security context properties. For example, it may be that an 
application designer desires for a particular distributed 
application to utiliZe SSL version 2 even if both a client and 
server support SSL version 3. HoWever, the application 
designer may be precluded from implementing this desired 
functionality due to a prescriptive rule of the SSL handshake 
protocol (e.g., a rule that forces utiliZation of SSL version 3 
When computing systems support SSL version 3). This is 
unfortunate as the application designer is often in a better 
position to decide the desired security context properties for 
an application. 

[0011] Further, many conventional handshake protocols 
used to establish a secure context are point-to-point proto 
cols that permit establishment of a security context betWeen 
tWo connected points. HoWever, these same handshake 
protocols do not permit security contexts to be established 
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between computing systems that are separated by interme 
diaries, such as, for example, by a number of intermediary 
computing systems in a routing path. Thus, to securely 
process electronic messages transferred betWeen a client and 
a server, separate security contexts (Which can each have 
different properties) may be established betWeen a client, 
any intermediaries, and a server. 

[0012] FIG. 6 is a prior art Figure illustrating client 601, 
intermediary 605, and server 602. In FIG. 6, security 
context 612 can be established betWeen client 601 and 
intermediary 605 based on information that is exchanged 
betWeen client 601 and intermediary 605. Likewise, security 
context 613 can be established betWeen intermediary 605 
and server 602 based on information that is exchanged 
betWeen intermediary 605 and server 602. HoWever, as the 
information exchanged betWeen client 601 and intermediary 
605 can differ from the information exchanged betWeen 
intermediary 605 and server 602, the properties of security 
context 612 and security context 613 can also differ. For 
example, security context 612 may support WindoWs NT 
LAN Manager (“NTLM”) authentication but not Kerberos 
authentication (Which is often considered more secure than 
NTLM authentication), While security context 613 supports 
both Kerberos authentication and NTLM authentication. 

[0013] This can be problematic When an electronic mes 
sage is sent from client 601 to server 602. Server 602 may 
have to rely on security evaluations made by intermediary 
605 and trust intermediary 605’s handling of the content of 
the electronic message. HoWever, the properties of the 
security contexts 612 and 613 might differ from a security 
context that could be established directly betWeen client 601 
and server 602. Thus, subjecting the content of an electronic 
message to the security mechanisms of intermediary 605 
may be less secure than if the content of the electronic 
message Were transferred directly betWeen client 601 and 
server 602. 

[0014] Therefore systems, methods, computer program 
products, and data structures for establishing a secure con 
text at a communications end-point Would be advantageous. 

BRIEF SUMMARY OF THE INVENTION 

[0015] The foregoing problems With the prior state of the 
art are overcome by the principles of the present invention, 
Which are directed toWards methods, systems, computer 
program products, and data structures for establishing a 
secure context at a communications end-point. 

[0016] A ?rst application layer at a ?rst end message 
processor identi?es that a ?rst portion of context information 
is to be used to establish a secure context With a second 
application layer at a second end message processor. This 
can include a ?rst portion of a distributed application at the 
?rst message processor identifying context information for 
establishment of a secure context With a second portion of 
the distributed application at the second end message pro 
cessor. The context information is identi?ed such that a 
secure context can be established betWeen the ?rst and 
second application layers independent of other context data 
identi?ed at other layers in a communication stack (e.g., 
independent of context data exchanged during a Secure 
Socket Layers handshake). Thus, an application designer 
can more easily design a distributed application such that 

Jul. 15, 2004 

portions of the distributed application can establish a secure 
context having particular desired properties. 

[0017] The ?rst end message processor sends the ?rst 
portion of context information (Which may be routed along 
a ?rst routing path including one or more intermediary 
message processors) to the second end message processor. 
The second end message processor receives the ?rst portion 
of context information. The second application layer iden 
ti?es that a second portion of context information is to be 
used along With the ?rst portion of context information to 
establish the secure context betWeen the ?rst application 
layer and the second application layer. The second end 
message processor sends (e.g., via a second routing path that 
may or may not be the same as the ?rst routing path) the 
second portion of context information along With a ?rst 
digital signature, Which the second end message processor 
created from at least the ?rst and second portions of context 
information, to the ?rst end message processor. 

[0018] The ?rst end message processor receives the sec 
ond portion of context information and the ?rst digital 
signature. If the ?rst digital signature Was signed With a 
private key of the second message processor, the ?rst end 
message processor may authenticate the second end message 
processor. The ?rst end message processor creates a second 
digital signature from both the ?rst and second portions of 
context information and sends the second digital signature to 
the second end message processor. The second end message 
processor receives the second digital signature. In some 
embodiments, if the second digital signature Was signed 
With a private key of the ?rst end message processor, the 
second end message processor may authenticate the ?rst end 
message processor. 

[0019] If one of the end message processors authenticates 
exchanged context information (or is alloWed to be anony 
mous), a one-Way secure context can be established. For 
example, the context from the ?rst end message processor to 
the second end message processor may be a secure context 
but not vice-versa. That is, the ?rst end message processor 
may have authenticated context information that is received 
at the second end message processor. On the other hand, the 
second end message processor may not have authenticated 
context information received at the ?rst end message pro 
cessor. If each end message processor authenticates 
exchanged context information a tWo-Way secure context 
can be established. In some embodiments, three or more 
message processors may authenticate exchanged context 
information to create a secure context among the three or 

more message processors. 

[0020] The principles of the present invention provide for 
the arbitrary selection of context information for establish 
ing a secure context. Further, selected context information is 
extensible such that virtually any kind of context informa 
tion may be exchanged in order to establish a secure context. 
Thus, application designers are not constrained to establish 
ing a secure context based on the exchange of prescribed 
context information. Additionally, since context information 
is exchanged at the application layer (and is thus abstracted 
from loWer layers beloW the application layer in a commu 
nication stack) end-to-end secure contexts can be more 
easily established. 

[0021] Additional features and advantages of the inven 
tion Will be set forth in the description that folloWs, and in 
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part Will be obvious from the description, or may be learned 
by the practice of the invention. The features and advantages 
of the invention may be realized and obtained by means of 
the instruments and combinations particularly pointed out in 
the appended claims. These and other features of the present 
invention Will become more fully apparent from the folloW 
ing description and appended claims, or may be learned by 
the practice of the invention as set forth hereinafter. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0022] In order to describe the manner in Which the 
above-recited and other advantages and features of the 
invention can be obtained, a more particular description of 
the invention brie?y described above Will be rendered by 
reference to speci?c embodiments thereof Which are illus 
trated in the appended drawings. Understanding that these 
draWings depict only typical embodiments of the invention 
and are not therefore to be considered to be limiting of its 
scope, the invention Will be described and explained With 
additional speci?city and detail through the use of the 
accompanying draWings in Which: 

[0023] FIG. 1 illustrates a suitable operating environment 
for the principles of the present invention. 

[0024] FIG. 2 illustrates an example of a netWork archi 
tecture that can facilitate establishing a secure context at a 
communications end-point. 

[0025] FIG. 3 illustrates a ?oWchart of a method for 
establishing a secure context betWeen a ?rst end message 
processor and a second end message processor. 

[0026] FIG. 4 illustrates an example of an electronic 
message containing context information. 

[0027] FIG. 5 illustrates an example of netWork architec 
ture that can facilitate establishing a secure context betWeen 
three or more communication end-points. 

[0028] FIG. 6 is a prior art system illustrating a client, an 
intermediary, and a server. 

DETAILED DESCRIPTION OF THE 
PREFERRED EMBODIMENTS 

[0029] The principles of the present invention provide for 
establishing a secure context at a communications end-point. 
A ?rst application layer at a ?rst end message processor 
identi?es that a ?rst portion of context information is to be 
used to establish a secure context With a second application 
layer at a second end message processor. The ?rst end 
message processor sends the ?rst portion of the context 
information (e.g., along a ?rst routing path through one or 
more intermediary message processors) to the second end 
message processor. The second end message processor 
receives the ?rst portion of context information. The second 
message processor may establish a secure context from the 
?rst message processor based on the received ?rst portion of 
context information. Alternately, the second message pro 
cessor may determine that additional context information is 
to be exchanged. 

[0030] In some embodiments, the second application layer 
identi?es that a second portion of context information is to 
be used to establish a secure context With the ?rst application 
layer. The second end message processor sends the second 
portion of context information to (e.g., along a second 
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routing path that may or may not be the same as the ?rst 
routing path) to the ?rst end message processor. The ?rst 
message processor receives the second portion of context 
information. The ?rst message processor may establish a 
secure context from the second processor based on the 
received. Alternately, the ?rst message processor may deter 
mine that additional context information is to be exchanged. 

[0031] In some embodiments, context information is 
exchanged betWeen application layers at three or more 
communication end-points (e.g., message processors) so as 
to establish a secure context among the three or more 

communication end-points. Context information is identi 
?ed at the application layers such that a secure context can 
be established betWeen the three or more communication 
end-points independent of other context data identi?ed at 
other layers in corresponding communication stacks. 

[0032] The second end message processor sends the sec 
ond portion of context information along With a ?rst digital 
signature (e.g., via the routing path), Which the second end 
message processor created from both the ?rst and second 
portions of context information, to the ?rst end message 
processor. The ?rst end message processor receives the 
second portion of context information and the ?rst digital 
signature. If the ?rst digital signature Was signed With a 
private key for the second end message processor, the ?rst 
end message processor can authenticate the second end 
message processor. 

[0033] The ?rst end message processor sends a second 
digital signature, Which the ?rst end message processor 
created from both the ?rst and second portions of context 
information, to the second end message processor. The 
second end message processor receives the second digital 
signature. If the second digital signature Was signed With a 
private key for the ?rst message processor, the second end 
message processor can authenticate the ?rst end message 
processor. If both the ?rst and second end message proces 
sors are authenticated, a mutually secure context can be 
established. 

[0034] By implementing the principles of the present 
invention, a secure context can be established at a commu 

nications end-point in a manner desired by an application 
designer that is potentially in a better position to decide a 
security context that is appropriate for a distributed appli 
cation. Further, since context information is exchanged at 
the application layer, the context information is abstracted 
from loWer layers of a communication stack beloW the 
application layer. As a result, a secure context can more 
easily be established at an end-point even though electronic 
messages are potentially transferred to the end-point along a 
routing path including one or more intermediary message 
processors. 

[0035] The embodiments of the present invention may 
comprise a general-purpose or special-purpose computer 
system including various computer hardWare components, 
Which are discussed in greater detail beloW. Embodiments 
Within the scope of the present invention also include 
computer-readable media for carrying or having computer 
executable instructions, computer-readable instructions, or 
data structures stored thereon. Such computer-readable 
media may be any available media, Which is accessible by 
a general-purpose or special-purpose computer system. 

[0036] By Way of example, and not limitation, such com 
puter-readable media can comprise physical storage media 
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such as RAM, ROM, EPROM, CD-ROM or other optical 
disk storage, magnetic disk storage or other magnetic stor 
age devices, or any other media Which can be used to carry 
or store desired program code means in the form of com 
puter-executable instructions, computer-readable instruc 
tions, or data structures and Which may be accessed by a 
general-purpose or special-purpose computer system. 

[0037] In this description and in the following claims, a 
“network” is de?ned as any architecture Where tWo or more 
computer systems can exchange data With each other. When 
information is transferred or provided over a netWork or 

another communications connection (either hardWired, 
Wireless, or a combination of hardWired or Wireless) to a 
computer system, the connection is properly vieWed as a 
computer-readable medium. Thus, any such connection is 
properly termed a computer-readable medium. Combina 
tions of the above should also be included Within the scope 
of computer-readable media. Computer-executable instruc 
tions comprise, for example, instructions and data Which 
cause a general-purpose computer system or special-purpose 
computer system to perform a certain function or group of 
functions. 

[0038] In this description and in the folloWing claims, a 
“computer system” is de?ned as one or more softWare 
modules, one or more hardWare modules, or combinations 
thereof, that Work together to perform operations on elec 
tronic data. For example, the de?nition of computer system 
includes the hardWare components of a personal computer, 
as Well as softWare modules, such as the operating system of 
the personal computer. The physical layout of the modules 
is not important. A computer system may include one or 
more computers coupled via a computer netWork. LikeWise, 
a computer system may include a single physical device 
(such as a mobile phone or Personal Digital Assistant 
“PDA”) Where internal modules (such as a memory and 
processor) Work together to perform operations on electronic 
data. 

[0039] In this description and in the folloWing claims, a 
“logical communication link” is de?ned as any communi 
cation path that may enable the transport of electronic data, 
such as, for example, electronic messages, betWeen tWo 
entities such as computer systems or modules. The actual 
physical representation of a communication path betWeen 
tWo entities is not important and may change over time. A 
logical communication link may include portions of a sys 
tem bus, a local area netWork, a Wide area netWork, the 
Internet, combinations thereof, or portions of any other path 
that may facilitate the transport of electronic data. Logical 
communication links may include hardWired links, Wireless 
links, or a combination of hardWired links and Wireless 
links. Logical communication links may also include soft 
Ware or hardWare modules that condition or format portions 
of data so as to make them accessible to components that 
implement the principles of the present invention. Such 
components may include, for example, proxies, routers, 
?reWalls, or gateWays. Logical communication links may 
also include portions of a Virtual Private NetWork (“VPN”). 

[0040] In this description and in the folloWing claims, a 
“message processor” is de?ned as one or more modules 

(hardWare and/or softWare) that operate together to perform 
messaging operations on electronic messages. Messaging 
operations may include, for example, initiating a message, 
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accessing a message, appending information to a message, 
sending a message, receiving a message, routing a message, 
removing information from a message, and terminating a 
message. Any message processor can include the function 
ality to perform one or more of these messaging operations. 
It may be that the modules of a message processor are 
included Within a general-purpose computer system, such as, 
for example, Within a laptop or desktop computer system. 
On the other hand, it may also be that the modules of a 
message processor exist as a standalone special-purpose 
computer system. 

[0041] In this description and in the folloWing claims, 
“routing” is de?ned to include sending, receiving, and/or 
determining Where to send an electronic message. For 
example, a sending message processor may initiate an 
electronic message and include routing information Within 
the electronic message (e.g., in a routing ?eld of the elec 
tronic message) that indicates the electronic message is to be 
routed to a receiving message processor. An intermediary 
message processor that accesses the electronic message can 
determine, based on the included routing information, Where 
to route the electronic message. 

[0042] If appropriate, the intermediary message processor 
can route the electronic message directly to the receiving 
message processor. HoWever, it may be that the intermediary 
message processor is not directly connected to the receiving 
message processor (or for some other reason can not directly 
communicate With the receiving message processor). Thus, 
it may be appropriate for the intermediary message proces 
sor to route the electronic message to a second intermediary 
message processor that is included in a routing path betWeen 
the sending and receiving message processors. Based on 
information Within an electronic message, the intermediary 
message processor can also modify routing information 
(e.g., by changing values in a routing ?eld of an electronic 
message) included in an electronic message. It may be that 
a routing ?eld is included along With other ?elds as part of 
a data structure associated With an electronic message. 

[0043] In this description and in the folloWing claims, a 
“schema” is de?ned as an expression of a shared vocabulary 
betWeen a plurality of computer systems and/or a plurality of 
message processors that alloWs the plurality of computer 
systems and/or the plurality of message processors to pro 
cess documents according the expressed shared vocabulary. 
For example, an eXtensible Markup Language (“XML”) 
schema can de?ne and describe a class of XML documents 
using schema constructs of an XML schema language. 
These schema constructs can be used to constrain and 
document the meaning, usage, and relationships of data 
types, elements and their content, attributes and their values, 
entities and their contents, and notations, as used in XML 
documents. Thus, any computer system or message proces 
sor that can access an XML schema can process XML 

documents in accordance With the XML schema. 

[0044] In this de?nition and the folloWing claims, 
“schema-based” refers to being de?ned by and/or Within a 
schema. 

[0045] In this description and the folloWing claims, a 
“digital signature” refers to a digital code used authenticate 
a portion of data and/or to identify an entity (e.g., computer 
system, message processor, or application) that signed a 
portion of data. It may be that a digital signature is a shared 
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secret that is shared between a plurality of entities. An entity 
may generate a digital signature by hashing (i.e., generating 
a number from a variable length portion of data) a portion of 
data (e.g., context information) to create a message digest. 
Virtually any hashing algorithm, such as, for example, the 
MD2 hash algorithm, the MD4 hash algorithm, the MD5 
hash algorithm, or any variety of Secure Hash Algorithm 
(SHA-1, SHA-256, SHA-384, or SHA-512), can be used to 
generate a message digest. 

[0046] Amessage digest can be used as a digital signature 
to authenticate the contents of an electronic message. For 
example, an entity that receives the contents of an electronic 
message and a message digest of the contents of the elec 
tronic message may generate a neW message digest from the 
received contents and compare the received message digest 
to the neW message digest. When the neW and received 
message digests match, there is decreased likelihood that the 
contents of the electronic message have been altered. On the 
other hand, When neW and received message digests differ, 
there is increased likelihood that the contents of the elec 
tronic message have been altered. 

[0047] An entity may encrypt a message digest With a key, 
such as, for example, a key from a pubic/private signature 
key pair or a symmetric key. A signature algorithm, such as, 
for example, Digital Signature Algorithm (“DSA”), can take 
a message digest and a key as input and provide an 
encrypted message digest as output. When a message digest 
is encrypted using a private key of a signature key pair, 
entities With access to the corresponding public key can use 
the public key to decrypt the message digest and thereby 
authenticate the identity of the entity associated With the 
private key. Once decrypted, the message digest can be used 
to authenticate the data used to generate the message digest. 

[0048] A digital signature can be inserted into an elec 
tronic message to authenticate context information or to 
authenticate context information and identify an entity that 
signed the context information. 

[0049] In this description and the folloWing claims, “con 
text information” is de?ned generally to include any data 
associated With establishing a secure context at a commu 

nications end-point. Context information is de?ned to 
include, for example, information about the con?guration of 
a message processor (e.g., components, versions of modules, 
etc.), shared secrets, public keys, private keys, digital sig 
natures of context information, context information a mes 
sage processor desires to be digitally signed, and error 
information. Context information can also include informa 
tion that is randomly generated for the purposes of being 
signed by a computer system, message processor, or appli 
cation. Context information can be represented using virtu 
ally any types of values including, numeric values (e.g., 12, 
D4, 11001, etc.), characters of text (e.g., “c”, “v”, “6”, etc.), 
strings of text (e.g., “Context=”, “Version 2”, etc.), or 
user-de?ned values. It may be that context information 
includes a plurality of values such that each value represents 
the value of a ?eld in a data structure. 

[0050] In this description and the folloWing claims, a 
“context marker” is de?ned as a data structure that is 
con?gured to store context information. A context marker 
can be used to transfer context information betWeen message 
processors by including the context marker Within an elec 
tronic message. 
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[0051] In this description and the folloWing claims, a 
“communications stack” is de?ned as a plurality of com 
munication layers, including at least an application layer and 
one loWer layer that is beloW the application layer, that 
interoperate to transfer data betWeen message processors. 
Communication stack is de?ned to include protocol stacks 
based around the Open Systems Interconnection (“OSI”) 
netWorking frameWork for implementing protocols, includ 
ing protocol stacks that incorporate the functionality of a 
plurality of OSI layers in a single layer. Communications 
stack is further de?ned to include any protocol stacks 
implementing the Transmission Control Protocol (“TCP”) 
and/or the Internet Protocol (“IP”). 

[0052] Those skilled in the art Will appreciate that the 
invention may be practiced in netWork computing environ 
ments With many types of computer system con?gurations, 
including routers, gateWays, ?reWalls, proxies, personal 
computers, laptop computers, hand-held devices, multi 
processor systems, microprocessor-based or programmable 
consumer electronics, netWork PCs, minicomputers, main 
frame computers, mobile telephones, PDAs, pagers, and the 
like. The invention may also be practiced in distributed 
system environments Where local and remote computer 
systems, Which are linked (either by hardWired links, Wire 
less links, or by a combination of hardWired and Wireless 
links) through a netWork, both perform tasks. In a distributed 
system environment, program modules may be located in 
both local and remote memory storage devices. 

[0053] FIG. 1 and the folloWing discussion are intended to 
provide a brief, general description of a suitable computing 
environment in Which the invention may be implemented. 
Although not required, the invention Will be described in the 
general context of computer-executable instructions, such as 
program modules, being executed by computer systems. 
Generally, program modules include routines, programs, 
objects, components, data structures, and the like, Which 
perform particular tasks or implement particular abstract 
data types. Computer-executable instructions, associated 
data structures, and program modules represent examples of 
the program code means for executing steps of the methods 
disclosed herein. The particular sequences of such execut 
able instructions or associated data structures represent 
examples of corresponding acts for implementing the func 
tions described in such steps. 

[0054] With reference to FIG. 1, a suitable operating 
environment for the principles of the invention includes a 
general-purpose computer system in the form of a computer 
system 100. Computer system 100 may be a personal 
computer that has been adapted to perform the operations 
disclosed herein. It should be understood that computer 
system 100 is merely an example of one possible computer 
system con?guration that can be used to practice the prin 
ciples of the present invention. 

[0055] Computer system 100 includes a user input inter 
face 170 that receives information from an input device, 
such as, for example, a keyboard, microphone, or mouse. An 
input device can be coupled to user input interface 170 so as 
to enable the entry of information. An input device can 
transfer information over such a coupling in response to 
preprogrammed data or user manipulation of the input 
device. 

[0056] Computer system 100 can also include video out 
put interface 150, Which provides a video output signal to 
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external video display devices. Computer system 100 may 
be integrally positioned With or separate from a video 
display device, such as, for example, a color or monochrome 
computer monitor. Avideo display device can be coupled to 
video output interface 150 so as to receive a provided video 
output signal. 

[0057] Similarly, computer system 100 includes an audio 
output interface 130 that provides an audio output signal to 
external audio output devices. Computer system 100 may 
also be integrally positioned With or separate from an audio 
system, Which includes a speaker or other device capable of 
emitting sound data. An audio system can be coupled to 
audio output interface 130 so as to receive a provided audio 
output signal. 

[0058] Computer system 100 includes processing unit 
120, Which alloWs for complex and ?exible general-purpose 
processing capabilities. Processing unit 120 executes com 
puter-executable instructions designed to implement fea 
tures of computer system 100, including features of the 
present invention. Processing unit 120 is coupled to system 
bus 110, Which also interconnects various other system 
components, including system memory 140. 

[0059] System memory 140 generally represents a Wide 
variety of volatile and/or non-volatile memories and may 
include types of memory previously discussed. HoWever, 
the particular type of memory used in computer system 100 
is not important to the present invention. Program code 
means comprising one or more program modules may be 
stored in system memory 140. The one or more program 
modules may include an operating system 141, one or more 
application programs 142, other program modules 143, and 
program data 144. 

[0060] Computer system 100 also includes magnetic hard 
disk drive 127 for reading from and Writing to magnetic hard 
disk 139. The magnetic hard disk drive 127 is connected to 
system bus 110 by mass storage interface 160. Magnetic 
hard disk drive 127 and magnetic hard disk 139 provide 
nonvolatile storage of computer-executable instructions, 
data structures, program modules and other data for com 
puter system 100. For example, magnetic hard disk 139 can 
store one or more program modules including operating 
system 141, application programs 142, other program mod 
ules 143, and program data 144. 

[0061] Computer system 100 can be netWork connectable 
to netWorks, such as, for example, an office-Wide or enter 
prise-Wide computer netWork, an intranet and/or the Inter 
net. Computer system 100 can exchange data With external 
sources, such as, for example, remote computer systems 
and/or databases over such a netWork. 

[0062] Computer system 100 includes netWork interface 
180, through Which computer system 100 receives data from 
external sources and/or transmits data to external sources. 
As illustrated in FIG. 1, netWork interface 180 facilitates the 
exchange of data With remote computer system 183 via 
logical communication link 182. Logical communication 
link 182 represents a portion of a netWork, and remote 
computer system 183 represents a node of the netWork. For 
example, remote computer system 183 can be a client, an 
application server, or an authentication server. 

[0063] LikeWise, computer system 100 includes serial port 
interface 190, through Which computer system 100 receives 
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data from external sources and/or transmits data to external 
sources. Serial port interface 190 is coupled to modem 191 
via logical communication link 159, through Which com 
puter system 100 receives data from and/or transmits data to 
external sources. As illustrated in FIG. 1, serial port inter 
face 190 and modem 191 facilitate the exchange of data With 
remote computer system 193 via logical communication link 
192. Logical communication link 192 represents a portion of 
a netWork, and remote computer system 193 represents a 
node of the netWork. For example, remote computer system 
193 can be a client, an application server, or an authentica 
tion server. 

[0064] Alternatively, computer system 100 can exchange 
data With external sources through other interfaces, such as, 
for example, a parallel port, a game port, or a universal serial 
bus (“USB”) port. 

[0065] It should be understood that the described netWork 
connections are merely examples. It Would be apparent to 
one skilled in the art, after having revieWed this description, 
that a Wide variety of netWork connection techniques, in 
addition to those described With reference to FIG. 1, may be 
used to facilitate the exchange of data betWeen computer 
system 100 and external sources. 

[0066] While FIG. 1 represents a suitable operating envi 
ronment for the present invention, the principles of the 
present invention may be employed in any computer system 
that is capable of, With suitable modi?cation if necessary, 
implementing the principles of the present invention. The 
environment illustrated in FIG. 1 is illustrative only and by 
no means represents even a small portion of the Wide variety 
of environments in Which the principles of the present 
invention may be implemented. 

[0067] In accordance With the present invention, message 
processor modules, communication stacks, distributed appli 
cations, as Well as associated data, including electronic 
messages, context information, context markers, digital sig 
natures, message digests, encrypted message digests, and 
schemas, may be stored and accessed from any of the 
computer-readable media associated With computer system 
100. For example, portions of such modules and portions of 
associated program data may be included in operating 
system 141, application programs 142, program modules 
143 and/or program data 144, for storage in system memory 
140. When a mass storage device, such as, for example, 
magnetic hard disk 139, is coupled to computer system 100, 
such modules and associated program data may also be 
stored in the mass storage device. 

[0068] In a netWorked environment, program modules and 
associated data, or portions thereof, can be stored in remote 
memory storage devices, such as, for example, system 
memory and/or mass storage devices associated With remote 
computer system 183 and/or remote computer system 193. 
Execution of such modules may be performed in a distrib 
uted environment as previously described. 

[0069] FIG. 2 illustrates an example of netWork architec 
ture 200 in Which a secure context can be established at a 

communications end-point. As depicted in FIG. 2, three 
electronic messages (electronic messages 230, 232, and 234) 
may be transferred to establish a secure context at a com 

munications end-point. HoWever, it should be understood 
that the number of messages (as Well as the context infor 
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mation contained in the messages) for establishing a secure 
context is arbitrary and can be con?gured based on the 
desired functionality. Thus, a secure context may be estab 
lished at communications end-point in any embodiment 
Where one or more electronic messages are transferred. 

[0070] Depicted in netWork architecture 200 are end mes 
sage processor 205, intermediary message processors 206 
and 207, and end message processor 208. Corresponding 
logical communication links 216, 217, and 219 connect the 
message processors depicted in netWork architecture 200. 
End message processors 205 and 208 each include a corre 
sponding communication stack (communication stacks 235 
and 238) that can facilitate the transfer of electronic mes 
sages. Message processors depicted in netWork architecture 
200 can initiate electronic messages and route electronic 
messages to (or through) other messages processors Within 
netWork architecture 200 or other message processes exter 
nal to netWork architecture 200 (not shoWn). For example, 
end message processor 205 can initiate electronic message 
230 that is routed through intermediary message processors 
206 and 207 and received at end message processor 208. 

[0071] FIG. 3 illustrates a ?oWchart of a method 300 for 
establishing a secure context betWeen a ?rst end message 
processor and a second end message processor. The method 
300 Will be described With respect to the message processors 
depicted in netWork architecture 200. 

[0072] Method 300 includes an act of identifying ?rst 
context information (act 301). Act 301 can include a ?rst 
application layer at a ?rst end message processor identifying 
that a ?rst portion of context information is to be used to 
establish a secure context With a second application layer at 
a second end messages processor. For example, as illustrated 
by ArroW 1 in FIG. 2, application layer 215 identi?es a 
portion of context information 236 (hereinafter referred to 
simply as “portion 236”) from context information 245. 
Application layer 215 can indicate that portion 236 is to be 
used to establish a secure context With application layer 218. 

[0073] It may be that application layer 215 identi?es 
portion 236 in response to distributed application 242A (a 
?rst portion of a particular distributed application) indicating 
a desire to exchange data With distributed application 242B 
(a second portion of the particular distributed application). 
Thus, an application designer of distributed applications 
242A and 242B (Which hereinafter may collectively be 
referred to as distributed application 242) has increased 
control over the context information that is identi?ed at a 
?rst end message processor (e.g., end message processor 
205). Further, portion 236 can be identi?ed by application 
layer 215 independent of other context information identi 
?ed at other loWer layers 225. The identi?cation of context 
information can be facilitated by policies that cause contexts 
With desired properties to be established. In some embodi 
ments, context information is identi?ed from external loca 
tions, such as, for example, databases or computer systems 
that are external to end message processor 205 and external 
to end message processor 208. 

[0074] The method 300 includes an act of sending ?rst 
context information (act 302). Act 302 can include sending 
the ?rst portion of context information to the second end 
message processor. For example, as illustrated by ArroW 2 in 
FIG. 2, end message processor 205 can send electronic 
message 230 to end message processor 208. End message 
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processor 205 can compose electronic message 230 to 
include portion 236 as Well as other context information for 
establishing a secure context betWeen application layers 215 
and 218. The routing path of electronic message 230 can be 
con?gured based on desired functionality. 

[0075] If desired, electronic message 230 can be routed 
along a routing path through intermediary message proces 
sors 206 and 207. HoWever, the routing path for electronic 
message 230 is not important. Electronic message 230 can 
be routed along virtually any routing path that alloWs 
communication betWeen end message processor 205 and end 
message processor 208. This can include routing electronic 
message 230 along a routing path that includes one or more 
message processors that are external to netWork architecture 
200. 

[0076] Based on netWork conditions a routing path may 
dynamically change. For example, intermediary message 
processor 207 may receive electronic message 230 that is to 
be delivered to end message processor 208. If communica 
tion over logical communication link 219 is for some reason 
unavailable, intermediary message processor 207 can re 
route electronic message along an alternate routing path for 
delivery to end message processor 208. Intermediary mes 
sage processor 207 may change values in a routing ?eld of 
electronic message 230 to facilitate re-routing. 

[0077] End message processor 205 may also compose 
electronic message 230 to include other non-context infor 
mation. For example, other modules at end message pro 
cessor 205 may desire to communicate With other modules 
at end message processor 208 (or modules of an intermedi 
ary message processor in the routing path betWeen end 
message processors 205 and 208). As such, these other 
modules at end message processor 205 may identify non 
context information to facilitate the desired communication. 
If appropriate, identi?ed non-context information can be 
included along With portion 236 and other context informa 
tion Within electronic message 230. This may conserve 
message processor resources and netWork bandWidth by 
reducing the overhead associated With creating and trans 
ferring a separate electronic message containing the non 
context information. In some embodiments, non-context 
information can be included along With context information 
Within a data structure. 

[0078] Depicted in FIG. 4 is electronic message 400. 
Electronic message 400 is an example of one format of 
electronic message that can be used When implementing the 
principles of the present invention. Any of electronic mes 
sages 230, 232, and 234 may be of a format similar to 
electronic message 400. Electronic message 400 includes 
header 410 and body 411. Generally, header data included in 
header 410 determines hoW the body 411 is to be processed. 
In the example electronic message 400, header 410 includes 
context marker 420, Which further includes the elements 
signable information 431, signed information 441, error 
information 451, accept information 461 and supplemental 
information 471. Ellipsis 493 and vertical ellipsis 495 illus 
trate that other context information can be included Within 
context marker 420. Although a single context marker 
(context marker 420) is illustrated Within header 410 it 
should be understood other context markers could also be 
included. 

[0079] When non-context information is included along 
With context information in an electronic message, non 
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context information can be included Within header 410 
and/or body 411. In some embodiments, context informa 
tion, such as, for example, at least a portion of the context 
information in context marker 420 can be included in body 
411. In these embodiments, some context information can be 
included in header 410 and some context information can be 
included in body 411. Alternately in these embodiments, all 
of the context information can be included in body 411. 

[0080] It should be understood that the present invention 
is not limited to messaging using any speci?c transport 
protocol and format. HoWever, one example protocol that 
may be used to implement the principles of the present 
invention is called Simple Object Access Protocol 
(“SOAP”). Electronic message 230 may be a SOAP message 
that uses any number of loWer level protocols, such as, for 
example, HyperText Transfer Protocol (“HTTP”) or Direct 
Internet Message Encapsulation (“DIME”) as a transport. 

[0081] In some embodiments, context marker 420 can be 
a data structure that is included Within a SOAP envelope 
With header 410 being the header ?eld of the SOAP enve 
lope, and With body 411 being the body of the SOAP 
envelope. The folloWing represents a ?rst example of an 
XML element that may be included in the header and/or 
body of a SOAP envelope for representing context infor 
mation: 

1. <SecurityContext> 
2 <ds:Signable> 
3 FIRST SIGNABLE CONTEXT INFORMATION 
4 </ds:Signable> 
5. <SupplementalExchange> 
6 FIRST SUPPLEMENTAL CONTEXT INFORMATION 
7 </SupplementalExchange> 
8. </SecurityContext> 

[0082] The sub-elements Within the ?rst example XML 
element (betWeen <SecurityContext>and </SecurityCon 
text>) can include one more free-form XML documents. 
LikeWise, the sub-elements Within the ?rst example XML 
element can include one more XML documents that are 
de?ned in accordance With an XML schema accessible to the 
message processors depicted in netWork architecture 200. 
The ?rst example XML element includes a “Signable” 
sub-element and a “SupplementalExchange” sub-element. 
HoWever, inclusion of both of these sub-elements Within a 
SOAP envelope (or any other electronic message) is 
optional. 

[0083] These sub-elements are included merely to illus 
trate one example of some of the elements that can be used 
to implement the principles of the present invention. 
Depending on the desired functionality one or both of these 
sub-elements, can be included in an electronic message. 
Further, it Would be apparent to one skilled in the art, after 
having revieWed this description, that a Wide variety of other 
sub-elements, in addition to the illustrated sub-elements, can 
be used to implement the principles of the present invention. 
For example, sub-elements representing any of the ?elds of 
electronic message 400 can be included in an XML element. 

[0084] The Signable sub-element (lines 2-4) is an example 
of a sub-element that can be used to store First Signable 
Context Information. The First Signable Context Informa 
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tion can be context information that is included in electronic 
message 230 (e.g., portion 236). On the other hand, the First 
Signable Context Information can also be context informa 
tion that is not included in electronic message 230. For 
example, the First Signable Context Information can be 
context information stored (e.g., in system memory or at a 
mass storage device) at end message processor 208. A 
module at end message processor 205 (e.g., distributed 
application 242A and/or application layer 215) may desire 
that a module at end message processor 208 (e.g., distributed 
application 242B and/or application layer 218) sign the First 
Signable Context Information (included in electronic mes 
sage 230 and/or stored at some other location). The use of 
“dsz” Within the Signable sub-element can indicate that the 
Signable sub-element is de?ned Within the “ds” namespace 
and is thus distinguishable from Signable elements de?ned 
in other namespaces. 

[0085] The SupplementalExchange sub-element (lines 
5-7) is an example of a sub-element that can be used to store 
First Supplemental Context Information. First Supplemental 
Context Information can include nonces (random numbers) 
and label strings used for deriving keys, signature rules for 
indicating What part of the First Signable Context Informa 
tion is to be signed, as Well as other non-signable context 
information for establishing a secure context betWeen appli 
cation layer 215 and application layer 218. In some embodi 
ments, the First Signable Context Information may indicate 
that a portion of the First Supplemental Context Information 
is to be signed. 

[0086] The method 300 includes a functional result-ori 
ented step for exchanging information (step 312). Step 312 
may include any corresponding acts for accomplishing the 
result of exchanging information. HoWever, in the illustrated 
example of FIG. 3, the step 312 includes a corresponding act 
of receiving ?rst context information (act 306). This can 
include receiving a ?rst portion of context information that 
Was identi?ed by a ?rst application layer at the ?rst end 
message processor. For example, as illustrated by ArroW 2 in 
FIG. 2, end message processor 208 can receive electronic 
message 230 (Which may include portion 236) from end 
message processor 205. In some embodiments, end message 
processor 208 establishes a secure context With end message 
processor 205 based solely on context information included 
in portion 236. 

[0087] Electronic message 230 may also identify context 
information stored at end message processor 208, such as, 
for example, in context information 248, that is to be 
included in the ?rst context information. Reception of elec 
tronic message 230 can indicate to modules at end message 
processor 208 that application layer 215 is desirous of 
establishing a secure context With application layer 218. For 
example, reception of electronic message 230 may also 
further indicate that distributed application 242A is desirous 
of establishing a secure context With distributed application 
242B. 

[0088] Step 312 also includes a corresponding act of 
identifying second context information (act 307). Act 307 
can include a second application layer at the second end 
message processor identifying that a second portion of 
context information is to be used along With the ?rst portion 
of context information to establish a secure context With the 
?rst application layer. For example, as illustrated by ArroW 
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3 in FIG. 2, application layer 218 identi?es a portion of 
context information 239 (hereinafter referred to simply as 
“portion 239”) from context information 248. Application 
layer 218 can indicate that portion 239 is to be used along 
With portion 236 to establish a secure context With applica 
tion layer 215. 

[0089] It may be that application layer 218 identi?es 
portion 239 in response to distributed application 242B (the 
second portion of distributed application 242) indicating a 
desire to exchange data With distributed application 242A 
(the ?rst portion of the distributed application 242). Thus, an 
application designer of distributed application 242 has 
increased control over the context information that is iden 
ti?ed at a second end message processor (e.g., end message 
processor 208). Further, portion 239 can be identi?ed by 
application layer 218 independent of other context informa 
tion identi?ed at other loWer layers 228. 

[0090] It may be that end message processor 208 stores the 
First Signable Context Information (e.g., in context infor 
mation 248). Thus, if a digital signature created from the 
First Signable Context Information is subsequently received 
at message processor 208, message processor 208 may be 
able to authenticate the signature. 

[0091] Step 312 also includes a corresponding act of 
sending second context information and a signature (act 
308). Act 308 can include sending the second portion of 
context information along With a ?st digital signature, Which 
the second end message processor created from both the ?rst 
and second portions of context information, to the ?rst end 
message processor. For example, as illustrated by ArroW 4 in 
FIG. 2, end message processor 208 can send electronic 
message 232 to end message processor 205. End message 
processor 208 can compose electronic message 232 to 
include portion 239, a digital signature created from both 
portion 236 (Which Was received from end message proces 
sor 205) and portion 239 (Which Was identi?ed at end 
message processor 208), and other context information for 
establishing a secure context betWeen application layers 218 
and 215. 

[0092] If desired, message 232 can be routed along a 
routing path that is essentially the reverse of the routing path 
through Which electronic message 230 Was routed. For 
example, if electronic message 230 Was routed through 
intermediary messages processors 206 and 207 (in that 
order) for delivery to end message processor 208, then 
electronic message 232 may be routed through intermediary 
messages processors 207 and 206 (in that order) for delivery 
to end message processor 205. HoWever, the routing path for 
electronic message 232 is not important. Message 232 can 
be routed along virtually any routing path that alloWs 
communication betWeen end message processor 208 and end 
message processor 205. This can include routing message 
230 along a routing path that includes one or more message 
processors that are external to netWork architecture 200. 
Electronic message 232 can be routed along a routing path 
that differs from the path through Which electronic message 
230 (or any other electronic message) Was routed. 

[0093] End message processor 208 can generate a signa 
ture based on signature rules that indicate What context 
information in an exchange is to be signed. Signature rules 
can be implied, such as, for example, When a number of 
message processors agree to signature rules before context 
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information is exchanged. Alternately, signature rules can be 
included in an electronic message along With exchanged 
context information. For example, electronic message 230 
can include signature rules indicating What part of portion 
236 is to be signed by end message processor 208. In some 
embodiments, signature rules can indicate that only part (as 
opposed to all) of a portion of exchanged context informa 
tion is to be signed. 

[0094] Similar to end message processor 205’s composi 
tion of electronic message 230, end message processor 208 
may compose electronic message 232 to include other 
non-context information. As such, modules at end message 
processor 208 may identify non-context information to 
facilitate desired communication. 

[0095] The folloWing represents a second example of an 
XML element that may be included in the header and/or 
body of SOAP envelope for representing context informa 
tion: 

1. <SecurityContext> 
2 <ds:Signable> 
3 SECOND SIGNABLE CONTEXT INFORMATION 
4. </ds:Signable> 
5. <ds:Signature> 
6 FIRST DIGITAL SIGNATURE INFORMATION 
7 </ds:Signature> 
8. <SupplementalExchange> 
9. SECOND SUPPLEMENTAL CONTEXT INFORMATION 

10. </SupplementalExchange> 
11. </SecurityContext> 

[0096] Similar to the ?rst example XML element, the 
second example XML element can include one more free 
form XML documents and/or one more XML documents 
that are de?ned in accordance With an XML schema. The 
second example XML element includes a “Singable” sub 
element, a “Signature” sub-element, and a “Supplemental 
Exchange” sub-element. HoWever, inclusion of all of these 
sub-elements Within a SOAP envelope (or any other elec 
tronic message) is optional. Depending on the desired func 
tionality one, some, or all of these sub-elements, can be 
included in an electronic message. 

[0097] The Signable sub-element (lines 2-4) is an example 
of a sub-element that can be used to store Second Signable 
Context Information. The Second Signable Context Infor 
mation can be context information that is included in mes 
sage 232 (e.g., portion 239). On the other hand, the Second 
Signable Context Information can also be context informa 
tion that is not included in message 232. For example, the 
Second Signable Context Information can be context infor 
mation stored (e.g., in system memory or at a mass storage 
device) at end message processor 205. A module at end 
message processor 208 (e.g., distributed application 242B 
and/or application layer 218) may desire that a module at 
end message processor 205 (e.g., distributed application 
242A and/or application layer 215) sign the Second Signable 
Context Information (included in message 232 and/or stored 
at some other location). 

[0098] The signature sub-element (lines 5-7) is an 
example of a sub-element that can be used to store First 
Digital Signature Information. The First Digital Signature 
Information can include a digital signature created from the 
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First Signable Context Information included in the ?rst 
example XML element (e.g., portion 236) and the Second 
Signable Context Information (e.g., portion 239). Signable 
context information stored at an end message processor can 
also be used When creating a digital signature. For example, 
one or more modules at end message processor 208 may 
combine portions 236 and 239 and then generate a message 
digest from the combined portions. It may also be that one 
or more modules at end message processor 208 encrypt the 
generated message digests. Digital signatures (Whether they 
be message digests or encrypted message digests) can be 
included in the First Digital Signature Information. If a 
message digest is encrypted With a private key for end 
message processor 208 or distributed application 242B, end 
message processor 205 can use the corresponding public key 
to identify that end message processor 208 or distributed 
application 242B signed the message digest. 

[0099] The use of “dsz” Within the Signature sub-element 
can indicate that the Signature element sub-element is 
de?ned Within the same namespace (i.e., the ds namespace) 
as the Signable sub-element. HoWever, the namespace in 
Which the Signature sub-element is de?ned is not important. 
The Signature sub-element can be de?ned in any 
namespace, even namespaces that differ from namespace in 
Which the Signable sub-element is de?ned. 

[0100] The SupplementalExchange sub-element (lines 
8-10) is an example of a sub-element that can be used to 
store Second Supplemental Context Information. Second 
Supplemental Context Information can include supplemen 
tal context information that corresponds to the First Supple 
mental Context Information from the ?rst example XML 
element. For example, if the First Supplemental Context 
Information included a nonce and label strings for deriving 
keys, the Second Supplemental Context Information may 
include a key derived from a nonce and a label string. 
Second Supplemental Context Information can also include 
signature rules for indicating What part of the Second 
Signable Context Information is to be signed as Well as other 
non-signable context information for establishing a secure 
context betWeen application layer 218 and application layer 
215. In some embodiments, the Second Signable Context 
Information may indicate that a portion of C the Second 
Supplemental Context Information is to be signed. 

[0101] Returning to FIG. 3, the method 300 includes a 
functional result-oriented step for exchanging signatures 
(step 311). Step 311 may include any corresponding acts for 
accomplishing the result of exchanging signatures. HoW 
ever, in the illustrated example of FIG. 3, the step 311 
includes a corresponding act of receiving the second context 
information and signature (act 303). Act 303 can include 
receiving a second portion of context information, identi?ed 
by the second application layer at the second message 
processor, along With a ?rst digital signature that the second 
end message processor created from both the ?rst and 
second portion of context information. For example, as 
illustrated by ArroW 4 in FIG. 2, end message processor 205 
can receive electronic message 232 (Which can include 
portion 239 and a digital signature of both portions 236 and 
239) from end message processor 208. 

[0102] Electronic message 232 may also identify that 
context information stored at end message processor 205, 
such as, for example, in context information 245, is to be 
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included in the second context information. Reception of 
electronic message 232 can indicate to modules in end 
message processor 205 that application layer 218 is desirous 
of establishing a secure context With application layer 215. 
Reception of electronic message 232 may also further indi 
cate that distributed application 242B is desirous of estab 
lishing a secure context With distributed application 242A. 

[0103] Step 311 also includes a corresponding act of 
sending a signature (act 304). Act 304 can include sending 
a second digital signature, Which the ?rst end message 
processor created from both the ?rst and second portions of 
context information, to the second end message processor. 
For example, as illustrated by ArroW 5 in FIG. 2, end 
message processor 205 can send electronic message 234 to 
end message processor 208. End message processor can 
generate a signature based on signature rules previously 
exchanged With other message processors and/or signature 
rules included in electronic message 232. 

[0104] End message processor 205 can compose elec 
tronic message 234 to include a digital signature created 
from both portion 236 (or other context information identi 
?ed at end message processor 205) and portion 239 (or other 
context information identi?ed at end message processor 
208). Also, similar to end message process 205’s composi 
tion of electronic message 230, end message processor 205 
may compose electronic message 234 to include other 
non-context information. As such, modules at end message 
processor 205 may identify additional non-context informa 
tion to facilitate desired communication. 

[0105] The folloWing represents a third example of an 
XML element that may be included in the header and/or 
body of a SOAP envelope for representing context infor 
mation: 

1. <SecurityContext> 
2 <ds:Signature> 
3 SECOND DIGITAL SIGNATURE INFORMATION 
4 </ds:Signature> 
5. <S:Fault> 
6 FIRST ERROR INFORMATION 
7 <S:/Fault> 
8. </SecurityContext> 

[0106] Similar to the ?rst and second example XML 
elements, the third example XML element can include one 
more free-form XML documents and/or one more XML 
documents that are de?ned in accordance With an XML 
schema. The third example XML element includes a “Sig 
nature” sub-element and a “Fault” sub-element. HoWever, 
inclusion of both of these sub-elements Within a SOAP 
envelope (or any other electronic message) is optional. 
Depending on the desired functionality one or both of these 
sub-elements, can be included in an electronic message. 

[0107] The Signature sub-element (lines 2-4) is an 
example of a sub-element that can be used to store Second 
Digital Signature Information. The Second Digital Signature 
Information can include a digital signature created from the 
First Signable Context Information included in the ?rst 
example XML element (e.g., portion 236) and the Second 
Signable Context Information included in the second 
example XML element (e.g., portion 239). For example, one 
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or more modules at end message processor 205 may com 

bine portions 236 and 239 and generate a message digest 
from the combined portions. Signable context information 
stored at an end message processor can also be used When 

creating a digital signature. It may also be that one or more 
modules at end message processor 205 encrypt the generated 
message digests. Digital signatures (Whether they be mes 
sage digests or encrypted message digests) can be included 
in the Second Digital Signature Information. If a message 
digest is encrypted With a private key for end message 
processor 205 or distributed application 242A, end message 
processor 208 can use the corresponding public key to 
identify that end message processor 205 or distributed 
application 242A signed the message digest. 

[0108] The Fault sub-element (lines 5-7) is an example of 
a sub-element that can be used to store a First Error 

Information. The First Error Information can include infor 
mation indicating an error in the First Signable Context 
Information and/or Second Signable Context Information. 
For example, end message processor 205 may compare the 
digital signature included in the Second Digital Signature 
Information to the digital signature that Was included in the 
First Digital Signature Information. If the digital signatures 
do not match this can indicate an error in either the First 

and/or the Second Signable Context Information (e. g., as the 
result of a transmission error or tampering). The use of “S1” 

Within the Fault sub-element can indicate that the Fault 
sub-element is de?ned Within the “S” namespace and is thus 
distinguishable from Fault sub-elements de?ned in other 
namespaces. 

[0109] When end message processor 205 detects an error 
in the First Signable Context Information and/or the Second 
Signable Context Information, end message processor 205 
may send an electronic message that includes a Fault sub 
element to end message processor 208. When end message 
processor 205 indicates an error, method 300 may be 
restarted at act 301. Method 300 may continue to be 
restarted at act 301 until end message processor 205 accepts 
the First Signable Context Information and/or the Second 
Signable Context Information (e.g., When message digests 
match). Alternately, the establishment of a secure context 
may fail after end message processor 205 indicates an error. 

[0110] Parallel to act 304, the method 300 includes an act 
of the ?rst end message processor establishing a secure 
context (act 305). Act 305 can include the ?rst application 
layer at the ?rst end message processor establishing a secure 
context With the second application layer at the second end 
message processor. For example in FIG. 2, application layer 
215 may establish secure context 246 With application layer 
218. Asecure context may be established When end message 
processor 205 accepts the context information that has been 
received from end message processor 208. End message 
processor 205 can indicate that it accepts context informa 
tion by sending an electronic message that includes an XML 
Accept element to end message processor 208. An XML 
Accept element may be an XML sub-element that is 
included Within a SecurityContext element in place of an 
XML Fault sub-element. For example, lines 5-7 of the third 
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example XML element may be replaced With the folloWing 
XML sub-element: 

[0111] <S :Accept> 

[0112] FIRST ACCEPT INFORMATION 

[0113] <S : /Accept> 

[0114] The First Accept Information can indicate that end 
message processor 205 has accepted a portion of context 
information, such as, for example, context information from 
end message processor 208. When end message processor 
205 faults some context information and accepts some 
context information, both a Fault sub-element and an Accept 
sub-element can be included in an electronic message. The 
use of “S1” Within the Accept sub-element can indicate that 
the Accept sub-element is de?ned Within same namespace 
(i.e., the S namespace) as the Fault sub-element. HoWever, 
the namespace in Which the Accept sub-element is de?ned is 
not important. The Accept sub-element can be de?ned in any 
namespace, even namespaces that differ from namespace in 
Which the Fault sub-element is de?ned. 

[0115] End message processor 205 can determine that 
context information is accepted, for example, by authenti 
cating the content of the First and Second Signable Context 
Information and/or authenticating that end message proces 
sor 205 signed the First and/or Second Signable Context 
Information. This can occur When a message digest received 
from end message processor 208 is decrypted With the 
public key of end message processor 208 or distributed 
application 242B to reveal a message digest that matches a 
message digest generated at message processor 205. 

[0116] In some embodiments, end message processor 205 
may repeat one or more of the acts 301-305 based on desired 
functionality. For example, end message processor 205 can 
repeat act 301 a plurality of times to identify a plurality of 
portions of ?rst context information. If other functionality is 
desired, end message processor 205 can repeat act 302 a 
plurality of times to send a plurality of portions of ?rst 
context information to end message processor 208. If yet 
other functionality is desired, end message processor 205 
may repeat act 303 a plurality of times to receive a plurality 
of portions of context information and signatures from end 
message processor 208. If yet still other functionality is 
desired, end message processor 205 can repeat act 304 a 
plurality of times to send a plurality of signatures to end 
message processor 208. If yet further other functionality is 
desired, end message processor 205 can repeat act 305 a 
plurality of times to establish a plurality of secure contexts 
With end message processor 208. 

[0117] The method 300 includes an act of receiving a 
signature (act 309). Act 309 can include receiving a second 
digital signature that the ?rst end message processor created 
from both the ?st and second portions of context informa 
tion. For example, as illustrated by ArroW 5 in FIG. 2, end 
message processor 208 can receive electronic message 234, 
Which can include the second digital signature, from end 
message processor 205. 

[0118] When end message processor 208 detects an error 
in the First Signable Context Information and/or the Second 
Signable Context, end message processor 208 may send an 
electronic message that includes a Fault sub-element to end 
message processor 205. When end message processor 208 
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indicates an error, method 300 may be restarted at act 301. 
Method 300 may continue to be restarted at act 301 until end 
message processor 208 accepts the First Signable Context 
Information and/or the Second Signable Context Informa 
tion (e.g., When message digests match). Alternately, the 
establishment of a secure context may fail after end message 
processor 208 indicates an error. 

[0119] Method 300 includes an act of the second end 
message processor establishing a secure context (act 310). 
Act 310 can include the second application layer at the 
second end message processor establishing a secure context 
With the ?rst application layer at the ?rst tend message 
processor. For example in FIG. 2, application layer 218 may 
establish secure context 246 With application layer 215. A 
secure context may be established When end message pro 
cessor 208 accepts the context information that has been 
received from end message processor 205. End message 
processor 208 can indicate that it accepts context informa 
tion by including an XML accept element in an electronic 
message that is sent to end message processor 205. The 
XML accept element can be an XML sub-element that is 
included Within a SecurityContext element. Such an XML 
sub-element may include a Second Accept Information. 

[0120] End message processor 208 can determine that 
context information is accepted, for example, by authenti 
cating the content of the First and Second Signable Context 
Information and/or authenticating that end message proces 
sor 208 signed the First and/or Second Signable Context 
Information. This can occur When a message digest received 
from end message processor 205 is decrypted With the 
public key of end message processor 205 or distributed 
application 242A to reveal a message digest that matches a 
message digest generated at message processor 208. 

[0121] In some embodiments, end message processor 208 
may repeat one or more of the acts 306-310 based on desired 
functionality. For example, end message processor 208 can 
repeat act 306 a plurality of times to receive a plurality of 
portions of context information from end message processor 
205. If other functionality is desired, end message processor 
208 can repeat act 307 a plurality of times to identify a 
plurality of portions of second context information. If yet 
other functionality is desired, end message processor 208 
can repeat act 308 a plurality of times to send a plurality of 
portions of context information and/or signatures to end 
message processor 205. It yet still other functionality is 
desired, end message processor 208 can repeat act 309 a 
plurality of times to receive a plurality of signatures. If yet 
further other functionality is desired, end message processor 
208 can repeat act 310 to establish a plurality of secure 
contexts With end message processor 205. 

[0122] If both end message processor 205 and end mes 
sage processor 208 authenticate exchanged context infor 
mation, a tWo-Way secure context can be established. If one 
end message processor authenticates exchanged context 
information (or is alloWed to be anonymous), a one-Way 
secure context can be established. For example, the context 
from end message processor 205 to end message processor 
208 may be a secure context but not vice-versa. That is, end 
message processor 208 may have authenticated context 
information that is received from end message processor 
205. On the other hand, end message processor 205 may not 
have authenticated context information received from end 
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message processor 208. Thus, end message processor 205 
may not trust that other information indicated as being sent 
from end message processor 208 Was sent from end message 
processor 208. This lack of trust may result, for example, 
When end message processor 208 digitally signs context 
information With a shared secret or a public key (and not a 
private key). Thus, it can be veri?ed that context information 
Was not altered but it cannot necessarily be veri?ed that end 
message processor 208 digitally signed the context infor 
mation. 

[0123] In some embodiments, context information is 
exchanged betWeen application layers at three or more 
communication end-points (e.g., three or more message 
processors) so as to establish a secure context among the 
three or more communication end-points. FIG. 5 illustrates 
an example of netWork architecture 500 that can facilitate 
establishing a secure context betWeen three or more com 

munication end-points. Electronic messages 530, 532, and 
534 illustrate generally that context information and signa 
tures are sent and received among end message processors 
502, 504, and 506. HoWever, the principles of the present 
invention can be practiced in any environment Where one or 
more electronic messages are exchanged. When context 
information is accepted by one of the end message proces 
sors 502, 504, or 506 a secure context can be established at 

that end message processor. 

[0124] For example, a ?rst portion of a distributed appli 
cation at end message processor 502 may accept context 
information from both a second portion of the distributed 
application at end message processor 504 and third portion 
of the distributed application at end message processor 506. 
It may also be that end message processor 502 sends a single 
electronic message including context information to end 
message processors 504 and 506. If the end message pro 
cessors 502, 504 and 506 accept appropriate context infor 
mation, secure context 546 can be established betWeen the 
end message processors 502, 504, and 506. 

[0125] It should be understand that although netWork 
architecture 500 illustrates three communications end-points 
(end message processors 502, 504, and 506), the principles 
of the present are scalable to any number of communication 
end-points. For example, end message processors 502, 504, 
and/or 506 may exchange context information With other 
end message processors (not shoWn) that are external to 
netWork architecture 500. If one or more of these external 

end message processors accepts context information, secure 
context 546 can be scaled to include the one or more external 

end message processors. 

[0126] By exchanging context information at the applica 
tion layer, application designers are given more freedom to 
control the exchange of context information and thus also 
have more freedom to control the properties of resulting 
secure contexts. Further, application designers are not con 
strained to establishing a secure context based on context 
information that is exchanged at other layers of a commu 
nication stack. Further, since context information is 
exchanged at the application layer (and is thus abstracted 
from loWer layers beloW the application layer in a commu 
nication stack) end-to-end secure contexts can be more 
easily established. 

[0127] The present invention may be embodied in other 
speci?c forms Without departing from its spirit or essential 



US 2004/0139322 A1 

characteristics. The described embodiments are to be con 
sidered in all respects only as illustrative and not restrictive. 
The scope of the invention is, therefore, indicated by the 
appended claims rather than by the foregoing description. 
All changes, Which come Within the meaning and range of 
equivalency of the claims, are to be embraced Within their 
scope. 

[0128] What is claimed and desired secured by United 
States Letters Patent is: 

1. In a netWork architecture including a ?rst end message 
processor capable of initiating an electronic message and 
routing the electronic message along a routing path toWards 
a second end message processor, Wherein the routing path 
may include one or more intermediary message processors, 
a method for the ?rst end message processor to initiate the 
establishment of a secure context betWeen the ?rst end 
message processor and the second end message processor, 
the method comprising: 

an act of a ?rst application layer at the ?rst end message 
processor identifying that a ?rst portion of context 
information is to be used to establish a secure context 
With a second application layer at the second end 
message processor such that a secure context can be 
established betWeen the ?rst and second application 
layers independent of other context data identi?ed at 
other layers in a communication stack; 

an act of sending the ?rst portion of context information 
to the second end message processor; and 

an act of receiving a second portion of context informa 
tion, identi?ed by the second application layer at the 
second end message processor, along With a ?rst digital 
signature that the second end message processor cre 
ated from both the ?rst and second portions of context 
information. 

2. The method as recited in claim 1, Wherein the act of a 
?rst application layer at the ?rst end message processor 
identifying that a ?rst portion of context information is to be 
used to establish a secure context With a second application 
layer at the second end message processor comprises an act 
of the ?rst application layer identifying context information 
that is to be signed by the second application layer. 

3. The method as recited in claim 1, Wherein the act of a 
?rst application layer at the ?rst end message processor 
identifying that a ?rst portion of context information is to be 
used to establish a secure context With a second application 
layer at the second end message processor comprises an act 
of a portion of a distributed application at the ?rst message 
processor indicating a desire to communicate With a second 
portion of the distributed application at the second message 
processor. 

4. The method as recited in claim 1, Wherein the act of 
sending the ?rst portion of context information to the second 
end message processor comprises an act of sending an XML 
element structured to indicate that a secure context is to be 
established 

5. The method as recited in claim 4, Wherein the act of 
sending an XML element that indicates a secure context is 
to be established comprises an act of inserting an XML 
element into the header portion of an electronic message. 

6. The method as recited in claim 4, Wherein the act of 
sending an XML element that indicates a secure context is 
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to be established comprises an act of inserting an XML 
element into the body portion of an electronic message. 

7. The method as recited in claim 1, Wherein the act of 
sending the ?rst portion of context information to the second 
end message processor comprises an act of sending an 
electronic message. 

8. The method as recited in claim 7, Wherein the act of 
sending an electronic message comprises an act of sending 
a SOAP envelope. 

9. The method as recited in claim 1, Wherein the act of 
receiving a second portion of context information, identi?ed 
by the second application layer at the second end message 
processor, along With a ?rst digital signature that the second 
end message processor created from both the ?rst and 
second portions of context information comprises an act of 
receiving a second portion of context information in 
response to a second portion of a distributed application at 
the second end message processor indicating a desire to 
communicate With a ?rst portion of the distributed applica 
tion at the ?rst end message processor. 

10. The method as recited in claim 9, Wherein the act of 
receiving a second portion of context information compro 
mises an act of indicating to the ?rst message processor What 
part of the ?rst portion of context information is to be signed. 

11. The method as recited in claim 1, Wherein the act of 
receiving a second portion of context information, identi?ed 
by the second application layer at the second end message 
processor, along With a ?rst digital signature that the second 
end message processor created from both the ?rst and 
second portions of context information comprises an act of 
receiving an XML element structured to store both the 
second portion of context information and the ?rst digital 
signature. 

12. The method as recited in claim 1, Wherein the act of 
receiving a second portion of context information, identi?ed 
by the second application layer at the second end message 
processor, along With a ?rst digital signature that the second 
end message processor created from both the ?rst and 
second portions of context information comprises an act of 
receiving a message digest created from at least both the ?rst 
and second portions of context information. 

13. The method as recited in claim 12, Wherein act of 
receiving a message digest created from the ?rst and second 
portions of context information comprises an act of receiv 
ing a message digest that Was signed by the second message 
processor. 

14. The method as recited in claim 1, Wherein the act of 
receiving a second portion of context information, identi?ed 
by the second application layer at the second end message 
processor, along With a ?rst digital signature that the second 
end message processor created from both the ?rst and 
second portions of context information comprises an act of 
receiving one or more electronic messages. 

15. The method as recited in claim 14, Wherein the act of 
receiving one or more electronic messages comprises an act 
of receiving a SOAP envelope. 

16. The method as recited in claim 1, Wherein the act of 
sending a second digital signature, Which the ?rst end 
message processor created from at least the ?rst and second 
portions of context information, to the second end message 
processor comprises an act of sending a message digest 
created from at least the ?rst and second portions of context 
information. 










