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(57) ABSTRACT 

An intelligent spectrum management (ISM) system and 
method are provided that includes sophisticated features to 
detect, classify, and locate sources of RF activity. The 
system comprises one or more sensors positioned at various 
locations in a region Where activity in a shared radio 
frequency band is occurring and a server coupled to the 
sensors. Each sensor monitors communication traf?c, such 
as IEEE WLAN traf?c, as Well as classi?es non-WLAN 
signals occurring in the frequency band. The server receives 
data from each of the plurality of sensors and that executes 
functions to process the data supplied by the plurality of 
sensors. In particular, the server aggregates the data gener 
ated by the sensors and generates event reports and other 
con?gurable information derived from the sensors that is 
interfaced to a client application, e.g., a netWork manage 
ment station. 
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SERVER AND MULTIPLE SENSOR SYSTEM FOR 
MONITORING ACTIVITY IN A SHARED RADIO 

FREQUENCY BAND 

[0001] This application claims priority to the following 
US. Provisional Patent Applications: 

[0002] US. Application No. 60/319,737, ?led Nov. 27, 
2002. 

[0003] US. Application No. 60/469,647, ?led May 12, 
2003. 

[0004] US. Application No. 60/502,947, ?led Sep. 16, 
2003. 

[0005] US. Application No. 60/508,635, ?led Oct. 3, 
2003. 

[0006] US. Application No. 60/508,636, ?led Oct. 3, 
2003. 

[0007] US. Application No. 60/511,383, ?led Oct. 15, 
2003. 

[0008] The entirety of each of these applications is incor 
porated herein by reference. 

RELATED APPLICATIONS 

[0009] The assignee of the present application has ?led 
several applications related to the subject matter of the 
present application, the entirety of each of Which is incor 
porated herein by reference. 

1. Spectrum Management Patent Applications 

[0010] Systems for managing activity in an unlicensed 
frequency band are described in the folloWing applications: 

[0011] US. application Ser. No. 10/246,363, ?led Sep. 18, 
2002, entitled “System and Method for Spectrum Manage 
ment of a Shared Frequency Band.” 

[0012] US. application Ser. No. 10/420,515, ?led Apr. 22, 
2003, entitled “System and Method for Management of a 
Shared Frequency Band.” 

[0013] US. application Ser. No. 10/641,973, ?led Aug. 
15, 2003, entitled “System and Method for Management of 
a Shared Frequency Band Using Client-Speci?c Manage 
ment Techniques.” 

2. Signal Classi?cation Patent Applications 

[0014] Techniques for classifying (identifying) signals 
occurring in a frequency band based on radio frequency 
(RF) information are disclosed in the folloWing applications: 

[0015] US. application Ser. No. 10/246,364, ?led Sep. 18, 
2002, and entitled “System and Method for Signal Classi 
?cation of Signals in a Frequency Band.” 

[0016] US. application Ser. No. 10/420,362, ?led Apr. 22, 
2003, and entitled “System and Method for Classifying 
Signals Occurring in a Frequency Band.” 

[0017] US. application Ser. No. 10/628,603, ?led Jul. 28, 
2003, and entitled “System and Method for Classifying 
Signals Using Timing Templates, PoWer Templates and 
Other Techniques.” 
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3. Real-Time Spectrum Analysis Patent 
Applications 

[0018] A real-time spectrum analysis engine (SAGE) use 
ful for generating the raW spectrum information that is used 
for signal classi?cation and related functions is disclosed in 
the folloWing applications: 

[0019] US. application Ser. No. 10/246,365, ?led Sep. 18, 
2002, and entitled “System and Method for Real-Time 
Spectrum Analysis in a Communication Device.” 

[0020] US. application Ser. No. 10/420,511, ?led Apr. 22, 
2003, and entitled “System and Method for Real-Time 
Spectrum Analysis in a Radio Device.” 

4. Wireless Device Location Measurement Patent 
Application 

[0021] Techniques for determining the location of Wireless 
devices are disclosed in the folloWing applications: 

[0022] US. application Ser. No. 10/409,563, ?led Apr. 8, 
2003, entitled “System and Method for Locating Wireless 
Devices in an UnsynchroniZed Wireless Environment.” 

[0023] US. Application No. 60/469,647, ?led May 12, 
2003, and entitled “System and Method for Locating 
Sources of Unknown Wireless Radio Signals.” 

BACKGROUND OF THE INVENTION 

[0024] The present invention relates to a system and 
method for managing a shared frequency band using a 
plurality of sensors positioned to capture information con 
cerning activity in the shared frequency band. 

[0025] The explosive groWth in Wireless applications and 
devices over the past feW years has produced tremendous 
public interest bene?ts. Wireless netWorks and devices have 
been deployed in millions of offices, homes, and more 
recently, in increasing numbers of public areas. These Wire 
less deployments are forecast to continue at an exciting pace 
and offer the promise of increased convenience and produc 
tivity. 
[0026] This groWth, Which is taking place mostly in the 
unlicensed bands, is not Without its doWnsides. In the United 
States, the unlicensed bands established by the FCC consist 
of large portions of spectrum at 2.4 GHZ and at 5 GHZ, 
Which are free to use. The FCC currently sets requirements 
for the unlicensed bands such as limits on transmit poWer 
spectral density and limits on antenna gain. It is Well 
recogniZed that as unlicensed band devices become more 
popular and their density in a given area increases, a 
“tragedy of the commons” effect Will often become apparent 
and overall Wireless utility (and user satisfaction) Will col 
lapse. This phenomenon has already been observed in envi 
ronments that have a high density of Wireless devices. 

[0027] The types of signaling protocols used by devices in 
the unlicensed bands are not designed to cooperate With 
signals of other types also operating in the bands. For 
eXample, a frequency hopping signal (e.g., a signal emitted 
from a device that uses the BluetoothTM communication 
protocol or a signal emitted from certain cordless phones) 
may hop into the frequency channel of an IEEE 802.11 
Wireless local area netWork (WLAN), causing interference 
With operation of the WLAN. Thus, technology is needed to 



US 2004/0137915 A1 

exploit all of the bene?ts of the unlicensed band Without 
degrading the level of service that users expect. 

[0028] Historically, the Wireless industry’s general 
approach to solving “tragedy of the commons” problems has 
been for manufacturers to simply move to another commons 
further up the spectrum. This solution, hoWever, is not 
Workable for much longer, due to spectrum scarcity and to 
the less attractive technical characteristics of the higher 
bands (decreased signal propagation and the inability to 
penetrate surfaces). 
[0029] Enterprise uses of the unlicensed band are focused 
on larger scale deployment of Wireless netWorks (e.g., 
WLANs) and integration into Wired netWorks. WLANs can 
complicate existing netWork management schemes because 
they introduce the additional requirement of ef?ciently man 
aging radio spectrum. Current WLAN systems and manage 
ment technology are focused on managing activity at the 
netWork level of the WLAN, but provide little or no capa 
bility to manage the frequency band Where signals of 
multiple types (e.g., communication protocol/netWork types, 
device types, etc.) are present. 

[0030] There are many shortcomings of existing WLAN 
system technologies. Current WLAN technologies are only 
generally aWare of other netWork elements. They have no 
Way to discover other nearby sources emitting RF signals in 
the unlicensed bands. The lack of device discovery and 
location functions exposes existing WLANs to signi?cant 
security vulnerabilities. While current WLANs can perform 
standard authentication services and encryption services, 
they are vulnerable to imposter stations, denial-of-service 
attacks, parking lot attacks, and other security breaches. 

SUMMARY OF THE INVENTION 

[0031] Brie?y, an intelligent spectrum management (ISM) 
system and method are provided that includes sophisticated 
features to detect, classify, and locate sources of RF activity. 
The system comprises one or more radio sensor devices 
positioned at various locations in a region Where activity in 
a shared radio frequency band is occurring. A server is 
coupled to the radio sensor devices and aggregates the data 
generated by the sensor devices. Each radio sensor device 
comprises a spectrum monitoring section and a traffic moni 
toring section. The spectrum monitoring section comprises a 
radio receiver capable of receiving radio signals in a radio 
frequency band, a spectrum analysis system coupled to the 
radio receiver for generating spectrum (radio frequency) 
activity information representative of the (radio frequency) 
activity in the frequency band. The traf?c monitoring section 
comprises a baseband signal processing section that 
demodulates signals transmitted by other devices on a 
Wireless netWork in the frequency band according to the 
communication protocol and a radio receiver coupled to the 
baseband signal processing section that receives signals on 
the Wireless netWork and couples received signals to the 
baseband signal processing section. A processor is coupled 
to the spectrum monitoring section and to the traf?c moni 
toring section. The processor executes one or more programs 
to analyZe packets transmitted by devices on the Wireless 
netWork in the frequency band based on signals demodu 
lated by the baseband signal processing section and to 
classify radio signals occurring in the frequency band based 
on the spectrum activity information output by the spectrum 
analysis system. 
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[0032] The server receives data from each of the plurality 
of sensor devices and executes functions to process the data. 
For example, the server executes a performance function 
that monitors and generates events related to the perfor 
mance of the Wireless netWork, a discovery function that 
monitors and generates events pertaining to devices operat 
ing in the Wireless netWork or other radio frequency emitters 
in the frequency band and a security function that monitors 
and generates events related to security threats to the Wire 
less netWork. In addition, the server interfaces data gener 
ated by its various functions to a client application, e.g., a 
netWork management application. The server is con?gurable 
by a netWork management application through an applica 
tion programming interface (API) With respect to the type of 
information requested about activity in the Wireless netWork 
and/or frequency band, and the server supplies aggregated 
data from the plurality of radio sensors to the netWork 
management application through the API. 

[0033] The above and other advantages of this technique 
Will become more apparent When reference is made to the 
folloWing description taken in conjunction With the accom 
panying draWings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0034] FIG. 1 is a block diagram of a spectrum manage 
ment sensor system. 

[0035] FIG. 2 is a block diagram of a sensor. 

[0036] FIGS. 3 and 4 are functional block diagrams of the 
server and a sensor. 

[0037] FIG. 5 is a softWare block diagram of a sensor. 

[0038] 
[0039] FIGS. 7 and 8 are ladder diagrams of tWo exem 
plary processes that may be executed by the system. 

[0040] FIG. 9 is a diagram shoWing hoW pluralities of 
sensors are deployed in an of?ce environment in Which 
WLAN and other activity is occurring. 

[0041] FIG. 10 is a diagram shoWing a launcher bar of a 
console graphical user interface client application. 

[0042] FIGS. 11-17 shoW various console application dis 
play screens that display data generated by the server. 

FIG. 6 is a softWare block diagram of the server. 

DETAILED DESCRIPTION OF THE DRAWINGS 

[0043] The system, methods, softWare and other technolo 
gies described herein are designed to cooperatively manage 
use of a shared frequency band Where signals of multiple 
types occur (often simultaneously), such as an unlicensed 
band, and interference among the users of the band may 
occur. Many of the concepts described herein may apply to 
frequency bands that are not necessarily “unlicensed,” such 
as When a licensed frequency band is used for secondary 
licensed or unlicensed purposes. 

[0044] The term “netWor ” is used hereinafter in many 
Ways. There may be one or more Wireless netWorks each 
comprising multiple devices or nodes that operate in the 
shared frequency band. One example of such a netWork is a 
WLAN. There are also netWorks, called piconets, Which are 
formed With BluetoothTM capable devices. Many of the 
examples described herein are made With respect to an IEEE 
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802.11 (also known as WiFiTM) WLAN, mostly due in part 
to the expansive use that the WLAN has seen, and is 
expected to continue to see. In addition, the term network is 
referred to a wired network, and to an aggregation of one or 
more wired and wireless networks. The spectrum manage 
ment systems, methods, software and device features 
described herein new are not limited to any particular 
wireless network, and are equally applicable to any wireless 
network technologies now known or hereinafter developed 
for use in a shared frequency band. 

[0045] The Environment 

[0046] Referring ?rst to FIG. 1, an environment is shown 
where there are multiple devices that at some point in their 
modes of operation transmit or emit signals within a com 
mon frequency band, and that may at least partially overlap 
in frequency and time. When these devices are suf?ciently 
close in proximity to each other, or transmit signals at 
sufficiently high power levels, there will inevitably be inter 
ference between signals of one or more devices. The dotted 
line shown in FIG. 1 is meant to indicate a region where 
activity from any of the devices shown may impact other 
devices. A region may be a building in which there are 
multiple Zones of unlicensed band activity. The concept of 
Zones is described further hereinafter. FIG. 1 shows a 
non-exhaustive exemplary selection of devices that may 
operate in an unlicensed frequency band, including cordless 
phones 1000, frequency hopping communication devices 
1010, microwave ovens 1020, a wireless local area network 
(WLAN) comprised of a WLAN access point 1050(1) and 
its associated client station (STAs) 1030(1), 1030(2) to 
1030(N), infant monitor devices 1060 as well as any other 
eXisting or new wireless devices 1070. Multiple WLAN APs 
1050(1) to 1050(N) may be operating in the region, each of 
which has one or more associated client STAs 1030(1) to 

1030(N). 
[0047] One or more of the WLAN APs 1050(1) to 1050(N) 
may be connected to a wired network (e.g., Ethernet net 
work) to which also connected is a server 1055. Cordless 
phones 1000 may be analog, digital and frequency hopping 
devices, depending on the type. Frequency hopping com 
munication devices 1010 may include devices operating in 
accordance with the BluetoothTM wireless communication 
protocol, the HomeRFTM wireless communication protocol, 
as well as cordless phones. In addition, radar devices 1080 
may operate in an unlicensed frequency band. Other devices 
that may operate in the frequency band may also include 
appliances such as digital (still and/or) video cameras, 
cable-set top boXes, etc. 

[0048] The spectrum management system described 
herein involves deployment of a plurality of sensors 2000(1) 
to 2000(N) shown in FIG. 1 in various locations or Zones 
where activity associated with any of the plurality of signal 
types is occurring in the frequency band to form a sensor 
overlay network. The spectrum and protocol intelligence 
gathered by the spectrum sensors is fed to a server 3000. 
There may be multiple servers 3000(1) to 3000(P) each 
coupled to a plurality of sensors. A super server 7000 may 
connect to the plurality of servers 3000(1) to 3000(P) to 
manage each of the servers. There may be one server for 
each building or portion of a building, and the super server 
7000 may manage the servers across a campus of buildings. 
For simplicity, a single server 3000 (corresponding to server 
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3000(1)) will be referred to in the following description. The 
server 3000 contains the aggregation and analysis software 
which processes low-level spectrum and protocol data from 
the sensors 2000(1) to 2000(N) and provides network level 
services described hereinafter. The sensors 2000(1) to 
2000(N) are referred to as “agents” to the server 3000. A 
network management station 4000 eXecutes one or more 
end-user client management applications 4005 or contains 
network management server software that requests services 
from the server. The network management station 4000 may 
include one or more processors 4100, memory 4200 and a 
display 4300. An eXample of an end-user management 
application is one that provides a console graphical user 
interface (GUI) to network engineers or IT managers. Some 
of the functions which may be performed by a network 
management server include WLAN management functions, 
such as (1) AP con?guration, AP ?rmware upgrades, etc.; (2) 
security management such as authentication or virtual pri 
vate network (VPN) management; and (3) management of 
other networks, such as a wired Ethernet network. The 
network management station 4000 is referred to as a “client” 
to the server 3000. The network management station 4000 
may e part of a larger WLAN management infrastructure 
including servers and switches, which in turn, interfaces 
with a generaliZed (wired and wireless) network manage 
ment infrastructure. 

[0049] The Sensor 

[0050] Turning now to FIG. 2, each sensor 2000(i) com 
prises a spectrum monitoring 2100 section to monitor RF 
activity in the frequency band and a traf?c monitoring 
section 2500 that is capable of sending and receiving traf?c 
according to a communication protocol, such as an IEEE 
802.11 WLAN protocol. The spectrum monitoring section 
2100 comprises a radio 2110 (primarily for receive opera 
tions) that is capable of tuning to receive energy at each 
channel (or simultaneously all channels in a wideband 
mode) of, for eXample, any of the unlicensed bands (2.4 
GHZ and 5 GHZ) in which IEEE 802.11 WLANs operate. An 
analog-to-digital converter (ADC) 2112 is coupled to the 
radio 2100 that converts the downconverted signals from the 
radio 2100 to digital signals. A radio interface (UP) 2120 is 
coupled directly to the radio 2100 and also to the output of 
the ADC 2112. A spectrum analysis engine (SAGE) 2130 is 
coupled to the radio UP 2120. The SAGE 2130 is thoroughly 
described in the aforementioned co-pending and commonly 
assigned patent applications, and includes a spectrum ana 
lyZer 2132, a signal detector 2134 consisting of a peak 
detector 2136 and one or more pulse detectors 2138, and a 
snapshot buffer 2140. A Fast Fourier Transform (EFT) block 
(not shown) is coupled between the UP 2120 and the 
spectrum analyZer 2132, or included in the spectrum ana 
lyZer 2132. The SAGE 2130 generates spectrum activity 
information that is used in the sensor and the server to 
determine the types of signals occurring in the frequency 
band, and captures signals for location measurement opera 
tions. A dual port random access memory (RAM) 2150 is 
coupled to receive the output of the SAGE 2130 and a 
processor UP 2160 interfaces data output by the SAGE 2130 
to a processor 2700, and couples con?guration information 
from the processor 2700 to the SAGE 2130. 

[0051] The functions of the SAGE 2130 will be brie?y 
described in further detail hereinafter. The spectrum ana 
lyZer 2132 generates data representing a real-time spectro 
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gram of a bandwidth of radio frequency (RF) spectrum, such 
as, for example, up to 100 MHZ. The spectrum analyzer 
2132 may be used to monitor all activity in a frequency 
band, for example, the 2.4-2.483 GHZ ISM band, or the 
5.15-5.35 GHZ and 5725-5825 GHZ UNII bands. The FFT 
block referred to above is, for example, a 256 frequency bin 
FFT block that provides (I and Q) FFT data for each of 256 
frequency bins that span the bandWidth of frequency band of 
interest. A spectrum correction block may be included to 
correct for I and Q channel imbalance by estimating an I-Q 
channel imbalance parameter related to phase error and 
amplitude offset betWeen the I and Q channels, and to 
suppress a side tone resulting from the RF doWnconversion 
process. The spectrum analyZer 2132 may further comprise 
a poWer computation block that computes (FFTdataI)2 and 
(FFTdataQ)2, respectively, and adds them together, to out 
put a poWer value for each FFT frequency bin. The spectrum 
analyZer 2132 may further include a stats logic block that 
has logic to accumulate statistics for poWer, duty cycle, 
maximum poWer and a peaks histogram. Statistics are accu 
mulated in the dual-port RAM over successive FFT time 
intervals. After a certain number of FFT intervals, deter 
mined by a con?gurable value stored in the spectrum 
analyZer control registers, an interrupt is generated to output 
the stats from the dual-port RAM. For example, the stats are 
maintained in the dual-port RAM 2150 for 10,000 FFT 
intervals before the processor reads out the values. The 
poWer versus frequency data generated by the spectrum 
analyZer 2132 is also used as input to the signal detector. 

[0052] The signal detector 2134 detects signal pulses in 
the frequency band and outputs pulse event information 
entries, Which include one or more of the start time, dura 
tion, poWer, center frequency and bandWidth of each pulse 
that satis?es con?gurable pulse characteristic criteria asso 
ciated With a corresponding pulse detector. 

[0053] In the signal detector 2134, the peak detector 2136 
looks for spectral peaks in the (poWer versus frequency data 
derived from FFT block output), and reports the bandWidth, 
center frequency and poWer for each detected peak. The 
output of the peak detector 2136 is one or more peaks and 
related information. The pulse detectors 2138 detect and 
characteriZe signal pulses based on input from the peak 
detector 2136. 

[0054] The snapshot buffer 2140 collects a set of raW 
digital signal samples useful for signal classi?cation and 
other purposes, such as time of arrival location measure 
ments. The snapshot buffer 2140 can be triggered to begin 
sample collection from either the signal detector 2134 or 
from an external trigger source. The snapshot buffer 2140 
can be triggered to begin sample collection from either the 
signal detector 2134 or from an external trigger source, such 
as a signal from the processor to capture received signal data 
for a period of time sufficient to include a series of signal 
exchanges used for location processing explained hereinaf 
ter. Alternatively, the snapshot buffer Will be in a free 
running state continuously storing captured and then in 
response to detecting the ?rst signal (e.g., the Probe Request 
frame), the snapshot buffer is put into a post-store mode that 
extends long enough to capture the ACK frame signal data. 

[0055] The traf?c monitoring section 2500 monitors 
packet activity in Wireless netWork, e.g., a WLAN, and 
sends and receives certain packets that are used for location 
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measurement processes. For example, as described herein 
after, a sensor may transmit an 802.11 Probe Request frame, 
data frame or request-to-send frame that may be addressed 
to the device to be located. Included in the traf?c monitoring 
section 2500 are a radio transceiver 2510 (comprising a 
transmitter Tx and a receiver Rx) and a baseband signal 
processor 2520. The radio transceiver 2510 and baseband 
signal processor 2520 may be part of a package chipset 
available on the market today, such as an 802.11 WLAN 
chipset for any one or more of the 802.11a/b/g or other 
WLAN communication standards. The baseband signal pro 
cessor 2520 is capable of performing the baseband modu 
lation, demodulation and other PHY layer functions com 
pliant With the one or more communication standards of 
interest (e.g., IEEE 802.11a,b,g,h, etc.). An I/F 2530 couples 
the baseband signal processor 2520 and radio transceiver 
2510 to the processor 2700. 

[0056] There may be other traffic monitoring sections in 
the sensor to monitor communication protocol type activity 
of other types, such as BluetoothTM communications. 

[0057] The processor 2700 performs the various process 
ing algorithms described herein on the output of the SAGE 
2130 and on received packets from the traffic monitoring 
section 2500. The processor I/F 2160 of the spectrum 
monitoring section 2100 and the processor I/F 2530 of traf?c 
monitoring section 2500 may be a Mini-PCI or PC-Card 
(e.g., CardbusTM) interface, or any other interface knoWn in 
the art. While not shoWn in FIG. 2, there is also an LAN 
interface block (e.g., Ethernet) that is coupled to the pro 
cessor 2700 to enable the sensor to communicate With the 
server With a Wired LAN connection. The processor 2700 
may generate signals to control the radio 2110 independently 
of the radio transceiver 2510, such that spectrum monitoring 
is occurring on one channel While protocol monitoring is 
simultaneously occurring on another channel, for example. 

[0058] It is envisioned that a WLAN AP may include all 
of the functionality of a sensor described above, and may be 
sWitched betWeen AP operating mode and a sensor operating 
mode. 

[0059] The Client-Server-Sensor Architecture 

[0060] Turning to FIG. 3, a high level diagram is shoWn 
of the major functional blocks in the sensor 2000 and server 
3000, as Well as the interfaces betWeen the sensor 2000 and 
server 3000, and betWeen client applications 405 and the 
server 3000. In the sensor 2000, there are functions per 
formed by the processor (executing one or more softWare 
programs) including a measurement engine 2710, a classi 
?cation engine 2720, a location engine 2730 and a protocol 
engine 2740. The measurement engine 2710 and classi?ca 
tion engine 2720 operate on RF data from the SAGE 2130. 
The location engine 2730 operates on raW received signal 
data obtained by the SAGE 2130 and the protocol engine 
2740 operates on packet data generated by the baseband 
signal processor 2520. 

[0061] The interface betWeen the sensor 2000 and the 
server 3000 is referred to as a netWork spectrum interface 
(NSI) 2900. Examples of the messages that the sensor 2000 
and server 3000 generate to implement the NSI 2900 are 
described in the aforementioned co-pending U.S. Applica 
tion No. 60/508,635. 

[0062] The server 3000 may run on a dedicated server box, 
or it may be integrated With other servers such as WLAN 
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switches, authentication servers or management servers. The 
server consist primarily of an application that implements 
several services or functions described hereinafter. There are 
high level services 3100, loW level services 3200, and 
interface services 3300. The high level services 3100 include 
a database 3110, discovery manager 3120, performance 
manager 3130 and security manager 3140. The loW level 
services 3200 are invoked by one or more or the high level 
services 3100 and include an RF manager 3210, location 
manager 3220 and protocol manager 3230. The interface 
services 3300 include an SNMP agent 3310, a Syslog 
interface 3320 and a Web interface 3300. The server 3000 
interfaces With the client applications 4005 by an application 
programming interface (API) called the intelligent spectrum 
management interface (ISMI) 3900. 

[0063] The functions provided by the server 3000 can be 
summariZed as folloWs. The server manages all of the 
sensors it communicates With. It aggregates data from the 
sensors, performs analysis on the data and presents the data 
in formats amenable to other netWork management entities. 
The server softWare analyZes the raW data primarily on three 
axes: 

[0064] Discovery: Determine the complete set of spectrum 
emitting devices (e.g., 802.11 Wireless netWork APs and 
STAs, and other non-802.11 compliant emitters) that are 
present and track their physical location of devices. 

[0065] Performance: AnalyZe the spectrum, protocol, and 
location data in order to detect and mitigate performance 
problems. Examples include netWork load problems, fre 
quency retransmissions, interference and cold spots. 

[0066] Security: AnalyZe the spectrum, protocol, and loca 
tion data in order to detect and mitigate security issues. 
Examples include rogue APs, ad hoc netWorks, perimeter 
breaches, denial of service attacks (protocol and RF level) 
and movement of otherWise designated stationary assets. 

[0067] FIG. 4 illustrates the interaction betWeen the server 
and the sensor in more detail, and the function of each of 
these blocks is described hereinafter. It should be understood 
that While only one sensor and one server are shoWn, a server 
3000 communicates and aggregates data from one or several 

sensors 2000(1) to 2000(N). 

[0068] The Sensor SoftWare 

[0069] Referring to FIG. 4 in conjunction With FIG. 5, the 
softWare functions of the sensor 2000 Will be described in 
more detail. In addition to the measurement and classi?ca 
tion engines 2710 and 2720, respectively, location engine 
2730 and protocol engine 2740, the processor in the sensor 
also executes a station manager 2750 and an agent NSI 
2760. 

[0070] The measurement engine 2710 softWare in the 
sensor is responsible for communicating With the SAGE 
driver softWare to con?gure the SAGE 2130 in the sensor 
2000. In addition, the measurement engine 2710 manages 
the resources of the SAGE 2130 betWeen spectrum moni 
toring functions and device location functions. The mea 
surement engine 2710 also collects and aggregates data from 
the SAGE 2130 into meaningful units. The functions of the 
measurement engine 2710 and classi?cation engine 2720 
may be incorporated into a single functional block. Further 
more, the measurement engine 2710 may con?gure report 
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ing of data and statistics generated by the SAGE 2130 and 
adjust the frequency channel (and/or scan rate) on Which the 
SAGE 2130 operates. The measurement engine 2710 may 
also operate the radio receiver in the sensor in a Wideband 
mode to simultaneously process data across an entire unli 
censed frequency band of interest. 

[0071] The classi?cation engine 2720 classi?es/identi?es 
signals occurring in the frequency based on the output of the 
SAGE 2130. Examples of signals that the classi?cation 
engine 2720 may identify include BluetoothTM signals, 
microWave oven signals, cordless telephones, Wireless head 
sets, radar, etc. Techniques for signal classi?cation are 
described in greater detail in the aforementioned commonly 
assigned and co-pending US. Patent Applications. The 
classi?cation engine 2720 may generate events (at a con 
?gurable update rate) associated With identi?ed signals and 
may further make a generaliZed “air quality analysis” of the 
frequency band given the type of signals determined to be 
occurring in the frequency band. 

[0072] Examples of the statistics and events output by the 
measurement engine 2710 and classi?cation engine 2720 are 
described hereinafter. 

[0073] The location engine 2730 in the sensor is respon 
sible for capturing raW received signal data used for time 
difference of arrival (TDOA) computations at the sensor. 
The location engine 2730 makes the TDOA computations 
and sends those computations to the server 3000 Where the 
location computation is made based on multiple TDOA 
computations for a location process. In so doing, the location 
engine 2730 negotiates access to the snapshot buffer of the 
SAGE (to capture raW received signal data) by sending a 
request to the measurement engine 2710. The location 
engine 2730 initiates a location function in response to a 
Location Request (Loc Req) message from the server, and 
responds With the TDOA data in a Location Response (Loc 
Resp) message to the server. This process is described in 
more detail hereinafter. 

[0074] The protocol engine 2740 captures information 
pertaining to packets transmitted over the air in accordance 
With a communication protocol, such as the IEEE 802.11 
protocols. The baseband signal processor section of the 
sensor 2000 may operate in a “promiscuous mode” by Which 
it can receive packets sent by any device on a particular 
802.11 channel (but may not have access to the content of 
packets). In this manner, the sensor can develop statistics 
about the type of packets being sent, the volume of packet 
traffic, packet retransmissions, intruding APs or STAs, etc. 
Upon receiving a packet, the protocol engine 2740 collects 
statistics on the packet on a per channel, per device or per 
BSSID basis. Then, it applies a con?gurable (user-de?ned) 
?lter to the packet for purposes of generating statistics. If the 
?lter passes the packet it is sent to the server for further 
processing, otherWise it is bit bucketed. For example, the 
?lter may be con?gurable With a Boolean expression of 
packet characteristics. Examples of the statistics and events 
output by the protocol engine 2740 are described hereinafter. 
The protocol engine 2740 is responsive to a service con 
?guration (Con?g) message from the server to con?gure 
hoW to capture and report protocol information. In addition, 
the protocol engine 2740 performs functions to support 
location determination of other devices, such as scheduling 
the transmission of a reference packet that is used in TDOA 
location computations. 
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[0075] The protocol engine 2740 con?gures the process by 
Which the sensor scans 802.11 channels to obtain packet 
information. The channel scan parameters may include 
channel selection, dWell time on the channel, hop pattern 
betWeen channels, measurement intervals, etc. 

[0076] Finally, the protocol engine 2740 con?gures crite 
ria for protocol-based asynchronous alerts associated With 
netWork performance or security, or sensor operational con 
ditions according to corresponding threshold based alarm 
criteria. Examples of techniques useful for protocol-based 
intrusion detection and address spoo?ng are described in the 
paper entitled “Layer 2 Analysis of WLAN Discovery 
Applications for Intrusion Detection,” Joshua Wright, Nov. 
18, 2002, and in the paper entitled “Detecting Wireless LAN 
MAC Address Spoo?ng,” Joshua Wright, Jan. 21, 2003. 
These papers are available from the Internet using a suitable 
search engine, and their entirety is incorporated herein by 
reference. 

[0077] The station manager 2750 softWare is responsible 
for storage and self-testing functions of the sensor. Speci? 
cally, the station manager provides persistent storage on a 
non-volatile memory of information pertaining to the indi 
vidual sensor, including IP con?guration, security keys used 
to authenticate the sensors to the server and vice-versa, 
sensor calibration data, softWare doWnload information, and 
softWare version information. 

[0078] The station manager 2750 also executes self-tests 
that are run When the sensor is poWered on. Examples of 
functions or features that are tested include memory, chip 
detection, register read/Write, LEDs, chip reset, interrupt 
tests and other board and chip level tests. 

[0079] The agent NSI softWare 2780 manages the inter 
face responsibilities for the sensor. It parses NSI messages 
received from the server to translate them into controls for 
one or more functions of the sensor, and generates messages 
containing data from one or more functions of the sensor. In 
addition, the agent NSI registers and de-registers softWare 
tasks for communication. A registering task can specify an 
interest in receiving events and from Which sensor. Finally, 
the agent NSI supports the use of ?xed compile time keys for 
authentication, or other more sophisticated security 
schemes. 

[0080] FIG. 5 shoWs other softWare blocks in the sensor 
2000. An 802.11 user mode driver 2760 and an 802.11 
device driver 2762 communicate With the traf?c monitoring 
section of the sensor 2000. The SAGE user mode driver 
2770, the SAGE radio control library 2772 and the SAGE 
device driver 2774 communicate With the spectrum moni 
toring section of the sensor 2000. The drivers referred to 
herein may sit on an embedded operating system (OS) 2780. 
In addition, to support Wired LAN connectivity, there is an 
Ethernet driver (not shoWn) that sits on the OS 2780 in a 
similar manner to the 802.11 drivers. 

[0081] The Server SoftWare 

[0082] Similar to the agent NSI softWare, there is server 
NSI softWare 3250 in the server 3000 that is responsible for 
sending and receiving NSI messages, registering and de 
registering softWare tasks including specifying Which sen 
sors the server is interested in receiving event information 
from as Well as security support. The server NSI 3250 
supports sensor management by notifying the sensor man 
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ager 3180 about the availability of sensors and the status of 
those sensors, e.g., sensor up/doWn type information. The 
server NSI 3250 also handles transport and socket manage 
ment, and tasks related to setting up or tearing doWn the 
transport pipes, Which may be socket-based. The server NSI 
3250 supports requests from other server softWare (e.g. 
sensor manager) to open or close a connection to a sensor. 

The server NSI 3250 also processes a TCP connection, 
coming up or going doWn. The other server manager soft 
Ware functions that have registered to receive it are noti?ed 
of this event. Alternatively, the doWn event may also be 
inferred from logic associated With activity over the trans 
port pipe. The server NSI also con?gures discovery param 
eters for sensors (MAC address, port and interval). 

[0083] The higher level services 3100 of the server 3000 
Will noW be described. 

[0084] The database 3110 provides physical storage of 
spectrum information, events, protocol information and 
related information generated by the sensors. In addition, the 
database 3110 maintains con?guration information pertain 
ing to the functions in the server 3000 and many functions 
in the sensors. A database schema is de?ned for the storage 
of this information, and is described hereinafter. 

[0085] Discovery 

[0086] The discovery manager 3120 in the server pro 
cesses data pertaining to the discovery of neW devices 
operating in the frequency band, such as 802.11 and other 
devices, and the physical location of those devices. Discov 
ery involves handling reports from sensors concerning the 
up (and neW) and doWn state of such devices. Also, multiple 
sensors may see the same 802.11 device coming up. The 
discovery manager 3120 detects suppresses the duplicate 
event. A discovery event associated With an 802.11 device 
may fall into one of the folloWing classes: ours, knoWn 
others, neW and rogue. To this end, the discovery manager 
3120 may maintain a list of authoriZed APs and STAs so that 
When a neW device is detected by a sensor, the discovery 
manager 3120 can determine Whether or not it is authoriZed. 
Alternatively, the security manager, described hereinafter, 
could be the softWare process that maintains the list of 
authoriZed devices and determines the status of neWly 
discovered devices. 

[0087] Similarly, the discovery manager 3120 also pro 
cesses data pertaining to knoWn and unknoWn interferers 
and handles associated events including up, doWn, neW, and 
duplicate suppression. The sensors report on neW knoWn and 
unknoWn interferer devices. Also, multiple sensors may see 
the same knoWn and unknoWn interferer device coming up 
and the discovery manager suppresses the duplicate event. 

[0088] The discovery manager 3120 executes a scan 
policy. When a neW device is discovered and is in the 
management domain of the server, a request is made to the 
location manager 3220 to determine the location of the 
device. 

[0089] Finally, the discovery manager 3120 handles event 
action association. Given an event (e.g., When a neW AP 
comes up), the discovery manager 3120 initiates one or a 
series of actions (i.e., check Whether the server should 
manage that device, and if so, locate it, etc.). 
































































