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KEY EXCHANGE FOR A PROCESS-BASED 
SECURITY SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

[0001] This application is a continuation-in-part of US. 
patent application Ser. No. 10/061,701 ?led on Feb. 1, 2002. 

TECHNICAL FIELD OF THE INVENTION 

[0002] The present invention relates in general to softWare 
security systems and, more particularly, to key exchange 
using process-based security. 

BACKGROUND OF THE INVENTION 

[0003] Data processing systems have, as of recent, seen a 
large increase in the use thereof. For small users, such as 
home users, a typical system Will run multiple programs that 
Will alloW access to various stored data ?les, alloW the user 
to access resources such as disk drives, modems, faxes, etc. 
Access to these types of systems is typically What is referred 
to as “unrestricted”, i.e., any one possessing the required 
knoWledge to access a given program can access it on any 
unrestricted computer. HoWever, for a larger data processing 
system that may contain con?dential information, the user 
may be provided access to resources that are billed on a 

time-use, etc., these systems usually requiring restricted 
access. 

[0004] In restricted access systems, a user is typically 
given an ID. to the system. Asystem administrator can then 
con?gure a system, via a netWork or even a stand-alone 
system, to de?ne the user’s access to the system, once the 
user has logged in to the system. For example, in the 
netWork environment, there are a plurality of netWork 
drives, netWork resources such as printers, faxes and mail 
boxes, etc. The user has a con?guration ?le that de?nes What 
access the user has. Upon logging in, the netWork Will then 
access the con?guration table and alloW that user access to 
the given system resources. The user can then execute a 
program and utiliZe the program to access the resources 
through something as simple as a disk operating system 
(DOS). The disadvantage to this type of access is that the 
user noW has full access to resources for any purpose, other 

than the purpose for Which the user Was given access. 

[0005] As an example, a user may need access to a modem 
for the purpose of running database searching softWare. This 
database searching softWare alloWs the user to dial up a 
provider With the modem to perform prede?ned searching. 
In order for a prior restricted system to utiliZe the modem, 
the user must be granted access to a given serial port. 
HoWever, the user need not run the database searching 
softWare in order to have access to the modem. This alloWs 
the user to run other programs that can gain access to the 
system. The disadvantages to this is that, although the 
database searching softWare may have certain restrictions 
that are inherent in the softWare itself, a user can bypass this 
system to utiliZe the modem for other purposes. This can 
also be the case With respect to data ?les, Wherein a Word 
processing program has the ability to read and Write ?les and 
gain access to printers through the Word processing soft 
Ware. HoWever, this access must be granted in a global 
manner, such that the user can access the ?les and printers 
via any other means, once logged into the system. 
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[0006] As another example, consider a database that 
alloWs access to databases such as payroll, criminal records, 
etc., Which a user has been given access. With current 
operating system security, the user can certainly go outside 
of a given program that is utiliZed With a speci?c database 
to copy, delete or even change ?les in the database outside 
of the program. As such, there exists a problem in that 
security for current operating systems provides that 
resources are allocated based on users or the groups to Which 

the users belong. This therefore alloWs the user access to 
those resources even though the process that needs those 
resources is not being run. These rights Will in turn alloW the 
user to use the resource outside of its intended use. 

[0007] In a general purpose computer system operating 
With a Wide assortment of applications or processes, usually 
as part of a bundled package, security is based on the control 
of user access Which alloWs access to all of the resources on 

the system Whether they are needed or not. A disadvantage 
of this system is that it is not very secure and is prone to 
break-in or misuse of resources, some of Which contain very 
sensitive information, primarily because of the unrestricted 
access to resources. All that is required to enter such a 
system is a user ID and a passWord. One solution, imple 
menting process-based access to a general purpose computer 
system, Where the access to each resource is controlled in 
addition to the entry of a user ID and passWord, Would 
provide an additional level of access control. 

SUMMARY OF THE INVENTION 

[0008] A method and system for performing a key 
exchange betWeen a client and a server having a process 
based security system begins by sending user identi?cation 
information from the client to the server. The server modi?es 
the task structure of the client by the server to re?ect a 
pending request for key exchange. The server generates a 
?rst random number and sends the ?rst random number to 
the client. The server retrieves a passWord associated With 
the user identi?cation information from storage. A user 
enters a passWord at the client. The server and the client then 
each calculate a ?rst key using a transformative function 
operating on the passWord and the ?rst random number. The 
client and server then use the result of the calculated ?rst key 
as a ?rst key. The server modi?es the task structure of the 
client to re?ect the completion of the key exchange. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] For a more complete understanding of the present 
invention and the advantages thereof, reference is noW made 
to the folloWing description taken in conjunction With the 
accompanying DraWings in Which: 

[0010] 
system; 

[0011] 
[0012] FIG. 3 illustrates a general block diagram of the 
system of the present invention; 

[0013] FIG. 4 illustrates a more detailed block diagram of 
the system of the present invention; 

[0014] FIG. 5 illustrates an alternate embodiment of the 
system of the present invention; 

FIG. 1 illustrates a block diagram of an overall 

FIG. 2 illustrates a prior art security system; 
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[0015] FIG. 6 illustrates a ?owchart depicting the opera 
tion of the present invention; 

[0016] FIG. 7 illustrates a ?owchart depicting the 
resource request by the process; 

[0017] FIG. 8 illustrates a ?oWchart depicting the pro 
cessing of the request by the operating system; 

[0018] FIG. 9 illustrates a functional block diagram of an 
embodiment of a process-based security system according to 
the present disclosure; 

[0019] FIG. 10 illustrates a ?oWchart of the operation of 
the embodiment of the process-based security system of 
FIG. 9; and 

[0020] FIG. 11 illustrates a ?oWchart of an example of use 
of a resource access table according to the embodiment of 
FIG. 9. 

[0021] FIG. 12 illustrates a functional block-diagram of a 
multi-user process based security system according to the 
disclosure. 

[0022] FIG. 13 illustrates a ?oWchart of an authentication 
process used in a process based security system. 

[0023] FIG. 14 illustrates a ?oWchart of a set passWord 
process used in a process based security system. 

[0024] FIG. 15 illustrates a ?oWchart of a key exchange 
process used With a process based security system. 

[0025] FIG. 16 illustrates a ?oWchart of a ?nancial trans 
action using a process-based security system. 

[0026] FIG. 17 illustrates a ?oWchart of a secure ?le 
transfer process using a process-based security system. 

[0027] FIG. 18 illustrates a ?oWchart of a self-rebuilding 
function. 

DETAILED DESCRIPTION OF THE 
INVENTION 

[0028] Referring noW to the draWings, Wherein like ref 
erence numbers are used to designate like elements through 
out the various vieWs, several embodiments of the present 
invention are further described. The ?gures are not neces 
sarily draWn to scale, and in some instances the draWings 
have been exaggerated or simpli?ed for illustrative purposes 
only. One of ordinary skill in the art Will appreciate the many 
possible applications and variations of the present invention 
based on the folloWing examples of possible embodiments 
of the present invention. 

[0029] Referring noW to FIG. 1, there is illustrated an 
overall block diagram of a system for operating in conjunc 
tion With the security system of the present invention. A 
central processing unit (CPU) 10 is provided, Which CPU 10 
has associated thereWith a microprocessor, peripheral cir 
cuitry, poWer supply, etc., all required to execute instructions 
and, in general, run programs. The CPU 10 has associated 
external thereWith a keyboard 12 to alloW the user to input 
the information thereto and a display 14. Adisk input system 
16 is also provided Which alloWs the user to doWnload and 
upload data. The CPU 10 also has a local memory 18 
associated thereWith, the local memory 18 being in the form 
of random access memory, read-only memory, ?ash memory 
or other forms of memory. The CPU 10 may also include 
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peripheral storage devices including ?ash memory, optical 
disk drives such as CD or DVD drives, hard drives, disk 
drives or any other form of data storage. The local memory 
18 is operable to store both ?les in a region 20 and also 
execute programs in a region 22. The ?les in the region 20 
can also consist of data for databases. The CPU 10 can then 
access the executable ?les in the program portion 22, 
execute the programs and access information in the form of 
?les and/or data. 

[0030] The CPU 10 also interfaces With peripheral 
resources through an Input/Output (I/O) block 24. The U0 
block 24 alloWs access to such things as a modem 26, a 
netWork card 28, a scanner 30 and a printer 32. The scanner 
30 and the printer 32 are referred to as local resources. The 
modem/fax 26, hoWever, alloWs access to remote resources, 
such as a public telephone netWork (PTN) 34. The netWork 
card 28 alloWs access to a netWork 36, Which in turn alloWs 
access to netWork resources 38. 

[0031] Referring noW to FIG. 2, there is illustrated a block 
diagram of a prior art security system. In prior art security 
systems, a user represented by a block 40 is alloWed to 
access the system only upon providing the correct user ID. 
A system administrator 42 is operable to pre-store con?gu 
rations for the users in a user resource access template 44. 
This user resource access template is accessed Whenever a 
user is brought into the system and attempts to log in to the 
system. Once the user logs in, each user is given a prede 
termined con?guration, this referred to as user access blocks 
46, there being one associated With each user. Each of these 
user access blocks 46 contain the con?guration that Was 
pre-stored by the system administrator 42 in the user 
resource access template. Once con?gured, this de?nes hoW 
the user is interfaced With the system, the system comprised 
of a plurality of system resources, represented by blocks 48. 
In the example illustrated in FIG. 2, there are provided ?ve 
system resource blocks 48. 

[0032] It can be seen in the prior art system of FIG. 2 that 
there are three user access blocks 46, representing three 
different user con?gurations, although there could be more, 
and ?ve separate system resources, although there could also 
be more of these. The user access block associated With the 
user No. 1 is associated With system resource 1 and system 
resource 2. User access block 46 associated With user No. 2 
has access to system resource No. 1, system resource No. 3 
and system resource No. 4. Associated user access block 46 
provides a con?guration that alloWs user No. 3 access to 
system resource 1 through 5. It is noted that this is inde 
pendent of the process upon Which the user is Working. The 
system resource is accessible by the user and not by the 
process. 

[0033] Referring noW to FIG. 3, there is illustrated an 
overall block diagram of the present invention. In the present 
invention, security is based upon a process. A process, such 
as a Word processing program, a ?nancial program, etc., 
each have certain needs related to the resources. For 
example, a payroll program, once accessed, Would need to 
have access to its database. The program, hoWever, typically 
does not alloW as an inherent part thereof for the database to 
be copied, does not alloW the database to be deleted nor 
manipulated in any manner other than that provided by the 
program itself. These may even have audit trails that cannot 
be bypassed. The present invention provides for security 
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wherein the resource is only accessible through the step of 
executing and running the program. If the program is not 
running, the user does not have access to the given resource 
unless through another process Which happens to have 
access to the resource. 

[0034] Referring further to FIG. 3, a general operating 
system 60 is illustrated, this operating system being any type 
of operating system such as a Microsoft WindoWs based 
system, a UNIX system or even a DOS system. An operating 
system is the primary method by Which a computer inter 
faces betWeen the peripheral systems, such as memory 
storage devices, printers, modems and a process running on 
said computer. The user is then provided With a platform on 
Which to run programs Wherein the user can access the 

program and have the program access various peripherals 
through its interaction With the operating system. Operating 
system 60 therefore provides the necessary commands to 
access various resources 62 on the system. Again, these 
resources can be such things as a modem, a printer, a 
scanner, etc., even including a magnetic disk drive. The 
operating system is restricted to allocate only those 
resources de?ned in a resource access table 64, Which 
resource access table de?nes resources associated With a 

given process, Which association is based upon the process’ 
needs. 
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alloW a System Administrator to set the parameters of the 
access control block. The access control block then selects 
Which of the process access selector blocks 74 is authoriZed 
to have access to a given resource. It is important to note that 
it is a request from a process block 70 during the running of 
that process that is utiliZed by the access control block 76 to 
grant access to the process access selector 74. 

[0037] By Way of example, if a Word processing program 
Were being operated and, on the same computer, a user had 
the ability to operate an accounting program, the Word 
processor Would be provided access to certain regions on a 
disk and the ?les associated thereWith. The user could 
retrieve these ?les, delete them, modify them and restore 
them. HoWever, the user Would not be alloWed through the 
Word processor to access the accounting database for any 
purpose, since the process does not require this. In another 
example, if a modem Were provided, this Would not usually 
be a resource that Was available to a Word processor. The 

modem Would, for example, only be accessible to a com 
munications program. 

[0038] In another example of the operation of the process 
based security system, Where resources are permitted access 
only in association With the particular process that is 
selected, reference is made to Table 1, Which is an example 
of the resource access table 64 of FIG. 3: 

TABLE 1 

Step Process name Resource name Rights Mask 

1 C:\*.*/S C:\*.*/S Full access 
E:\LOGIN\LOGIN.EXE Execute only 

2 E:\LOGIN\LOGIN.EXE E:\SYSTEM\PASSWORDS Read only 
E:\PROGRAMS\MENU\MENU.EXE Execute only 

3 E;\PROGRAMS\MENU\MENU.EXE E:\PROGRAMS\MENU\SCREENS Read only 
E:\PROGRAMS\*.EXE/S Execute only 
E:\PROGRAMS\*.COM/S Execute only 

4 E:\PROGRAMS\WP51\WP.EXE F:\LIBRARY\*.* Full access 
G:\COMMON\*.*/S Full access 

[0035] The process expresses its need via a process 
requesting mechanism 66 Which is an inherent aspect of 
process execution for any given process. The process 
requesting mechanism 66 initiates a request for a resource 
and, if the process running on the system has access to that 
resource, as noted in the resource access table 64, the 
operating system 60 Will then grant the resource for use by 
the process Within the operating system. If not, then the 
operating system Will block access. 

[0036] Referring noW to FIG. 4, there is illustrated a more 
detailed block diagram of the process-based access system 
of the present invention. In general, a user block 68 is 
provided Which indicates a user of the system. The user of 
the system can access any given process, being illustrated 
for processes in process blocks 70. Each of the process 
blocks 70 is connected to a process access selector 74, each 
of Which is associated With one of the resource blocks 62, 
there being illustrated ?ve resource blocks 62. The process 
access selector 74 is operable to potentially alloW any 
process to address that process access selector 74. An access 
control block 76 is provided that receives as inputs an 
indication of Which of the processes in process block 70 is 
running. A System Administrator block 75 is provided to 

[0039] The example in Table 1 illustrates a general per 
sonal computer of the clone type, running an MS DOS 
operating system Which is attached to a netWork With a 
process based security. When the computer is started, any 
process With the C:\ drive (denoted With the Wild card 
processing of and its sub-directories (denoted With the 
/S option on the end of the process name) is provided full 
access to anything on the C:\ drive (once again denoted With 
the Wild card resource name of and its sub-directories 
(once again denoted With the /S option on the end of the 
resource name). The user can also execute the process 
E:\LOGIN\LOGIN.EXE from the netWork. All other 
resources from the netWork are not available to the computer 
at this time. This situation represents a user, on a computer, 
Who can log into a netWork, but has not done so. In essence, 
the user can do anything With their local resources, but 
nothing With netWork resources, until they are identi?ed to 
the netWork With the login program. 

[0040] In step 2 in Table 1, When the user executes the 
E:\LOGIN\LOGIN.EXE process, the process changes from 
something on C:\ to LOGINEXE Which can read the 
E:\SYSTEM\PASSWORDS ?le and execute the 
E:\PROGRAMS\MENU\MENU.EXE program. The ?le 
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LOGIN.EXE is the netWork’s method of identifying users of 
the network. Execution of LOGIN.EXE Will verify the user 
through its read-only access to the 
E:\SYSTEM\PASSWORDS ?le. If the user is veri?ed as a 
valid user, LOGIN.EXE Will pass control on to step 3 and 
the process E:\PROGRAMS\MENU\MENU.EXE. 

[0041] In step 3, When MENU.EXE gets executed, it Will 
read the appropriate menu options from its SCREENS ?le 
and display it for the user. MENU.EXE controls What 
programs can be executed and as such, it has been given 
rights to execute any program in the E:\PROGRAMS direc 
tory or any of E:\PROGRAMS sub-directories (this is 
denoted With the /S option after the partial Wild card name 
*EXE and *COM). In step 4, in the event the user executes 
the WPEXE program, this process has full access to a local 
E:\LIBRARY directory, a shared G:\COMMON directory 
and the sub-directories of G:\COMMON. The example in 
step 4 may also represent a netWork, Where personal ?les are 
stored in a user-related directory (E:\LIBRARY) and com 
pany shared documents are stored in a common directory 

(G:\COMMON). 
[0042] In the preceding example, it can be seen that the 
user cannot, for example, obtain access to the PASSWORDS 
?le by any other process except for the LO GIN.EXE process 
and this process determines hoW the user can deal With that 
particular ?le. 

[0043] Referring noW to FIG. 5, there is illustrated an 
alternate embodiment of FIG. 4, illustrating hoW a particular 
process can constitute a resource. The resource blocks 

include a resource block 80 Which constitutes a sixth 
resource, in addition to the ?ve resource blocks 62. HoW 
ever, this resource also has a process block 82 disposed 
therein, Which constitutes a ?fth process. Access to this 
process block 82 is facilitated through the use of a process 
access block 84, similar to the process access block 74, and 
controlled by access control 76. Each of the processes in 
process blocks 70 have access to the process block 82 and 
the resource block 80 through the process access block 84. 
Therefore, if one of the processes in process blocks 70 Were 
running and the access control block 76 alloWed access 
through a process access block 84, then process No.5 in 
resource block 80 could be run. This, of course, Would then 
alloW process block 82 and the process #5 associated 
thereWith to request and receive access to any of the 
resources in resource blocks 62 associated With process 
access block 74 in accordance With the access control 
information in access control block 76. Although illustrated 
as only a single process that is accessed by another process, 
there could be many processes deep, such that three or four 
processes Would need to be run before a given process Was 
accessible Which, in turn, could access an end resource. 

[0044] It is important to note that the process must be 
running and, during the running thereof, execute instructions 
that request a given resource. It is the running of the process 
and the request by that running process that alloWs access to 
a resource. The fact that the process has been opened and 
initiated is not sufficient to gain access to the resource since 
it is the use of the resource by a given process that is 
selected. For example, if a multi-tasking operating system 
Were utiliZed and a given program executed from that 
platform as a ?rst task, it may be desirable to place that task 
in the background and initiate a second task. Even if the ?rst 
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task Were running in the background, the ability of the ?rst 
task to request a given resource does not in any Way effect 
the rights of the second task to have access to that same 
resource. Unless it is in the resource access table, no access 
to the resource Will be alloWed. Even if the ?rst task Were 
operating and it Were utiliZed to “launch” a second process, 
this Would not effect the resource access of the launched 
process, since When the launched process is running, the 
launching process is not running and it is not the launching 
process that is requesting access to the resource. Therefore, 
it is only the requesting resource that is of concern. 

[0045] Referring noW to FIG. 6, there is illustrated a 
?oWchart depicting the overall operation of the system. The 
program is initiated at a start block 100 and proceeds to a 
decision block 102. The decision block 102 determines if a 

process has been initiated. If not, the program ?oWs back 
around an “N” path to the input of decision block 102. When 
a process has been initiated, the program Will How to a 
function block 104 to log in the user. The log in procedure 
is a procedure that may be utiliZed, but can be optional. In 
and of itself, as described above With reference to Table 1, 
the log in process is a separate process in and of itself. 
HoWever, some programs by themselves, require log in 
procedures, i.e., accounting systems. Therefore, this is an 
optional block. 

[0046] After the log in block 104, the program Will How to 
a function block 106 to run the process. Once the process is 
running, the program then ?oWs to a decision block 108 to 
determine if a resource request has been made by the 
running process. If not, the program Will ?oW along the “N” 
path back to the input of function block 106. When a 
resource request has been made by the running process, the 
program Will ?oW from decision block 108 along a “Y” path 
to a function block 110, Wherein the resource access table is 

accessed to determine access rights for the requesting pro 
cess. The program Will then How to a decision block 112 to 

determine if access has been granted for that particular 
resource. If not, the program Will ?oW along a “N” path to 
a function block 114 to return an “access denied” error code. 

The program Will then ?oW back to the input of function 
block 106. HoWever, if access rights have been granted in 
accordance With the resource access table, the program Will 
?oW along a “Y” path from decision block 112 to a function 
block 116 to alloW access to the system and then back to the 
input of function block 106. This Will continue unless the 
resource is halted. 

[0047] Referring noW to FIG. 7, there is illustrated a 
?oWchart depicting the resource request by the process, as in 
step 108 of FIG. 6. The ?oWchart is initiated at a block 120 
and then proceeds to a decision block 122, Wherein the 
process determines if a resource is needed for the process. If 
not, the program ?oWs along an “N” path back to the input 
of decision block 122. If a resource is required, the program 
Will ?oW along a “Y” path to a function block 124. The 
function block 124 then determines the ID for the resource 
and then generates the request, this request de?ning the 
resource that is required and also the mode of access that is 
required. The program Will then How to a decision block 126 
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to determine if the resource is available. If not, the program 

Will ?oW along an “N” path back to the input of decision 

block 122. If it is available, the program Will ?oW along a 
“Y” path to a function block 128 to process the resource in 

accordance With the operation of the process and then How 
to a return block 130. 

[0048] Referring noW to FIG. 8, there is illustrated a 
?oWchart depicting the operation of the operating system 
When processing a request for a resource. This is initiated at 
a block 134 and then proceeds to a decision block 136. The 
decision block 136 determines Whether a resource request 

has been received from a process operating in conjunction 
With the operating system. If not, the program Will ?oW 
along an “N” path back to the input of decision block 136. 
If a resource request has been received, the program Will 
?oW along the “Y” path to a function block 138. Function 
block 138 fetches the information stored in the resource 
access table to determine if the particular resource has any 

access rights associated thereWith. The program Will then 
How to a decision block 140 to determine if access rights are 

present in the resource access table for the requested 
resource. If not, the program Will ?oW along the “N” path to 
a function block 142 Wherein a “NULL” signal is sent back 
to the requesting process to deny access and then to the input 
to decision block 136. 

[0049] If access rights eXist in the resource access table for 
the given resource, the program Will then How to function 
block 144 to determine if the mode of access that is 
requested by the requesting process is present in the resource 
access table, i.e., Whether the resource access table has been 
set up to grant this mode of access to the given resource. An 
eXample of this Would be a ?le that is de?ned as the resource 

With the modes being READ and WRITE, With either 
reading of the ?le from the disk or Writing of the ?le to disk. 
The program Will then How to a decision block 146 to 
determine if the mode of access is available. If not, the 
program Will ?oW along the “N” path back to the function 
block 142 and, if the mode of access is available, the 
program Will ?oW along the “Y” path to a decision block 148 
to determine if the requested resource and mode of access 

are valid for the requesting process. For eXample, a process 
may request access to a particular memory device or portion 
of a memory device and it may require access to that 
memory device for Writing of information thereto. The 
system Will ?rst determine if the resource has access rights 
associated thereWith and then check to see What mode of 
access is alloWed. In this eXample, if the resource is avail 
able, it may have a mode of access available for reading and 
a mode of access available for Writing. HoWever, the 
resource access table may only grant reading rights to the 
requesting process. In this event, access Will be denied. This 
is represented by the path that ?oWs along the “N” path back 
to function block 142. If access is alloWed, the program Will 
?oW along a “Y” path from decision block 148 to a function 
block 150 to grant access and then to a return block 152. The 

folloWing is the process How for the process generating the 
request: 
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[0050] Process 

id = fopen (“?lename”, “rt”); SThis is the request to 
the operating 
system for the ?le 
access (resource). 

if (id == NULL) 

?le not available 

} 
else { 

process the opened ?le 

[0051] The folloWing is the process How for the operating 
system When servicing the request: Operating System 

FILE *fopen (char *name, char *mode) 

(before checking for the presence of the ?le, 
check to see if the process has any rights to the ?le.) 

for (i = (25; i<SIZEiOFiACCESSiTABLE; i + +) 
if (check (name, accesstable resource) == (23) 

break; 
if (i == SIZELOFLACCESSLTABLE) return NULL; (no rights at all) 
for = o; j< accesstable rightsisize; ++) 

if (check (mode, accesstable rights Mode) == 
break; 

if == accesstable rights size) return NULL; (speci?c right not 
present) 

(the remaining code deals With What the operating 
system needs to do to allocate the ?le to the calling 
process (note additional errors may still occur, like 
?le not found)). 

[0052] The foregoing describes a system for providing 
process-based security to an operating system. In this secu 
rity system, access to any resource on the system, although 
provided by the operating system, is restricted by the oper 
ating system to only those requested by a given process. 
Whenever a process, during operation thereof With the 
operating system, requires or requests access to a resource, 
the operating system makes a determination as to Whether a 
resource can be made available for that given process. This 
is facilitated by storing access rights for any process in a 
resource access table. When a process is running on the 
system and it requests for its use a given resource, the 
operating system Will then look up in the resource access 
table to determine if the resource is available and, if so, grant 
access to the resource. 

[0053] It has been described hereinabove that a process 
based security system controls access to resources via the 
process (i.e., application) that requests the resource. Experi 
mentation and development have shoWn, hoWever, that such 
a security system is is particularly ef?cient When imple 
mented in a dedicated, or single-purpose environment, such 
as a Web server, or other, computer appliance-type of appli 
cation. 

[0054] Thus, it can be appreciated that the process-based 
security described hereinbeloW, as applied to a dedicated, 
single purpose computer system, could exhibit the folloWing 
advantages: 
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[0055] (1) prevent a user from loading their oWn 
applications into the system; 

[0056] (2) prevent a user from attempting to access 
?les from uncontrolled processes, e.g., trying to load 
in a hex editor to obtain access to the sensitive ?les 

such as accounting records, etc.; 

[0057] (3) prevent access to all the resources in a 
system, even though individual resources are needed 

by a particular program or process; 

[0058] (4) process-based security, in a dedicated 
environment, is self contained, i.e., independent of 
the rest of the system, and is thus relatively easy to 
implement in existing systems; 

[0059] (5) process-based security is context-speci?c 
or can be made to be dynamic by the Way in Which 
resource access is interpreted; and 

[0060] (6) in a process-based security system, the 
user only has the right to execute a speci?c applica 
tion or process and that process includes access 

rights only to speci?c resources keyed to the request 
ing process. 

[0061] Referring to FIG. 9 there is illustrated a functional 
block diagram of an illustrative embodiment of a process 
based security system according to the present disclosure. A 
portion of the functional aspects of a complete computer 
system 160 is shoWn having an operating system 162 
coupled With a plurality of resources indicated by the three 
blocks identi?ed by reference number 172, respectively 
resource A, resource B and resource C. In general, resources 

172 may be various types of input and/or output devices or 
application programs installed on a particular system. I/O 
device resources may include a keyboard, mouse, scanner, 

display, modem, disk drive, printer, or an interface to a 
netWork, etc. Application, or process type resources may 
further include a Word processor, a spreadsheet, a commu 

nication or e-mail program, a database, a search engine or 

broWser and the like. Continuing With FIG. 9, each process 
requesting access 168 is bound to a resource access table 

(RAT) 164 via respective links 165, 166 and 167. The 
resource access tables 164 contain entries or statements that 

may be expressed in a high level programming language. 
Further coupled as inputs to operating system 162 are the 
plurality of processes requesting access 168, i.e., applica 
tions running on system 160 as indicated by process request 
ing access 1, process requesting access 2 and so on to 
process requesting access N. In the description to folloW, the 
Words application and process Will be used interchangeably, 
referring generally to an application program as distin 
guished from an operating system. Such application pro 
grams are provided to accomplish speci?c operations such 
as spread sheets or Word processing or communications and 
the like. In general, each of these processes or applications 
168 Will, during their operation, require access and use of 
various ones of the resources 172 coupled to the operating 
system 162 of the computer system 160 of the present 
disclosure. Coupled as inputs to the various processes 168 or 
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applications 168 is provision for entering a user identi?er 
and/or passWord for each respective process 168 or appli 
cation 168 that Will be requesting access to a resource as Will 

be described further hereinbeloW. The entry of the user 
identi?er and/or passWord is represented by the functional 
block 170 user ID and passWord. 

[0062] Referring further to FIG. 9, an operating system 
162 for computer system 160 is illustrated, such as a 
Microsoft WindoWs based system, a UNIX system, a DOS 
system or the like. An operating system is the primary 
method by Which a computer interfaces With the various 
resources including, for example, the peripheral systems 
such as memory storage devices, printers, modems and a 
process or application running on said computer. The oper 
ating system 162 provides the user With a platform on Which 
to run programs, i.e., applications or processes 168 Wherein 
the user can access the program and have the program access 
various peripherals through its interaction With the operating 
system. Operating system 162 therefore provides the nec 
essary commands to access various resources 172 on the 

system. Further, the operating system 162 is restricted to 
allocate only those resources de?ned in the resource access 
tables 164, Which de?ne resources 172 to be associated With 
a given process 168, based upon the needs of the process 
168. 

[0063] The operating system 162 (OS 162) receives as 
inputs an indication of Which of the process blocks 168 is 
running. In one embodiment the OS 162 may include or be 
responsive to a System Administrator function to set the 
parameters of the access control for the resources 172. The 
OS 162 in conjunction With the resource access table 164 
then selects Which of the resources 172 is authoriZed access. 
It is important to note that it is a request from a process 168 
during the running of that process 168 that is utiliZed by the 
OS 162 to grant access to the resource access table 164. 

[0064] Continuing With FIG. 9, the functional block 170 
indicates both a user of the system and information that may 
be provided by the user to gain access to the system or its 
resources. The user of the system can access any given 
resource appropriate to the application that is provided in the 
dedicated system. In general, a process or an application is 
an executable ?le Which may be referred to as “*.EXE”, the 
“*” de?ning a Wild card name of one or more characters 

representing an executable ?le or program. For example, one 
Well knoWn Word processing program has an executable ?le 
name of WREXE. The user can enter the term “WP” and 
“launch” that program. The program Will then run in a 
conventional manner. 

[0065] In operation of the system 160 of FIG. 9, by Way 
of example, if a Word processing program Were being 
operated and, on the same computer, a user had the ability 
to operate an accounting program, the Word processor Would 
be provided access to certain regions on a disk and the ?les 
associated thereWith. The user could retrieve these ?les, 
delete them, modify them and restore them. HoWever, the 
user Would not be alloWed through the Word processor to 
access the accounting database for any purpose, since opera 
tion of the Word processor process does not require this. In 
another example, if a modem Were provided, this Would not 
usually be a resource that Was available to a Word processor. 
The modem, for example, could only be accessed by a 
communications program. 
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[0066] In an example of the operation of a process based 
security system, reference is made to Table 2: 

TABLE 2 
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Process or application 
Step name Resource name Rights Mask 

1 C:\*.*/S C:\*.*/S Full access 
E:\LOGIN\LOGIN.EXE Execute only 

2 E:\LOGIN\LOGIN.EXE E:\SYSTEM\PASSWORDS Read only 
E:\PROGRAMS\MENU\MENU.EXE Execute only 

3 E;\PROGRAMS\MENU\MENU.EXE E:\PROGRAMS\MENU\SCREENS 

4 E:\PROGRAMS\WP51\WP.EXE 

Read only 
Execute only 
Execute only 
Full access 

Full access 

[0067] For purposes of illustration, the example in Table 2 
applies to a personal computer (PC) Which is attached to a 
netWork and running an MS DOS operating system that is 
provided With process-based security. Although a PC is 
usually considered a general purpose system, the simplicity 
of the illustration provided by Table 1 applies equally Well 
to a dedicated computer system. When the computer is 
started, as in step 1 in Table 1 described previously, any 
process to be run With the C:\ drive (denoted With the Wild 
card designation and its sub-directories (denoted With 
the /S option on the end of the process name) is provided full 
access to any resource on the C:\ drive. Note also that the 
user can execute the resource E:\LOGIN\LOGIN.EXE from 
the netWork but that all other resources from the netWork are 
not available to the computer at this time as being limited by 
the statement E:\LOGIN\LOGIN.EXE. This statement Will 
be described further in the next paragraph. This example, so 
far, represents a user, on a computer, Who can log into a 
netWork, but has not done so. In essence, the user can do 
anything With his or her local resources, but nothing With 
netWork resources, until they are identi?ed to the netWork 
With the login program. 

[0068] In step 2 in Table 2, When the user executes the 
E:\LOGIN\LOGIN.EXE process, the process changes from 
something on C:\ to LOGINEXE Which is permitted to read 
the E:\SYSTEM\PASSWORDS ?le and execute the 
E:\PROGRAMS\MENU\MENU.EXE program. The ?le 
LOGINEXE is the netWork’s method of identifying users of 
the netWork. Execution of LOGINEXE Will verify the user 
through its read-only access to the 
E:\SYSTEM\PASSWORDS ?le. If the user is veri?ed as a 
valid user, LOGINEXE Will pass control on to step 3 and 
the process E:\PROGRAMS\MENU\MENU.EXE. 

[0069] In step 3, When the ?le MENUEXE is executed, it 
Will read the appropriate menu options from its SCREENS 
?le and display it for the user. MENUEXE controls What 
programs can be executed and as such, it has been given 
rights to execute any program in the E:\PROGRAMS direc 
tory or any of E:\PROGRAMS sub-directories (this is 
denoted With the /S option after the partial Wild card name 
* .EXE and * .COM as listed in the resources column of Table 
2). In step 4, in the event the user executes the WPEXE 
program, this process has full access to a local E:\LIBRARY 
directory, a shared G:\COMMON directory and the sub 
directories of G:\COMMON. Step 4 may also represent a 
netWork, Where personal ?les are stored in a user-related 

directory (E:\LIBRARY) and company shared documents 
are stored in a common directory (G:\COMMON). 

[0070] In the preceding examples illustrated by Table 2, it 
can be seen that the user, because of the table Which must be 
accessed during a resource request, cannot obtain access to 

the PASSWORDS ?le by any other process except via the 
LOGINEXE process. This process also determines hoW the 
user can deal With that particular ?le. 

[0071] Referring noW to FIG. 10 there is illustrated a 
?oWchart of the operation of the illustrative embodiment of 
the process-based security system of FIG. 9. The How 
begins With the Start block 200 and proceeds to block 204 
to load the application program. From block 204 the How 
proceeds to block 206 to start the application Which is 
folloWed by decision block 208 to determine Whether a 
resource is requested by the application. If the result of the 
determination is negative then the How folloWs the N path 
back to the entry to the Start Application block 206. If the 
determination in block 208 is af?rmative then the How 
proceeds to block 218 Wherein a step to read the respective 
resource access table 164 for the requesting application 168 
is performed. 

[0072] Continuing further With FIG. 10, upon reading the 
resource access table 164 for the requested application in 
block 218 the How proceeds to block 220 Wherein the system 
160 interprets the entries or statements in the resource access 
table 166 to identify the commands of the execution path and 
the sequence of operations contained in it. The How there 
upon proceeds to decision block 222 Wherein a determina 
tion is made as to Whether the request for resource access 
matches the application in operation. If the determination is 
negative, then the How proceeds to block 216 Wherein access 
is denied and thereupon is routed back to the start applica 
tion block 206. If, hoWever, the determination in decision 
block 222 is af?rmative, then the How proceeds along the Y 
path to block 226 Wherein access is granted to the requested 
resource and the How returns to the main program to execute 
the application or process as indicated at block 234. It Will 
be appreciated that the security access is provided by the 
reading and interpreting of the resource access table 164 
entries or statements Which specify the resources needed for 
the particular application or process and the execution path 
for access to those resources. Thus, access to resources is 
limited to only those resources that are needed and requested 
by the particular application or process that is in operation. 














